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Abstract

The swift escalation in hostile content on the web and specifically on Online Social Media
(OSM) has lately become a matter of concern that we must tackle. The situation worsens to
a whole different level with recent events such as COVID-19 pandemic, BLM, and #MeToo
movements. Even though the existing systems address the problem of hostile post detection
in one or more dimensions, e.g., hate, fake, etc., there has not been sufficient studies that
address multiple hostile dimensions in a unified system. Moreover, a significant majority of
the existing systems devour the English language, and research in regional languages (e.g.,
Hindi, Bengali, etc.) do not get adequate attention. To this end, in this paper, we tackle the
hostile post detection in Hindi for four dimensions — fake, hate, offensive, and defamation. We
propose HostileNet, a novel deep learning framework that leverages the HindiBERT-based
contextual representations and hand-crafted lexicon features for the hostile post classification.
Moreover, we also propose a novel mechanism to further fine-tune the attention vectors w.r.t.
each hostile dimension. We evaluate HostileNet on the CONSTRAINT-2021’s multi-label
Hindi shared task dataset in both coarse-grained (hostile vs. non-hostile) and fine-grained
(fake vs. hate vs. offensive vs. defamation) setups. Our evaluation shows that HostileNet
outperforms various existing systems including the best performing system as reported in the
CONSTRAINT-2021 shared task for both the setups. Furthermore, we provide a thorough
analyses of the obtained results in forms of ablation study, error analysis, attention heapmap
analysis, lexicon feature analysis, etc. We make the code and the curated multi-label hostile
lexicon available for research use at https://github.com/LCS2-IIITD/HostileNet.
git.


https://github.com/LCS2-IIITD/HostileNet.git
https://github.com/LCS2-IIITD/HostileNet.git
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Chapter 1

Introduction

Technological progressions are going above and beyond, gradually sneaking into our lives.
The growing fame of the Internet has radically expanded the usage of the OSM platforms. It
has transformed into an extraordinary stage for individuals to impart their thoughts and opin-
ions. A massive volume of text information disseminates over the internet, which contains a
large portion of textual information consisting of posts shared by individuals on various top-
ics like political issues, religious groups, the economy, and many more. The current outbreak
of the COVID-19 pandemic has boosted the consumption of these OSM platforms to a great
extent. According to a recent study, there has been an increment of 55% in total time spent
by Indians on the Internet (BusinessToday 2020). This remarkable rise, in turn, has led to an
increase in the amount of hostile content such as fake news, hate speech, and offensive posts
over these platforms!. A recent survey inspects millions of websites, including most popular
social media websites, and reports an escalation in hate speech by 900% against China and
its people over Twitter?. A similar trend is observed against Asians, with over 200% increase
in traffic on sites and posts that spread hate against Asians. Reichelmann et al. 2020 scruti-
nized the propagation of online hate speech in six nations and showed that hate speech has no

boundaries.

1.1 Impact of Hostile Media

Most of the misinformation transmits through the OSM platforms (D. Joshi 2021). The prin-
cipal intention behind the hostile content (e.g., fake news, hate speech, offensive posts, etc.)
is to spread misinformation, embed fear into the minds of the public, defame someone, or
spread hatred (Devakumar 2020). There are several instances where the spread of hostile

5th US Presidential elections, around

content had impacted the entire society. During the 4
25% of Americans visited a fake news website that tried to influence the thought process of
the general public and affected the eventual outcome of the election (Grave et al. 2018).

In another example, a fake and defaming post in Bangladesh causes the destruction of
several religious places of minority communities by a violent mob (Ahmed and Manik 2012).
In the most recent example from India, a renowned celebrity’s Twitter account was suspended

permanently due to infraction of Twitter’s hateful conduct and abusive behavior policies

"https://bit.1ly/3rQQLTW
"https://11ght.com/Toxicity_during_coronavirus_Report-Light.pdf


https://bit.ly/3rQQLTW
https://l1ght.com/Toxicity_during_coronavirus_Report-L1ght.pdf
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(Kanyal 2021). Similarly, many posts that spread hate or other hostile nature often lead to
catastrophic impact as worst as the loss of human life. Such phenomena are not limited to
a cultural, regional, or linguistic group; instead, these are global phenomena. Everyone is a
victim of misuse of the social media platforms with such hostile posts. Considering the im-
pact of such posts, timely detection and remedy are of utmost necessity to ensure a civilized

environment.

1.2 Motivation

With the second highest number of Internet users in the world?, India contributes to a domi-
nant chunk of online content. Hindi is the most spoken language in India and 3" in the world
with over 615 million speakers (Ghosh 2020).

Despite having a huge footfall, most of the languages in India still fall under the umbrella
of low-resource languages and a significant effort is desirable across the NLP spectrum, and
hostile post detection is not an exception. For the hostile post detection, a decent number
of research has been carried out for English and other languages (Waseem and Hovy 2016;
Davidson et al. 2017; Badjatiya et al. 2017; Mitrovi¢, Birkeneder, and Granitzer 2019; Tran
et al. 2020; Kaliyar, Goswami, and Narang 2021); however, the research involving Indian
languages (e.g., Hindi) is scarce (Mandl et al. 2019; Kar et al. 2020; Saroj and Pal 2020). A
prime reason is the unavailability of the qualitative dataset. Recently, a benchmark dataset
(Bhardwaj et al. 2020) in Hindi covering four hostile dimensions, was developed as part
of a shared task in the CONSTRAINT-2021 workshop (Patwa, Bhardwaj, et al. 2021). A
good number of research teams participated in the competition and submitted their systems.
Among the participating systems, we observe that their proposed systems fail to handle all
hostile dimensions in equal proportion — there is no single system that reports best results for
all four cases and the overall case. This prompts us to explore the hostile post detection for a
unified solution instead of dimension-specific solutions. To this end, in this work, we propose
a novel joint architecture, named HostileNet, to detect four hostile dimensions (i.e., hate,
fake, defamation, and offensive) in Hindi. HostileNet utilizes label-wise gold attention scores
to fine-tune HindiBERT’s (Doiron 2020) attention heads to cater to each label specifically,
alongside with other lexicon level features.

We evaluate HostileNet on the CONSTRAINT-2021 dataset (Bhardwaj et al. 2020) and
compare the performance with the wining systems of the shared task. We study two setups;
the first setup, aka. coarse-grained setup, identifies hostility in a social media post. The
second one, i.e., the fine-grained setup, aims to reveal the presence/absence of four hostile
dimensions. HostileNet yields better scores in both coarse-grained and fine-grained setups
compared to the wining systems. We also report our analyses of the obtained results in further
details.

*https://www.internetworldstats.com/top20.htm


https://www.internetworldstats.com/top20.htm
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1.3 Challenges

The rapid generation of malicious content and misinformation over OSM platforms, news
feeds, and blogs have made the automatic identification of hostility an extremely perplexing
task. It demands to increase the need for high computational models to tackle the problem of
such posts. A hostile post is often decisively composed to spread misinformation, hatred and
to mislead common mass. As an effect, it needs deep insight to interpret the hostility even
for the human being. Another crucial challenge is the regional and cultural difference that
affects how a group interprets a post. For example, the term ‘meetha’ has a generic meaning
of ‘sweet’, but it is treated as ‘fa##ot’ (hateful towards the LGBT community) in different
culture. Similarly, in India, China, and many other countries, the word ‘dog’ is treated as a
derogatory and offensive term; however, it symbolizes friendly and loving pets in the majority
of the western world.

Furthermore, fine-grained hostile post detection adds significant complexity in the iden-
tification process due to the eminent, diverse, yet overlapping characteristics of these sub-
categories (Bhardwaj et al. 2020). Hate speech and offensive speech are closely related and,
in general, are used interchangeably by an ordinary person. The distinction lies in the mo-
tivation behind the hostility — hate posts are racial slur towards a group; whereas, offensive
comments can be personal and may not target the group as a whole. Similarly, fake news is
always false and malicious, whereas the allegation in defamation might be true but lacks proof
and does not hold legal liability. At times, many claims are fake with the malicious intent
of inciting hatred towards a particular community. Given these discussions, it is not difficult
to understand that the discrimination among these hostile dimensions is a highly challenging

task and needs careful investigation in an efficient identification model.

1.4 Our Contributions

We summarize our contributions as follows:

* We present a novel hostility detection dataset in Hindi language “ CONSTRAINT-2021
” (Bhardwaj et al. 2020). We collect and manually annotate ~ 8200 online posts. The
annotated dataset covers four hostility dimensions: fake news, hate speech, offensive, and

defamation posts, along with a non-hostile label.

* We address the problem of hostile post detection in social media posts in Hindi. This
work explores two setups, coarse-grained hostile post detection as a binary classification

and fine-grained hostile post detection as a multi-label multi-class classification problem.

* We propose a unified framework, HostileNet, to handle the identification of four hostile

dimensions — fake, hate, defamation, and offensive.

* HostileNet incorporates a novel module to optimize the computed attention scores against
the label-wise gold attention scores.
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* Our evaluation on the CONSTRAINT-2021’s dataset shows state-of-the-art performance

for both fine-grained and course-grained setups and across all four dimensions.

* We report extensive analyses of HostileNet, including ablation analysis, feature analysis,

heatmap analysis, error analysis, etc.

The rest of the work is organized as follows. In Chapter 2, we discuss the prominent work
done in the field of hostile post detection. Chapter 3 encloses a brief description of the dataset.
In Chapter 4, we shed light upon our proposed methodology. Chapter 5 consists of results

and analyses of our proposed model, which is briefly followed by conclusion in Chapter 6.



Chapter 2

Related Work

The proliferation of hostile content on OSM platforms through daily feeds, news blogs, and
online newspapers has made it an extremely challenging task to identify real and faithful con-
tent. Being one of the powerful and widely used OSM platforms, Twitter provides a perfect
playground for individuals with malicious intentions to disseminate toxicity, misinformation,
fake news, and hatred over the Internet. Upon perceiving the harmful effects of hostile con-
tent over OSM platforms, several studies have been made in the past three decades, which we

briefly present below.

2.1 Hostile Text Detection in English

There are plenty of existing hostile post detection methods; most of them are devised for
high-resource languages like English. The pioneering work in the hostile text detection was
put forward by Spertus 1997. This study leveraged the traditional machine learning tech-
nique, namely Decision Tree, to detect hostile messages. Despite their approach to hostile
post detection was straightforward, their work clutched a lot of attention and furnished a
foundation for this challenging task. Later, a supervised learning approach with uni-grams to
detect racism in tweets was proposed by Kwok and Y. Wang 2013. They employed a Naive
Bayes (NB) classifier, leveraging acquired labeled data from different Twitter accounts to
learn a binary classifier for the labels — “racist” and “non-racist”. Most of the early attempts
in hostile post detection were based on traditional machine learning methods focusing on pre-
dictive features; while in recent times, the study shifted towards the utilization of linguistic
and syntactic features. Waseem and Hovy 2016 utilized character n-grams coupled with lin-
guistic features for hate speech detection. Davidson et al. 2017 used SVM for multi-class
classification of a tweet into “hate”, “offensive” or “neither”, employing tf-idf weighted n-
grams and POS tag-grams. Additionally, the authors prolonged their feature set with multiple
Twitter-specific handcrafted features such as the number of hashtags, URLs, user mentions,
characters and words. Some studies likewise coupled linguistic, semantic, and syntactic fea-
tures for detecting abusive words in text (Basile et al. 2019; Nobata et al. 2016). Surface-level
features such as character n-grams, word n-grams, and word skip-grams are broadly used fea-
tures for hostile post detection. To scrutinize the role of surface-level features, Malmasi and
Zampieri 2018 carried out a study and argued that the surface-level features are insufficient
to distinguish hate speech from profanity.
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In recent times, numerous research trended towards the utilization of deep learning meth-
ods. Badjatiya et al. 2017 were the pioneer to employ deep learning for classifying a tweet
as “racist”, “sexist” or “neither”. They used LSTM to learn tweet embeddings with gradient
boosting. Upon the same task, Sajjad et al. 2019 practiced CNN trained over GloVe embed-
dings, alongside other ML-based handcrafted features with Logistic Regression classifier.
Zampieri et al. 2019a spawned Offensive Language Identification Dataset (OLID), which
comprised 14K English tweets for OffenEval 2019 Shared Task to detect, categorize and
identify the target of offensive language. This dataset turned out to be another milestone in
the hostile post detection task. They used CNN architecture as a baseline. The OffensEval
2019 Shared Task (Zampieri et al. 2019b) witnessed the shift towards deep learning-based
systems for offensive language detection. The majority of the top-ranked teams used ensem-
bles, CNN/RNN, and transformer-based models (Pelicon, Martinc, and Novak 2019; Doost-
mohammadi, Sameti, and Saffar 2019; Mitrovi¢, Birkeneder, and Granitzer 2019). Though
all the systems engineered around deep learning techniques perform exceptionally well, but
these systems significantly lack interpretability.

The development of OSM has transformed drastically over the past few years. The esca-
lating trend of OSM has led to an increasing amount of hostile content and fake news over
the Internet. To tackle the challenging problem of automatic fake news detection, Karimi
et al. 2018 proposed a Multi-source Multi-class Fake news Detection (MMFD) framework
by amalgamating information from multiple sources with automatically elicited features.

Rasool et al. 2019 used a supervised multi-layered multi-label fake news detection where
they continually learned to relabel the dataset correctly and performed the final evaluation on
ahold-outtest set. Shu, S. Wang, and H. Liu 2019 claimed that fake news is often intentionally
fabricated to mislead users consequently; identifying fake news based solely on news content
is not very reliable. To confront this, they put forward a tri-relationship embedding framework
(TriFN) that modeled an association among the news publisher, news content, and users.

There have been a series of studies on COVID-19 misinformation detection. (Patwa,
Sharma, et al. 2021) developed a new dataset. (Paka et al. 2021) proposed a cross-stitch
based model for covid-19 fake news detection. They further extended their models using
co-attention mechanism Bansal et al. 2021. (Deepak, Chakraborty, Long, et al. 2021) com-
prehensively covered various aspects of fake news including detection and diffusion. A series
of studies are conducted on collusive fraud attacks (H. S. Dutta, Chetan, et al. 2018a; H. S.
Dutta, Chetan, et al. 2018b; Chetan et al. 2019; H. S. Dutta and Chakraborty 2020b; H. S.
Dutta, Jobanputra, et al. 2020; Arora et al. 2020; H. S. Dutta, V. R. Dutta, et al. 2020; H. S.
Dutta and Chakraborty 2020a; H. S. Dutta, Diwan, and Chakraborty 2021; H. S. Dutta, Aggar-
wal, and Chakraborty 2021; H. S. Dutta, Arora, and Chakraborty 2021) and harmful memes
(Pramanick, Sharma, et al. 2021; Pramanick, Dimitrov, et al. 2021)

Recently, the BERT model (Devlin et al. 2019) has gained tremendous attention. Tran et
al. 2020 proposed HaBERTor model for detecting hate speech where they pre-trained BERT
purely using 1.4M annotated hate speech comments. Parikh et al. 2019 was the first to work
on multi-label detection of accounts of sexism. They used models like BERT, Universal

Sentence Encoder for sentence representation and proposed a hierarchical combination of
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BiLSTMs and CNNs over word embeddings.

2.2 Hostile Text Detection in Low-Resource Languages

Most literature in hostile post detection concentrates on high-resource languages; conse-
quently, low-resource hostile post detection systems are sparse. Barely a handful of ap-
proaches have been investigated for low-resource languages like Hindi, Bangali, Urdu, etc.
Ibrohim and Budi 2019 used SVM, Naive Bayes , and Random Forest for multi-label abu-
sive and hate speech detection in Indonesian tweets. They proposed a multi-label classifi-
cation approach leveraging transformation techniques like Binary Relevance (BR), Classi-
fier Chains (CC), or Label Power Set (Kafrawy, Mausad, and Esmail 2016). Hossain et al.
2020 introduced a fake news detection system for Bengali that employed SVM encapsulated
with other linguistic features. By the time development initiated for hostile post detection
in low-resource languages, the deep learning era was already in the complete drive; hence,
most researchers explored deep learning methods to tackle this issue. Mathur et al. 2018 uti-
lized a multi-channel CNN-LSTM based architecture to classify offensive tweets in Hinglish
(Hindi+English) language, pre-trained on English tweets. Likewise, Rizwan, Shakeel, and
Karim 2020 proposed a hate speech and offensive language detection system in Romanized
Urdu. They leveraged CNN-gram, which used different kernel sizes to learn patterns that are
analogous to n-grams. The most recent inclination towards enhancing hostile post detection
in regional languages is to conduct shared tasks — SemEval’19 Task 5 (Basile et al. 2019) and
GermEval 2018 (Wiegand and Siegel 2018) are the offensive and hate speech detection tasks

for Spanish and German, respectively.

2.2.1 Hostile Text Detection in Hindi

Despite being the 3”¢ most spoken language in the world (Ghosh 2020), research in Hindi hos-
tile post detection commenced quite late. Currently, CONSTRAINT-2021 (Patwa, Bhardwaj,
et al. 2021) and HASOC (Mandl et al. 2019) marked as the most prominent shared tasks for
hostile text detection in Hindi and grabbed a lot of attention from numerous researchers across
the globe. However, majority of the approaches in both the shared tasks used engineered
approaches, ensembles, or one vs all strategy for multi-label classification with little inter-
pretability (Zhou, Li, and Ding 2021; Kamal, Kumar, and Vaidhya 2021; Raha et al. 2021;
Bhatnagar et al. 2021; Gupta et al. 2021; Sarthak et al. 2021). Kar et al. 2020 utilized mBERT
embeddings with Twitter user-level features for COVID-related fake news detection in Hindi
and Bangla alongside English. They showed high efficacy in zero-shot learning among Hindi
and Bengali due to their linguistic similarity as both are derived from the Indo-Aryan family

of Indian languages.
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2.3 Shortcomings of the Existing Systems

Identification of hostile content on the OSM platforms has gained a tremendous amount of
interest in recent years. Numerous attempts have been made to tackle this challenging prob-
lem. They, however, had several pitfalls. The main shortcomings of existing systems are as
follows:

* Low-Resource Languages: The most significant deficiency in the domain of hostile
post detection is the lack of research in low-resource languages. India has the 2" highest
number of internet users in the world', which shows how Indian languages will soon
dominate a massive chunk of OSM platforms. Additionally, it is evident from the fact
that now 50% of the tweets posted over Twitter by Indians are in non-English languages
(Mandavia and Krishnan 2019). Yet, the majority of the Indian languages fall under the
low-resource category. Ramchandra Joshi, Goel, and Raviraj Joshi 2020 showed how
deep learning approaches like CNN, LSTM perform comparably to Bag-of-words in the

case of Hindi language.

* Hostile Post Detection in Single Dimension Only: Even in high-resource languages,
most existing systems work in only one dimension of hostility. Hence, we do not have
systems that can efficiently learn correlations amongst various sub-categories of hostile
content such as fake news, hate speech, offensive, and defaming posts (Basile et al. 2019;
Nobata et al. 2016; Waseem and Hovy 2016; Davidson et al. 2017). Many of them use bi-
nary relevance, majority voting as an ensemble technique, or some engineering approach
rather than a research-based approach for multi-label hostile post detection (Zhou, Li, and
Ding 2021; Kamal, Kumar, and Vaidhya 2021; Raha et al. 2021; Bhatnagar et al. 2021;
Gupta et al. 2021; Sarthak et al. 2021)

* Less Interpretability: Even if some multi-label systems tackle a subset of hostile cate-
gories, these models have significantly less reliability and interpretability as to why the
model predicted a post as, say, hateful and defaming (Rasool et al. 2019; Parikh et al.
2019; Chalkidis et al. 2019; Tran et al. 2020).

"https://www.internetworldstats.com/top20.htm
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Despite Hindi being the third most spoken language in the world, and a significant presence
of Hindi content on social media platforms, to our surprise, we were not able to find any
significant dataset on fake news or hate speech detection in Hindi. A survey of the literature
suggest a few works related to hostile post detection in Hindi, such as (Kar et al. 2020; Jha
et al. 2018; Safi Samghabadi et al. 2020); however, there are two basic issues with these
works - either the number of samples in the dataset are not adequate or they cater to a specific
dimension of the hostility only. In this report, we present our manually annotated dataset
for hostile posts detection in Hindi (Bhardwaj et al. 2020). We collect more than ~ 8200
online social media posts and annotate them as hostile and non-hostile posts. Furthermore, we
identify four hostility dimensions for each hostile post as fake, defamation, hate, and offensive.
Though some of these hostile dimensions sound similar at the abstract-level (e.g., hate and
offensive), their definitions are different, and we define them below following (Mathur et al.
2018) and (Davidson et al. 2017).

» Fake News: A piece of information or an alleged claim that is verifiable to be false. The
authors label posts that disseminates click-bait, satire, and parody content as fake news

as well.

» Hate Speech: Any post that targets a specific individual/group of people based on their
ethnicity, religious beliefs, geographical belonging, race, etc., with malicious intentions

of disseminating hate or emboldening violence.

* Offensive: Any post which encompasses profane, impolite, rude, or vulgar language to

insult an individual or group.

* Defamation: Any pernicious posts which disperse misinformation regarding an individ-

ual, or a group/organization, with the aim of destroying their reputation publicly.

* Non-Hostile: Posts that do not contain any hostile content.

The dataset development is part of the CONSTRAINT-2021 shared task (Patwa, Bhard-
waj, et al. 2021). The CONSTRAINT-2021workshop emphasizes the hostility detection on
three major points, i.e., low-resource regional languages, detection in emergency situations,

and early detection task'.

"https://constraint-shared-task-2021.github.io/


https://constraint-shared-task-2021.github.io/

Chapter 3. Dataset 10

NH

Figure 3.1: Venn Diagram of Multi-Label Hindi hostility dataset. Notations: [F'— Fake], [O— Of-
fensive], [H— Hate], [D— Defamation], [N H— Non-hostile].

3.1 Data Development

During the development of the dataset, we observe that some of the posts overlap across some
hostile dimensions; therefore, we adopt the idea of multi-label tags for each post. Figure
3.1 shows the class-wise overlaps among hostile dimensions in form of a Venn diagram?.
Although it reveals the relationship among for the majority cases, it is inadequate to show the
intersection between fake and hate class in 2D. Some of the examples from the dataset are

presented in Table 3.1.

[ Posts | Label
1. | #NonsenseModi oI oo HeRIT €1 & 19 & H SN 7 a8l SR fEeed @ & A1 | pefamation,
OrFe FROT ST & HEAT @ HEAT ThR Hate,

#NonsenseModi Chandrayaan mission was about to succeed but Modi ji went there and disturbed Offensive
them due to which months of hard work of scientists was wasted.

2. | @Username IE > TSTETET AMRIGAT ATt ol i df Sfear 1 3 81 1T I8 i 4T
SMEE 3R 3R ISH 6T U ¥ I8 FHeT AUifesq & fars el Siodr § Hate,

i ey Offensi
Blittdy Islamic militant groups @Username should be properly checked for mental illness He is also enstve

a bl##dy supporter of Javed Akhtar and Saleem He also doesn 't bl##dy speak up against nepotism
3. | IR & A ST A [TER g |§ 9IS 7 TAR el #NATIONALNEWS Fake

Kangana Ranaut is alleged to be a Congress supporter but is also alleged to promote BJP's propa-
ganda in Bihar elections! #NATIONALNEWS

4. | IR R F YO¥CT AR 9O S & & U, B WIE URL Non-Hostile

Durning the Covid-19 pandemic, companies are revoking placement offers, which stresses out stu-
dents URL

Table 3.1: A few samples from the CONSTRAINT-2021 Hindi hostile dataset (Bhardwaj et al. 2020).
We present the samples in the original Devanagari, and its English translation for readability.

3.2 Data Collection

We collect ~ 8200 hostile and non-hostile texts from various social media platforms like
Twitter, Facebook, WhatsApp, etc. We follow different strategies to collect data for each

https://www.meta-chart.com/venn
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category.

* For fake news collection, we refer to some of India’s top most fact checking websites like
BoomLive 3, Dainik Bhaskar 4, etc, and read numerous articles in Hindi. This process helps
us identify the topics of the fake news. Subsequently, we compile a topic-wise keyword
list for each fake news. Next, we curate online social media platforms such as Twitter,

Instagram, etc., for the collection of posts.

* For hate speech collection, at first, we target the tweets encouraging violence against mi-
norities based on their race, religious beliefs, etc. Following this process, we analyse the
timelines of users with significant hate-related posts. Additionally, we also analyse users
who liked or commented in support of the hate speech and scan their timelines for additional

hate-related posts as well.

* For offensive posts, we employ the list of top swear words used in Hindi language as deter-
mined by Jha et al. 2018. For each swear word, we query Twitter API° to extract (offensive)
tweets. In the next step, we manually verify each collected tweet as offensive. One criti-
cal observation that we make during the collection process is that offensive posts against

women are more toxic and hate-oriented than the male counterpart.

* For the posts related to the defamation category, we read viral news articles where people
or a group are publicly shamed due to misinformation, and perform topic-wise search to
collect defamation tweets.

* To collect non-hostile data, we extract posts from some of the trusted sources (e.g.,
BBCHindi). We manually iterate over the collected samples to ensure that they are non-
hostile in every way. Furthermore, we also annotate around 600 non-hostile texts from

many non verified users with small followers count to maintain diversity in our dataset.

3.3 Dataset Stats

We present a brief statistics of the dataset in Table 3.2. Due to the overlapping nature of
the hostile dimensions, a post can be labelled with multiple hostile dimensions. From Table
3.2, we observe that the hostile posts are not perfectly balanced across four dimensions —
defamation has ~ 50% samples in comparison to the fake class. Moreover, the skewness
escalates with posts having single-dimension only. We observe that 37% of the samples are
fake, while only 11%, 15%, and 17% of the samples are defaming, offensive, and hateful,

respectively. We also list some samples from different classes in Table 3.1.

Shttps://hindi.boomlive.in/fake-news
*https://www.bhaskar.com/no-fake-news/
*https://developer.twitter.com/en/docs/twitter-api
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Hostile Posts
Dataset Non-Hostile
Defamation | Fake | Hate | Offensive | Total*
Train 564 1144 | 792 742 2678 3050
Validation 77 160 110 103 376 435
Test 169 334 234 219 780 873
Overall 810 1638 | 1136 1064 3834 4358

Table 3.2: CONSTRAINT-2021 Hindi Shared Task Dataset (Bhardwaj et al. 2020) description.

Defamation, Fake, Hate and Offensive denotes the number of posts associated with these respec-

tive fine-grained hostile dimensions. Since this is a multi-label hostile dataset, * indicates the total
count for hostile posts.

3.4 Dataset Analysis

On analyzing our dataset, we find multiple interesting patterns. Figure 3.2a shows the average
number of letters and words per post across each hostile and non-hostile dimension. It is
interesting to note that unlike other languages, in Hindi even though the non-hostile posts
have a higher average number of letters per post, the average number of words in hostile
posts is higher than the non-hostile posts. This might suggest that hostile posts contain more
short words in place of long common words. Similarly from Figure 3.2b, we can observe
that on average a non-hostile post has roughly 32% more punctuation marks than a hostile
post, which suggests that people who spread hostile content bother less about the syntactic
correctness of their content and more on the harmful aspect.

Defamation
Fake

Hate
Offensive
Non-Hostile

120

Average Value per Post

Letters Words
Comparision on Letters and Words in our Dataset

(a) Average number of characters and words per post.

mmm Defamation
mmm Fake

BN Hate

mmm Offensive
s Non-Hostile

Average Value per Post

Punctuations Hashtags User Mentions
Comparision on other Lexical parameters

(b) Average Punctuations (|, : ? _ ”; !), Hashtags, and User Mentions per post.

Figure 3.2: Class-wise distribution.
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We also show the word clouds® in hostile and non-hostile posts in Figures 3.3a and 3.3b,
respectively. There are some common popular words which belong to both hostile and non-
hostile categories. This is because words like Corona, Modi, Nation, and many more were
over social media throughout our entire annotation process in all sorts of conversations. Still,
the amount of negation and offensiveness against the ruling party, against religions, or coun-

tries like China, Pakistan is clearly visible in Figure 3.3a.

P
=
oAy
U S 2 e
e/ G2 _?FRT lEi'
<l p (o) ¥
Sl SN AV
(a) Hostile Word Cloud (b) Non-Hostile Word Cloud

Figure 3.3: CONSTRAINT-2021 dataset Word clouds

Our analysis reveals that hostile content can be direct or indirect, i.e., whether the post
is harmful to an individual/group or is in general (Waseem, Davidson, et al. 2017). On the
similar lines, a hostile post could be either implicit or explicit as well. We observe that of-
fensive posts have one user mention on average, reflecting that the dataset mainly consists
of directed offensive content. For experiments, we follow the train, validation, and test split
ratio of 70:10:20, respectively.

*https://www.wordclouds. com/


https://www.wordclouds.com/

14

Chapter 4

Proposed Methodology

A high-level architecture of our proposed model, HostileNet is shown in Figure 4.1. It has
three main components — a backbone network consisting of the HindiBERT (Doiron 2020)
framework, a module to optimize the multi-label attention vectors, and a module to incor-
porate the lexicon and other handcrafted features. Given a Hindi tweet to HostileNet, we
fine-tune HindiBERT. Moreover, during training, we compute attention vectors, one for each
hostile dimension, and optimize the Kullback—Leibler (KL) divergence score between the
computed attention vectors and the gold attention vectors. The objective is to learn the rel-
evant and important tokens as close as to the training distribution. In parallel, we encode
lexicon-specific features and fuse them into the network through concatenation. Finally, we
employ a small multi-layer perceptron (MLP) network for the classification. Since we address
the multi-label classification — one tweet can belong to more than one hostile dimension, we
utilize four sigmoid neurons at the output layer and optimize the classification loss through
binary cross-entropy. In the following section, we furnish details of each component in Hos-
tileNet.

4.1 HostileNet Architecture

Formally, let p = {w1, wa, ..., wy, } be a post in the dataset consisting of n words. At first, we
normalize the text. For this, we replace each emoticon in the post with its corresponding tex-

1 Moreover, we tokenize the post using

tual definition, e.g., we convert A to “folded hands
sentence piece tokenizer (Kudo and Richardson 2018) and subsequently pad the sequence up

to T" length for consistency among all posts.

4.1.1 Preprocessing

At first, we describe the compilation of multi-label lexicon for hostile texts. We utilize the
lexicon for leveraging the hand-crafted features in HostileNet and to obtain the gold attention

vectors for each hostile dimension.

* Multi-label Lexicon Creation: We summarize the lexicon creation process in Algorithm 1.
Given a set of posts as input, the algorithm returns a multi-label lexicon dictionary, where

a key is a valid token of the dataset and its value consists of a list of five normalized

"https://pypi.org/project/emoji/
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Defamation Fake Classifer Loss Hate Offensive
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[ Sentence Piece Tokenizer l

[ Social Media Post l

Figure 4.1: The architecture of HostileNet for the multi-label hostile post detection in Hindi.

scores that sum up to unity. These scores show the token’s association with the four
hostile dimensions — defamation, fake, hate, and offensive, and one non-hostile dimension,
respectively. The I lexicon score for a token is a value in the interval [0, 1], where a value
close to 1 denotes strong association of the token towards the I™ label and vice-versa.

In the next step, we calculate the token frequency f! for each token w in vocabulary V/,
against each label /, and normalize the counts by the total number of label counts for that

token as follows:
fl
>, fa

This allows us to minimize the effect of frequent and common words in computing a

token’s association with the hostile label. Further, we normalize the scores once again to
handle the skewness in the dataset, e.g., a token may have higher frequency for a label than
others due to imbalance dataset. Moreover, to ensure a good segregation amongst labels,
we subtract the normalized score by the cumulative scores of all other labels. Finally, we

compute the softmax function to obtain the absolute scores in the interval [0,1].

Lem = Softmax( fl Z fl€ Vie L
keL,k#l
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ALGORITHM 1: Multi-Label Lexicon Creation

Input: The set of all posts P, in the training set

Output: A multi-label lexicon score dictionary Lex, where a key can be any sentence piece
tokenenized token from the dataset, and its value consists of a list of 5 scores, which shows the
key’s association within defamation, fake, hate, offensive, and non-hostile dimension

L + Total number of labels in the training set

Lex < Empty dictionary

C+ {C,C?%..,CLt}Y > Number of training samples for each label

for each tokenized post p € P do

for each token w € p do

if w not in dictionary Lex then

fi=r2=pR=fl=f=0 ©of. is frequency of token w in

label [
Lexy, = [fL, £2, £3, f2, f5] > Initialize list with zero
frequencies

end

> Increment frequencies associated with labels of post p by 1. For
e.g. if post is defaming and fake, then increment f&, and ffu of
Lex,, by 1

end

end

for each token w € Lex do
for each label | € L do

‘ [
D P A
end
for each labell € L do
l
| fi=t
end

for each label |l € L do

‘ Lex!, = Softmax(f. — dokel kAl i)
end

end

We compute the lexicon score for each token in the vocabulary except for the stopwords?

and a few punctuation marks (*,’, .’, etc.). However, we keep tokens like “!°, 7, etc. as

they are highly correlated with all four hostile dimensions.

* Gold Attention Vectors: For each hostile dimension /, we create one gold attention vector
¢! using the multi-label lexicon created in the previous step. Given an input post, we
extract the /! lexicon score for each token in the post and form a vector v € R” — the
padded length. Next, we compute the gold attention vector by applying a softmax function
over the vector v. These gold attention vectors (V;cs, ¢') represent the segregation of a
post in four hostile dimensions as they truly highlight the portion of the text contributing
towards respective hostile labels.

4.1.2 Context Rich Representation

Efficient representation learning is one of the crucial aspects of any deep learning architecture

for an NLP task. To obtain the hidden representation for each token w; € p, we employ a

"https://data.mendeley.com/datasets/bsr3frvvjc/1
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pre-trained HindiBERT (Doiron 2020) model. It incorporates the Electra (Clark et al. 2020)
architecture and has been pre-trained on 8 GB of OSCAR common crawl dataset and 1GB of
Wikipedia dataset in Hindi. We extract 256-dimensional embedding vectors to represent the
post as the mean of 7" tokens.

4.1.3 Fine-tuning Attention Vectors

To learn the relevant and important tokens as close as to the training distribution, we fine-
tune four attention vectors, one for each dimension, in HostileNet. We hypothesize that the
association of one attention head per label will help the model cater specifically to each label.
We utilize L attention heads of HindiBERT? corresponding to L hostile dimensions, with one
attention head corresponds to one hostile dimension.

Let A = {A', A% ..  A'} be the set of query-key attention matrices of HindiBERT for

post p. Let Al € A represent the I

query-key attention matrix for post p. We compute the
mean over query attention scores and obtain an attention vector a’ € R”. Subsequently, we
mask the attention scores of Hindi stopwords, various non-relevant tokens, such as [CLS],
[SEP], [PAD], etc. to obtain the masked attention vector ! € R”. Further, we normalize
m! to obtain n! € RT, by applying a masked softmax function. It allows us to redistribute
the probability mass to the remaining tokens such that ) _, nt = 1 and still maintains 0 as the
attention scores for all masked tokens.

Finally, we optimize the label-wise KL divergence loss between the gold attention vector

¢' and normalized BERT attention scores n! for every label [ in a post s.
Licp(g'lln) = {ki, K5, ... Kr}  where ki =nj(log(ni) — g;) (@.1)

Moreover, for L labels, we have total KL divergence loss as:

L
Ln(glln) =) Ngp = Likp(g'(In') (4.2)
=1

where )\lK p 18 a hyper-parameter to control label imbalance issue in KL divergence. This
allows the model to tune each head pertinent to the respective hostile dimension.

4.1.4 Lexicon Features

To supplement neural network-based contextual representation, we incorporate multi-label
hostile lexicon vectors computed through our Algorithm 1 and encode them through a BiL-
STM layer. In addition, we encode hashtags and emoticons present in the input post to lever-
age their semantics in HostileNet. We combine these three vectors with the self-attended

vectors of HostileNet for the final classification.

3The pre-trained HindiBERT has four attention heads by default; therefore, we associate each attention head to
one hostile dimension in our case. Please note that, in case of more hostile dimensions, we can train HindiBERT
with more attention heads.
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* Lexicon Embedding: To create a context-aware lexicon embedding using our multi-label
lexicon, we pass the tokenized post through a Bi-LSTM (Graves and Schmidhuber 2005)
to get a set of hidden state vectors h = {hq, ha, ..., hp}. We take the sum over all the
hidden states h, t € [1,T]. Then we pass it through a fully-connected layer to obtain the
lexicon embedding for the post.

* Emoticon Embedding: We take the mean of the vector representations of all the emojis
present in the input post using emoji2vec (Eisner et al. 2016) and pass it through a fully-
connected layer.

* Hashtag Embedding: To incorporate hashtag information, we use Twitter’s hashtag seg-
menter (Baziotis, Pelekis, and Doulkeridis 2017) to segment hashtags in the input post.
For example, we segment the hashtag “#W_@_&r_ﬂ?ﬂ_?” (#Sanjay Singh Gunda Hai
| #Sanjay Singh is_Gangster) into a set of four words “H<1d’ (Sanjay | Sanjay), ‘Rig’
(Singh | Singh), “7[S1" (Gunda | Gangster), ‘@’ (Hai | Is). Then we use the multilingual
IndicFT* (Kakwani et al. 2020) word embedding model to obtain 300 dimensional static
representation for each segment of the hashtag. Finally, we take the mean of all segments
obtained from all the hashtags in the post and pass them through a fully-connected layer
to get the overall hashtag embedding for a post.

Final Prediction: Subsequent to the optimization of the attention vectors for each label,
we fuse them through a self-attention mechanism followed by a concatenation operation.
The concatenated vector along with the hand-crafted lexicon-based feature vector are fed to a
multi-layered perceptron for the final classification. As mentioned earlier, the samples in the
CONSTRAINTS dataset are of multi-label nature; therefore, we employ four sigmoid neurons
with the binary cross-entropy (BCE) loss for the predictions. For optimizing HostileNet, we
sum up BCE and KL divergence attention losses.

L
L(s) = BCE(s) + Y _ X % Lk p(g'[In") (4.3)
=1

*FastText based word embedding model trained over English and 11 Indian languages.
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Chapter 5

Experimental Results

In this section, we discuss our experimental results and report comparative analysis against
various baselines. We also illustrate a thorough analyses of HostileNet’s performance using
ablation, and different choices of supervised attention losses for our model. We then demon-

strate explainability and error analysis of our best model.

5.1 Baseline Models

Here, we define various existing systems that we employ for the comparative study. All these
systems were part of the CONSTRAINT-2021 shared task challenge and ranked amongst the

best systems.

¢ CONSTRAINT Baseline (Bhardwaj et al. 2020): The authors use multilingual BERT
(Devlin et al. 2019) to extract contextual representation of a post, and train SVM (Hearst
et al. 1998) for the classification. For each hostile dimension, one binary SVM classifier

is trained in one-vs-all setup.

* Albatross (Bhatnagar et al. 2021): The authors use a two-step approach for the hostile
posts classification. At first, a coarse-grained classifier is trained to segregate the hos-
tile posts form non-hostile posts. Subsequently, another classifier is trained for each di-
mension. Finally, the predictions are accumulated through an ensemble technique. The
authors primarily fine-tune BERT for the classification, except for the defamation class,

where they use an SVM classifier.

* Bestfit Al (Sarthak et al. 2021): The authors use Relational Graph convolutional Net-
works (RGCN) (Schlichtkrull, Kipf, and Bloem 2018) and multilingual BERT’s pooler
output to capture the semantic and contextual knowledge, respectively. They take the
concatenation of these embeddings and pass it through a series of fully-connected lay-
ers for the classification. To extract the semantic knowledge, the authors translate Hindi
post to English and employ Spacy' to obtain the dependency tree. Subsequently, the de-
pendency parse tree is used to create labelled directed graphs where each node in graphs

represents a token in the input post.

'https://spacy.io/api/dependencyparser
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* Monolith (Kamal, Kumar, and Vaidhya 2021): The authors utilize IndicBERT (Kak-
wani et al. 2020) to train a binary coarse-grained classifier for hostile post detection and
four separate classifiers for the fine-grained classification. They combine the output of
coarse-grained classification with each fine-grained model in order to instil general hostile
information learned by their coarse-grained model.

e IREL IIIT (Raha et al. 2021): The authors utilize pre-trained IndicBERT (Kakwani et
al. 2020) and further fine-tune IndicBERT using AllenAI’s pre-training implementation?
to generate contextual embeddings. They convert all emojis to their equivalent vector
representations using Emoji2vec (Eisner et al. 2016). For hashtag embeddings, they use
pre-trained IndicBERT directly.

* Zeus (Zhou, Li, and Ding 2021): The authors fine-tune five BERT classifiers and apply

majority voting-based ensemble for the final predictions.

In addition to these systems, we also compare our results with three other systems (Quark,
Fantastic Four, and Cean) presented at the workshop; however, they did not report their find-
ings publicly. We take their numerical results from the CONSTRAINT-2021’s shared task
description paper (Patwa, Bhardwaj, et al. 2021).

5.2 Experimental Setup

We pad each tokenized post to a maximum of 128 tokens. We apply a dropout of 0.25 and run
all experiments with batch size of 16. We use a learning rate of 0.0001 and train the model
for maximum 50 epochs with early stopping criteria. We use Adam as the optimizer with a
decay of 0.001 and linear scheduler with warm up. For the coarse-grained classification, we
optimize binary cross entropy with the Aostile class weight as 1.13. Similarly, in fine grained
classification, the class weights are taken as 4.74, 2.34, 3.38, and 3.64 for the defamation,
fake, hate, and offensive classes, respectively. In both cases, class_weight is calculated using
k/|l|, where |l| is the number of samples for the label [ and £ is the total number of samples

in our training set.

5.3 Performance of HostileNet

We present our comprehensive result in Table 5.1 for both setups — coarse-grained and fine-
grained tasks. In coarse-grained task, IREL IIIT (Raha et al. 2021) reports the best weighted
F1-score of 97.16 in the CONSTRAINT-2021 shared task closely followed by the Albatross
(Bhatnagar et al. 2021) model with weighted F1 of 97.10. In comparison, HostileNet yields
slightly better score (97.52) than the wining system.

In the fine-grained setup, we report F1-scores for each hostile dimension along with the
weighted-average F1-score. The top performing systems at the shared task are Zeus (45.52)
(Zhou, Li, and Ding 2021), Bestfit Al (82.44) (Sarthak et al. 2021), IREL IIIT (59.78) (Raha

https://github.com/allenai/dont-stop-pretraining
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Model Fine-Grained Coarse-Grained
Def F1 | Fake F1 | Hate F1 | Off F1 | w-F1 w-F1
Constraint Baseline 39.92 68.69 49.26 41.98 | 54.20 84.22
Quark 30.61 79.15 42.83 56.99 | 56.60 96.91
Albatross 42.80 81.40 49.69 56.49 | 6l.11 97.10
Fantastic Four 43.29 78.64 56.64 57.04 | 62.06 96.67
Bestfit Al 31.54 82.44 58.56 58.95 | 62.21 96.61
Monolith 42.00 77.41 57.25 61.20 | 62.50 95.83
IREL HIT 44.65 77.18 59.78 58.80 | 62.96 97.16
Cean 44.50 78.33 57.06 62.08 | 63.22 96.67
Zeus 45.52 81.22 59.10 58.97 | 64.40 96.07
HostileNet 48.96 82.93 60.14 61.02 | 66.32 97.52
(—) Hashtags 48.81 81.80 58.51 62.16 | 65.76 97.21
(—) Emoticons 45.74 82.35 60.88 59.17 | 65.31 96.24
(=) Lexicons 47.32 79.74 57.19 60.90 | 64.17 96.85
(—) Pretraining | 44.44 80.86 58.98 58.82 | 64.02 96.55

Table 5.1: Results of our HostileNet architecture compared with top baselines on (Bhardwaj et al.
2020) dataset along with ablation results of HostileNet (last four rows of of the table). Hashtags,
Emoticons, and Lexicons denote the lexicon features as described in Chapter 4.

et al. 2021), and Cean (62.08) (Patwa, Bhardwaj, et al. 2021) for the defamation, fake, hate,
and offensive dimensions, respectively. In comparison, HostileNet obtains improved perfor-
mances in defamation (48.96), fake (82.93), and hate (60.14) classes. Moreover, on average,
HostileNet outperforms the best system by ~ 2% — it reports 66.32 weighted F1-score com-
pared to 64.40 of Zeus (Zhou, Li, and Ding 2021). Note that none of the top performing
systems are consistent — they report best result for one dimension only even though they
trained separate systems for each dimension. On the other hand, our proposed HostileNet is a
unified system and achieves the state-of-the-art performances in three out of four dimensions
— it reports comparative sores in the offensive dimension. Furthermore, it obtains the state-
of-the-art performance in both the fine-grained and coarse-grained setups on average. Thus

the obtained results signify the robustness of HostileNet in detecting four hostile dimensions.

5.4 Ablation Analysis

After establishing the efficacy of HostileNet, we perform a series of ablation study to un-
derstand the effect of various sub-modules in the architecture. We begin by removing the
lexicon-based embeddings (hashtag, emoticon, and lexicon embeddings) from HostileNet in
sequence. We report the ablation results at the lower part of Table 5.1. In fine-grained setup,
we observe a decrease of 0.56 in weighted F1-score with the removal of hashtag embeddings
from HostileNet. For the same setup, a drop of 0.4 is observed in case of coarse-grained. The
drop in performance reflects the role of hashtags in influencing the information virality and

social movement, as shown initially by (R. Wang, W. Liu, and Gao 2016).
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. Fine-Grained Coarse-Grained

Attention Loss
Def F1 | Fake F1 | Hate F1 | Off F1 | w-F1 w-F1
None 46.81 81.39 58.31 58.15 | 64.31 96.36
Lase(gt,n! 42.81 81.02 58.84 61.06 | 64.26 96.79

HostileNet wse(gm)

Lasr(gt,nt) 46.59 80.96 59.79 60.08 | 64.92 96.55
Lxrp(g|n!) 48.96 82.93 60.14 61.02 | 66.32 97.52

Table 5.2: Results of our model with different choice of loss functions in order to tune HindiBERT’s

attention heads. MSE, ASL, and KD stands for Mean Squared Error, Asymmetric, and KL Divergence

Loss functions. Here g’ and n! are gold and normalized HindiBERT’s attention vectors for label [
respectively.

Subsequently, we ignore the emoticon embeddings and observe performance drops of 0.45
and 1 F1 points in the fine-grained and coarse-grained setups, respectively. In the next step,
once again the performance drop is observed when we skip the lexicon embedding in Hos-
tileNet as well. Additionally, we also observe the effect of utilizing the pre-trained HindiB-
ERT model on HostileNet’s training in the last row of Table 5.1. Overall, the removal of
lexicon-based features and pre-training have adverse effects on both fine-grained and coarse-
grained setups with a significant drop of 2.30 and 1.28 weighted F1 points, respectively. The
above ablation results cement our intuition of leveraging the lexicon-based features for im-

proved learning of HostileNet.

5.5 Supervised Attention Loss Analysis

In Table 5.2, we report our analysis of various loss functions that we employed to fine-tune the
label-specific attention vectors. We experiment with optimizing mean-squared-error (MSE),
asymmetric loss (ASL), and KL divergence (KLD) between the normalized HindiBERT’s
attention vectors (n') and the gold attention vectors (¢g'). Moreover, we also experiment with-
out optimizing the attention vector to provide support to the incorporation of fine-tuning the
attention vectors.

It is evident from Table 5.2 and Figure 5.1 that KL divergence loss has the best effect
on the learning of HostileNet in fine-grained setup followed by asymmetric loss — 66.32 F1-
score with L i1 p in comparison with 64.92 F1-score with IL 4 57,. Furthermore, in the absence
of the optimization of attention vectors, HostileNet reports a performance degradation of 2
points in F1-score, thus supporting our claim that fine tuning attention vectors for each hostile
dimension indeed has a positive effect on the overall performance. Moreover, we observe

similar trend in the coarse-grained setup as well.

5.6 Pre-processing Analysis

To analyze the effect of pre-processing text on HindiBERT, we perform several experiments
with slightly different pre-processing approaches on the input post before tokenization. All
other hyperparameters and choice of loss functions remain fixed as mentioned in Section 5.2.
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Figure 5.1: HostileNet’s supervised attention loss comparison. All the above experiments use

Pop+rEp as the pre-processing approach. MSE, ASL, and KD stands for Mean Squared Error,

Asymmetric, and KL Divergence Loss functions. Here g' and n! are gold and normalized BERT

attention vectors for a label [. The legends DAL, FAL, HAL, and OAL stands for attention loss of
defamation, fake, hate, and offensive classes respectively.

Since our algorithm creates lexicon vectors on the basis of tokenized corpus, for each pre-
processing configuration, we have a slightly different set of tokens, lexicon scores, and gold

attention vectors. Following is the explanation of all the pre-processing approaches:

* Pop: In this approach we pass the original post (OP) as it is to HindiBERT.

* Popi+eep: Inthisapproach we embed the Emoticon’s English description (EED) present
within the original post (OP) instead of the emoticon itself. For example, if we have the
emoji “ 4 ” present within the original post, then we will substitute it with “folded hands”

which is the description of the emoticon in English.

* Pop—_Emoticons: Here we remove all emoticons present in the original post and use this
text as input to HindiBERT.

* Ppp: Inthis approach we remove all URLs, user mentions, and punctuation marks except
‘|” which is used to denote the end of sentence in Hindi.

* Pppippp: In this approach, we follow the same pre-processing steps mentioned in
Ppp, and in addition we substitute an emoticon with their English description.

* Ppp_Emoticons: In this approach also we follow the same pre-processing steps men-
tioned in Ppp with the only difference being that we remove all emoticons completely
from the input post.

As we can observe from Table 5.3 incorporation of textual description of emoticons in
English gives us better results in both with and without pre-processing scenarios. Although
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there is not much difference in weighted-F1 scores of with or without preprocessing ap-
proaches, HindiBERT model fails to produce interpretable outputs in case of all pre-processed
approaches. We can infer that BERT has a hard time trying to fine-tune attention heads in case
of pre-processed inputs as the attention loss barely reduces. This might be because BERT
needs punctuation marks, user mentions etc. in order to capture the true context of the post.

Preprocessing Fine-Grained Coarse-Grained
Style Def F1 | Fake F1 | Hate F1 | Off F1 | w-F1 w-F1
Pop 47.60 | 80.23 59.61 | 60.11 | 64.80 97.33
Pop+EED 4896 | 82.93 60.14 | 61.02 | 66.32 97.52
Pop—Emoticons | 4923 | 79.25 58.43 | 59.83 | 64.39 97.33
Ppp 4921 | 81.04 57.00 | 60.39 | 64.79 97.09
PppiEED 46.96 | 82.05 60.51 | 61.64 | 65.89 96.79
Ppp_Emoticons | 48.40 | 79.72 58.58 | 60.78 | 64.67 96.97

Table 5.3: Results of our model with different preprocessing approaches on input post. Here OP, PP,
and EED stands for original post, preprocessed post, and embedded Emoticons in English description
respectively. Substraction of Emoticons shows removal of emoticons from the entire post

5.7 Multi-label Lexicon Analysis

In this section, we present our analysis of the multi-label lexicon for each hostile dimension.
For each token, we select the label with the maximum score; thus creating a list of tokens for
each label. The number of tokens associated with the defamation, fake, hate, and offensive
dimensions are 2652, 3646, 2146, and 2417, respectively. The remaining 4923 tokens corre-
late with the non-hostile dimension. Table 5.4 lists a few sampled tokens for each dimension.

We present our observations for each label as follows:

* For the defamation dimension, we observe that a significant number of tokens revolve
around politics — especially in terms of the two major and rival political parties of India
(BJP and Congress). It correlates with the fact that supporters of these parties try to malign
or defame each other.

* In case of fake news, we observe the presence of various country names, such as /ndia,
China, Japan, and COVID19-related terms. It could be because the dataset curation pe-
riod Bhardwaj et al. 2020 overlaps with the early stage of the pandemic and comprises

many unverified and fake news.

* Hate posts in India majorly revolve around the religious and casteism slurs. Our curation
of hate lexicon rightfully captures such tokens (Hindu, Muslim, Caste, Religious, etc.) as
listed in Table 5.4. Moreover, various political parties use terms such as ‘foreigner’, and

‘patriot’ in order to breed hate against some individual or a community.
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Label Lexicons in Hindi (English)

Defamation | ¥<h (Devotee), 3ddl (Terrorist), %5 (Fool), SIS (Equal), §S (Drown), = (Die), STdTsl (Answer),
HAIETS (Modiji), f@eeX (Hitler), & (Kangana), o (BJP), Eapre (Congress), 9d<hl (Spokesman),
§<T (Son), ST (Daughter), JTd (Elections), 9& (Corrupt), 3hifd (Revolution), $THT (Drama)

Fake GfSH (Police), RIT (Corona), THRT (Always), 3X (more), HRA (India), STI (Japan), I (China),
Q< (Discount), TS (Record), Seg (Immediate), TRTAR (Arrest), el (Gandhi), wifxpa (Powers),
faEe (Dissolution), I<hed (Statement), BexT (Hoist)

Hate &g (Hindu), THSHT (Muslim), €T (Religious), ST (Castes), ¥RR (Government), FTIFR (Rights),
foRYYT (Protest), ST (Constitution), sk (Hell), AT (Killing), BRI (Hanging), 3 (Pride), STaTeT
(Waste), 3FTOaTR® (Informal), SEARSS (Armored), |THfEd (Collective), T (haunting), <2 (Country),
TIUTH (Patriot), el (Foreigner)

Offensive #HST (Rascal), P#AT (Dog), DHIAT (Bit#th), DT (Ra#t#al), TE#HHIQ (SHit#erFit#iter), WIHHIHT
(M#HHterFit#ter), RED (Argument), 3Tdar (Disaster), Kl (Discussion), @Tc3 (Black), w5 (Male), &
(Beg), TT (Break), &fa3dl (Dalits), T (Taunt), ST (Sell), TH (Beef), UG (Mad), fIwadT (Fail-
ure), & (Mess), G (Robbers), $Td (Block), AFYETRIG (Communal)

Non-Hostile | S (Business), 3 (Earn), RideR (September), WEI (Metro), ¥ (Rail), He (Function), GET=
(Smile), UTodh (Reader), IR (Professor), I (Military), 3819 (Flight), Hrayr (Cautious), Qe
(Afternoon), I (Youth), ITET (National), 3@RTEIT (International), & (Increase), T (Light)

Table 5.4: Mapping of tokens to the dimension having maximum lexicon score calculated using
algorithm 1. We present the tokens in original Devanagari, followed by its English translation for
readability.

* We observe that our algorithm correctly maps majority of the swear and slang words
in the dataset, such as ‘dog’3, ‘bittth’, ‘rattttal’, ‘stterFitter’, ‘mitHerF#ter’, etc., to
offensive dimension. We also observe a few hateful words (e.g., ‘black’) belong to the
offensive dimension instead of hate speech. This could be because, skin-color racism is

not very apparent in Indian context, and a common mass treats them as offensive rather
than hateful.

* In case of the non-hostile category, most of the tokens are neutral in nature and simple

day-to-day innocuous words such as earn, reader, professor, afternoon, metro, etc.

Overall, our analysis shows that the multi-label lexicon was able to capture the semantics

of the tokens with reasonable precision and assist the model in improved performance.

5.8 Explainability using Tuned Attention Vectors

We also analyze the attention vectors as computed by HostileNet. Table 5.5 demonstrates the
heatmaps for two test samples. In addition, we also report the gold attention scores for each
hostile dimension for comparison. The ground-truth labels for the samples are [defamation
and fake] and [hate and offensive], which HostileNet correctly predicts with attention tun-
ing. In sample 1, we observe that HostileNet put greater attention on the words like *37RTd’
(Aarop | Blame), “HTdT ST9sM” (Sochi Samji | Though out), etc. for the defamation class and
words like “ga3aTT” (Pulwama | Pulwama) (related to Pulwama Attack 2019*) and “3if¥=ig=1’
(Abhinandan | Abhinandan), an Indian Air Force pilot who was held captive in Pakistan in
counter strike, are very well highlighted for the fake class.

Similarly, in sample 2, more attention is given to the words ‘&7 (Dango | Riots) and
‘g’ (Yudh | War) which goes on to show the provocative nature of this hateful post. On

3A derogatory term in hindi
“https://en.wikipedia.org/wiki/2019 Pulwama_attack
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Attention vector Attention Heat Map
£ | Gold e ¥ O W RIY S g SAM AT ¥ R goamr wHeT S Y Wi wesh wiforr o | #FactCheck
~ | [ HostileNet w/ tuning | 9fre 4 SRl W SN o §Y A R & 6 Godi wel €I &1 W el o of [#FaciCheck.
*;a 2 | HostleNet wio tuning | ST 3 S T A o §C @ o & G e S0 1 il e wow of #FacCheck
% | | Gowd e 1 IO WR SR G §U oA [T & 6 GodTHT WG oIl bl |l WHe AorT off #FactCheck
= | HostileNet w/ tuning | 3ffast 3 oMl T ARG oA GU @M A ¥ 5 Godml wHeT 9T 1 W wHeh Wioe o #FactCheck
HostileNet w/o tuning | 3Tat 3 &It 00 3R ol §¢ 9@ R @ 6 QOO AT SIS Y WM wEel Wi o #FactCheck
Gold @Username ¢FI IR Badd & f3Y WaRT € | 390G @36, R W1 U fFfl v qe W R S 2, O # 59
THAT B 9 XA S A ST € LS ! R g !
ﬁ HostileNet w/ tuning | @Username E¥1 §HR SN & oY @ART & | SU0F G0l , 3R IR UH (I TH G W ER oWl &, A A5
FHIT FI & TR B IS I g LS R IE !
" HostileNet wio wning | |[EORGHIGHG] &9 &R s & fory [WART & | G ot , 3R o7 Ga el Uh qR R R ol &, A F g g
é. F dg B B AT S g ! LT gg ! -
& Gold @Username FJ BN Bldhdd & f3T WART € | 30F ABET , R AT T A U ge W BR Sier ¥, a1 # 39
2 I FT dC A B ASET S O ! ! TE IE !
E“, HostileNet w/ tuning | @Username $#1 €4 @l & [T @RT & | 3% oM , 9R I Ug R TH 98 R GR N1 &, A ¥ 39
3 FHIT B g I G ASAT ST E ! SN ! R g |
HostileNet /o tuning | | @Username &7 € S & o7 @R € | T ST , 9K IRT G R U qT W ER 0T &, A ¥ 5 gHA
P A FIT B ASH g g ! W ! e IE !

Sample 1 Gold label: [Defamation, Fake]; HostileNet w/ tuning: [Defamation, Fake]; HostileNet w/o tuning: [Defamation, Hate, Offensive];

Sample 2 Gold label: [Hate, Offensive]; HostileNet w/ tuning: [Hate, Offensive]; HostileNet w/o tuning: [Defamation, Hate, Offensive];

Table 5.5: Attention heatmaps for two hostile samples from the test set. For each dimension, we
present the respective attention scores (darker shade represents higher weight) as computed by Hos-
tileNet with (w/) and without (w/0) tuning the attention vectors. We also report the gold attention vec-
tors for each dimension for comparison. For the given samples, the ground-truth labels are [Defama-
tion and Fake] and [Hate and Offensive] respectively. HostileNet, when subjected to tuning the
attention vectors, predicts both the sample accurately. On the other hand, without tuning HostileNet
misclassifies both the samples as Defamation, Hate, and Offensive. The learning of HostileNet is
also evident from the heatmap as with (w/) tuning the model computes attention weights closer to the
gold vectors in most of the cases. In comparison, without tuning, the model fails to assign appropriate
attention scores in comparison with the gold attention scores.

the other hand, for offensive class, we notice that the word “Td#IT” (Ku##ia | B##ch) is the
second most attended word after the username of the victim. In both cases, it can be further
observed that the HostileNet’s attention scores are very close to the gold attention scores. It
suggests that the optimization of the KL divergence between the model’s attention vectors
and gold attention vectors facilitates the model to learn the relevant and important tokens as
close as to the training distribution.

To further establish the efficiency of the attention vector tuning, we also present the
heatmaps of the HostileNet’s attention vectors without any fine-tuning (i.e., no optimiza-
tion w.r.t. the gold attention vector). It is evident that the model without (w/o0) tuning finds
its difficult to attend to the relevant words in the post; hence, it fails to predicts the hostile
dimensions correctly — it predicts [defamation, hate, and offensive] as the hostile labels for
both the samples.
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Figure 5.2: Confusion matrix plot across four hostile dimensions.

5.9 Error Analysis

In this section, we quantitatively and qualitatively analyze the errors committed by Hos-
tileNet. In Figure 5.2, we plot the confusion matrices for each hostile dimension. We ob-
serve that in all cases except for the fake label, the false-positives are significant. Conse-
quently, it pulls down the F1-scores despite having high recall. Moreover, the precision for
the defamation label is particularly low as the system reports higher false-positives than the
true-positives. On the other hand, both false-positives and false-negatives are comparatively
on the lower side in fake news detection; hence, HostileNet yields good F1-scores of 82.93.
We relate the above phenomena with the available number of samples for each dimension in
the dataset (c.f. Table 3.2) — defamation has the least number of samples (810), whereas, the
fake samples are the highest (1638). We hypothesize that with more number of samples and
relatively balanced data, HostileNet would perform even better.

Next, we move on to investigate some error cases of HostileNet and the best baseline
system — IREL IIIT-H Raha et al. 2021 for the coarse-grained analysis and Zeus Zhou, Li,
and Ding 2021 for the fine-grained analysis.

Table 5.6 presents the predictions and gold label for a few samples in the coarse-grained
analysis. The first example is non-hostile; however, both HostileNet and the best baseline
misclassify it as hostile. The possible reason might be the presence of the term “SfcyarT’
(Balidaan | Oblation) in the post. Similarly, we observe misclassifications by both systems in
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Prediction
Example Gold
HostileNet | IREL ITIT-H
1 | 39T TSRA SHM I ATEd I JEIgy] AR Sfoa™ & A€ 9’d §¢ | Non-Hostile Hostile Hostile

T TETS AR A% FI A€ W T &l Gdhed od 2

Today, in the remembrance of bravery and sacrifice of Late Hazrat Imam
Hussain, we take resolution to walk on the path of truth and justice.

2 W & f3g < T TR IO Iod H PV BT Eﬁ RIS BT A ST Hostile Non-Hostile | Non-Hostile
Al YISl | AT AR T WH ST ARY| @Username @Username | (Offensive)
@Username @Username URL

There is leniency for Muharram but not for immersion of statues in river dur-
ing Ganesh Chaturthi. Telegana government should be ashamed. @User-
name @Username @Username @Username URL

3|18 5 W el 7 wrgufd wm= @ BN 3R 3Ty IR 9HTE & fou Hostile Hostile Non-Hostile
R el TRIIR § Fraelic SidhstsT | | (Fake)

President’s rule will be implemented in Delhi from June 18 and there will
be complete lockdown in entire Delhi NCR for the next four weeks.

4 | #AAP & @Username T &1 AT PY TG dh fauer = AT, TSTFTHT 9 Hostile Hostile Non-Hostile
foram faRTel f9at &1 STexewd faxier o f&am, #AAP & @Username .
T foRTY a1 980 SIRER oI, ARGl AR & ST 8, e & R (Deﬁamkznon’
| &1 o 1 e o, o R & e B 66 S 8 URL | ggenive

#AAP’s @Username was accepted by the opposition to some extent, there
was a strong opposition to the anti-farmer bills in Rajya Sabha. #AAP’s
opposition to @Username was very strong, but Modi government is a bi##h,
got the bill passed without voting, now farmers fail BJP Got it passed, now
it is the farmer who will fail the BJP @ URL

5 ‘1?‘5 MY PranabMukherjee & &l ST & a1 &= 81 T 2. | Non-Hostile | Non-Hostile Hostile
a1 feEl & RR e # ot o, 37 9 Wort g8 off ofR 3
Fifgs 19 RAE o wifdfed am$ oft.

Former President PranabMukherjee has passed away after prolonged illness.
He was admitted to RR Hospital in Delhi, had undergone brain surgery and
his COVID 19 report also came positive.

6 | 9fE 9 BHAT R e W fRwd 3| oo av 3y # @)fFsideh # | Non-Hostile Hostile Non-Hostile
TReHd IRt T FYRe 7 el f1 AR 99% off SEfd wah &Y

Wisdom and versatility are seen when given the opportunity. In the previous
year UP, the merit of the backwards in the appointment of medical officers
in Homeopathy was 99% while that of the Savarnas was 86%.

Table 5.6: Error analysis for coarse-grained hostile post classification using miss-classified examples
by HostileNet and IREL IIIT-H Raha et al. 2021 (best coarse-grained hostile post detection baseline
in CONSTRAINT-2021 Hindi shared task).

the second example as well — both systems tag the post as non-hostile. These two examples
show that both systems fail to understand the hostility in the posts. In the next two cases,
HostileNet correctly identifies the hostile lables in the posts; however, the baseline misclas-
sifies both instances as non-hostile. It shows the inability of the baseline to comprehend the
presence of the offensive word “d#-1” (Kam##i | Bi##h). For the last example in Table 5.6,
HostileNet wrongly tags the post as fostile; however, the baseline identifies the non-hostile
nature of the post correctly.

We also report the fine-grained results obtained by HostileNet and the best performing
baseline model, Zeus Zhou, Li, and Ding 2021, in Table 5.7. As expected, the predictions in
the fine-grained setup in much more complex than the coarse-grained setup due to the multi-
label classification. In majority of the cases, we observe that HostileNet makes atleast one
correct prediction. In the first example, our model predicts hate as the correct label; however,
it fails to recognize the offensiveness in the post. Moreover, it wrongly assigns the defama-
tion tag to the post possibly due to the presence of the named-entity 3T+’ (Ambani).
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Prediction
HostileNet Zeus

1 | T@! 3T & A&t TSI €. Pl 99 9 & B ag | AEr..gq Hate, Hate, Hate,
BT A A Se IR gsTd B ST & f R 301 fF Ben $% | Offensive | Defamation | Defamation

Come on, it (for context, it refers to a car full of explosives) lies at Am-
bani’s place... even if a bomb will explode, not even you ... You guys are
mortgaged to such a place that you will get up again that you will not know
anything will explode....

2 | <@ <\ A% ? AR RwE $v 98 < j@T ¢ i fade e @ Defamation | Defamation, Hate,

Look look this is Modi nothing is visible because development is missing Hate Offensive

3 | facebook.com/pram####46 I THIG fHE SN T heaags IS ¥ o W Hate, Hate Non-Hostile
s fafesn ster T € ORI 3rg 3o 3R Hes yfe 9 |\Ifoie WIS | Offensive
F AL | TR B o B & o 36+ #anfeear fSierare samn §
TS TTod TSW AT @ @Username 39 TR hRIATET $Y...@Username

Example Gold

facebook.com/pram####46 This is the Facebook ID of Pramod Singh ji, on
which a video has been put in which slogans are being raised in support
of Abu Azmi and Mumbai Police and Sajid Bhai, which he described as
#PakistanZindabad Wrong message goes @Username take action on this ...
@ Username

4 | FERTE ¥ T | XET TA A g T 9aT W B T I UAT € T | Defamation, | Defamation, Hate,
a9 fégea @Wav # & e 3R 3gd o 7 féged I |Heiar ax Hate Hate Offensive
&1 ¥ @Username WTATE 3ET AT g & USH Y

I do not know what is happening in Maharashtra, but yes I do know that now
Hindutva is in danger, Shiv Sena and Uddhav Thackeray have compromised
with Hindutva. @Username may god bless uddhav

5 “EI’?T?!THT g1 oy &1 A aEe Joier off are) ITSfiS Hone Defamation, | Defamation,
HIRT DT T IF DI aRAT ISTHFT AR | Hate Hate

The political conspiracy of ‘Congress’ with “Pulwama attack was a well
thought out conspiracy of BJP”. They should try the idea of a new weapon.

6 | e THR 6T TeT I RAT IhAdt & WA W 3 Whi 39 gERT | Defamation | Defamation Fake
|sses R ..

Akshay kumar’s wife supports Rhea Chakraborty, now the religion of blind
devotee’s is in problem

Fake

Table 5.7: Error analysis for multi-label fine-grained hostile post classification using miss-classified
examples by HostileNet and Zeus Zhou, Li, and Ding 2021 (best fine-grained hostile post detection
baseline in CONSTRAINT-2021 Hindi shared task Patwa, Bhardwaj, et al. 2021).

We observe the similar behaviour for Zeus as well. Similarly, HostileNet makes one correct
(defamation) and one incorrect (hate) prediction in the second example; whereas, Zeus pre-
dicts two incorrect (hate and offensive) labels and fails to identify the defamation class. In
both cases, HostileNet predicts one extra class — defamation in the first example (precision and
recall@50% each) and hate in the second example (precision@100% and recall@50%). On
the other hand, HostileNet takes a conservative approach and predicts one correct class only
(precision@100% and recall@50%) in the third example. It is interesting to note that Zeus
marks the post as non-hostile. We also report a few other cases where HostileNet performs

better than the baseline system.



30

Chapter 6

Conclusion

In this work, we verged upon hostile post detection on OSM in low-resource language — Hindi.
We presented a state-of-the-art deep neural network architecture, HostileNet, for hostile post
detection for four dimensions — fake, hate, offensive, and defamation. To captivate effective
associations of a token within each hostile dimension, we proposed a novel multi-label lexicon
scoring algorithm. To the best of our knowledge, this was the first time a study practically en-
deavored to characterize lexicon-based scores for the multi-label hostile post detection in low-
resource language. Experiments illustrated the superiority of our proposed model HostileNet
juxtaposed against various existing state-of-the-art systems. We experimentally showed an
improvement of 0.36% and 1.92% in the weighted-F1 score for the coarse-grained and fine-
grained hostile post detection tasks, respectively, over the best performing baseline systems.
Furthermore, we visualized and illustrated the robustness and interpretability of HostileNet
through attention heatmap analysis and token’s association score for each dimension. We
observed that HostileNet with attention fine tuning attends to relevant tokens correspond-
ing to the associated hostile dimension. Our analysis also showed that the attention scores
as computed by HostileNet during inference time is closely aligned with the gold attention
scores.

Furthermore, to qualitatively appraise the performance of HostileNet, we conducted an
exhaustive error analysis and compared the outcome against the existing state-of-the-art
coarse-grained and fine-grained hostile post detection systems. In most cases, we observed
that HostileNet yielded better prediction and made at least one correct prediction for the ma-
jority of the posts. In contrast, the best baseline systems often failed to comprehend the
underlying hostility in a social media post.

Our analysis showed that HostileNet performed comparatively well for the majority (fake)
class than the minority (defamation) class. Therefore, our future work would involve improv-
ing the performance of the minority class as well increasing the size of the dataset. Also, we
plan to extend hostile post detection for other low-resource languages such as Bengali and
Marathi.
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