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ABSTRACT

An immense amount of data is generated daily using modern technologies in autonomous
vehicles, 10T, smart grids, etc. But unfortunately, this data generated at the edge cannot
be used for any machine learning model training due to privacy concerns or expensive
computational costs. The data must be stored at the central server for any machine
learning process to occur. To overcome the problem faced due to the traditional ma-
chine learning approach decentralized technique called Federated Learning started to
gain popularity. Federated Learning allows multiple clients in the network to collab-
orate and learn a global machine learning model, which can be passed to all the edge
devices for locally training a model while maintaining privacy since data is present at
the edge device. The availability of annotated data is one of the challenges of supervised
federated learning. Moreover, sometimes it is difficult for a global model to perform

well for all the clients in the network due to the presence of heterogeneous data.

In this thesis, a novel Personalized unsupervised Federated AutoEncoders,pFedAE,
is proposed with the main motivation that local and global latent space representations
of all the clients in the network. The optimisation framework of the autoencoder is
divided into two parts global and per-client local optimisation frameworks. We have
adopted two evaluation strategies to evaluate the latent space representation at both
global and local levels. We demonstrated that pFedAE under both evaluation strategies
performed better than the other baselines. pFedAE, most importantly, leads to faster
convergence, is scalable for different numbers of clients, is effective in varying data
distribution across clients and is robust to different numbers of local epochs. Using
t-SNE projections and angle histogram plots, a comparison of the pFedAE with other

baselines for latent space is also demonstrated in the later part of the thesis.
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CHAPTER 1

INTRODUCTION

1.1 Background and Motivation

Feature representations of the data that give meaningful information are used in various
disciplines, including medical diagnosis Dash et al. (2019), wearable devices Brodie
et al. (2018), etc., resulting in massive personalised data. These feature representa-
tions are important for extracting useful information for downstream tasks, including
classification, prediction, object detection Girshick ef al. (2014), landmark detection
Wood et al. (2021), etc. When data is collected at the edge, transferring that data to
a cloud-based central entity to develop a centralised machine learning (ML) model is
prohibitively expensive. Because of privacy concerns, it may have legal issues. Feder-
ated learning (FL) has evolved to process input at all the clients in the network locally.
Still, the model is trained on a server through client parameter updates. McMahan et al.

(2017)

1.2 Federated Learning

Federated learning is a decentralized technique where multiple clients remotely share
data to train a shared global machine-learning model. Each client trains a local machine-
learning model on local data and shares the update with the central server. After receiv-
ing the updates from all the clients, the server aggregates them and shares the aggregated
update across all clients. Iteration after iteration, the training continues until the global
model is fully trained. Since model training is done locally at each client, federated
learning prevents data breaches, which is one of the disadvantages of traditional ma-
chine learning techniques. Federated Learning also allows for smarter models because
the models are trained on diverse datasets across each client. The communication cost

of transferring the data to the central server is reduced because the training takes place
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Figure 1.1: Federated Learning Framework

locally, and only the model parameter updates of each client are shared with the central

SErver.

1.3 How does Federated Learning work?

For training a Federated Learning model, data must not be stored at the central server;

instead, it uses the decentralised network to train a model.

» Step 1 :The first step required to train a federated learning framework is to choose
a model that can be either pre-trained or not-trained, depending upon the user’s
requirement.

» Step 2 :After that, the chosen model is distributed among all the clients in the
network.

» Step 3 :Following the model distribution across all clients, each client in the
network trains the local model using local data.

* Step 4 :When each local model’s training is completed, the updates from each
client are shared with the central server.

» Step S :The server, on receiving updates from all the clients in the network, ag-
gregates those updates and shares the best-performing model with all the clients
for further training.
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1.4 Benefits of Federated Learning

* Data Security : Unlike traditional machine learning methods, training in feder-
ated learning takes place locally at each client in the network using the local data,
so data is not required to be stored at the central server, which makes federated
learning a privacy-preserving approach.

* Data Diversity : The data used for training the federated learning model is from
different clients, so it can be heterogeneous because the data present at each client
locally depends on various conditions like geographical locations, different meth-
ods by which the data is captured, etc. As a result, even if the local client model
is only trained on one type of data in a federated learning system after the mod-
els from all clients are aggregated, each client can perform well on a completely
different test set.

* Real Time Continuous Learning : Training happens iteration after iteration in
a Federated Learning setup model until the global model is fully trained.

* Less Hardware Power Needed :As model training takes place locally at each
client in a Federated Learning setup, there is no requirement for complex hard-
ware at the central server.

* Collaboration Power : Federated Learning aims to make a collaborative frame-
work so that all the clients in the network can learn from a global model, which
was trained from the local models trained at each client without sharing the local
data at the server.

* Time Efficient :As previously stated, the data used to train Federated Learning
models is trained locally without being shared with the central server. This saves
a lot of time because there is no time lag while uploading data to the central
server.

1.5 Challenges of Federated Learning

Federated Learning, like the traditional machine learning approach, comes along with

its own set of challenges. The key challenges of Federated Learning are listed below:

* Statistical Heterogeneity : Federated Learning is a decentralised framework;
the data used for training is from the local devices, which may or may not be of
a similar type. It is a possibility that often the data that will be used for training
models will be highly unbalanced and Non-IID because the clients can be from
different time zones/geographic locations, and also, the preferences of each client
may or may not be the same. Each client in the network may not possess the
same set of data points. Because of the absence of [ID data global model may not
always perform well because it is learned from different local datasets from local
clients. This problem can be solved by using the personalized model to train each
client in a network and then aggregate the updates from those models to create
one global model. Using Personalized Federated Learning will also improve the
model’s performance.



* Communication Efficiency:In a Federated Learning framework, communication
between server and client is one of the major challenges. Therefore, it is a neces-
sity for any Federated Learning technique to converge after a few rounds of iter-
ation. To increase communication efficiency, it is very important for a Federated
Learning framework to have more iterations of local training and few iterations
of global aggregation; this will reduce the number of communication rounds and
give a faster convergence.

* Scalability with Number of Clients :In federated learning, the communication
overhead increases significantly as the number of clients increases. Each client in
the network must share the local updates with the server, which is then aggregated
by the server. This communication overhead can hamper the network bandwidth
and lead to increased latency, potentially affecting the system’s scalability. The
scalability of clients will also require efficient resources both at the server and
clients. The server should be able to handle the load of the larger client network
model. Various new methods are being used to overcome the problems faced
because of the scalability of clients, like the client selection approach, hierarchical
federated learning, etc.

1.6 Contributions of this Thesis

Our main goal with this work is to create a client-specific ML model so that the client
can handle heterogeneity within its computing competence. We learn personalised fea-
ture representations with preserving privacy by using unlabeled data for each client, a
critical yet widely overlooked problem. In this thesis, We have touched on the gener-
alisation and personalization of federated unsupervised feature extraction at clients in a
privacy-preserving manner. The following are the key aspects of our work:

* The proposed pFedAE framework is built using the autoencoder principle. The
autoencoder is split into two parts global and local optimization problem.

* To ensure SGD-based training, we incorporate a surrogate encoder at the server
and surrogate decoders at the clients, which help us to incorporate local informa-
tion at the server, and global information at the clients.

Our proposed method,pFedAE is, to the best of our knowledge, the first of its kind,
based on a federated personalised autoencoder in an unsupervised federated learning en-
vironment. We have evaluated pFedAE on two public dataset CIFAR10 and CIFAR100.
Zhuang et al. (2021); Lubana et al. (2022); Han et al. (2022).



1.7 Thesis Structure

This thesis is divided into six chapters. Following the Introduction (Chapter 1), the
thesis embodies the following five chapters:

* Chapter 2 : It briefly overviews the literature review of the techniques used to
propose our method.

* Chapter 3 : Mathematical Preliminaries for the proposed scheme have been ex-
plained in this chapter.

* Chapter 4 : It gives a detailed description of the methodology we proposed to
create client-specific machine learning models that can overcome the challenges
faced by most Federated Learning methods.

* Chapter 5 : Discussion on the Experimental results for our proposed framework,
along with a comparison from the baselines, is presented in this chapter.

* Chapter 6 : The conclusion drawn from the work done for our proposed scheme
and future works is listed in the last chapter.



CHAPTER 2

RELATED WORKS

This chapter presents a comprehensive review of existing techniques for Federated
Learning. By examining the current methods for Federated Learning, we aim to iden-
tify the gaps and challenges that can be addressed in our methodology. We have also
discussed Federated Learning and auto-encoder-based techniques to integrate them into

our proposed method.

2.1 Personalized Federated Learning

Personalized Federated Learning develops personalized models for each client in the
Federated Learning framework. Personalized Federated Learning develops a separate
model for each client based on their requirements and characteristics. Personalised
Federated Learning also addresses the issue of statistical heterogeneity in each client
because all clients in the network will have personalised machine learning models, as
opposed to the traditional Federated Learning framework, in which all clients have a
generalised machine learning model. The training process in Personalized Federated
Learning is similar to that of the traditional Federated learning method. A review of the
existing works which can be employed along with Personalized Federated Learning,

such as differential privacy, model distillation, etc., has been discussed further.

Personalised supervised FLL was introduced to deal with data heterogeneity and
build client-specific ML models. Tan et al. (2022). When non-IID data is utilised
for training, the accuracy of FedAvg-based approaches decreases dramatically due to
data discrepancy across clients. Using the PFL scheme, a global single model is trained
first, followed by the learnt global Federated Learning model at each client. The lo-
cal model must be retrained on the local dataset for local adaptation. Personalization
model performance is closely linked to the generalisation performance of the client’s

global model. Various Personalised Federated Learning strategies aim to improve the



performance of global models by utilising data heterogeneity, thus boosting personal-
ization performance. FedAvg is another Personalised Federated Learning technique in-
spired by MAML. Fallah et al. (2020). By conducting a few stages of a gradient-based
method, this novel methodology tries to locate an initial point shared by all clients in a
network that performs well when each client updates it for its own loss function. While
the initial model is shared with all users, each user’s final model is unique depending on
their personal data. The MAML technique has the advantage of preserving the benefits
of FL and capturing the distinction between customers as existing or new clients can
take the solution of this new challenge as an initial point and slightly adjust it for their
data. Instead of training a single global model for the whole network, the multitask
learning (MTL) framework Smith et al. (2017) federated learns different models for
each client in the network, allowing for the consideration of separate but related mod-
els. MTL also solves the scalability of network and node heterogeneity challenges. To
mitigate the negative impacts of statistical heterogeneity, global training of neural net-
work base layers using federated averaging is followed by local training of top layers
using a stochastic gradient to generate a personalised model FedPer. Arivazhagan et al.
(2019). All network clients have the same base layer weights and distinct personaliza-
tion layers that may be easily adapted to individual data. The server is shared by all
network clients, but the personalization layer is unique to each client. Other approaches
to personalisation include knowledge distillation, transfer learning, a combination of
models, meta-learning, and so on. Kulkarni et al. (2020). The authors of Shamsian
et al. (2021) personalized personalise FL models utilising a central hyper network that
generates unique ML models for each client. None of the preceding works can handle

unlabeled or partially tagged data from customers.

2.2 Unsupervised Federated Learning

Unsupervised Federated Learning is a type of Federated learning which uses unlabeled
data for training, similar to unsupervised machine learning to learn data representa-
tion without using labels. In Unsupervised Federated Learning, all the network clients
trained a shared global model using unlabeled data for different purposes like dimen-
sionality reduction, clustering, etc., while preserving privacy like the traditional Fed-

erated Learning setup. The main aim of Unsupervised Federated Learning is to use
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unlabeled data to learn a global model that can be used for feature representation for all
the clients in the network. This field of Federated Learning has great potential and can
be used in various domains since unlabeled data is available in ample amounts com-
pared to labelled data. A review of a few Unsupervised Federated Learning techniques
has been discussed further, which can be used for various tasks like domain adaptation,

anomaly detection, clustering, etc.

Unsupervised FL is very necessary, especially when clients only have unlabeled
data. FedUL Lu et al. (2022) is an unsupervised FL technique for supervised FL
that applies surrogate labels to unlabeled data. The problem emerges when the trained
model for the original classification task is inferred from the model learned from the
surrogate task. Surrogate class-posterior probabilities with specific injective transition
functions were used to solve this challenge, which was accomplished by designing dis-
tinct transition layers to output each client-trained model. FedUL is a broad framework
that, due to its flexibility, can operate as a wrapper that converts the original client to
surrogate clients. Orchestra Lubana er al. (2022) was offered as another unsupervised
FL technique for achieving uniform partition of client data for unsupervised cluster-
ing. FedAUX Sattler et al. (2021) is a federated distillation-based method that uses
unsupervised pre-training on auxiliary data to build a model that can then be used for
distributed training. Further, a global feature representation learning technique, FedU
Zhuang et al. (2021), uses contrastive loss for training of an online encoder and pre-
dictor. FedX Han et al. (2022), an unsupervised FL approach based on FedAvg, uses
contrastive loss to learn semantic representation from the local data. Through knowl-
edge distillation, the bias at the central server is regularized. The difficulties of system
and data heterogeneity are addressed by a method FedProx Li ef al. (2020). Even
though all these methods train the model using the unlabelled data of each client, they

are still not considered personalized models.

2.3 Autoencoder in Unsupervised Federated Learning
In Unsupervised Federated Learning, Autoencoders play a very important role as it

is used in representation learning from unlabeled data. Autoencoder makes use of

encoder-decoder architecture, which is used to reconstruct the input data without any
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data loss. In an Unsupervised Federated Learning setting autoencoder is used to learn
data representation from the unlabeled data available at each client in the network. The
encoder of the autoencoder network is used to transform input data into a smaller di-
mension of latent space. This latent space is then passed on to the decoder, which
reconstructs it into the original input data. The autoencoder learns the unsupervised
important data features by minimizing the error between the input and reconstructed
data. Autoencoder in Unsupervised Learning will help clients learn diverse data rep-
resentation from abundant available unlabeled data. Further, we have reviewed a few

Autoencoder-based Unsupervised Federated Learning frameworks.

For unsupervised learning, autoencoders are important for feature extraction tasks
Bengio et al. (2013); Baldi (2012). When labelled data is available, autoencoders can
obtain useful feature representations of the client’s data. Autoencoders in a Federated
Learning framework are beneficial as encrypted data is passed to the server, and extract-
ing the exact data representation of the original data at the server is impossible. Another
unsupervised representation learning approach is proposed for feature extraction in a
Federated Learning framework, which uses autoencoder van Berlo et al. (2020). Us-
ing unlabeled input, unsupervised representation learning is used to pre-train neural
networks. The pre-trained model is then used to learn features; these learned features
are useful in tasks with little labelled data. This pre-trained model approach is bene-
ficial and has outperformed most supervised learning methods for downstream tasks.
Semi-supervised federated learning method Zhao et al. (2020) has been proposed for
learning in IoT-based systems for human activity recognition, where with the help of
autoencoders, unsupervised learning training is done using unlabelled data across all the
clients in the network to learn general representation and the central cloud server using
the labelled data conducts supervised learning for the classifier. The autoencoders are
present locally at each client, which sends features to the central cloud server, which is
then aggregated to form a global autoencoder. For learning from multi-modal IoT data
Zhao et al. (2022), multimodal and semi-supervised FL framework is proposed using
autoencoders to extract general representation across all the clients in the network. All
of the methods described above develop a common machine-learning model shared by

clients and servers; thus, these methods are intrinsically generalized.
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CHAPTER 3

METHODOLOGY

3.1 Mathematical Preliminaries

3.1.1 Supervised Federated Learning

In Supervised Federated Learning, all the clients have access to locally labelled dataset
D, which consists of N, data samples. A global objective function F'(¢) is considered,
which using shared model parameters ¢ € R%*! collaborates across multiple clients.

The objective function of Fl is given by

min F'(¢) £ Ep; [fu(4)]; 3.1)

where the local objective function is fi(#) 2 N2 S2N 1(¢h; Xp, yii) (k € K 2 [K])
which measures the empirical risk as a function of user-specified loss function {(¢;.)

where (xj;, yx;) € D and Zle N, = N.

A significant challenge in a supervised Federated Learning (FL) framework, as de-
scribed in equation (3.1), is annotated data is not available at the time of learning. Anno-
tated data involving labelling the data is often time-consuming and expensive; therefore,
it is not accessible at the edge devices. Inspired by machine learning, it can be said that
even if the data at different clients is heterogeneous, common patterns and features will
still exist that can be learned in a Federated Learning framework Bengio et al. (2013).
This approach of Federated Learning, where the model focuses on learning shared rep-
resentation, can be beneficial because this will reduce the need of annotates data at the

clients.

3.1.2 Unsupervised Federated Learning

In the previous section, we discussed Supervised Federated Learning and the challenges

which occur because of the unavailability of labelled data. To overcome those data



challenges we focus on the unsupervised Federated Learning aspect where unlabelled

data is present at the client. The unlabelled data at the k-th client is represented as
Dy ={xp 4 VEkel,.. K, (3.2)

where x;; € RM. In an unsupervised approach latent variable of the client is used for

the downstream task.

3.1.3 Autoencoder

One popular model for learning latent space representation is autoencoder Baldi (2012),
Hinton and Salakhutdinov (2006). The autoencoder comprises two main components:
an encoder and a decoder. The encoder is expressed as a function mapping g(+; @) :
X — Z from the input space X (M dimensional) to the latent space Z (L dimensional,
L << M) as a function of parameters ¢. Hence, for z; € Z, we have z; = g(x;; ¢),
where z; is the latent variable representation of the input x; € X.The decoder is pa-
rameterized by 1, is expressed as a function mapping from the latent space back to the
original input space given by h(-;1) : Z — X. The unknown function mapping is
characterised by the parameters ¢(-; ¢) and h(+; ). Therefore, training an autoencoder

makes it essential to entail finding ¢(+; ¢») and h(+; 1)) such that

N

¢, « argmin Y L(x;, h(g(xi; B); 9), (3.3)

P

where, the reconstruction error is given by £(-). The main objective is to minimize
the reconstruction error between the original input data and the reconstructed output.
Basically, reconstruction loss is the mean squared error between the input data and
the reconstructed output. The above-discussed framework is referred to as centralized
autoencoder training, as we have assumed that data is available at a single location.
The main objective of the autoencoder is to learn latent space representation z; that
has essential input data information. The latent space representation is compressed to a
lower dimension, leading to a more concise representation than the input x; in the latent

space while storing the same information as the input.

Lemma 3.1.1 Assume a setting in which the quadratic loss L(+) is used, the represen-

13



tations ¢(-) and h(-) is a linear invertible projection onto a L-dimensional and M -

dimensional subspace, respectively, we have the following:
1 e . A 12
L(x;, h(g(xi; @); ) < §||Xz‘ = X"+ EHZi - zi[%, (34)
where z; = g(x;, ®) and \ is a constant that depends on the decoder transformation.

Proof: For linear invertible projections onto L-dimensional and )/ -dimensional given

by A and B respectively, we have the following:

|Ixi — %i[|* = ||x; — ABx||> = [|A(A™'x; — Bx)||?
< |AIPI[(A™ % — Bxy)||?, 3.5

where, using Cauchy-Schwartz inequality, we obtained the inequality. Essentially,
the reconstruction error will be zero if B = A~'. But in autoencoders, z; = A~'x;
gives latent space representation whereas, B is given by z; = Bx; gives the encoded

vector. Therefore, by setting A = ||A]|?, we get

By Adding ||x; — %;||? to both sides of the above expression and diving both sides by 2,

we get the result.

3.1.4 Federated Autoencoder

In this section, we have discussed how to utilize autoencoders in an unsupervised Feder-
ated Learning setting. Using autoencoders in unsupervised Federated Learning models
can learn useful latent space representation without the need for labelled data at the
client. The mathematical formulation for Federated Autoencoder is given below. Con-
sider unlabeled data at the k-th client D), = {x,y“}f\f:"1 where x;,; € RM. We generalize
Lemma. 3.1.1 to Federated autoencoder training across K clients. The overall loss

function in (3.3) can be rewritten as

K N K 1

Ny,
YO L hlg(xnis d)i9p) = > N, |[Xk,i — Xl %, (3.7
k=1 =1
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Assuming A to be a hyperparameter, and using (3.4), we write (3.7) as

Ny

Z L(Xpi, M(g(Xpi: 9); P)

=1

K Ny,
LS (s — Rl A2 — 20l ) (3.8)
2Nk ' N ki ki , \ ki ki . .

k=1 i=1 Local Global

[M] =

e
Il
—

<

Based on the above discussion, we can drive federated learning training using a feder-
ated autoencoder, considering both global and local aspects. In cases where the clients
share their latent space representations Zj, = {z;;|i € [IVi]}, the server combines all
the information obtained from each client by optimizing S°5 | STVK ||z, ; — 7 /|2 ac-
cording to the upper bound in (3.8). Since the clients do not share data, they locally
compute Zf\g ||xxi — Xp.il|%, where X, ; is the globally encoded data as shared by
the server with all clients k. In the next chapter, we propose a federated autoencoder

approach based on the principles discussed in Lemma. 3.1.1 and (3.8).

3.2 pFedAE: PROPOSED SCHEME

This section will discuss pFedAE, our proposed personalised Federated Learning frame-
work. pFedAE is put together by carefully dividing an autoencoder’s optimisation ob-
jective into K local objectives for clients and a global objective to be optimised at the
server. Data is partitioned so that data accessible to clients determines the local goal
function, while information exchanged by the client with the server defines the global

goal function

One feature of pFedAE that differentiates it from other Federated Learning methods
is that client-server communication occurs through exchanging latent space represen-
tation rather than model parameters. Many Federated Learning approaches have the
disadvantage of increasing model complexity at the client, necessitating a huge com-
munication bandwidth. Because the size of the latent representation is a user-defined
variable, using latent space representation can help to relieve this problem. Because the
latent space representation of pFedAE is in a lower-dimensional space than the input
data, reconstruction is impossible without data. Furthermore, we could extend pFedAE

as a privacy enhancing strategy based on autoencoder, which is effective in maintaining
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Figure 3.1: Overview of the pFedAE architecture (on the left): The figure shows the
local encoder-surrogate decoder pair at K clients and the global decoder-
surrogate encoder pair at the server. The local encoder gy (-; ¢y ) transforms
the input data to z,. The global decoder A(-; 1)) transforms z obtained by
concatenating latent representations from each client. The surrogate en-
coder g°(+; ¢°) transforms y to obtain z® which is then transformed into
locally reconstructed data by hj(-; 7). Training occurs by optimizing the
learning objectives in (3.13). The figure on the right gives a closer view of
the learning strategy. The clients and server communicate z; and z;. The
calculation of loss at each client and server is carried out in every round for
updating weights through backpropagation as detailed in Algorithm 1.
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latent space features such as Hajihassani ef al. (2020); Malekzadeh et al. (2019, 2018).

For the architecture of pFedAE we have used local autoencoders at each client k.

The objective function is given by the following:

N
Pi, i, arg Iilm D Li(is (hi(gr (i D1); i) (3.9)
kPk =1

One thing to note here is that a local autoencoder cannot adapt to the data from
other clients. But in Federated Learning local model parameters, updation occurs for
E epochs in each communication round and global model learnings are done for 7'
communication rounds. Furthermore, a major issue arises in Personalized Federated
Learning, where each client should develop a local model from the globally trained
model. From the challenges faced in the Personalized Federated Learning setting, we
propose a model in which the encoding of data is done at the client, after which the
encoded data is shared with the server. For learning a global decoder at the server, the

objective function is mentioned below:

K N
dr.% ¢ argmin SN L, bz ¥)), (3.10)
k> k=1 i=1

where z ; = gi(X1.5; @1.) and h(z ;1) € RM. One thing to note herein (3.10), the en-
coder is locally present at each client, and the decoder is globally present at the server.
Therefore, a global loss function L(-, -) is used to learn a common set of decoder param-
eters 1. Even though this objective function satisfies the requirements of a Federated
Learning framework to obtain a generalized global model, computing reconstruction
loss L(+,-) in (3.10) is practically impossible because it requires data points x;,; € X
which due to privacy constraints are only available at the k clients and are not at the
server. To solve this issue, we have proposed a solution, using a global surrogate en-
coder ¢°(+; @°) at the server along with local surrogate decoders hj(-; ;) at K clients.
The global surrogate encoder ¢°(-; ¢°) present at the server transforms the decoded
vector given by the decoder present at the server to a latent space. Therefore, the global
decoder-encoder pair {h(-;%), g°(-; ¢*)} is such that h(-; 1)) maps latent space Z to a
representation space ) (h(+;%) : Z — ) and the global surrogate encoder ¢°(-; ¢*)

maps Y to Z (¢°(-;@°) : ¥V — Z). The server’s objective function for learning the
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parameters of the decoder-surrogate encoder pair is expressed by

K Ny
¥ ¢ ¢ arg ?inzzc(zk,i,f(yk,i; ?°)), (3.11)
’ k=1 i=1

where yi; = h(zx,;1). z°, which are latent space vectors, are returned to the clients.
For training of local encoder, the client makes use of a local surrogate decoder which is
given by hi(;4;) : Z — X. The surrogate decoder provides the reconstructed output
at the client, which allows the reconstruction loss to be computed and the local encoder-
surrogate decoder pair to be trained. The overall local-objective function as a result of

this is given by,

Ny
du. i, argmin > Li(ri, hi (25 55 97). (3.12)
k> Z i=1

where z} ; = 9 (h(gk(Xk.; Pr); Y); ¢°), where x;; € Dy, for all £ € K. Compared
to the single-client optimization framework, which is given in (3.9), we infer from
(3.12) that global information is included in zj, ;, because of which parameters of local
encoder-surrogate decoder model are generalized. Client-specific parameters, specifi-
cally ¢y, , are obtained at the end of training in pFedAE for each client £, result-
ing in personalisation. In a nutshell, including a surrogate encoder at the server and
K surrogate decoders at clients, we partition the centralised autoencoder optimisation
framework given in (3.3) into an FL-based client-server optimisation framework. As a
result, in pFedAE, the distributed local and global objective functions in the presence

of unlabeled data are given by

K N

Server : wm(lpn F(y,¢°%) = Z ZE(Zk,i>gs(Yk,i; ?°)),

k=1 i=1

N
Client : min fi(ex, ¥j) = > Ls(Kni: hi (21,5 %7): (3.13)
Pk i=1

One thing to note in the above optimization framework is that the latent space repre-
sentation z should be similar to z° as far as possible. As it is already mentioned that
training for a FL setup takes place over several communication rounds; therefore, the
difference between z and z° before convergence will carry essential global information

to the clients because of which model generalizes in the initial few rounds. After the ap-
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Algorithm 1: Personalized Federated Autoencoder
Input: Dataset Dy, at the k-th client, 7-number of rounds, £-number of local
epochs, n-learning rate ;
Initialize parameters at all clients;
fort € [T] do

for E epochs do
Vk € IC, sample mini-batch By, C Dy

{0k, 03} < { bk, Ui} — 0V fr(dn, ¥7)

end
At Server: {(bv ¢S} A {¢7 1/18} - UVF((b’ ¢S>
end
Output: Personalized client encoders (parameters ¢, for k =1, ..., K) after T’

communication rounds.

proach method convergences, the model’s personalisation aspect comes into the picture,

and the objective function for minimization is given in (3.13) can be achieved.

One of the most important aspects of pFedAE is that the size of the latent variable, a
user-specified parameter, determines the amount of data transferred during the commu-
nication round. As a result, the server and client autoencoders can be arbitrarily large
without compromising communication efficiency.The summary of our method pFedAE

is given in Alg. 1.
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CHAPTER 4

EXPERIMENTS AND RESULTS

In this chapter, we have discussed the experimental setup used to evaluate and compare
pFedAE with several Unsupervised Federated Learning baselines. These experiments
aim to assess the performance and effectiveness of pFedAE compared to state-of-the-
art baselines. The baselines used for comparison are Orchestra Lubana et al. (2022)
and FedAvg-AE McMahan et al. (2017), federated versions of discriminative self-
supervised learning methods such as SIMCLR Chen et al. (2020), SpecLoss HaoChen
et al. (2021), SimSiam Chen and He (2021), and BYOL Grill et al. (2020), and unsu-
pervised personalized single-client training technique. The main motive of this chapter
is to provide a clear understanding of the evaluation strategies employed to compare
pFedAE with the above-mentioned baselines in the field of Unsupervised Federated

Learning.

At the end of the chapter, we will provide solutions along with appropriate reasons
to the following questions: (a) Is personalization helpful in the field of Federated Learn-
ing in providing improvised feature representation? (b) Will hyperparameter tuning be
helpful to get better results while using a small set of labelled data? (c) What will be
the local and global impact of statistical heterogeneity, number of epochs, and number

of clients on unsupervised FL?

4.1 Datasets and Partitioning

To compare the performance of pFedAE with other state-of-the-art baselines, we have
used CIFAR10 and CIFAR100 datasets Krizhevsky ef al. (2009). Both the datasets
mentioned above comprise 50,000 training images and 10,000 testing images. The dif-
ference in both these datasets is that CIFAR10 consists of 10 classes whereas CIFAR100
consists of 100 classes; both datasets have an equal number of images per class. Both

CIFAR10 and CIFAR100 consist of RGB images of size 32x32.



For the purpose of Federated Learning-based experiments, we divide the dataset
into K partitions for K clients. We can partition the Non-IID data for statistical hetero-

geneity in two following ways:

* Dirichlet Distribution : Dirichlet Distribution is the best possible Non-IID so-
lution representing the real-world problem faced by Federated Learning methods
because of data heterogeneity. Dirichlet Distribution is a probability distribution
which is defined for probability vectors. These probability vectors comprise data
for each client in the Federated Learning network from different classes. Con-
sidering the parameters of Dirichlet Distribution, we use « for each client’s class
data distribution. All the clients in the network will have different classes of data,
1.e. Non-IID nature of the data can be seen when v — 0 whereas, all the clients
in the network will have a similar type of data, i.e. IID nature of the data can
be seen when @« — oo. For the experiments for the evaluation and comparison
of pFedAE we have chosen four values of o 0.001 (highly heterogeneous), 0.1, 1
(moderately heterogeneous) and 10° (homogeneous).

» Pathological Setting : The class pathological setting is where each client in the
Federated Learning network is provided with data samples from specific classes.
In case of fewer clients, it is also considered that no two classes can have the
same set of classes. For our experiments, we provide each client two classes of
data samples.

4.2 Implementation details

The implementation of pFedAE is done using the PyTorch framework. Using A100
NVIDIA GPUs, K clients are simulated during training. With the help of Pytorch
backend communication, the clients and server can communicate easily. For the en-
coder, ResNet-18 is used as the backbone. We used CNN for the decoder, and the
classifier for implementing pFedAE is a two-layer multilayer perceptron. For our ex-
periments, we have set the number of clients to K = 10, « (Dirichlet parameter) to
0.1, the number of local epochs to £ = 1 and the number of communication rounds
to C' = 100 unless otherwise mentioned. For all our experiments, we have kept batch
size B = 256. Adam is the optimizer for the autoencoder training with the learning rate

n = 0.01, whereas SGD with the learning rate n = 0.1 is used for the classifier training.

4.3 Baselines

We have used the baselines listed below for the comparison and evaluation of pFedAE:
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* Unsupervised FLL methods based on generating generalized models, such as Or-
chestra Lubana et al. (2022) and FedAvg-AE. FedAvg-AE trains the backbone
autoencoder unsupervised using federated averaging McMahan et al. (2017).

* The next set of baselines which we chose for comparison with pFedAE are Sim-
CLR, SpecLoss, SimSiam, and BYOL Lubana et al. (2022), which are federated
versions of discriminative self-supervised learning algorithms.

* Another naive baseline we chose is single client training based on unsupervised
personalized Federated Learning where feature representation is learned using
local data using (3.9).

* The last baseline is based on a centralized supervised machine learning technique
(AE-CenS). An autoencoder is used to learn the feature representation with all
the data present at a single location. After that, a classifier is trained and the
backbone is fine-tuned using the data available.

4.4 Linear and Semi-supervised Evaluation and Results

We have used two methods for the evaluation of the feature representation learned by

pFedAE:

* Linear Evaluation Protocol where the backbone of the pFedAE model and base-
line model is trained for 100 rounds. After the backbone training is done, we
freeze the parameters of the backbone model, and a classifier is trained using the
global data. The input of the classifier is the features encoded from the backbone
model. The classifier training takes place for another 100 rounds.

* The second evaluation protocol is Semi-Supervised Evaluation. Here, we have
a condition that only a small subset of the available data is labelled. We have
evaluated Semi-Supervised evaluation for two settings: In one set, we have 1%
global labelled data, and in the other, we have 10% of the global labelled data. For
this evaluation protocol, we have not retrained the backbone model. Instead, we
have used the same trained backbone model used in Linear Evaluation Protocol,
and a classifier is fine-tuned for the model using 1% or 10% global labelled data
for 100 rounds.

The evaluation and comparison of pFedAE with other baselines is reported in terms
of global and local accuracy in the Table . 4.1. Global test accuracy evaluated on the
global test set is the average accuracy for all the clients in the network. To make pFedAE
a personalised model, we have also measured the local accuracy on the local test set,

which is the average accuracy for all the clients in the network.

From the table, the following can be inferred:
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Table 4.1: Top-1 Global and local accuracy (%) comparison under the Linear and Semi-
supervised evaluation protocol for statistically heterogeneous (o = 0.1) set-
ting and the pathological (2-class) non-1ID for CIFAR10 and CIFAR100
datasets.

Methods CIFAR10 CIFAR100
(Global) Linear \ 10% \ 1% | Linear \ 10% \ 1%
| pFedAE [ 82.38 | 68.50 | 65.12 | 53.27 | 46.95 | 45.90 |
Orchestra 70.64 | 68.29 | 54.25 | 35.64 | 27.65 | 8.02
f-BYOL | 66.18 | 64.15 | 50.02. | 38.88 | 29.47 [ 10.67
f-SpecLoss | 64.53 | 59.78 | 45.94 | 35.99 | 25.56 | 8.92
f-SimSiam | 61.95 | 5844 [ 40.71 | 36.92 [ 27.59 | 9.74
f-SimCLR | 58.15 | 54.97 | 42.84 | 33.49 [ 24.35 | 8.40
Single Client [ 68.57 | 35.78 | 20.83 | 33.14 | 33.42 | 30.37
FedAvg-AE | 37.04 | 50.12 [ 50.75 | 20.09 [10.137 [ 8.57
| AE-CenS | 86.33 \ 55.64 |
Methods CIFAR10 CIFAR100
(Local) Linear | 10% | 1% | Linear | 10% | 1%
pFedAE [ 83.16 | 71.24 [ 65.87 | 53.69 | 47.34 [ 46.06
Single Client | 76.98 | 45.22 | 30.35 | 35.802 | 36.62 | 29.73
FedAvg-AE | 40.95 | 50.169 [ 50.82 | 20.72 | 10.22 | 8.72
Method CIFAR10 CIFAR100
(2-class) | Linear | 10% | 1% | Linear | 10% | 1%
| pFedAE | 8229 | 67.34 [ 65.03 | 53.25 | 45.67 | 44.23 |
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* From the Linear protocol evaluation technique, it can be seen that pFedAE is
better than all the other unsupervised Federated Learning baselines. pFedAE
performs better than Orchestra, which has reported the best accuracy under the
unsupervised Federated Learning technique.

* In the semi-supervised setting, it can be seen that even though there is a drop in
the performance of pFedAE it still outperforms other baselines. One more thing
to note here is that pFedAE is robust to the availability of global labelled data for
both CIFAR10 and CIFAR100. pFedAE still outperforms all the baselines.

* pFedAE outperforms single client training, which is a personalized baseline,
meaning that global information is also an important factor for personalization.

* It can also be seen that pFedAE is at par with AE-CenS, which is a supervised
centralized autoencoder-classifier baseline. For both CIFAR10 and CIFAR100,
AE-CenS is 3 — 5% better than pFedAE.

4.5 Results on Attributes of Federated Learning

In this section, we have evaluated the performance of pFedAE on various attributes like
statistical heterogeneity, number of epochs and scalability of clients (number of clients).

All the results are evaluated under the linear probe evaluation scheme.

4.5.1 Sensitivity to Statistical heterogeneity

We have used four different variations of « to analyse the performance of pFedAE
compared to other baselines on the basis of global and local accuracy. The results of
statistical heterogeneity can be seen in Fig. 4.2 and Fig. 4.3. While measuring global
accuracy, we observe that pFedAE demonstrates robustness to statistical heterogeneity.
It consistently outperforms all the baselines across different values of «. Regardless
of the degree of statistical heterogeneity in the dataset, pFedAE consistently achieves
higher accuracy than the baseline. This indicates that the personalized approach of
pFedAE is very effective in varying data distribution across all the clients in the net-
work. While measuring local accuracy, it can be observed that for the CIFAR10 dataset
across the communication rounds, the accuracy variation is higher than CIFAR100. In
Fig. 4.4, we plot the clients’ mean and variation of local and global accuracy. We can
observe a noticeable variation in accuracy, the reason being higher class level diversity

per client in CIFAR100 as compared to that of CIFAR10. Since CIAFAR100 has access
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Figure 4.1: t-SNE projections of the latent representation from vanilla FL. McMahan
et al. (2017) where the underlying ML model is an autoencoder (FedAvg-
AE), Orchestra Lubana et al. (2022) and the proposed pFedAE algorithm.
PFedAE provides meaningful latent representations for different classes,
albeit being an unsupervised technique.
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Figure 4.2: Global and local accuracy convergence plots for different values of « for
CIFAR10 and CIFAR100 datasets.

to more classes as compared to CIFAR10 the model trained for CIFAR100 has a better

generalized and personalized model.

In Table. 4.1, pathological Non-1ID performance of pFedAE has been demonstrated.
In the pathological experimental setup, we consider two classes for each client in the

network. pFedAE outperforms existing Unsupervised Federated Learning approaches.

4.5.2 Robustness to Local Epochs

Robustness to the local number of epochs is one of the most important and crucial
attributes of Federated Learning in two situations:

* High Communication Cost : When the number of local epochs is increased, the

federated Learning technique is likely to perform well in situations where high

communication costs are a problem. Because having more local epochs allows
each client to perform more iterations of local training before communicating
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Figure 4.5: Robustness to local epochs for CIFAR10 (left) and CIFAR100 (right).

with the central server, it is more efficient. As a result, more local epochs and
fewer communication rounds are required to achieve convergence or good per-
formance.

* Computational constraints :By ensuring robustness to a limited number of lo-
cal epochs, the Federated Learning technique may handle clients with varying
computational constraints while yet providing a fair learning experience for all
clients in the network. When clients face computational constraints in real-life
scenarios, this capability is useful.

In Fig. 4.5 and Fig. 4.6, we observe the robustness of the pFedAE framework. If
we reduce the number of local epochs, the global and local accuracy of pFedAE is
robust, whereas the baselines perform poorly. Therefore, it can be said that pFedAE is
a useful Federated Learning framework wherever there are high communication costs

or computational constraints.

4.5.3 Scalability

The pFedAE framework’s scalability is demonstrated in a cross-silo setting by altering
the number of clients. For varied amounts of client settings, the number of local epochs
is linearly scaled so that the overall number of iterations remains constant across all
settings. According to Fig. 4.6 and Fig. 4.7, pFedAE achieves consistent performance
across all settings, unlike other baselines where performance decreases as the number of
clients increases. The decline in baseline performance can also be attributed to a lack of
robustness to local epochs. pFedAE, as described in the previous section, is resistant to

local epochs. Even with a small amount of data, it can still outperform other baselines.
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4.5.4 Convergence

As stated in Chapter 1, communication efficiency and complexity are critical features
of Federated Learning. As a result, if a Federated Learning technique converges within
a few communication rounds, it is considered optimum. The accuracy against commu-
nication rounds figure in Fig. 4.8 can be used to compare pFedAE to different baselines.
It can be observed that pFedAE achieves great accuracy in just a few communication

rounds.

4.5.5 Local Accuracy

We have demonstrated the average local accuracy on test data partitioned using the
Dirichlet distribution to evaluate the personalising aspect of pFedAE. From Fig. 4.9,
the local accuracy trend with varying numbers of local epochs, different values of «,
and scalability with clients. Like global accuracy, local accuracy is resistant to all of the

above-mentioned variances.
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4.6 Assessment of Latent Space and Discussions

This section assesses the latent space quality generated in pFedAE.

4.6.1 Qualitative assessment via t-SNE

To assess latent space transformation by pFedAE, 2-dimensional t-SNE visualization
on CIFARIO test data is carried out. We have shown the t-SNE visualisation of latent
space learned from pFedAE, FedAvg-AE, and Orchestra in Fig. 4.1. Even though our
proposed method pFedAE is an unsupervised technique, the representation formed is
well-separated in terms of target classes. As shown in Fig. 4.10, the latent space visuali-
sation is also carried out with a variable number of local epochs. It can be observed from
the t-sne plots that the visualization is consistent with the accuracy stated in the previ-
ous section, 1.e. it can be clearly seen that by using pFedAE we can obtain distinction
between latent space even with 1 local epoch, whereas in orchestra lower, distinction,
can be observed even though more number of local epochs was used. Furthermore,
for alpha = 0.1, Fig. 4.11 shows the influence of pFedAE on latent space learning and
compares it with a single client training baseline. While comparing pFedAE and single-
client training baseline, it can be seen that the global data projections at clients are poor
in the case of single-client training. In Fig. 4.12, using a trained encoder of pFedAE
and single client training baseline, we have shown t-sne projections of both global and
local test data. It can be observed that both the global and local projections obtained by
pFedAE are more informative as compared to that of single-client training. With this,

we can say that accuracy is maintained at both global and local levels using pFedAE.

4.6.2 Quantitative Assessment via Inter-class difference

The difference of angle between the average embedding belonging to various classes in
the latent space is used to measure the inter-class difference of latent space vectors, as

given below

1
= ] > gx), (4.1)

xEDEeSt
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Figure 4.10: t-SNE projections of encoder models trained using pFedAE, Orchestra and
FedAvg-AE using 1, 5 and 10 local epochs.
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Figure 4.11: t-SNE projections of encoder models trained using pFedAE and single
client training.
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Figure 4.12: t-SNE projections of encoder models trained using pFedAE and single
client training on the global test dataset and local test dataset with o = 0.1

where,DEeSt

is the test dataset for the class c.This average embedding is used as a gen-
eral embedding for that specific class and is calculated using Eq. (4.1). The greater
the inter-class difference, the better the embedding represents class information. We

compute the angles between all pairs of class-wise general embedding:
Angle(c;, ¢;) = arccos(sim(z,,, z,)) 4.2)

We next create a histogram of the angle differences discovered between each pair. Ac-
cording to Fig. 4.13, pFedAE has higher inter-class angles (60circ to 80circ) than
FedAvg-AE and Orchestra, showing improved class discrimination. With the help of
these studies, we can conclude that pFedAE produces higher-quality latent space than
any other baseline. These trials reveal that pFedAE findings have a higher quality of

latent space than baselines.
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Figure 4.13: Histogram on inter-class difference.
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CHAPTER 5

CONCLUSION

In this paper, we addressed an important but often overlooked problem of represen-
tation learning using a personalised federated learning framework known as pFedAE.
The autoencoder’s optimisation architecture is divided into global and local objective
functions. The latent space representation is used at the server, while locally avail-
able data is used for the client. We employed a surrogate encoder at the server and K
surrogate decoders at the clients for optimisation. With the help of various outcomes,
we demonstrated that our method is both generalised and personalised. As a result,
pFedAE outperforms all baselines, including an orchestra, FL-based autoencoder, and
personalised single-client training. We are optimistic that pFedAE will be helpful in

situations where communication efficiency precedes privacy.
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