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ABSTRACT

Machine Learning models output high confidence scores when provided with input
samples that belong to the input data distribution, referred to as in-distribution (ID)
samples. However, when presented with an Out of Distribution (OoD) sample during
inference, the same model often outputs uncertain confidence scores raising the ques-

tion of the interpretability and reliability of these models.

Typically, ML models are incapable of detecting near-OOD samples, which are
perceptually similar, but semantically dissimilar samples closely resembling the input
distribution with fine-grained variations. We address the issue of fine-grained varia-
tions using vision transformers (ViT) and capture the patch-based correlations through
the self-attention mechanism. The Vision Transformer is a part of our VAE architec-
ture along with a neural network which helps in patch-level disentanglement. Such a
patch-level disentanglement using a ViT encoder results in disentangling the common
latent factors for the entire image. To the best of our knowledge, this is the first work
that uses a ViT with encoder-decoder architecture for OOD detection. Using experi-
ments on fine-grained datasets such as Oxford Flowers102 and CUB200 Birds Dataset,
we demonstrate that the proposed method outperforms OOD-aware baselines in terms
of several OOD metrics. Our framework outperforms the density based techniques and
classification based methods as compared on OOD Detection metrics such as AUC,
AUPR and FPR@95. We also demonstrate that training the entire network with SR-
GAN decoder with a combination of Mean Square Loss and Perceptual Loss can learn

better representations for density-based methods.
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CHAPTER 1

INTRODUCTION

Deep Learning (DL) algorithms have become very successful in a variety of tasks rang-
ing from cancer detection to object segmentation, but it does not lead to reliable predic-
tions. It is known that, often, a deep learning model trained to classify between dogs
and cats gives higher probability scores for inputs like a car or a building which is vastly
dissimilar to the in-distribution (ID) sample Yang et al. (2024). Such inputs are gen-
erally termed as out of distribution (OOD) samples and identifying these inputs during
inference is crucial for DL models deployed in safety critical applications Wang et al.

(2024).

Despite the excellent capabilities illustrated by the classical supervised learning
framework, it cannot be directly deployed to deal with the OOD generalization prob-
lem. One of the most fundamental assumptions of the classical supervised Learning
framework is the independent and identically distributed (IID) assumption for training
and testing samples. Due to this assumption, the model which is trained by absorbing
the correlations found in the ID data through minimizing the loss performs poorly when
exposed to unseen testing distributions where the majority of correlations do not hold.
These unseen samples can look perceptually similar to the training distributions having
completely different factors of variation for the important parts of the image (semanti-
cally dissimilar) Mukhoti ef al. (2023). Samples from such similar-looking distributions
are often categorized as Near OOD samples. Our work focuses on fine-grained classifi-

cation with an increased robustness to OOD samples.

1.1 OOD samples and OOD Detection methods

Among several sources of OOD samples, common causes include dataset shift , training
and test input follow different distributions, dataset shift can occur due to several issues

like sampling bias. However, concept shift can occur mostly in time series problems



where the relationship between features and labels changes in due time Zhang et al.

(2024).

Several popular approaches have emerged towards OOD detection. In Yang ef al.
(2024), the authors survey several methods for Out of Distribution Detection like classi-
fication based, density-based, distance-based and reconstruction based. Classification-
based methods generally use the confidence scores to metrics like MSP Hendrycks and
Gimpel (2018), LogitNorm Wei et al. (2022) and several other metrics for detecting
OOD samples during inference. However, these metrics tend to be biased to input dis-
tribution as the majority of the works never train the model with OOD samples. Further,
we have density-based and reconstruction-based methods which use the reconstructed
image or the latent space of learned representations to detect OOD samples Xiao et al.
(2020). The separation of learned distributions taking the score as the random variable

further helps to detect OOD samples.

Apart from these, distance-based metrics like Mahalanobis distance Denouden et al.
(2018) finds the distance between the representation of learned latent space to the input
sample during test time. To determine whether the sample is from the training distri-
bution or OoD several metrics have been proposed. In Xiao et al. (2020), the authors
propose a likelihood based metric in which the encoder network is retrained to learn
the disentanglement of the input images during inference. Another such metric in that
direction is Ren et al. (2019) where the authors have corrupted the semantic parts of the
image stating that background statistics influence the OOD detection. Popular metrics

also include AUROC Tafvizi et al. (2022), AUPR and FNR95.

1.2 Disentangled Representation Learning

Disentangled Representation Learning (DRL) aims to learn models that can learn to
disentangle meaningful factors or learn the factors of variations in any given dataset.

Popularly, disentangled representation is defined as:

Definition 1: Disentangled representation should separate the image into single
distinct, independent, and informative generative factors of variation in the data. These
single latent variables are sensitive to changes in underlying generative factors while

being relatively invariant to changes in other factors.
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We classify DRL using the base-level architectures that they use for learning the low-
level representations. Among other techniques, Variational auto-encoder (VAE)-based
and GAN-based techniques are popular Chen ef al. (2016). VAE comprises of encoder
and decoder architecture where the role of the encoder is to learn the disentangled rep-
resentation whereas the role of the decoder is to reconstruct the original image from the
low dimensional disentangled latent vector . One of the most important characteristics
of using VAE-based DRL is the benefit of dimension-wise structure where each di-
mension represents different factors of variation. GAN based methods directly samples
latent representations by training process where the generator network takes a noisy in-
put and latent vector as input and reconstruct it to a fake image perceptually similar to
the input image but from a different distribution.. The discriminator plays and impor-
tant role by classifying whether the data is real or fake Chen et al. (2016). In this work,
we employ a VAE based architecture to do patch level disentanglement. We show that
patch level disentanglement proves to give better disentanglement than the traditional

dimension wise and vector wise disentanglement.

1.3 ViT and OOD

ViT models have proved to be more powerful than the classical convolutional neural
network due to their ability to use the attention mechanism. ViT has been extensively
used for object detection, image classification and action recognition. ViT models com-
prises of multiple self attention or multi head attention as a part of the encoder. The
self attention mechanism does a patch to patch based correlation by learning the weight
of the self attention layer. These correlations contribute to the attention map by giving

high importance to the patch for a particular class .

Recent works have shown that the attention map is capable of capturing the in-
tra class relations . Attention maps have been used to detect out of distribution sam-
ples during test time using confidence scores. Koner er al. (2021). The disentangled
representations of the attention Maps have also been used to detect out-of-distribution
samples Cultrera et al. (2023). Therefore we can say that the attention maps are well
capable to capture Near OOD and Far OOD samples during the test time. In this work,

we use a VIT to achieve patch-wise disetanglement for OOD Detection.



1.4 Contributions
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Figure 1.2: Training pipeline of our work with ESRGAN decoder

In this work, we propose Vision Transformer based Near-OOD detector (VT-NOOD)
for detecting far and near OoD samples during inference. We show that our work out-
performs the existing density-based methods such as Likelihood Regret on metrics like

AUROC, AUPR, FPR@95. The architecture consists of following parts:

* Reconstruction branch: This branch is similar to similar to a variational autoen-
coder, and consists of a encoder and a decoder. The encoder is a ViT along with a
neural network which is responsible for disentangling the feature representation
per-patch of the image sample. We use super-resolution GAN as the decoder for
image reconstruction.



* Classification Branch: This branch consists of a ViT along with a classifier net-
work which is a dense neural network. The classifier utilizes the combination of
patch-level feature information and attention weights for efficient classification.

1.4.1 Notations

Small letters denote scalars, boldface small letters denote vectors. I denotes an identity
matrix whose size is as per context. The (,-norm of a vector x is denoted as ||x||. P

represents sets and |P| represents size of the set.



CHAPTER 2

RELATED WORKS

Out-of-distribution detection has been an important research topic in the domain of
uncertainty quantification. This chapter gives an overview on the works that have been
carried out in this direction. We propose a novel VI-NOOD framework for near-OOD

detection, which is related to some of the methods presented in this chapter.

2.1 Near OOD Detection

Several works have been carried out to detect near OOD samples. The basic definition
of Mukhoti et al. (2023) proposes the fundamental difference between ID and other
types of OOD samples. They propose that near OOD samples are perceptually similar
but semantically different, whereas far OOD samples are both perceptually dissimilar

and semantically different.

Another similar work Singla et al. (2023) shows how augmenting from a counterfac-
tual explainer lessens the uncertainty on the confidence scores of the model. Their work
actually confirms the definition proposed by Mukhoti et al. (2023) as the counterfactual
images are often very similar looking but they have causal alternations. Some methods
have emphasized that the penultimate layer of the deep neural networks can capture the
class level variations and therefore applying distance based methods can separate the
near OoDs. In Sun et al. (2022), the authors demonstrate that contrastive learning with
K-Nearest Neighbours can separate Near OoD clusters from ID. In Sun et al. (2021),
the authors showed through experimental results that the penultimate layer of a neural
network shows different patterns when the network is exposed to an OoD sample. They

propose a method ReAct which suppresses overconfident classifiers.



2.2 Vision Transformer Based Near OOD Detection

Attention Maps are often quite useful in explaining the prediction of the model. In
recent years, few works have tried to explore the attention maps of transformer net-
works to detect OOD samples Abnar and Zuidema (2020). In Cultrera et al. (2023),
the authors use attention maps to detect near OOD samples in wildlife images. As the
attention heatmap focuses on the important parts while detecting an object belonging
to a specific class, the latent vector of the heatmap capture semantic aspects. They
show that reconstructing the attention heatmap using convolutional autoencoder cap-
tures the details of ID samples and the reconstructed image is shown to be sufficient
to detect OOD samples. Another work in the same direction Sim et al. (2023) empha-
sizes that less attended parts of the image are responsible for Logit based metrics to
under perform. They change the architecture of Vision Transformer to mask the unat-
tended features and thereby show that the metrics like Mahalanobis distance improves.
In Koner et al. (2021), authors use the Vision transformer as the feature extractor to
exploit the object concepts and discriminatory attributes along with co-occurence via
visual attention. They propose a new detection algorithm which uses class token which
is a combination of global attention and features from previous blocks. They calculated

distance between the mean vectors of ID and OOD class tokens.

Near OoD detection based on fine grained classification datasets is a challenging
task for most of the deep learning frameworks due to subtle differences between classes,
however, Fort et al. (2021) explores how vision transformer is powerful than other
methods in detecting near OoD samples using classification based methods like MSP
Hendrycks and Gimpel (2018) and Mahalanobis distance Denouden et al. (2018). This
method uses few shot outlier exposure setting where few samples are available to the
classifier during training. Delving deeper into the ViT’s Zhang et al. (2022) observed
that ViT’s weakly respond to backgrounds and textures while they respond strongly to
shapes and structures which are more consistent and human like traits. This helps ViT’s

stand out from the traditional Convolutional Neural Networks in OoD detection.



2.3 How disentanglement helps in OoD Detection

Multiple works have focussed to improve the learned representation during the training
stage so as to achieve a better OoD detection during inference. Contrastive represen-
tation Learning targets learning a discriminative representation space while positive
samples align while negative samples are removed, this shows to perform well in OoD

Detection Zhang et al. (2023).

Some works suggest that reconstruction-based out-of-distribution methods perform
better in detecting out-of-distribution samples. They suggest that the reconstruction be-
comes poorer when a learned model receives an out-of-distribution sample. Jiang et al.
(2023) proposes a new method for autoencoder training such that the losses converge
for in-distribution samples and the reconstructed images can be used to detect out-of-
distribution in real-time. Yang et al. (2022) shows how masking some important parts
and forcing the generator to generate only a small portion of the entire image increases
the capabilities of the model to detect out-of-distribution samples through reconstruc-
tion. Denouden et al. (2018) have tried to detect out-of-distribution samples by finding
the distance between a distribution learnt during VAE training and the input samples.
Mahalanobis distance is used as a distance based metric to detect out of distribution

during training.

2.4 Novelty

In this work, we propose a VI-NOOD framework that can detect Near OOD and Far
OOD samples. Our framework is a combination of a classifier and an encoder-decoder
type VAE architecture. We have used the vision transformer as our backbone encoder
along with a neural architecture for patch-level disentanglement. Generally, dimension
wise DRL cannot capture high level factors of variation as vector wise DRL. However,
we show that by disentangling the patches with a shared encoder the patch level alter-
ations can be captured. We observe that when a latent factor is changed it effects the

entire image but some part of the image may not respond to that latent factor.

The encoder-decoder part of our network ensures OOD Detection through the density-

based methods. We show that using patch level disentanglement we achieve almost



identical reconstruction using ESRGAN generator network as the decoder which guar-
antees that our work is inline with the vector wise DRL method. Also, we show that our
framework outperforms the other baseline models in AUROC, AUPR, FPR@95 met-
rics for both Near and Far OOD samples. We also show that our work using a custom
decoder in the architecture performs better than the baselines using the classification-

based OoD detection methods when compared along the same metrics.
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CHAPTER 3

Preliminaries and the Proposed Method

In this chapter, we first introduce the fundamentals of dimension-wise DRL, VITs and
SR-GAN decoder used in our framework. Later, we proceed to describe the proposed

method, namely the VT-NOOD technique for near-OOD detection using VITs.

3.1 Disentanglement Representation Learning

Disentangled representation learning aims to break down complex data into its underly-
ing independent factors of variation. In other words, its about learning a representation

where each dimension of the representation captures a distinct aspect of the data.

According to Wang et al. (2024) representational structure of DRL can be broadly cat-
egorized into the following :

* Dimension-wise DRL: The main aim of such a structure to learn a representation

z where each dimension in the representation learns one fine grained generative

factor. Dimension-wise DRL is often used with simple and synthetic datasets like

Lecun et al. (1998) which have fine grained latent factor which cannot be learnt
in a real world and complex datasets like Wah.

* Vector-wise DRL: This type of representation aims to learn a set of course grained
representations where each representation vector z is a dimension wise disentan-
glement of a factor of variation. Vector-wise DRL is often used with real world
complex datasets like Liu et al. (2021) where they used vector wise disentangle-
ment to separate video representation to appearance and motion parts.

The fundamental difference between dimension-wise DRL and vector-wise DRL is their
ability to capture the amount of information or in other words their information ca-
pacity. Dimension-wise disentanglement tends to be less informative than vector-wise

disentanglement.

To disentangle the factors of variations and to learn a representation vector researchers

commonly adopt two types of backbone architectures
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Figure 3.1: Comparison between dimension wise and vector wise disentanglement

VAE based DRL methods Variational AutoEncoders(VAEs) have shown to be of great
importance for learning disentangled representations. The fundamental idea of VAE
is to model data distributions using variational inference. The objective of VAEs is to

minimize the ELBO loss which is defined in the equation below:

L(0, ¢:x,2) = =Dr1(4s(2|x)||po(2)) + Eq, 2px) [l0g po (x]2)] 3.1

Generally a standard gaussian distribution prior N(0,I) is chosen for py(z) . While
training the VAEs initially sample from the prior but slowly learns the underlying latent
space. The KL Divergence term imposes independent constraints on the latent factors

and hence we can assure that VAE does disentanglement.

Several works have been carried out to improve the performance of VAEs like 5-VAE
Higgins et al. (2017), FactorVAE Kim and Mnih (2019). Generally, VAEs compress in-
formation through the bottleneck layer during disentanglement leading to information
loss and poor reconstruction. VAEs often face a tradeoff between learning good repre-
sentations and reconstructing identical images. Therefore 3-VAE solves this problem
by introducing a hyperparameter (3 in the ELBO loss which gives priority to each of the

sub-tasks as follows:

L(ea ¢a X, Z) = _BDKL<q¢(Z’X) ‘ |p9 (Z)) + IE:qd,(z|x) [IOg pe(X|Z)]- (32)
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GAN based DRL methods

Generative adversarial networks (GAN) Goodfellow et al. (2014) is another important
generative model which can be used for DRL task. Instead of using statistical methods
GANs directly sample from the prior distribution py(z). Generally, GANs have a gener-
ator and discriminator network. The generator network directly samples from the prior
distribution and transforms it into an image, whereas the discriminator network classi-
fies the generated image to be real or fake. After the training procedure the generator
network learns to generate fake images which come from different distribution but look

similar to the training data. The training loss of the GANSs is given below.

INFOGAN Chen et al. (2016) being the earliest work to find a disentangled repre-
sentation of data using a GAN based approach. The INFOGAN generator takes both
the noisy image output and noisy latent representation and generates the image. The
authors introduce an auxiliary network which forces the generator to generate images

which belong to the latent space.

In the context of VITs, we are able to obtain patch-level disentanglement. Before intro-
ducing the proposed technique, we describe the fundamentals of VITs in the following

section.

3.2 Preliminaries on VIT

Transformer was first introduced in the paper "Attention is All You Need" Vaswani
et al. (2023) which showed the power of transformers for natural language processing
tasks. Although transformers have been extensively used for natural language process-
ing tasks, Dosovitskiy et al. (2020) gave us an alternative to convolutional neural net-
works by introducing the concept of ViT. ViTs have become popular due to their ability
to use the self-attention mechanism on different patches of an input image highlighting
the fact that understanding the relationship between different parts of an image con-
tributes effectively to the downstream tasks such as classification. Vision Transformers
are very good at explainability as the attention weights calculated through self-attention
layers help in identifying the region of focus during predictive tasks, hence increasing

the reliability of predictions.
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Self Attention: This is the basic form of attention that calculates the relative weight
of each patch of an image with the others. Firstly, the input of self-attention which are
flattened patches with positional encodings is used to find three vectors Query, Key,
and Value. These three vectors are computed by learning the weights corresponding to
these vectors using namely W, € R”*4, W, ' W,. The optimal Query, Key, and value
vectors thus obtained during training are used to calculate the self-attention weights

using the equation below:

softmaz(Q x KT)

* V, (3.3)
Vi
where * indicates matrix multiplication.
Self attention captures the inter correlation of given input matrix X = [x;, Xg,X3,...] €

R"™*?_ In the self attention, we let Q = K = V = X . Therefore the equation becomes.

0 = W, X x softmar((W,K)"W,Q) (3.4)

Q e e e SRS
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Figure 3.2: Mechanism of attention and Self Attention

B

Multi Head Attention: It behaves as multiple readers analyzing data from different
angles. It splits the input information into queries, keys, and values and then calculates
the attention scores to weigh which values are most relevant to each query based on the
keys. These weighted values from multiple heads are then combined to create a richer

and more nuanced understanding of the data. This allows ViTs to capture not just local

14



features but also complex relationships across different parts of an image, leading to

impressive performance in computer vision tasks.

3.3 ESRGAN Decoder

The enhanced SRGAN (ESRGAN) generator network is the heart of the ESRGAN
process, responsible for taking a low-resolution image and transforming it into a high-

resolution version. The key components are as follows:
Building Block: Residual-in-Residual Dense Block (RRDB)

Unlike standard convolutional neural networks (CNNs), ESRGAN utilizes a special
building block called the Residual-in-Residual Dense Block (RRDB). This block con-
sists of multiple dense convolutional layers stacked together. Dense connections mean
each layer receives input from all preceding layers, promoting better information flow
and feature reuse. The "Residual-in-Residual" part involves adding the input of each
RRDB block to its output, allowing the network to learn residual functions and focus
on capturing the additional details needed for high-resolution reconstruction. Leverag-

ing Multiple RRDBs:

The ESRGAN generator network stacks several RRDB blocks one after another. This
creates a deep architecture capable of progressively refining the image and capturing

increasingly intricate details. Channel Growth and Feature Extraction:

As the network progresses through the RRDBs, the number of channels typically in-
creases. This allows the network to extract and represent more complex features neces-

sary for high-resolution reconstruction. Upsampling Strategy:

To achieve the final high-resolution output, ESRGAN employs a specific upsampling
strategy within the generator network. This strategy can involve techniques like pixel
shuffling or transposed convolutions. Pixel shuffling rearranges the data from the pre-
vious layer to create a higher-resolution feature map. Transposed convolutions essen-
tially learn to "up-sample" the feature maps, increasing their resolution. Overall, the
ESRGAN generator network leverages residual connections, dense convolutional lay-
ers, and a strategic upsampling approach to effectively transform low-resolution images

into high-resolution counterparts with enhanced detail and visual quality.
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Figure 3.3: Architecture of Enhanced Super-resolution GAN

3.4 Proposed Framework: VI-NOOD

This section describes our pipeline along with the training procedure. As shown in
Fig. ??, the proposed pipeline consists of three components namely, the VIT based en-
coder, decoder, and the classifier. Both the classifier and decoder are dependent on the
encoder for the specific task. The encoder is a combination of two neural network mod-
els, firstly the vision transformer encoder which outputs the patch-level features, and
additionally a feed-forward neural network model which takes the features and disen-
tangles them into low dimensional representations. The feed-forward neural network
is a shared network for all the patches and hence, patch level change in representations
can be captured using this framework. The entire combination acts as an encoder for

our pipeline.

Along with patch-level features, we have a class token that contains class-level in-
formation about patches. The input to the classifier is the class token and the output is
the predicted class. In the forward pass, the class token passes through the mutihead-
attention units and hence has the information of all the features and their attention
weights, globally. As the patch-level features are well-trained for disentanglement the

classifier gets trained to predict only the ID samples with minimal uncertainty.

After the patch-wise fine-grained features are passed through the feed-forward neural
network, the latent vectors of each patch are folded to form an image with a lower spatial
size than the original one. This folded image then is passed into the decoder which is an
SRGAN generator network. The decoder has several RRDB blocks as discussed in the
previous sections. In case of our custom decoder we do not use any folding operation

but a dense network is added to reconstruct the latent space back to the patch size.
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3.4.1 Proposed Decoder

VAE architecture consists of an encoder for encoding or disentangling the input image
into a latent vector which further reconstructs the latent representations back a perceptu-
ally similar output image. To complete our proposed pipeline we introduce our custom
designed decoder which consists of 12 decoder blocks each decoder blocks have two
deep neural networks and internally follows an architecture similar to residual blocks.
Unlike the ESRGAN Decoder our proposed architecture does not require any folding
operation to be executed before decoding.However, a dense neural network which is
closely the inverse of the encoder network is added to follow the VAE architecture.
This architecture closely resembles the backbone ViT encoder architecture and does

patch-level reconstruction ??.

Decoder x 12

. =-ﬂ-—>

Dense block Dense block Dense block

=l

\_ £

Xtz

Figure 3.4: Architecture of Our proposed decoder with residual blocks

3.4.2 Proposed Loss Function

Generative models like variational autoencoders often generate poor-quality images due
to the bottleneck layer which suppresses the finer details . Using a pixel-to-pixel-based

comparison loss like Mean Squared Error (MSE) which depends on low-level infor-
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Figure 3.5: Training Pipeline with our own proposed Decoder

mation to learn the weights of the VAE. Instead of MSE, the authors in Johnson et al.
(2016) propose a new loss function that can capture the style-based features and focuses
more on learning layer-wise representations. It penalizes the generator network to out-
put images which look similar to the input image. The input image and the generated
images are both passed to the pre-trained frozen network (VGG16) and the change in
intermediate feature maps from output activations is used to train the generator network.

This loss is popularly known as perceptual loss.

The entire pipeline is trained end to end using two loss functions. The classification task
is trained with Categorical Cross Entropy while the Variational architecture is trained
using KL divergence and Reconstruction Loss. We have used a combination of MSE
and perceptual Loss for the reconstruction. The MSE is used to ensure that the model
closely outputs the same pixels as the input image and the perceptual Loss ensures the
image style features are intact. Perceptual Loss is given higher weightage to learn the

style and artistic features. The expressions for the losses are as follows:

»CMSE =

N
> (i —9:)%, (3.5)
i=1

==

where N represents the total number of samples.

Feature Reconstruction Loss: Perceptual Loss is a combination of feature recon-

struction loss and style reconstruction loss we achieve our results with only feature
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reconstruction loss.
1 ~ 2
Lperceptual = C I, 19;(9) — o5 (W)l (3.6)

Cross Entropy Loss: The classifier branch of our network is trained with categori-

cal cross entropy loss.

N C
1 i
Lop =52 D Ynilog(in), (3.7)

n=1 i=1
where C' represents the number of distinct classes in the given dataset. Hence, the total

loss is given by

‘Cproposed = EMSE + Klﬁperceptual + FYLCE; (38)

where x and ~y are hyperparameters.

Encoder blocks Reconstructed image

Decoder
Decoder block

Dense

Transformer Encoder x 12 ESRGAN Generator ® 18

T

Figure 3.6: Architecture of Enhanced Super-resolution GAN Pipeline
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CHAPTER 4

EXPERIMENTS AND RESULTS

In this chapter, we will discuss the experimental setup and also the evaluation metrics
along with the datasets we use to train our model. These experiments aim to improve the
separation between ID, near OOD distribution, and far OOD distribution. In particular,
our experiments showcase the following (a) likelihood regret based performance anal-
ysis of the encoder-decoder module (b) Classification based metrics for performance

analysis of the classification module.

4.1 Datasets

To compare the efficacy of our architecture with the existing models we use two fine

grained datasets.

4.1.1 Oxford Flower Dataset

The dataset comprises of 102 different classes of flowers, commonly found in North
America. Each category has between 40 and 258 images, with a total of over 8000
images in the dataset. The images showcase variations in size, pose, and lighting con-

ditions to reflect real-world scenarios. The image size is 224 x 224.

Near OoD Data The entire dataset is divided into training, testing, and Near OoD
Datasets. Out of 102 classes, 80 classes are taken for ID, i.e., training and testing
datasets. Rest of the classes are considered to be near OoD samples. In each of the 80

classes, 50 samples constitutes the training data and rest are reserved as testing samples.

4.1.2 CUB200 Dataset

The dataset comprises 200 different classes of Birds. Each category has between 30 to

60 images, with a total of over 11,768 images in the dataset. Fine-grained classification



(a) Desert Rose (b) Stemless Gentian

Figure 4.1: The above images shows ID and Near OOD samples of Oxford Dataset 102
dataset

@© Phil Jeffrey 2006

(a) Bay Breasted Warbler (b) Wilson Warbler

Figure 4.2: The above images shows ID and Near OOD samples of CUB200 dataset

tasks like CUB200 are inherently challenging due to the subtle differences between bird

species.

Near OoD Data The entire dataset is divided into training, testing, and Near OoD
Datasets. Out of 200 classes, 160 classes are taken for In distribution, i.e., training
and testing datasets. The rest of the classes are completely considered to be Near OoD
samples. Out of the 160 classes from each of the class 50 samples constitute the training

data and the rest are reserved as testing samples.

4.2 Augmentations

Due to the limited samples in most of the fine grained datasets, we performed augmen-

tations. We used four different types of augmentations for both the datasets namely,
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horizontal flip, vertical flip, random flip with degree = 60, Gaussian blur with kernel of

size 3.

4.3 Implementation Details

We have used Nvidia L40 GPU to train our entire framework. We develop the models
using Pytorch. The proposed loss in (3.8) is used where the perceptual loss is given
more weightage while training, i.e., K = 10. We have used two optimizers both being
Adam with weight decay with initial learning rate = 1e — 5 with weight decay le — 2.
First, the optimizer updates the parameters of the VAE while the second optimizer up-
dates the parameters of the classifier. The vision transformer weights are being updated
by both the optimizers. We introduce two schedulers for both the losses, the first sched-
uler being the LRonPlateau which steps down the learning rate by a factor of 1e — 2 if
no improvements are observed in the reconstruction for 1 epoch, while the other sched-
uler is an exponential decay with v = 0.9 for every 3 epochs. For custom decoder we

modify the weight of classification task to le — 3.

4.4 Baselines

We have used the baselines listed below for the comparison and evaluation of frame-

work:

* Likelihood-based metrics have been used to detect OOD samples such as Likeli-
hood regret Xiao et al. (2020) for a VAE based architectures.

* Attention Mechanisms have been used to detect OoD samples for both far OoD
and Near OoD samples. Sim et al. (2023) showed OoD detection using attention
masking.

* Cultrera et al. (2023) closely resembles our work but uses attention maps to train
autoencoder. Compares various metrics like AUROC, AUPR with similar archi-
tecture.
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4.5 Performance Metrics

In this section, we list the performance metrics used to demonstrate the near-OoD de-

tection efficacy of the encoder-decoder as well as the classifier.

4.5.1 Near-OoD detection Metrics for Encoder-decoder

Likelihood Regret: Likelihood Regret (LR) measures the log-likelihood improvement
of the model for a sample during test time. Generally, generative networks try to learn a
input distribution during training time. VAEs learn the latent space from the input data.
However, these model are input data dependent and changes in the input distribution
does effect these models. LR measures the change in the latent space by the input
sample during test time. It measures the difference between the log-likelihood of the

change in the latent space.

K

k
Xz
'CK(‘T; 97 ¢) = logpg(ﬁ) > E[z ,22,23..2F] q4(z log Z qu zk|x ) . (41)
=1

We represent the difference in likelihood with optimal parameters as Ly (x; 6%, ¢*).

Algorithm 1 Computing Likelihood regret

Require: Test sample x, trained VAE (E -, Dp- ), number of posterior samples for like-
lihood estimation , number of optimization step s, learning rate [
Lyag = Lk (z;0%,¢%) > Estimate the log likelihood with VAE model
Set ¢ = ¢*

for S iterations do:

¢ < Adam(¢p,Vo(—Lk(x;0%,¢%)),1)
end for
Lopr = Li(z; 0%, ¢*)
LR = Lopr — Lv ak

4.5.2 Near-OoD detection Metrics for Classifier

We also utilize classifier specific OoD metrics as follows:
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Entropy: Entropy is a measure of uncertainty or randomness which in the context of

out of distribution detection is applied to the softmax outputs.

Generally ID data samples are more confident and often leads to low entropy while
OOD samples are completely new to the models and therefore the classifier assigns high
entropy values. Entropy measure can assign higher entropy values to even ambiguous
ID samples and hence using it to detect near OOD samples becomes easier. Some
works have also explore multiple methods to optimize the entropy Macédo et al. (2021)

by introducing IsoMax loss as an alternative.

n

H(X) ==Y p(x;)log, p(a;) (4.2)

=1

MSP: The maximum softmax probability in the output of a softmax function tells you

the predicted class and its associated confidence for a multi-class classification problem.

Softmax Function: This function takes a vector of real numbers as input (often from the
output of a neural network) and converts them into a probability distribution over a set

of possible classes.

Output Probabilities: The softmax function outputs a vector of values between 0 and 1,
where each value represents the probability of the input belonging to a specific class.
Maximum Probability: The maximum value in this output vector is the maximum soft-

max probability.

4.6 Evaluation Metrics

In this section we briefly descibe about the three evaluation metrics we used to make an

unbiased comparison with other related works.

* AUROC : AUROC stands for Area Under the Receiver Operating Characteristic
Curve. It’s a metric used to evaluate the performance of classification models,
especially binary classifiers. AUROC of 1 means a perfect classifier and AUROC
of 0.5 means random guess. AUROC is a metric which is invariant to class imbal-
ance and considers all possible classification thresholds giving a complete picture
of the model performance.
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* AUPR : AUPR stands for Area Under the Precision-Recall Curve. It’s a metric
used to evaluate the performance of classification models, particularly in scenar-
10s with imbalanced datasets. It focuses more on the positive classes which which
is the class of interest.

* FPR@95 : FPR@95 is a metric used in classification, particularly in the context
of imbalanced datasets and anomaly detection.

It represents the False Positive Rate (FPR) when the True Positive Rate (TPR) is
at 95% . A lower FPR@95 indicates better performance, as it means fewer false
positives while still achieving a high true positive rate.

4.7 Experimental Results

In this section, we first compare the performance of the proposed scheme with the above
mentioned baselines. We later perform ablation study to understand the behavior of the

proposed technique.

4.7.1 Comparison with Baselines

We have evaluated our work with the baselines mentioned above. Most of the baselines
have used pretrained ViT in their pipelines for classification task and also for classifica-

tion based out of distribution detection methods.

The evaluation of various OOD Detection methods for both the mentioned datasets is
reported in 4.1 while the same set of evaluations is carried out for far OOD Detection

and reported in 4.2.

From the table the following points can be inferred:

* We observe that for Near OOD Detection our method outperforms the baseline
models for classification based metrics and density based methods.

* VI-NOQD also does well with density-based methods like Likelihood Regret and
Likelihood Ratios.

4.7.2 Comparison of Proposed Decoder with ESRGAN Decoder

We have trained our proposed pipeline with an ESRGAN decoder and a custom decoder.

While the classifier performs poorly in the SRGAN Decoder, the reconstruction outputs
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Table 4.1: Comparison of various scores using AUROC, AUPR, FPR@95 for Near
OOD Detection using Vision Transformer as the baseline

Dataset Model | Method | AUROC | AUPR | FPR@95
LR 0.527 0.516 0.98
Baseline | MSP 0.6910 | 0.3782 | 0.7414
Entropy | 0.3129 | 0.7136 0.98
LR 0.4268 | 0.6229 | 0.8811
Ours MSP 0.9529 | 0.3107 | 0.3373
Entropy | 0.9561 | 0.9357 | 0.1449
LR 0.4411 | 0.6175 | 0.8613
Baseline | MSP 0.8332 | 0.3342 0.7
Entropy | 0.8585 | 0.8329 | 0.4495
LR 0.4985 | 0.4806 0.97
Ours MSP 0.8657 | 0.3268 0.618
Entropy | 0.884 | 0.8644 0.408

Flowers102

CUB200

Table 4.2: Comparison of various scores using AUROC, AUPR, FPR@95 for Far OOD
Detection using Vision Transformer as the baseline

Dataset Model | Method | AUROC | AUPR | FPR@95
LR 0.645 0.617 0.861
Baseline | MSP 0.9991 | 0.3236 | 0.0025
Entropy | 0.9991 | 0.9994 0.0
LR 0.3113 | 0.7524 | 0.9603
Ours MSP 0.9837 | 0.3254 | 0.0935
Entropy | 0.987 | 0.9821 0.062
LR 0.8815 | 0.7325 | 0.4752
Baseline | MSP 0.9443 | 0.3126 | 0.2865
Entropy | 0.9679 | 0.9695 | 0.1485
LR 0.4983 | 0.4909 | 0.9405
Ours MSP 0.9595 | 0.3102 0.195
Entropy | 0.9684 | 0.9675 0.181

Flowers102

CUB200

are very sharp. We tried our density-based metrics with the SRGAN decoder and found
that our results beat the existing work by a huge margin. We show some of our results

in this section.

4.7.3 Low Dimensional Visualization of class token

We provide the plots for the entropy and MSP of the proposed technique on all the

datasets. We observe from the entropy plot that while the ID sample leads to a low
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Figure 4.3: Comparison of AUROC curves for Entropy metric using Flowers102
Dataset. Each column represent AUROC curves for ID vs Near OOD, ID
vs Far OOD, Near vs Far OOD. First row contains plots for ViT classifier

baseline results followed by the second row which shows our work.
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Figure 4.4: Comparison of AUROC curves for Likelihood metric using Flowers102
Dataset. Column wise each column (a-c d-f)refers to the AUROC curves
for ID vs Near OOD, ID vs Far OOD, Near OOD vs Far OOD. First row
shows DCGANVAE baseline results while the second row shows our pro-
posed decoder results

value of entropy, the far OOD sample leads to a high value of entropy. Interestingly,
the e