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ABSTRACT

Distribution Learning is a form of machine learning which involves the distribution of
data across in a network having multiple devices. Each node is trained independently,
and then combined the results to generate a model which is global model. This greatly
accelerates and parallelizes the training process and optimizing time whereas, feder-
ated learning is a secure distribution machine learning paradigm which is specifically
designed for privacy-sensitive scenarios where the data stays on local devices of users,
and models are trained on the their devices itself without the sharing of the data with
the central server. To enhance the capabilities of Federated Learning, Mixture Den-
sity Networks are integrated into the federated learning environment. MDNs are neural
networks that can simulate complex probability distributions and measure prediction
uncertainty. In this study, MDN is implemented in three distinct Federated Learning
settings and compares their performance. The primary objectives of this research are
to investigate the use of MDNSs in distribution learning and evaluate the effectiveness
of federated learning. The experiment focuses specifically on exploring the federated
learning approach for distribution learning, with a direct emphasis on the distribution

itself rather than other properties that may affect the data.

KEYWORDS: Federated Learning ; Distribution Learning ; Mixture Density Net-

works ; Privacy Protection
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CHAPTER 1

INTRODUCTION

Google introduced the groundbreaking concept of Federated Learning . Federated
Learning has the ability to offer model training in a distribution manner, allowing for
learning from immense data collection. This makes it the preferred choice for organiza-
tions seeking to leverage the power of machine learning while maintaining the confiden-
tiality of device data as the data itself is not being shared. Unlike traditional approaches,
Federated Learning eliminates the need to centrally collect raw data from each partici-

pating device, ensuring data privacy and security.

Distribution learning, on the other hand, is a machine learning technique where data
is distributed across multiple devices or nodes within a network; each node is indepen-
dently trained, and the results are combined to generate a final model. This approach
accelerates and parallelizes training on abundant data, optimizing time and resources.
The primary objective of Distribution Learning is to harness the collective computa-
tional power of these distributied devices to expedite the training process, enhance scal-
ability, and effectively handle complex models or larger datasets through parallel pro-
cessing. This approach efficiently manages the computational load. Federated Learning
takes distribution learning to the next level by providing a secure paradigm for privacy-
sensitive scenarios. In FL, data remains on local devices, and models are trained directly
on users’ devices without sharing the data with a central server. The updated weights of
the trained models from each node are then sent to a central server, where they are ag-
gregated to improve the global model. This process ensures that sensitive data remains

on users’ devices, enhancing privacy and data protection.

By harnessing the power of Federated Learning, organizations can exploit distributed
data to generate high-performance models capable of producing intelligent responses.
This opens new possibilities for machine learning applications along with the address-
ing of security and privacy concerns. It eliminates the need for exchanging the raw
data between client devices and global servers. Instead, the raw data residing on edge
devices is utilized to locally train the model, thereby keeping data privacy. The orga-

nizations face increasing challenges in collecting and sharing data. Kinds of financial



data or medical records, are of a sensitive nature and cannot be freely shared. Thus,
such data sets are confined within isolated data silos, managed solely by the data own-
ers; which is obstacle to user privacy, data security, and even data integration within
the same organization. Data silo is a collection of data possessed by one group within
an organization, which makes difficult for other groups to access or utilize that data
effectively. This lack of accessibility arise many challenges, hindering collaboration
and overall productivity. Thus, data silos create barriers between teams, increase costs,
result in poor customer experiences and limit adaptability. Combining data dispersed
across multiple institutions becomes nearly impossible due to the exorbitant costs in-
volved. Consider a scenario where two organizations aim to collaborate on constructing
a machine learning model using medical data. When data is transferred using traditional
approaches from one organization to another, the original data owner often loses con-
trol over their own data. The value of the data diminishes the moment it leaves their

possession.

1.1 Background

Satellites capturing images of the Earth faces challenge in sending the data they col-
lected to the data centers at ground. The sheer volume of information makes it im-
practical to send everything. Likewise, autonomous vehicles must seamlessly interact
with other cars and computing centers worldwide, while also processing a significant
amount of data locally using machine learning models. The existing computing meth-
ods struggle to address the crucial issue of securely and efficiently sharing and updating
these models across different locations. Efficient transmission of data collected by satel-
lites faces obstacles. The information captured by these satellites and to transmit every
single piece of data to the data centers at ground is difficult. Similarly, the success of
autonomous vehicles hinges on their ability to communicate and collaborate with other
vehicles and computing centers across the globe. These vehicles must process the data
locally, utilizing the machine learning models. However, the current computing strate-
gies fall short in addressing the critical challenge of securely and efficiently sharing and

updating these models across diverse locations.

The transmission of data collected by Earth-observing satellites and the seamless



collaboration of autonomous vehicles with other cars and computing centers present
significant challenges. The existing computing methods must grapple with the complex
task of securely and effectively sharing and updating machine learning models across
diverse locations. Addressing these obstacles requires a professional and innovative
approach that prioritizes data integrity, accessibility, and efficiency. The existing com-
puting approaches face issue of devising a secure and effective method to facilitate the
sharing and updating of machine learning models across multiple sites. This demands
a solution that not only ensures the confidentiality and integrity of the models but also

optimizes their accessibility and efficiency.

IID Data is Independent and Identically distributed data. Each data point is inde-
pendent of all other data points. Thus, the outcome of one data point does not affect
other data points’ values or outcome. All the data points have same probability distri-
bution, i.e., the statistical properties of the data, such as mean, variance, and probability
distribution, are same for every data point. Each data point is a random sample from the
same distribution. In real-world scenarios, we cannot always assume that data is IID.
Dependencies between data points, temporal patterns, or other factors can violate the

independence assumption.

Non-IID data is non-independent and identically distributed data. The data points
are not statistically independent. Thus, the outcome of one data point may be influ-
enced by or correlated with the values or outcomes of other data points. Dependencies
or correlations can exist between data points. The data points are not from the same
probability distribution. Different subsets of data may follow different distributions or
their statistical properties may possess variations. Thus, the statistical properties, like

mean, variance, or probability distribution, are not the same for all data points.

Time Series Data: Data collected over time possess temporal dependencies, mak-
ing them non-IID. For example, stock prices, weather measurements, or sensor data

collected at different time points may show correlations.

Grouped or Clustered Data: Data grouped by categories or clusters may exhibit
non-IID characteristics. For instance, customer data can vary significantly between

different customer segments.

Data from Heterogeneous Sources: Data collected from different sources or sen-



sors can have different distributions or properties, making them non-IID.

1.2 Problem

Organizations encounter numerous challenges when it comes to gathering and shar-
ing sensitive data, resulting in the fragmentation of valuable information. Traditional
methods of data sharing often pose risks to privacy and data security. However, a so-
lution named Federated Learning has emerged to address these issues by keeping data
on local devices. Despite this advancement, certain challenges persist in terms of en-
suring transparent data integration and equitable distribution of benefits. Furthermore,
the research acknowledges the hurdles associated with efficiently sharing and updating
machine learning models across different locations, particularly in scenarios involving
Earth-observing satellites and autonomous vehicles. These complex environments de-
mand seamless collaboration and coordination. Moreover, the concept of IID data is
introduced, emphasizing the necessity of addressing dependencies and correlations in
non-1ID data. In real-world scenarios such as time series data, grouped or clustered
data, and data from heterogeneous sources, it is common to encounter non-IID data.
Therefore, it becomes crucial to develop strategies that account for these variations and
complexities. By recognizing these challenges and exploring innovative solutions, or-
ganizations can overcome the obstacles hindering effective data sharing and integration.
This will ultimately lead to enhanced collaboration, improved data security, and more

equitable distribution of benefits.

1.3 Purpose

The research aims to explore how Mixture Density Networks, a type of neural network
(combination of neural network and gaussian mixture model) known for handling com-
plex probability distributions, can be used in a federated learning setup. MDNss are good
at dealing with uncertainty in predictions. The goal is to understand the challenges of
training MDN:ss, especially in scenarios where data is spread out in different locations,
and to see if federated learning can help overcome the issues. The study wants to add

to our knowledge about federated learning and MDNSs. It aims to show that combining



these approaches can create high-performance models while also addressing privacy
concerns. Specifically, the research focuses on using Federated Learning to deal with
distribution learning, emphasizing the distribution of data rather than other factors that

might affect the data.

1.4 Outline

The rest of the thesis is organized as follows:

» Chapter 2 contains the literature review of few research papers of federated learn-
ing

* In Chapter 3, there is the introduction to FL and its aggregation algorithms.
* In chapter 4, MDN is explained in detail.

* Chapter 5 contains the training process.

* In Chapter 6, There are the results from the experiments and conclusion.

* Chapter 7 contains the proposed potential future works.



CHAPTER 2

LITERATURE REVIEW

The paper presented by Li et al.(10) is a preliminary work in Federated Learning(FL).
The authors first explain the need for federated learning to aid distribution learning ap-
proaches. They describe how Federated Learning can help preserve the data owners’
privacy while simultaneously using that data’s vastness to train high-performance mod-
els like deep CNNs. The paper mentions [oT, healthcare, and smartphones as some
significant application areas of Federated Learning. The paper then presents the core
challenges of FL to the reader. The paper finishes by highlighting extreme communi-
cation schemes, communication reduction, the Pareto frontier, novel models of asyn-
chrony, heterogeneity diagnostics, and granularity privacy constraints as a few future

directions.

Liu et al.(5) comprehensively provide a survey of the work done on federated learn-
ing. The paper proposes a four-layer architecture of federated learning and taxonomy
of the techniques related to FL. The authors first give an overview of federated learning
followed by an explanation of the few aspects of federated learning systems, including
various parallelism types, aggregation algorithms, data manipulation techniques, Etc.
The paper explains how federated learning systems efficiently exploit distribution com-
puting resources such that the machine learning models can be collaboratively trained
and the raw data need not be shared to the global server, thus providing data security and
privacy protection to the end user as well as by using the encryption technique for net-
work connections. The paper presents various widely used open-source frameworks of
FL based on their functional architecture, used in domains like NLP, next-word predic-
tion in Android, and many more, which mainly use centralized aggregation algorithms.
The paper concludes with the limitations and new research directions of the frameworks

of federated learning systems.

Rodolfo et al.(4) present a systematic literature review on the current research on FL
in the context of Electronics Health Records data for healthcare applications. To do this,

they carefully select a literature corpus of 67 articles. It turns out from the analysis that



30% of these articles are about the case studies of FLL on medical data, 28% are about
confidentiality guarantees for training data, 18% discuss aggregation methodologies for
global model generation, 16% discuss architectures of FL in medical applications, and
7% are on Federated Data Analysis. These articles demonstrate the methods to propose
and improve methods to enhance the confidentiality of training data. Many studies
explore the application of FL on various types of medical data. Model aggregation
methods and FL architectures are specific to the context of medical data are two recent

domains where research is currently on a full scale.

Sheller et al.(27) illustrate the efficiency of using Federated Learning in the medical
context. The authors experiment by using collaborative learning among ten participat-
ing institutions. This experiment ensures a data private multi-institutional collaboration
to learn a model without compromising the data confidentiality. The quality of the
model thus obtained was found to be 99 percent of the quality achieved when the same
model was trained in a centralized learning framework. The paper states that although
such a collaborative approach introduces some errors, its advantages far outweigh those

€ITors.

Ng et al.(13) present the application of Federated Learning to aid radiologists in
performing better and faster diagnoses based on medical imaging like CT scans, X-Ray,
sonography, and MRI scan. The paper mentions cases where deep CNN models have
outperformed radiologists in making these diagnoses. However, to tap the potential
of these models, we need vast and diverse datasets, which is a distant possibility in
the medical context due to several ethical and legal codes. Federated Learning is an
alternative in such scenarios as it alleviates the need for the data to be shared centrally.
The paper’s authors discuss two experiments conducted using the publicly available
dataset from the brain tumor segmentation challenge 2018. The first experiment, led by
Intel, measured the performance of a federated semantic segmentation model and found
that the results obtained were comparable to those obtained when the model was trained
using a central dataset. The second experiment, led by Nvidia, applied a differential
privacy technique in the Federated Learning setting to safeguard the patient data better
while ensuring not to hamper the model performance. It found that the segmentation
results thus obtained were comparable to those obtained without applying differential

privacy.



Ammar et al.(15) present the use of Federated Learning for Covid 19 screening from
chest X-ray images. Healthcare institutions can primarily benefit from using Federated
Learning as they can tap the power of deep learning models that require extensive and
diverse datasets without sharing their data centrally. The authors compare classical
centralized and federated learning using two deep CNN models, VGG16 and ResNet50,
in both frameworks. The results obtained for both learning approaches were comparable
and even equivalent after a few epochs. Thus, the paper establishes the effectiveness of
Federated Learning in diagnosing Covid 19 using chest X-rays while also alleviating

privacy concerns over sharing of medical data.

Hao et al.(16) present a privacy-enhanced Federated Learning ( PEFL ) scheme.
The attackers can cause much harm to many Industrial applications by exploiting the
parameters shared in a Federated Learning setting, even though the raw data is not
shared. PEFL prevents the leakage of information from the shared parameters as well as
the local gradients. It provides high privacy protection even when an adversary colludes
with multiple honest entities. PEFL guarantees security oblivious of aggregation. It can
do so as it is non-interactive in each aggregation at the central server. The authors also
evaluate if the use of PEFL affects the performance of a Federated Learning model in a
negative direction. To test this, they measure the performance of PEFL on the MNIST

dataset and observe that the model achieves practical accuracy.

Kang et al.(24) address the vulnerability in Federated Learning settings introduced
by the dependence of the central server on the devices. The devices may, intentionally
or unintentionally, mislead the global model by sending malicious updates. The authors
present the mechanism of associating a reputation measurement for each device to filter
in the parameters only from the reliable devices based on their reputation. The authors
use a multi-weight subjective logic model to compute the reputation of each device. In
order to manage the reputation of devices in a decentralized manner, the paper discusses
the use of a consortium blockchain. Towards the end, the authors demonstrate that
this additional work of filtering out unreliable devices adds security and provides the

performance equivalent to the case when this filtering is not employed.

Luo et al.(6) present a cost-effective design for Federated Learning. The paper dis-
cusses a multivariate control problem to implement FL in a cost-efficient manner while

also guaranteeing convergence. The authors choose two control variables, the number



of participating clients and the number of local iterations in each FL round, to mini-
mize the implementation cost regarding learning time and energy consumption. The
paper also presents insights into solution properties that can help identify design princi-
ples for different optimization goals. The authors empirically establish the algorithm’s

robustness chosen to solve this optimization problem.

C. Ma et al.(7) address the issue that the single central server of the federated learn-
ing framework can behave maliciously. The authors proposed a blockchain-assisted
federated learning architecture called BLADE-FL. They investigated this framework
which is decentralized in nature such that it prevents the poisoning of the training pro-
cess by malicious clients. The paper provides a federated learning framework free from
malicious users to provide a reliable environment for other clients. This framework
uses a decentralized aggregation algorithm, and the training of federated learning sys-
tems and blockchain mining is integrated. The paper concludes with the issue found
in users’ privacy in the proposed framework that the models shared by the other users
can be duplicated by a lazy client so that the lazy client can get advantages without
having his computational resources used in the federated learning. The paper proposes
a few possible solutions to address this issue: noise can be added, and lazy clients can
be detected by achieving differential privacy locally and using PN (pseudo-noise). The

paper concludes with the future directions to study in the area related to FL.



CHAPTER 3

FEDERATED LEARNING

3.1 Introduction

Federated Learning is a distribution machine learning paradigm specifically for privacy-
sensitive scenarios. It allows data to remain securely stored on local devices, avoiding
the need to share sensitive information with a central server. Models are trained directly
on users’ devices, ensuring utmost privacy and confidentiality. The updated weights of
these trained models are then transmitted to a central server, where they are aggregated
to enhance the global model. By leveraging distributed data, FL systems generate high-

performance models that yield intelligent responses.

The architecture of Federated Learning has multiple data owners, a robust com-
munication infrastructure, and a federated learning manager. The data owners, which
are individual devices, collaborate seamlessly to perform the learning task. Federated
learning manager acts as the central element of the federated learning framework. It
manages the entire process and can be implemented using centralized approaches, such
as cloud instances, or decentralized approaches, such as blockchain frameworks. Ad-
ditionally, a reliable communication infrastructure is important to connect the devices

with the central manager, ensuring smooth and efficient collaboration.

The way FL works is as follows:

1. The FL manager sends a copy of the global model to each of the data owners.

2. The data owners learn the model parameters using their local data and send these
updated parameters to the FL manager.

3. The FL manager employs an aggregation methodology to combine the parameters
received from each data owner in order to generate a global learning model.

4. Go back to step 1 until a satisfactory performance is achieved.

The fundamental concept behind FL is to train a model at each site where a data
source is located and subsequently enable these locations to share their respective mod-

els until a global model is obtained. The communication method guarantees that no



site can guess or conclude some personal information about any other site, thereby
safeguarding user privacy and data confidentiality. Simultaneously, the global model is
constructed as if the data sources were combined, ensuring optimal performance and

accuracy.

In summary, Federated Learning prioritizes privacy and security in the field of ma-
chine learning. By allowing data to remain on local devices and training models directly
on users’ devices, FL ensures that sensitive information is never compromised. With
its robust architecture and carefully designed communication infrastructure, FL enables
seamless collaboration among data owners, resulting in high-performance models that
provide intelligent responses. This paradigm sets a new standard for privacy-sensitive
scenarios, where user privacy and data confidentiality are of utmost importance. Fed-
erated Learning operates through a systematic approach that ensures efficient collabo-
ration between the FL. manager and data owners. By distributing the global model and
allowing data owners to update parameters based on their local data, FL harnesses the
collective intelligence of diverse datasets. The FL manager then skillfully combines
these parameters to generate a powerful global learning model. This iterative process
continues until the desired level of performance is attained. Through this collaborative
and iterative approach, FL enables the development of robust and accurate models while

preserving data privacy and security.

3.2 Need of FL

The emerging of mobiles led to the widespread adoption of federated learning, where
each device learns a collaborative model while ensuring the privacy of its data stored
locally. Unlike traditional distribution learning or centralized approaches, federated
learning does not require devices to share data with each other. Instead, data is ini-
tially uploaded to a centralized server in the traditional approach, and parallelization is
achieved by dividing this data among multiple clients for simultaneous training. This
type of training aims to leverage the computing power in parallel. Even in classical de-
centralized learning, the data is assumed to be identically distributed, following an IID
distribution. However, in federated learning, the data is known to be heterogeneously

distributed across multiple devices in a non-IID setting.
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Federated Learning alleviates the need for the data to be present centrally to apply
Machine Learning and Deep Learning models. The data owners can collaborate to
locally learn the parameters of the global model shared with all the data owners. The
absence of the requirement for all the data to be present centrally ensures the privacy
of the raw data. Although this form of collaborative learning paves the way to apply
complex models, such as several deep CNN models that are otherwise difficult to apply
due to the shortage of diverse and vast datasets, this type of learning has its challenges.
These challenges include expensive communication, systems heterogeneity, statistical
heterogeneity, and privacy concerns (although due to shared parameters). There are
various vital aspects of Federated Learning. These are diverse types of aggregation
algorithms, data parallelism, data communication, and the security of federated learning

systems.

" Federated
~sever
Global Model J ¢
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Ny Collaborator
© ¥ Local Model
] (privacy preserved)
. ¥ Local Model _
Private data S (privacy preserved Private data

8 Private data

Collaborator

~

© ¥ Local Model
' (privacy preserved)

Collaborator

Figure 3.1: Federated Learning

Healthcare and the Internet of Things are two major application areas of Federated
Learning. The healthcare sector can benefit mainly from FL as multiple studies have
shown that many models, such as deep CNN, give outstanding results, sometimes even
outperforming the experts in making diagnoses. However, to give reliable results, these
models require large and diverse datasets at their base. Due to various legal and ethical
codes binding healthcare institutions, this requirement is only sometimes satisfied in
the case of medical data. Federated Learning comes as a solution in this scenario as
it enables the system to tap into the potential of this vastness of data while preserving
data confidentiality. Multiple hospitals can act as data owners in such an FL setting. A

model thus built will be more reliable than one built using the centrally available data of
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a single institution. It will be better trained to handle cases that might appear atypical to
an institution due to factors like demography and ethnicity. FL can prove to be a boon to
the medical field and can help reduce the workload on doctors and workers in this field.
The following primary application is that of the Internet of Things( IoT). Modern IoT
devices collect, adapt and react to the continuous stream of incoming data in real-time.
Each device in such a network has limited connectivity, and the data is private. This
makes building aggregate models in the domain of IoT difficult. Here again, FL offers

a solution due to its privacy-preserving property.

Some of the improvements are implemented on the plain FL. Privacy Enhanced Fed-
erated Learning is a mechanism that provides enhanced security in the FL framework by
ensuring that the collaborating parties do not interact at the aggregation time. Another
implementation discusses cost-effective FL. As we can understand, communication is a
significant bottleneck in the smooth implementation of FL due to multiple devices send-
ing data to the FL manager and the framework requiring multiple iterations to obtain
the final model. Cost-effective FL proposes an algorithm to find the best values for the
number of iterations and the number of participating clients to get the minimum cost of
learning in terms of learning time and energy consumption. This additional work does
not hamper the model performance, and the results obtained remain comparable to the
ones obtained with plain FL. However, another implementation focuses on measuring
the reliability of data owners before aggregating their parameters. This is because the
data owners may, intentionally or unintentionally, try to manipulate the global model by
sending incorrect updates. Thus this implementation relies on a reputation-based mech-
anism to calculate the reliability of each participating data owner. It uses consortium
blockchain to manage the reputation of each device decentrally. This leads to a more

robust and attack-immune FL while preserving plain FL’s accuracy.

3.3 Importance of FL

Federated Learning is important because of the reasons mentioned above. Some of

them are as follows:
* Privacy: In contrast to traditional methods where data is sent to a central server
for training, federated learning allows for training to occur locally on the edge

device, preventing potential data breaches.
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* Data security: Only the encrypted model updates are shared with the central
server, assuring data security.

* Access to heterogeneous data: Federated learning guarantees access to data
spread across multiple devices, locations, and organizations. It makes it possi-
ble to train models on sensitive data, such as financial or healthcare data while
maintaining security and privacy.

Federated learning aims to build a joint ML model based on the data located at
multiple sites. There are two processes in federated learning: model training and model
inference. In the process of model training, information can be exchanged between
parties but not the data. The exchange does not reveal any protected private portions of
the data at each site. The trained model can reside at one party or shared among multiple
parties. At inference time, the model is applied to a new data instance. For example,
in a B2B setting, a federated medical-imaging system may receive a new patient who’s
diagnosis come from different hospitals. In this case, the parties collaborate in making
a prediction. Finally, there should be a fair value-distribution mechanism to share the
profit gained by the collaborative model. Mechanism design should done in such a way
to make the federation sustainable. In broad terms, federated learning is an algorithmic
framework for building ML models that can be characterized by the following features,
where a model is a function mapping a data instance at some party to an outcome.

* There are two or more parties interested in jointly building an ML model. Each
party holds some data that it wishes to contribute to training the model.

* In the model-training process, the data held by each party does not leave that
party.

* The model can be transferred in part from one party to another under an encryp-
tion scheme, such that other parties cannot re-engineer the data at any given party.

* The performance of the resulting model is a good approximation of ideal model
built with all data transferred to a single party.

Federated Learning was proposed in 2016 by Google researchers, that allows remote
devices such as smartphones, tablets, PCs or internet of things to collaboratively train
a shared model without transmitting raw data across the network. The goal of FL is to
optimize a global model while keeping data localized, which can be beneficial for both

computational efficiency and data privacy. The minimization problem averaged over N

14



devices is formulated as minimizing the sum of sum of stochastic functions:

| I v
ilelgi f(:z:) = N ;fz(ﬁ) = EwiNDi[fi('r; Dl)]

Here f; represents loss, i represents index of client, D; is the underlying random data
distribution. Many algorithms like FedAvg, FedProx, SCAFFOLD, have been devel-

oped to tackle optimization challenges in FL.

3.4 Challenges in FL

FL has its set of challenges that are different from classic distribution learning regimes.
One of the most significant challenges in FL is the large statistical heterogeneity of local
data across the devices. This heterogeneity arises mainly due to the non-iid manner of
data generalization and collection across the devices. In other words, the data on each
device is different from that on other devices, making it difficult to train a global model
that performs well on all devices. Another challenge in FL is the partial participation
of devices in the network. This is because the number of devices in the network can
be massive, and not all devices may be available or willing to participate in the train-
ing process. These fundamental challenges make FL highly demanding to tackle, both
in terms of optimization algorithm design and in terms of theoretical understanding of
convergence behaviour. Such heterogeneity affects the training of models in FL set-
ting. Particularly in FedAvg, statistical heterogeneity introduces client drift due to large
number of local updates, which results in bad convergence behaviour of the algorithm
as the local updates get too far from the actual global model. This client drift is even

compounded by system heterogeneity; thus, performance gets worse.
The main challenges that are faced in FL are:

» System Heterogeneity: There is significant variability in terms of system char-
acteristics on each device in network because devices in the network may have
different computational capabilities, memory constraints, or processing speeds.

* Statistical Heterogeneity: Data on each device may come from different sources
or have different characteristics, leading to non-iid data across the network.
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3.5 AGGREGATION ALGORITHMS

In Federated Learning, the aggregation algorithm plays a pivotal role in aggregating the
locally trained models from various devices or nodes to forge an updated global model.
The primary objective of the aggregation algorithm is to merge the knowledge acquired
from individual devices while upholding the sanctity of raw data privacy. A few com-
mon aggregation algorithms used in Federated Learning are FedAvg, FedSGD and so
on. The ultimate aim of these aggregation algorithms is to attain a global model that
reaps the benefits of the knowledge contributed by all participating devices, all the while
circumventing the necessity of centrally sharing raw data. By aggregating the local up-
dates, the central server ensures that the global model enhances its overall performance
without compromising the privacy of individual data. The selection of the aggregation
algorithm hinges upon factors such as the nature of the data, communication constraints,

and the desired level of privacy and security.

3.5.1 FedAvg

Federated Averaging or FedAvg is a federated optimization technique for non-convex
objectives, robust for unbalanced and non-1ID data distribution, which is the character-
istic of decentralized learning. The technique is based on iterative model averaging. It
also considers various factors common to federated learning, such as mobile devices
going offline. It averages a subset of the total clients available selected at random. Fe-
dAvg is a synchronous, one-shot averaging technique where each client learns a model
that minimizes loss on their local data, and these models are averaged by the server to

produce the final global model.

Clients can perform more than one local gradient descent update. Instead of shar-
ing the gradients with the central server, weights tuned on the local model are shared.

Finally, the server aggregates the clients’ weights (model parameters).
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Algorithm 1 Federated Averaging. The K clients are indexed by k; B is the local
minibatch size, E is the number of local epochs, and 7 is the learning rate.

1: Server executes:

2: initialize wy

3: foreachroundt =1,2,...do
4: m < max(C - K, 1)

5: S; < (random set of m clients)

6: for each client k € S, in parallel do
7: wy, | + ClientUpdate(k, w;)

8: end for

9: Mt = D pes, T

10: Wip1 < D pes, %wf+1

11: end for

12: function CLIENTUPDATE(k, w): // Run on client k
13: B < (split Py into batches of size B)

14: for each local epoch i from 1 to £ do
15: for each batch b € B do

16: w — w —nVi(w;b)

17: end for

18: end for

19: return w to server

20: end function

For each communication round ¢:

Client Sampling: The server selects a random subset S; of clients for the current round.
The number of selected clients, m, is determined as the maximum of C'- K and 1, where

(' is a constant and K is the total number of clients.

Client Updates (in parallel for each client £ € S;): The server sends the current global
model parameter w; to each client in S;. Each client k& performs a local update using
the ClientUpdate function. This function runs on each client individually and includes

local training on a mini-batch of data. The result is the updated local model parameter

k
wt+1.

wk, | = w, — npVi(wy; Dy) (3.1)

where D), represents the local data on client k£ and 7y, is the learning rate used for the

local update on client k.
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Aggregation: The server aggregates the local model updates from all clients in .S; to
obtain the global model update w;,;. The aggregation is a weighted sum, where each
client’s update is weighted by the ratio of its local dataset size n; to the total dataset

size my, of all clients in S;.

my Z ny (3.2)
keSy
n
Wr Y E’“wfﬂ (3.3)
keSt t

For each client k, the ClientUpdate function is executed locally. The local training is
performed over multiple local epochs, and each epoch involves iterating through mini-
batches of the local dataset. The model parameter w is updated using gradient descent
with learning rate 7 and the gradient of the loss function VI(w;b) with respect to the

mini-batch b.

Federated Averaging is a decentralized training approach where clients perform lo-
cal updates on their data, and the server aggregates these updates to obtain a global
model. The algorithm aims to strike a balance between local and global updates, with
clients contributing to the global model while preserving data privacy. The client up-
date function captures the essence of local training, updating the model parameters
based on the local dataset. Aggregation involves considering the dataset sizes of indi-
vidual clients, ensuring that each client’s contribution is appropriately weighted. Over-
all, Federated Averaging is a fundamental federated learning algorithm, emphasizing

collaborative model training across decentralized devices.
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3.5.2 FedProx

FedProx, short for Federated Proximal, is a variant of Federated Learning that intro-
duces a regularization term into the federated optimization process. This regularization
term is designed to encourage the model updates from individual participants (e.g., de-
vices, clients) to stay close to each other during each round of training. The primary
goal of FedProx is to enhance the convergence and stability of Federated Learning,

especially when dealing with non-IID data distributions across participants.

FedProx includes a proximal term in the optimization objective. The algorithm is
designed for decentralized learning across multiple devices (clients) while incorporat-
ing a regularization term to encourage proximity between consecutive model updates.

Here’s the algorithm:

Algorithm 2 FedProx (Proposed Framework)

Require: K, T, u,v,w’, N,pp,k=1,--- N
1: fort=0,---, 7 —1do

2: Server selects a subset .S; of K devices at random
3: (each device k is chosen with probability py,)

4: Server sends w! to all chosen devices

5: for each chosen device k € S, do

6: wit! is a ! -inexact minimizer of:

7: wt & arg min,, hy, (w;w?) = F(w) + & w — w'|”
8: end for

9: for each device k € S; do
10: Server receives w,tfl from device k
11: end for
12: Server aggregates the w’s as w'™ = &£ >, o w;t!
13: end for

K: Total number of devices (clients).

T': Number of communication rounds.

w: Proximal term coefficient.

~: Inexactness parameter.

w": Initial model parameters.

N': Total number of devices in the system.

pr: Probability of selecting device k at each communication round.
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Here’s a step-by-step explanation of the algorithm: The server randomly selects a subset
S; of K devices based on the specified probabilities p for each device. This subset

represents the devices that will participate in the current communication round.

The server sends the current global model parameters w' to all devices in the se-
lected subset S;. Each device k in the selected subset .S; independently performs local
computation to find w,tjl, which is a 7} -inexact minimizer of the local objective func-
tion:

wit & argmin by (w; w') = Fy(w) + £ — w'| (34)

Here, Fj.(w) is the local objective function on device k. Each device k sends its
computed model update w} " back to the server. The server aggregates the received

model updates from the selected devices:

1
wttt = = > wp (3.5)
keSt
This aggregation is a simple average of the model updates from the selected devices.

Repeat steps for a total of 7' communication rounds.

The key components of the FedProx algorithm include the probabilistic selection of
devices for each round, the inexact minimization performed by each device, and the ag-
gregation of model updates with a proximal term regularization. This framework allows
for collaborative learning across decentralized devices while considering the proximity

of consecutive model updates, which can improve convergence and robustness.
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3.5.3 Scaffold

Scaffold uses control variates, which is for the variance reduction to correct for the
client-drift in its local updates. It requires significantly fewer communication rounds
and is not affected by data heterogeneity or client sampling. Further, it can take advan-
tage of similarity in the client’s data yielding even faster convergence. This quantifys

the usefulness of local-steps in distribution optimization.

SCAFFOLD attempts to deal with the client drift with the concept of control variates
for server and clients. It determines update direction for global model and for each client
and the difference between these update directions is used to shift the local update. In

addition, SCAFFOLD has the ability to perform better in the presence of similar clients.

Algorithm 3 SCAFFOLD: Stochastic Controlled Averaging for Federated Learning

1: Server Input: initial x and ¢, and global step-size 7,
2: Client 7’s Input: ¢;, and local step-size 7,

3: foreachroundr =1,..., Rdo

4: sample clients S C {1,...,N}

5: communicate (x, c) to all clients i € S

6: for each client ¢ € S in parallel do

7: initialize local model y; < x

8: fork=1,..., K do

9: compute mini-batch gradient g;(y;)

10: Yi < yi — m(gi(yi) — ci +¢)

11: end for

12: e () gi(z), or (il) ¢; — c + K%”(x — )
13: communicate (Ay;, A¢;) <+ (y; — z, ¢ — ¢;)
14: Ci < cj

15: end for

16: (Az, Ac) + ﬁ > ics(Ayi, Acy)

17: x<—x+ngAxandc%c+%Ac

18: end for

x: Initial global model parameter.
c: Global control parameter.
ng: Global step-size.

¢;: Local control parameter for client ;.

21



7;: Local step-size for each client.

R: Number of rounds.

N: Total number of clients.

S: Randomly sampled subset of clients.

y;: Local model parameter for client .

K: Number of local iterations.

9:(y;): Mini-batch gradient of client i’s local model.

Az, Ac: Aggregated updates for the global model parameter and control parameter,

respectively.
As seen from algorithm, SCAFFOLD primarily does three things:

1. Local updates at client model.
2. Local updates of local control variate.

3. Aggregation of model update and control variate.

The SCAFFOLD (Stochastic Controlled Averaging for Federated Learning) algorithm
is designed for federated learning scenarios, where multiple clients collaborate to train a
global model. Explanation of the algorithm goes as: Server has an initial global model
parameter x, a control variable c, and a global step-size 7,. Each client 7 has a local

control variable ¢; and a local step-size 7;.

For each communication round 7:
Client Sampling: Randomly sample a subset of clients S C 1,..., N.

Server Communication: Communicate the current global model parameter = and the

control variable c to all clients 7 € S.

Client Computation (in parallel for each client ¢ € S): Initialize a local model parameter

y; as a copy of the global model parameter x.

Iterate for K local steps: Compute the mini-batch gradient g;(y; ).
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Update the local model:

Yi < Yi — m(gi(yi) — ¢ +¢) (3.6)

Control Variable Update: Compute a new control variable for each client: ¢; is updated

based on either the gradient at the global model g;(z) or a difference term.

Communication of Updates: Communicate the updates (Ay;, Ac;) to the server, where:

Ayi=y;—x and Ac;=c —¢ 3.7

Update Local Control Variable: Update the local control variable for each client:

ci ¢ (3.8)

Global Model and Control Variable Aggregation: Aggregate the updates from all clients:

(Az, Ac) E > (Ayi, Acy) (3.9)
€S

Global Model and Control Variable Update: Update the global model parameter and
control variable:

< x+n,Ar and c<—c+%Ac (3.10)

The algorithm uses stochastic client sampling to select a subset of clients in each
round. Each client performs local updates to its model parameters and control variable
based on the received global model and control variable. The control variable is up-
dated based on gradients or difference terms, allowing clients to adapt their learning
rates. The updates are communicated to the server, which aggregates them and updates
the global model and control variable accordingly. This algorithm aims to strike a bal-
ance between global and local updates by adaptively controlling the learning rates of
individual clients. The control variable mechanism helps in adjusting the step sizes,

contributing to better convergence and robustness in federated learning scenarios.
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CHAPTER 4

MIXTURE DENSITY NETWORKS

4.1 Distribution Learning

The dataset is initially partitioned and distributed across various devices within the net-
work. Each device is assigned a specific subset of the entire dataset. Following this, the
model parallelism technique is employed, which involves dividing the machine learn-
ing model into distinct parts and distributing these parts across different devices. Each

device is then responsible for training a specific portion of the model.

Next, we have the task parallelism approach, which entails distributing various tasks
related to the machine learning process across nodes. For instance, one node may handle
data preprocessing, while others are responsible for model training or evaluation. To
initiate the process, the machine learning model is initialized on each node. Model
parameters can either be randomly initialized or based on pre-trained models. Each

node independently processes its local data and computes gradients.

The general architecture of distribution machine learning follows the parameter
server model. In this model, a central parameter server stores the model parameters,
while worker nodes compute gradients based on their local data and update the model
parameters on the server. The model updates obtained from the computation of gradi-
ents, after processing the independent local data of each node, are sent to the central

parameter server or combined through other aggregation methods.

The central server then aggregates the model updates from all nodes, adjusts the
global model parameters, and shares the updated model with the nodes. The training
process iterates through multiple epochs, with nodes continuously updating their local
models based on their respective data subsets. The training continues until the model
converges to a satisfactory state. However, it is important to note that convergence may

take longer due to the asynchronous nature of distribution training.

To ensure efficient exchange of information between nodes, communication and



synchronization are crucial. This includes aggregating model updates, sharing gradi-
ents, and synchronizing the overall model state. These processes facilitate effective
collaboration and coordination among the distribution nodes, enabling them to collec-
tively improve the model’s performance. The distribution machine learning approach
involves partitioning and distributing the dataset, dividing the model and tasks across

devices and nodes, and utilizing.

The inclusion of fault tolerance mechanisms in frameworks is crucial for ensuring
the smooth operation of distribution systems. These systems are inherently prone to
failures, and it is essential to have mechanisms in place that allow the training process
to continue or recover gracefully in the event of node failures. Additionally, parallel

processing plays a vital role in handling the computational load more efficiently.

One widely-used deep learning library, PyTorch, offers support for distribution
training through its Distributed Data Parallel (DDP) approach. Distribution learning
brings numerous benefits, with scalability being a key advantage. By effectively utiliz-
ing distribution computational resources, it enables the scaling up of machine learning
tasks. This approach significantly reduces the time required to train complex models on
large datasets that may not fit into the memory of a single machine, as it parallelizes the
training process. Distributing the workload across multiple nodes enhances resource
utilization and accelerates model development. Moreover, the fault tolerance mecha-
nisms present in distribution machine learning (DML) frameworks further enhance the

robustness of machine learning systems in distribution environments.

The fault tolerance mechanisms are indispensable in frameworks for distribution
systems, ensuring the continuity and resilience of the training process. Parallel pro-
cessing, exemplified by PyTorch’s Distributed Data Parallel approach, optimizes com-
putational load handling. Distribution learning offers scalability, efficiently utilizing
distribution computational resources and reducing training time for complex models.
By distributing the workload across multiple nodes, resource utilization is improved,
and model development is accelerated. The inclusion of fault tolerance mechanisms in
DML frameworks enhances the robustness of machine learning systems in distribution

environments.
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4.2 MDNs

Mixture Density Networks (MDN5s) are a powerful framework in machine learning that
combine the strengths of Neural Networks and Mixture Models. These networks excel
in probabilistic regression and uncertainty estimation, providing a comprehensive un-
derstanding of uncertainty in predictions. Unlike traditional models that only offer a
point estimate, MDNs go beyond by modeling the conditional probability distribution
of the target variable. They achieve this by utilizing a mixture of Gaussian distributions,
allowing MDNs to capture complex and multimodal relationships between inputs and
outputs. The ability of MDNSs to estimate uncertainty as a distribution is particularly
valuable in domains such as robotics, finance, and medical diagnosis. In these fields,
having knowledge of the model’s confidence is crucial for decision-making. MDNs
serve as a versatile tool, enhancing decision-making and reliability in various fields by

quantifying prediction uncertainty.

By blending the power of mixture models with neural networks, MDNs offer a
unique advantage in probabilistic regression and uncertainty estimation. These net-
works leverage the flexibility of neural networks to capture intricate relationships, while
also harnessing the probabilistic modeling capacity of mixture models. MDNs estimate
the conditional probability distribution of the target variable by employing a mixture of
Gaussian distributions. Each component of the mixture represents a distinct outcome

or mode, enabling MDNs to capture complex data distributions with multiple modes.

The key differentiator of MDNss lies in their ability to provide a full probability dis-
tribution rather than a single point estimate. This approach allows MDNs to offer rich
insight into prediction uncertainty, making them invaluable in domains where under-
standing and managing uncertainty are critical. Mixture Density Networks (MDNs) are
a powerful tool that combines the strengths of Neural Networks and Mixture Models.
They excel in probabilistic regression and uncertainty estimation, providing a compre-
hensive understanding of uncertainty in predictions. By quantifying prediction uncer-
tainty through a full probability distribution, MDNs offer valuable insights in various

fields, enhancing decision-making and reliability.

A well-performing MDN can be achieved with minimal hyperparameter tuning. In

this study, we conducted experiments using a random dataset to explore the impact of
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Figure 4.1: Mixture Density Network: The output of a neural network parametrizes a
Gaussian mixture model

different parameters on the NN layers of the MDN. Our objective was to first perform
regression and then classification tasks. To optimize our MDN model, we carefully de-
fined and adjusted various hyperparameters. To ensure compatibility with our model,
the random data was appropriately prepared. While there are multiple models avail-
able for fitting random data, we specifically focused on the MDN in this article. The
Mixture Density Network (MDN) is a type of neural network that utilizes its output
to parameterize a Gaussian mixture model. In essence, the parameters of the mixture
model, including the mixing coefficients, means, and variances, are considered integral
components of the neural network. By leveraging the capabilities of the MDN, we were
able to achieve exceptional results. Through our experiments and careful hyperparam-

eter tuning, we optimized the MDN model to produce the most accurate outcomes.

Bishop uses the Gaussian kernel and explains that any probability density function
can be approximated to arbitrary accuracy, provided the mixing coefficients and the
Gaussian parameters are correctly chosen. By using the Gaussian kernel in the above

equation. it becomes:

m—1 1 _((I_l»"2j)2)
p(z|m, 0) = Z T,———e 7 4.1)
=0 27raj2-

Thus the basic structure of MDNs which combine a neural network with a mixture

model to capture complex probability distributions goes as:

1. Neural Network (Encoder/Backbone): /nputLayer: The neural network takes
in the input data (X') and processes it through hidden layers to extract learned
features. This part is essentially an encoder or backbone network.
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2. Mixture Model: The Mixture Model represents the probability density function
(p(z)) as a mixture of simpler probability distributions. The mixture model is
composed of m components (indexed by 7), each described by a probability den-
sity function: p;(x | 6;).

The overall probability density function is modeled as a weighted sum of these
components:

p(z) = Z;.Zol 7j pj(z | ;) where 7 represents the weights or mixing coefficients,
and ¢; are the parameters of the distribution describing the shape and location of
each component.

3. Gaussian Kernel for Mixture Model: Bishop suggests using the Gaussian ker-
nel to represent each component in the mixture model. The probability density
function of the Gaussian component is given by:

(z—py)
m—1 1 202 .. .
p(x|m,0) =37, m; o e i where 7 are the mixing coefficients, y rep-
resents the mean parameters, and o represents the standard deviation or variance
parameters.
The mixing coefficients (7 or o) are transformed into probabilities using a Soft-

max layer to ensure they are between 0 and 1 and sum to unity.

4. Training: The entire network, including both the neural network and the mixture
model, is trained end-to-end using standard backpropagation. The loss function
used for training is the Negative Log Likelihood, which is equivalent to maximiz-
ing the Maximum Likelihood Estimation. The goal is to minimize the negative
log-likelihood of the observed data under the model.

5. Inference: Once trained, the Mixture Density Network can be used for inference.
Given new input data, the network calculates the probability distribution p(z) by
passing the data through both the neural network and the mixture model.

The negative log-likelihood is used as a measure of the model’s performance
during training and as a guide for selecting appropriate model parameters.
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CHAPTER 5

TRAINING

5.1 Baseline

In a centralized system, all the data available is available in one place, and a single
global model is trained on the entire dataset where I am taking the batch size of 32. The
system then evaluates the model on the test data and gets the testing accuracy. Batch
Size is a hyperparameter that defines the number of samples to work through before
updating the model parameters. Larger batch sizes can provide a regularizing effect and
a faster convergence, but they require more memory. Smaller batch sizes may offer a
more stochastic and noisy gradient update but can be computationally more efficient.
The batch_size parameter in the DatalLoader controls how many samples are processed
in each iteration during training. It determines the number of data points fed into the
model at once. In our case, with batch_size=32, so the model will process 32 samples

in each iteration. This sets the baseline.

5.2 Training

The code implements a federated learning approach using a mixture density network.
I set the random seeds in the code to ensure reproducibility. This is a good practice,
especially when dealing with random initialization and data splitting. MDN model
contains necessary components such as pi, sigma, and mu. The probabilities in pi for
each sample sum to 1. The loss function used in MDN model is of defined manually in
mdn itself, taking into account the probabilities, sigma, mu, and negative log likelihood.
The synthetic data generation is done, where three clusters are created, each following
normal distribution and concatenating them to form the training data. Then the data is
splitting into training and testing sets. Generation of synthetic training data and split-
ting it into non-IID subsets for each client, and training local MDN models is done.

Implementation of Federated Averaging, where local models are averaged to create a



global model, and evaluates the global model. Implementation of Federated Proximal
Averaging (FedProx), a variation of federated averaging with a proximal term to penal-
ize the difference between local and global model weights. Implementation Scaffold
aggregation, another federated learning approach where models are aggregated using

an interpolation parameter (alpha).

The federated averaging implementation aggregates the models correctly by sum-
ming the parameters and then dividing by the number of clients, iterating through
clients, training local models, and then performing federated averaging. Then evalu-
ating the global model on the test data, which is essential to test the performance of
the model. The code ensures that the learning rate of the optimizer associated with the
current client during the federated learning process is adjusting so that the learning rate
parameter is tuned while training process is going on. The samples are being generated
from the testing data using the sample function in MDN class and then calculating the
Mean Squared Error (MSE) between these generated samples from the testing data and
their true values. While MSE is a valid measure for regression tasks, thus used as a

metric for evaluating an MDN for regression.

The number of synchronization rounds is essentially the number of times the global
model is updated or aggregated using aggregation algorithm. There are 24 synchro-
nization rounds with 4 local updates per round and a total of 96 epochs happening in
the code. Each synchronization round involves updating the global model based on the
local models of all clients. After this local training, the global model is updated by ag-
gregating the parameters of all client models using aggregation algorithm like federated
averaging, fedprox as well as scaffold i.e., after each synchronization round, one update

is sent to global model.

MDN is a neural network model designed for predicting probability distributions,
particularly Gaussian Mixture Models. PyTorch, a deep learning library is used to im-
plement this.The code demonstrates federated learning scenarios with three different
aggregation methods FEDAVG, FEDPROX, and SCAFFOLD. It uses synthetic data,
MDN models, and PyTorch for implementation. Federated learning is a distribution
machine learning approach where models are trained locally on separate devices, and

the knowledge is aggregated to a global model.
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CHAPTER 6

RESULTS

6.1 Results

6.1.1 MDN regression analysis

The dataset utilized for training the models is generated randomly, as is the dataset
used for testing the models. We employed a straightforward Mixture Density Network
(MDN) with a single nonlinearity, which is trained to produce 1D samples based on a
2D input. By optimizing the hyperparameters, we can obtain a model that achieves the

highest accuracy.

Results: Implementation and Findings for Regression using MDN. It is important
to note that the hyperparameters may vary, leading to corresponding changes in the

achieved accuracies.

No. of Batch Activation RMSE Training Testing
Epochs Size function Accuracy Accuracy
1000 64 Tanh 0.3903 0.8489 0.8478
1000 100 Tanh 0.3897 0.85099 0.8553

100 64 Tanh 0.4626 0.7857 0.7918
100 100 Tanh 0.3858 0.8505 0.8507

10 64 Tanh 0.4601 0.7877 0.7891
10 100 Tanh 0.4177 0.8267 0.8281
1000 64 ReLU 0.3869 0.8473 0.8501
1000 100 ReLU 0.3869 0.8491 0.8481
100 64 ReLU 0.3825 0.8526 0.8493
100 100 ReLL.U 0.4682 0.7785 0.7833
10 64 RelLU 0.4021 0.8394 0.8364
10 100 ReLU 0.4159 0.8285 0.8258

Table 6.1: Test accuracies on learning rate of 0.001



6.1.2 Compare FedAvg, FedProx and Scaffold

On applying FedAvg, FedProx, Scaffold algorithm on the random data of normal distri-
bution trained on by the MDN model, varying the number of clients between which the
normally distributed data is being divided as well as varying the number of total sam-
ples which are distributed among clients, we are able to see following results of testing

accuracy for these federated algorithms:

No. of No. of FedAvg FedProx Scaffold
Samples Clients
40000 2 0.5180 0.3768 0.4423
20000 2 0.6062 0.2161 0.2832
120000 3 0.5633 0.4991 0.522
60000 3 0.5352 0.3721 0.3946
40000 3 0.5378 0.4180 0.4680
20000 3 0.5021 0.4705 0.4849
40000 4 0.5127 0.5854 0.5494
20000 4 0.5877 0.5583 0.5371
120000 5 0.5275 0.5173 0.5017
60000 5 0.5822 0.5769 0.5361
40000 5 0.5429 0.5533 0.5232
20000 5 0.5569 0.5353 0.5297
120000 6 0.5668 0.4972 0.5191
120000 10 0.5589 0.2335 0.3217
60000 10 0.5579 0.2521 0.3017
40000 10 0.5269 0.2126 0.2823
20000 10 0.5454 0.1979 0.2286

Table 6.2: Test accuracies of FedAvg, FedProx and Scaffold depending on different
number of samples and number of clients

Now, I am fixing the number of clients to 5 as we can conclude from the above table
that number of clients value at best can be taken as 5 or 6, and tuning the learning rate
parameter after every 32 rounds. The whole experiment is performed for different seed

values and finally I take the average of all for getting the results visually.

The plots shows the test accuracies of three federated learning algorithms (FedAvg,

FedProx, Scaffold) verses number of epochs.

When the total number of data samples are very less:
FedAvg starts with a test accuracy around 55% in the first epoch and shows a general
upward trend, reaching a peak around epoch 16. It faces some fluctuations in accuracy

during the training process and maintains a relatively stable accuracy level in the later
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Algorithms
FedAvg | FedProx | Scaffold
0.5461 | 0.5385 0.0355
0.5708 | 0.5701 0.3867
0.5875 | 0.5642 0.5185
0.5676 | 0.5303 0.5691
0.5828 | 0.5339 0.5995
0.5902 | 0.5207 0.6240
0.5654 | 0.4906 0.6315
0.5888 | 0.5120 0.6288
0.5949 | 0.5188 0.6292
10 | 0.5884 | 0.5201 0.6345
11 | 0.5889 | 0.5299 0.6375
12 | 0.5938 | 0.5409 0.6403
13 | 0.5923 | 0.5334 0.6443
14 | 0.5946 | 0.5423 0.6482
15 | 0.5984 | 0.5507 0.6435
16 | 0.6009 | 0.5516 0.6472
17 | 0.6084 | 0.5536 0.6420
18 | 0.6025 | 0.5526 0.6480
19 | 0.6049 | 0.5610 0.6523
20 | 0.6039 | 0.5604 0.6497
21 | 0.6024 | 0.5568 0.6514
22 | 0.6037 | 0.5614 0.6494
23 | 0.6025 | 0.5613 0.6539
24 | 0.6043 | 0.5598 0.6520

O 00 1O\ DN B W=

Table 6.3: Test accuracies when total number of samples are 20000 corresponding to
24 synchronization rounds each having 4 local updates
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epochs.

FedProx begins with a test accuracy close to 54% in the first epoch and has an initial
increase in accuracy up to around epoch 6 and then there’s drop in accuracy around
epoch 7 and 8. Again, a gradual increase in accuracy in the later epochs, reaching a

peak around epoch 16.

Scaffold starts with very poor test accuracy in the first epoch, indicating potential
issues, but there is a rapid increase in accuracy in the early epochs itself, surpassing the
other algorithms. It keeps on improving and reaches a peak at around epoch 25. It has

a relatively consistent and strong performance compared to the other algorithms.

Algorithms
FedAvg | FedProx | Scaffold
0.5747 | 0.5680 0.3105
0.5618 | 0.5289 0.5011
0.5283 | 0.5056 0.5489
0.5924 | 0.4209 0.5364
0.5917 | 0.4334 0.5373
0.5947 | 0.4176 0.5300
0.5754 | 0.4275 0.5206
0.5997 | 0.4180 0.5129
0.5929 | 0.4062 0.5092
10 | 0.5832 | 0.4084 0.5119
11| 0.5828 | 04211 0.5211
12 | 0.5848 | 0.4295 0.5318
13 | 0.5846 | 0.4271 0.5366
14 | 0.5806 | 0.4423 0.5355
15 | 05790 | 0.4503 0.5395
16 | 0.5705 | 0.4867 0.5507
17 | 0.5690 | 0.4903 0.5592
18 | 0.5708 | 0.4920 0.5628
19 | 0.5692 | 0.4904 0.5669
20| 0.5712 | 0.4915 0.5682
21| 0.5751 | 0.4933 0.5720
22 | 0.5747 | 0.4943 0.5751
23 | 0.5753 | 0.4941 0.5790
24 | 0.5793 | 0.4960 0.5820

O 0 1IN B~ W=

Table 6.4: Test accuracies when total number of samples are 120000 corresponding to
24 synchronization rounds each having 4 local updates

When the total number of data samples are good in number:
FedAvg starts with an accuracy around 57% and fluctuates around this value for the first

few epochs. It then increases and reach till a peak around epoch 8 with an accuracy of
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approximately 60%, again shows some fluctuations but generally has an accuracy above

57% for the rest of the epochs.

FedProx begins with an accuracy of 57% and drops significantly in the early epochs,
reaching around 42% at epoch 3. There is a visible fluctuating pattern with occasional
peaks and valleys. It gradually improves and stabilizes after epoch 12, reaching an

accuracy close to 50%.

Scaffold starts with a relatively low accuracy of 31% and quickly improves in the
first few epochs. There is a significant increase at around epoch 3 and continues to
rise and stabilizes at around an accuracy of 57% towards the end, showing a consistent

upward trend.

o Comparing accuracies for total number of samples = 20000
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Figure 6.1: Test accuracies vs epochs when total number of data samples are 20000

o Comparing accuracies for total number of samples = 30000
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Figure 6.2: Test accuracies vs epochs when total number of data samples are 30000
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0 Comparing accuracies for total number of samples = 40000
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Figure 6.3: Test accuracies vs epochs when total number of data samples are 40000

0 Comparing accuracies for total number of samples = 60000
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Figure 6.4: Test accuracies vs epochs when total number of data samples are 60000
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Figure 6.5: Test accuracies vs epochs when total number of data samples are 120000
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In conclusion, Scaffold demonstrates a consistent upward trend, starting from a
low accuracy and gradually improving, surpassing the other two algorithms in the later
epochs, thus has a more consistent and significant improvement over the epochs. Fe-
dAvg and FedProx exhibit more variability in their performance, with fluctuations and
changes in the trend with FedAvg generally maintaining a higher accuracy than FedProx
and a relatively stable performance with a moderate accuracy. The peak accuracies for
all algorithms are reached around the same epoch (around epoch 16), suggesting that
further training may not lead to significant improvements. This visual representation
provides insights into the comparative performance of the algorithms over the training
epochs, aiding in the understanding of their learning patterns and convergence behavior.
It can guide decisions related to model selection and tuning based on the observed test

accuracies.

6.2 Conclusion

Federated learning is a distribution system but in a secure way. It allows the applica-
tion of various machine-learning techniques in a variety of domains. Federated learning
is a distribution paradigm that can address security issues while improving the perfor-
mance of the global model. However, further research is needed in federated learning
to know the optimal trade-off between security and efficiency. Off-course privacy is
an essential issue in federated learning, and differential privacy techniques ensure data
privacy preservation while maintaining the model’s efficiency. Moreover, security is
also an essential issue of federated learning, and methods such as secure aggregation
and secure multi-party computation may ensure the secure training of the model. Over-
all, federated learning has great potential to transform machine learning by enabling

privacy-preserving, decentralized collaboration between devices.
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CHAPTER 7

Discussion and Future Scope

I explored the application of Mixture Density Networks (MDNs) for regression tasks on
datasets following normal distribution. An MDN is a combination of neural networks
with the probabilistic modeling strengths of Gaussian Mixture Models (GMM). This
unique fusion enables MDNSs to effectively capture the underlying patterns and com-

plexities in normally distributed data, making them highly suitable for such datasets.

A notable limitation emerged during the experimentation was that while MDNs per-
form admirably with normally distributed data, their efficacy significantly diminishes
when dealing with data following different distributions. I experimented with poisson
distribution data but the results were not as expected. This limitation is primarily due
to the inherent structure of the GMM component in the MDN, which is intrinsically

designed to model data that adheres to a Gaussian distribution.

To address this challenge, there can be the development of a new model that in-
corporates a Poisson Mixture Model (PMM) in place of the GMM within the MDN
framework. This proposed model aims to extend the applicability of MDNs to datasets
that follow a poisson distribution as well. By integrating a PMM, the model will be
better equipped to handle datasets with these characteristics, expanding the versatility

of MDN:ss to a broader range of applications.

The neural network and Poisson mixture model combination would function by hav-
ing the neural network component learn from the input features, similarly to the stan-
dard MDN approach. The critical difference lies in the output layer, where the Poisson
mixture model would come into play. This model would estimate the parameters of a
Poisson distribution (such as the rate parameter) for each component in the mixture,
providing a probabilistic output that aligns more closely with the nature of Poisson-
distributed data. The development of a hybrid model combining neural networks with a
Poisson mixture model represents a promising advancement in the field of probabilistic

modeling and regression analysis.



It is our conjecture that with our data distribution, fedprox and scaffold are not
carrying their properties which they otherwise do for text data and image data. The
data distribution that has been generated in the code may not exactly align with these
algorithms, therefore, the conjecture is that their properties don’t hold here. This is our

future plan to explore more analytically why this is happening.
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