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Abstract

As enterprises migrate from single-cloud to multi-cloud architecture, they en-
counter challenges due to geographical dispersion, varying WAN characteristics,
and diverse cloud policies. These challenges demand a re-evaluation of commu-
nication strategies by the developers to ensure reliability, security, and compliance.
In response, our work presents a solution, Programmable Proxy, designed to ad-
dress the dynamic nature of multi-cloud environments. My thesis focuses on the
switch between HTTP and MQTT communication protocols; the proxy facilitates
real-time adaptation based on service location, packet characteristics, and request
types. Through this approach, programmable proxy optimizes communication mech-
anisms in alignment with evolving deployment requirements, enabling enhanced per-
formance across diverse cloud infrastructures. This study contributes to the advance-
ment of flexible, adaptive microservices architectures in the context of multi-cloud
environments.
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Chapter 1

Introduction

Cloud computing has changed the IT sector with respect to how to store, access,
secure, and run our applications. However, accentuated growth demonstrates that
low cost, fast elasticity, on-demand payment, and high availability proposals have
become increasingly recurring choices for organizations worldwide, leading to multi-
cloud adoption. A survey shows that about 90% of large enterprises are adopting
multi-cloud infrastructure [|1]].

Multi-cloud environments are those in which multiple providers work cooper-
atively and synchronized. The growth of multi-cloud complexity resulted in the
emergence of the concept of the sky computing paradigm [2], which discusses ven-
dor lock-in where the customer becomes heavily dependent on a particular vendor’s
products, services, or technology, for example, Google provides TPUs which is good
for ML training which is not provided by other vendors, Customer lock-in where ven-
dor or service provider makes it difficult for customers to switch to alternatives, the
difficulty of moving jobs to another cloud due to the expense of transferring the data,
latency, and compliance consideration called data gravity [3]] and regulatory com-
pliance regarding where data can be stored, and computational jobs run as all cloud
provider does not have datacenters in all countries. No business wants any critical
part of its infrastructure tied to a single provider because such lock-in reduces its
negotiating leverage and also makes the business vulnerable to large-scale outages
at the provider. With the increase in the use of the multi-cloud, various multi-cloud
management tools emerged like GCP’s Anthos [4]] and Azure’s Arc [5].

The increase in multi-cloud adoptions by enterprises also occurred after the stan-
dardization of container orchestration platforms like Kubernetes, which helped enter-
prises deploy the application on the cloud in the form of microservices and enabled
them to move from a single cluster to multiple clusters and cloud. This led to mov-
ing further and enabled a new ecosystem of solutions for multi-cluster deployment
in compute[6][7][8], network [9][10], and storage [[11]. All this work looks towards
re-using the single cluster pattern towards multicluster. In the context of multi-cloud,
communication between the services happens over WAN. WAN is unreliable and has
non-deterministic characteristics [[12]. There is a need to switch between commu-
nication protocol mechanisms based on network characteristics for better reliability
yet meeting the application requirements. We propose Programmable Proxy, which
performs so without any intervention from the developer or the deployer.



Chapter 2

Background
This section discusses commonly used terms and concepts in cloud computing, lead-
ing to the problem statement’s motivation and the current work’s objective.

2.1 Microservice Architecture

A software application’s architecture is an ever-evolving aspect of the software
industry domain. Shaping not only how applications are built and maintained but also
how they adapt to changing technological landscapes and business needs. Monolithic
architecture has been the default in the early days of computing.[2] In this architec-
ture, the application is developed as a single indivisible unit, all processes are tightly
coupled in a single code base, and the communication between them is via function
calls. Microservice architecture has recently been widely adopted in the software
industry. It is an architectural style where a software application comprises several
different small, independent, and deployable services, each of which ideally performs
one task. These services communicate with each other over well-defined APIs [1].
The shift in the architectural style was due to the following advantages of the latter
over the former,

1. Faster development: In a microservice architecture, each service is developed
independently, which implies that each can have its development team, speed-
ing up the entire development lifecycle

2. Easy to deploy: In case of any modifications, only the modified service needs
to be deployed, unlike in a monolithic architectural style

3. Flexible scaling: Allows to scale individual components, which means only
the services required to handle increased traffic can be scaled.

4. High availability: Provides more resilience to the application; for example, in
case of the failure of a service, other instances of the service could be spawned
beforehand, avoiding any interruption to service usage.

The above advantages can be attributed to the services’ independent and loosely cou-
pled nature in the microservice architecture.

2.2 Container Orchestration

Cloud applications are widely developed using microservice architecture, and the
deployment of the services is facilitated by containers, alternatively known as cloud
containers. Cloud Containers can be defined as a software package containing the
service code, its dependent libraries, and other dependent modules required to run
the service in the cloud. There can be tens and thousands of such containers in an



application, and managing them can be cumbersome. For container orchestration,
multiple solutions are being used in the Industry. Kubernetes is one of the popular
container orchestrators. In the context of this paper, orchestration means managing
several services that run together as part of a bigger workflow. This section will
discuss an orchestrator’s features and architecture, as our solution to multi-cloud
communication is built on top of these concepts. For reference, we have considered
Kubernetes[13] in particular.

2.2.1 Kubernetes

Kubernetes automates the deployment and maintenance of containers in the cloud;
below are the major features that Kubernetes provides:

* Automatic Provisioning and Deployment

* Automatic scaling of containers up or down and load balancing

Intelligent allocation of resources between containers

Regular health checks of the application
* Service discovery

In conclusion, it automates the entire software development lifecycle.

2.3 Service Meshes

It is an infrastructure layer that sits on top of an application. It controls how
different components of an application communicate with each other. In other words,
it routes every request from one service to another. Although communication logic
can be coded in the service code, when communication becomes too complex or
there are frequent changes in the communication method, it is better to abstract out
the networking logic to a separate component, which is what service mesh does.
Istio[14] is one of the most popular service meshes used in the industry; hence, to
discuss a service mesh’s features and architecture, we use Istio as the reference.

2.3.1 Istio Service Mesh

Istio extends Kubernetes[13] to establish an application-aware network using a
powerful envoy proxy. It provides the following features:

¢ Secure end-to-end communication within a cluster
* Network telemetry within a cluster

* Fine-grained control of traffic with fault injections, retries, failovers



Chapter 3

Related work

The solutions mentioned below provide layer 7 networking in the context of
multi-cloud, but the only gap in them is that they will require developer or de-
ployer intervention to specify or change the application layer communication proto-
col. None of them provides the flexibility of switching between the communication

protocols on the fly.
Kubernetes cluster 1 Legend

service A definition
1) Watch
-~ — — -s-|annotations:
skupper . io/proxy: {tcp, http)

12) Instantiate

' Manage

skupper-detailed-architecture - ——+ skupper CLI
Service A

3) Proxy

=

Figure 3.1: Skupper design

3.1 Skupper

It achieves multi-cloud networking by creating a VAN (Virtual Application Network)[9].
Key Components of Skupper

Proxy: The proxy component in Skupper handles the traffic routing between ser-
vices in different clusters.

Router: It is responsible for establishing and maintaining the connections be-
tween clusters, ensuring that traffic is securely and efficiently routed. It is based on
the Apache Qpid Dispatch Router. It creates a network of routers that dynamically
route messages based on their destination, using a protocol called AMQP (Advanced
Message Queuing Protocol). This ensures low-latency and high-throughput commu-
nication across clusters.

3.2 Istio multi-cluster

It enables cross-cluster communication using VPNs[15]. It abstracts the com-
plexities of deploying and managing microservices, offering capabilities like global



traffic management, global security, and global observability. Key components in-
clude:

Envoy is a high-performance proxy used to handle and manage traffic between
microservices. It is deployed as a sidecar container alongside each kubernetes pod.

The Control Plane is the core component of Istio and is responsible for managing
configurations, policies, and certificates. Each cluster has its own Istio control plane,
and the clusters can be connected to form a single mesh.

3.3 Cilium cluster mesh

Cilium provides connectivity to geographically distributed or within the same re-
gion clusters using VPNs or directly connected links. Cilium Cluster Mesh relies on
a shared etcd or uses DNS-based service discovery to manage clusters. It leverages
eBPF (extended Berkeley Packet Filter) to dynamically program the Linux kernel, of-
fering advanced networking, security, and observability features. Key Components
of Cilium:

Cilium Agent: The Cilium agent runs on each node in the Kubernetes cluster,
managing networking andservice discovery load balancing. It uses eBPF to insert
hooks directly into the Linux kernel, enabling high-performance networking and se-
curity enforcement. The Cilium agent is responsible for translating Kubernetes net-
work policies into eBPF programs that run in the kernel.

Hubble: Hubble leverages eBPF for real-time visibility and monitoring, offering
features such as flow tracking, metrics, and distributed tracing. It provides observ-
ability across all the clusters.



Chapter 4

Design

Edge Cloud

Figure 4.1: Road Traffic monitoring application in Multi-cloud environment

As mentioned earlier, transitioning to a multi-cloud environment presents several
hurdles for organizations to overcome. These encompass communication, policy
management, encryption, and data compression. In this report, we specifically tackle
the issue of communication. To understand better, we will take an example applica-
tion.

A Road Traffic Monitoring application in which cameras at Traffic lights capture
the image and send it to the edge cloud for pre-processing; the pre-processed data is
forwarded to GCP for data training and to AWS for inferencing.

Knowing that the inter-service communication in a multi-cloud environment will
involve the traffic going through the WAN, which is unreliable in nature[[16]], and an
application’s services being a combination of high and low response times[/17], there
will be a need for diverse communication mechanism which provides reliability and
suits the application requirements without any intervention from the developer or de-
ployer.

The switch between communication protocols will require a middlebox in between[/18]].
The term proxy and middlebox has been used inter-changeably. The proxy placement
choices varied from per pod to per cluster; below, we discussed the reasons for not
finalizing per cluster or per pod proxy.

Why not per pod proxy?
If the sidecar approach is used to route the external requests, it will add an overhead
on resource consumption and increase latency([[19]

Why not per cluster proxy?
There are an average of 500 services per cluster [20], sharing the certificates of each
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Figure 4.3: Proxy placement: Per cluster proxy

service will lead to putting too much trust in the infrastructure provider

The final placement of the proxy is considered as per service. This design is fol-
lowed by skupper [9], an L7 multi-cloud solution.

The options of asynchronous communication addressability were as below

Per cluster topic:
By per cluster topic it means that each cluster is subscribed to a topic of it’s own
and in case a service of one cluster has to communicate to any service of a different
cluster, the sender service will publish the request to the receiver cluster’s subscribed
topic. Considering the above, if the services of cluster c1 wants to communicate to
the services of cluster c2, the requests may get queued longer than the timeouts and
there can be an increase in the response times.

Per service topic:
When an application is deployed globally, there are many high traffic services which
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Figure 4.4: Asynchronous service addressability placement: Per cluster topic
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Figure 4.5: Asynchronous service addressability: Per service topic

have its instances deployed more than once[21]. If every instance of a service is
subscribed to the same topic, the task of load balancing needs to be taken care by
broker, which will be ineffective as the load balancing will follow the same rules as
the subscription model for the particular topic [22].



Chapter 5

Implementation
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Figure 5.2: As placement: Asynchronous service addressability: Per cluster per ser-
vice topic

The initial implementation of the Proxy is done in Go language [23]]. Go outper-
forms other languages in terms of concurrency and network I/O by utilizing asyn-
chronous system calls. Go’s approach allows it to achieve a significant speedup in
certain scenarios despite being slower in single-threaded performance [24].



5.1 Programmable Proxy

It acts as an HTTP server to the corresponding service. It is connected to the
router or the gateway over three persistent TCP connections. One of them is used for
sending TCP payload from the service to the gateway as an MQTT request, and the
other one as an HTTP request. The third connection is for sending tcp payload from
the gateway to the service.

Proxy adds two headers to the TCP payload, like source pod IP and source service
URL, which is used on the receiver side proxy to form the response.

5.2 Router

It is connected to all the service’s proxies of a cluster over persistent TCP con-
nections. It is subscribed to the topics of the services inside its cluster. The router or
the Gateway has the global knowledge of all the clusters as part of one application.
It maintains a key-value storage for the asynchronous service addressability, with the
key as the service URL and the value as the topic name.

On receiving the requests from its cluster’s proxy, the router fetches the corre-
sponding topic from its key-value storage in case of MQTT communication between
the clouds. There are two scenarios for sending the response to the sender.

* Response from the broker: On receiving publish acknowledgment from the
broker, the Router forms an HTTP response and sends it back to the proxy.

* Response from the receiver: On receiving a subscribe message for a service,
forwards it as is to the corresponding proxy, and the proxy parses it to iden-
tify whether it is a response to existing acknowledgment from the broker; the
Router forms an HTTP response and sends it back to the proxy.

On receiving the requests from its cluster’s proxy, the router forwards to the re-
spective service’s cluster in case of HTTP communication between the clouds.

On receiving the subscribed message from the broker, it forwards the request to
the corresponding service’s proxy without parsing it.

10



Chapter 6

Evaluation

Sender |+——_|
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Figure 6.1: Evaluation setup for response from broker and response from receiver

Testbed: We built a testbed with two nodes. The client node has an Intel(R)
Xeon(R) W-3335 CPU @ 3.40GHz 16-Core Processor, 32GB RAM. It runs Ubuntu
18.04.6 and uses Linux 5.4.0-150-generic. The server node has AMD Ryzen 9 5950X
16-core processor, 32GB RAM. It runs Ubuntu 18.04.6 and uses Linux 4.15.0-212-
generic. The two nodes are connected using a 40 Gbps Netronome cable.

The test consisted of throughput testing. They were conducted for WAN(inter-
cloud) setup. Each test consisted of 5 trials, and the numbers were reported as av-
erage of all the tests. In emulation of a WAN network, the bandwidth fluctuated
between 15Mbps, 13Mbps, and 17Mbps[235] at the client node interface. For metrics
collection and measurement, Grafana[26] and Prometheus[27] were configured.

Procedure: HTTP: Client Load Generator - Grafana K6[28]]. Server: NGINX(v1.14)[29]

(pinned to 1 core) Each client sends a request for a certain bytes payload. The server
sends a 1-byte response to the client. A test was performed till network bandwidth
saturation.
MQTT disguised as HTTP: Client Load Generator - EMQTT-Bench tool[30]]. Server:
EMQX Broker(v 1.4.15)[31] (pinned to 1 core) Each client sends a message of the
corresponding HTTP packet size as the payload size with a Quality of Service set
to 1. The server sends a 1-byte response to the client. The test was performed till
network bandwidth saturation.

Objective: As part of the evaluations, we answer the below questions:

* Performance of synchronous and asynchronous communication for emulated
WAN environment for scenarios:

— Response from Receiver

— Response from Broker

* [nitial prototype evaluation

11
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6.1 Experimental results

Figures and show the throughput and latency for the following scenar-
10s (1)Synchronous protocol (HTTP) requests with payload size 20B, 64B, 1000B
(2) Asyncrhonous protocol (MQTT) messages with payload size equal to the HTTP
packet size, as obtained from (1), response from broker (3) Asyncrhonous protocol
(NATS messaging) with payload size equal to the HTTP packet size, as obtained
from (1), response from receiver.

Inter Data Center Tail Latency

208.54 208.9 209

8 g

p99.99 Latency (ms)
8

53

8

— —
208 708 10008

EHTIP  ®MQIT (Disguised HTTP) & NATS

Figure 6.3: Tail Latency

Observation:

* MQTT has higher throughput as compared to other scenarios.

* Synchronous protocol has lower throughput as compared to asynchronous pro-
tocols

* Tail latency of Synchronous protocol is the lowest.

Inference:

e HTTP POST, PUT requests where the sender does not expect a response from
the receiver can be substituted by the asynchronous mechanism with the re-
sponse from the broker.

Initial prototype testing: For the current version of the programmable proxy the
throughput achieved is 412 reqs/s where each request takes approximately 2ms.

12



Throughput (req/s)

25000

20000

5000

Inter Data Center Throughput

19400 19000
12900 12800
5650
450 4400
. N
208 708

WHTTP  WMQTT (Disguised HTTP) ™ NATS

Figure 6.4: Throughput Results

13

19100

10008



Chapter 7

Future work

Improve Programmable Proxy performance: Given the current, the connection
between the proxy and the gateway is via a single persistent connection. To
improve the performance, we can perform connection pooling.

Test Programmable Proxy performance in a real-world scenario: The popular
Deathstar Benchmark[32] provides several microservices applications. Cur-
rently, we have a setup of the Hotel Reservation application within a cluster.
We aim to use it as a multi-cluster application and use it to test Programmable
Proxy

Find the metrics for the unreliable network (WAN): Given that the protocol
selection will also be based on the network characteristics, find the correct
parameters of the WAN environment to write the switching algorithm.

Develop an algorithm to switch between the protocols: After having found out
the network parameters, design an algorithm to switch between communica-
tion protocols based on it.

Integrate more protocols in Programmable Proxy: Currently, the switching is
between HTTP/1.1 and MQTTYV5, extend it to support more L7 communication
protocols

14
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