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Abstract

In today’s world, wireless communication has become a necessity due to the growing reliance on data-
intensive Internet usage. The growing need for high transmission rates in bandwidth-intensive applications,
such as ultra-high-definition video streaming, video-on-demand, and online video, further intensifies the current
radio frequency (RF) spectrum shortage. In contrast, optical wireless communication (OWC) leverages unli-
censed infrared and visible spectrums to offer gigabit-per-second data rates and provides substantial bandwidth
capacity. Free space optics (FSO) communication is a kind of OWC technology that utilizes an infrared spec-
trum to transmit modulated light through free space using a coherent optical source. Compared to traditional
RF systems, FSO offers several advantages, including access to unlicensed spectrum, ultra-high data rates,
reduced electromagnetic interference, and flexible deployment. However, its effectiveness is constrained by the
requirement for a clear line-of-sight (LoS) between transmitter and receiver.

To address this limitation, this thesis investigates the use of an optical intelligent reflecting surface (OIRS), a
passive beamforming device that enhances signal strength and mitigates LoS blockages. With their low cost,
deployment flexibility, and range extension capabilities, OIRSs are poised to become integral components of
future wireless networks. Despite the high data rate potential of FSO communication in next-generation net-
works, it remains vulnerable to physical-layer security threats, particularly jamming attacks that can lead to
denial-of-service (DoS). This thesis explores robust designs to improve the resilience and performance of FSO-
based networks under such challenges.

First, this thesis examines the performance of multiple possible integration architectures of the FSO/fiber-based
back-end with the Light-Fidelity (LiFi)/Wireless-Fidelity (WiFi)-based front-end to deliver seamless connectiv-
ity to last-mile users. Link aggregation (LA) is also investigated to improve throughput and reliability. These
proposed architectures are benchmarked against conventional architecture in terms of throughput, cost-per-bit,
fairness, and reliability.

Next, the thesis proposes an integrated terrestrial-air-underwater (TAU) optical communication network and
compares its performance with a traditional RF-based TAU network. A novel algorithm, COgnition-based
Divergence Angle Tracking (CODAT) is introduced to dynamically optimize the divergence angle of the FSO
beam, thereby improving data rate and minimizing outage probability.

To tackle LoS challenges in multi-user environments, the thesis further explores the integration of unmanned
aerial vehicles (UAVs) with OIRS-assisted FSO systems to support quality-of-service (QoS) requirements.
Specifically, a mirror element assignment problem is formulated and addressed using both a heuristic approach
and a sequential-fixing linear programming (SFLP) method. These solutions demonstrate superior performance
in sum rate, fairness, and user coverage compared to benchmark strategies.

Finally, the thesis presents a jamming-aware mirror element assignment scheme to mitigate physical-layer jam-

ming in UAV and OIRS-assisted FSO networks. The proposed approach enhances system robustness by im-



proving sum rate, reducing blocking probability, and satisfying QoS constraints in adversarial environments.
Overall, these contributions demonstrate the feasibility and effectiveness of robust FSO-based communication
systems in various next-generation wireless network scenarios, offering significant advances in throughput, se-

curity, and deployment flexibility.
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Chapter

Introduction

This Chapter presents background, motivation, and objectives of this thesis while also providing an overview of

the key research contributions and related publications.

1.1 Background

The massive usage of radio frequency (RF') devices has led to significant congestion and intense competition for
access to the exclusive, licensed bands of the tightly regulated RF spectrum. As concerns over RF spectrum
scarcity grow, there has been a significant shift towards exploring higher frequency ranges. This shift has driven
the increasing popularity of millimeter waves and the optical band. Optical fibers have gained significant atten-
tion due to their ability to offer high bandwidth, immunity to electromagnetic interference, low security risks,
and suitability for long-distance communication. However, despite these advantages, optical fiber technology
faces considerable challenges, such as the high cost of installation, vulnerability to damage during installation or
construction due to their fragility, and the need for specialized equipment for testing. As data traffic continues
to increase exponentially, network service providers face growing challenges, including the demand for larger
network capacities, reduced latency, higher data rates, and lower deployment costs. It’s important to note that
the large-scale deployment of optical fibers in traditional architectures may not be feasible in certain deployment
scenarios, such as in remote locations, rugged terrains, or densely populated urban areas where the installation
of additional fiber is restricted due to high costs and limited flexibility. One potential solution to address these
challenges is the integration of free space optical (FSO) links into conventional network architectures. The FSO
is an attractive solution as it offers greater flexibility and easier redeployment. The FSO has numerous benefits,
such as providing unlicensed spectrum, high bandwidth, immunity to electromagnetic interference, high-speed
communication, and quick deployment to the end-users [I]. FSO communication utilizes laser technology to
transmit a highly collimated optical beam through the atmosphere to a designated receiver within the line-of-
sight (LoS) path. Experimental studies have demonstrated that FSO systems are capable of achieving data
rates comparable to those of optical fiber, making them a promising solution for delivering high-speed last-mile

connectivity to remote or hard-to-reach end users.



1.2 Motivation

The sixth generation (6G) communication network is envisioned to meet the growing demand for exceptional
quality of service (QoS), offering features such as extremely high data rates (1-10 Tbps), ultra-low latency
(down to 0.1 ms), minimal delay jitter (around 1 s), massive device connectivity (up to 107 connections per
km?), and seamless coverage, as summarized in Table. 1.1 [2, 3]. As 6G technology evolves, services such as
streaming and augmented / virtual reality mobile devices will require significantly higher data rates. To support
delay-sensitive and reliable services, 6G aims to increase network capacity by 10 to 100 times compared to fifth

generation (5G) [3].

Table 1.1: Comparison of 5G and 6G Performance Requirements

Feature 5G Target 6G Vision
Peak Data Rate Up to 10 Gbps 1-10 Thps
Latency 1 ms 0.1 ms
Device Connectivity ~105 / km? 107 / km?
Mobility Support Up to 500 km/h >1000 km/h
Spectrum Utilization Sub-100 GHz Up to THz bands
Reliability 99.999% 99.9999%+
Energy Efficiency Moderate Highly optimized

As 6G technology evolves, services such as streaming and augmented / virtual reality mobile devices will
require significantly higher data rates. To support delay-sensitive and reliable services, 6G aims to increase
network capacity by 10 to 100 times compared to 5G [3]. Table. 1.2 provides a comparative overview of key
enabling technologies for 6G communication networks, highlighting their operating spectrum, advantages, and
associated challenges. These technologies collectively form the foundation of a robust, flexible, and high-capacity
6G architecture, particularly in scenarios requiring high data rates, ultra-low latency, and diverse deployment
environments. The space—air—ground-integrated network has also emerged as a promising architecture to meet
the demands of 6G networks, offering seamless access, extensive coverage, and low-latency transmissions [4].
However, the limited availability of licensed spectrum poses a significant challenge, as existing RF communication
systems have reached saturation. Even with some available RF spectrum, achieving ambitious 6G data rate
targets (in the order of Tbps) remains challenging due to the restricted bandwidth of the RF systems [5].
FSO communication is a promising solution that emerges as a strong candidate for the 6G networks. With its
high capacity and license-free operation, FSO can help meet the 6G performance requirement using its wide
bandwidths, from hundreds of GHz to THz [6]. In addition, links between ground stations and satellites can
achieve even higher data rates, making FSO communication a compelling option. The future 6G network is

also expected to offer full integration among terrestrial, air, and underwater communication entities.



Table 1.2: Comparison of Key Technologies for 6G Networks

Technology Spectrum Advantages Challenges
Free space optics THz/Infrared | High data rate, license-free, Line-of-sight requirement,
immune to RF interference weather sensitivity
Visible light com- Visible Unlicensed spectrum, low Limited to short-range, re-
munication light interference, safe for hu- quires illumination
mans
Millimeter-Wave 30-300 Wide bandwidth, suitable High path loss, penetration
GHz for dense urban areas issues
Terahertz commu- 0.1-10 THz Ultra-high capacity, low la- Hardware limitations, ab-
nication tency sorption losses

FSO enables long-distance point-to-point communication with higher data rates due to the coherent nature
of laser light. Therefore, integrating an FSO-based back-end with a wireless fidelity (WiFi)-based front-end
in 10-Gigabit-capable passive optical network (XGPON) architecture can leverage the strengths of both tech-
nologies, offering flexibility and high data rates in hybrid FSO-based networks [7]. Additionally, visible light
communication (VLC) has emerged as a promising solution for short-range, indoor communication. In VLC,
transmitters like light emitting diode (LED)s or laser diode (LD)s generate optical signals, which are received
by photodetector (PD)s and converted into electrical signals for further processing. VLC provides benefits such
as unlicensed bandwidth, no electromagnetic interference, and widespread availability [8]. light fidelity (LiFi), a
networking extension of VLC, facilitates point-to-multipoint communication in indoor settings. Hence, an FSO-
based back-end can complement a LiFi-based front-end in XGPON architecture, delivering high transmission
rates while improving the overall performance of hybrid FSO networks.

Despite its advantages, FSO, as a LoS technology, faces challenges due to channel impairments. These
include fading caused by weather variations, atmospheric turbulence, misalignment errors between transmitters
and receivers, and physical blockages. Such impairments significantly impact the data-carrying capacity of FSO
communication channels [9-11]. The key challenge in FSO implementation is maintaining a clear LoS between
devices. Recently, optical intelligent reflecting surfaces (OIRS) and unmanned aerial vehicle (UAV)s have gained
attention as effective technologies to overcome non-LoS issues in communication systems [12, 13].

UAV-assisted FSO-based networks hold the promise of augmenting the performance of terrestrial commu-
nication systems. By acting as mobile relays between the communicating devices, UAVs can circumvent the
strict LoS requirement, thus improving connectivity. This integration is envisioned to significantly improve the
capabilities of future 6G networks [14], [15]. Recently, OIRS have been employed to achieve notable performance
enhancements in communication networks, particularly in scenarios where LoS connectivity is unavailable or is
affected by “skip-zone” issues. The skip-zone refers to coverage gaps where the optical signal cannot reach the
intended receiver without degradation. This challenge highlights the importance of strategic optical network
planning to ensure seamless and reliable data transmission. OIRS functions as a passive device comprised of

micro-mirror elements or metasurfaces, enabling signal beamforming toward the user’s direction to enhance



received signal strength. Beyond this, OIRS presents additional advantages, including flexibility, ease of deploy-
ment, cost effectiveness, and extended communication coverage [9, 16, 17]. OIRS is expected to improve the
performance of FSO-based networks, particularly in scenarios where LoS connectivity is not available.

An OIRS-assisted UAV, where the OIRS is mounted on the UAV, can function as a mobile relay between
communication devices, reducing the dependency on LoS in FSO-based networks [18]. This setup is anticipated
to significantly enhance the performance of conventional FSO-based systems.

However, despite FSO technology’s potential for high data rates in next-generation wireless networks, it
is vulnerable to security threats such as jamming attacks in the physical layer, which can escalate to denial
of services (DoS) attack. A jamming attack is an intentional disturbance where the attacker deliberately
transmits high-power directed optical signals to disrupt the legitimate receiver [19, 20]. FSO technology has
certain inherent technical limiting factors that make it vulnerable to jamming attacks, such as the wide field
of view (FoV) of the receiver’s aperture, easily detectable operating wavelengths, and easily trackable FSO
receivers [19-21].

Motivated by these challenges, this research aims to investigate performance and explore the benefits and
trade-offs of integrating FSO/fiber-based back-end with LiFi/WiFi-based front-end under adverse channel con-
ditions. Additionally, we examine the end-to-end performance of an integrated terrestrial Air Underwater (TAU)
optical communication framework, accounting for FSO and underwater wireless optical communication (UWOC)
channel impairments. Moreover, previous studies have not addressed resource allocation in OIRS-assisted UAV-
based FSO networks. In particular, no optimization framework has been proposed for mirror element allocation
to serve multiple users in these networks. This research specifically addresses the mirror element allocation
problem under QoS design constraints.

FSO technology presents a promising opportunity to increase next-generation network capacity due to its
unlicensed spectrum and wide bandwidth. However, jamming attacks, combined with inherent channel anoma-
lies, pose significant threats to the performance of FSO-based networks. This is particularly concerning for
security-sensitive applications that require a resilient communication infrastructure. Therefore, evaluating the
performance of FSO-based networks under jamming attacks is crucial to designing modern and reliable com-

munication systems.

1.3 Objectives

The primary objective of this thesis is to evaluate the performance of FSO-based communication networks and

to optimize resource allocation within these networks. The specific objectives of the thesis are as follows.

o Examine the performance of various integration architectures that combine the FSO /fiber-based back-end
with the LiFi/WiFi-based front-end, considering the effects of channel fading, atmospheric turbulence, and
pointing errors. In addition, the link aggregation (LA) approach is employed to enhance the performance

of these hybrid architectures.

e Analyze the end-to-end performance of integrated TAU optical communication networks and improve

performance by optimizing the divergence angle of the optical beam.



e To evaluate the performance of OIRS-assisted UAV-based FSO network and improve their performance

using a mirror element allocation scheme.

o Investigate the impact of jamming attacks on OIRS-assisted UAV-based FSO networks, and enhance

network performance by employing optimal mirror element allocation.

1.4 Research Contributions

The main contributions presented in this thesis are as follows:

e The performance of a novel hybrid free space optical-Light fidelity (FoLi) architecture is investigated
under the impact of channel attenuation, atmospheric turbulence, and pointing errors. As a performance
benchmark, we have compared the performance of Foli with two other hybrid architectures, namely,
hybrid fiber-Light fidelity (FiLi) and hybrid free space optical-WiFi (FoWi), in which fiber and FSO-
based back-end are integrated with LiFi and WiFi-based front-end, respectively. We further explore
the performance improvement of active optical network (AON) by incorporating LA into the front-end
network. Specifically, we complement standalone LiFi and WiFi with the LA framework and consequently
propose two more integration scenarios, i.e., hybrid fiber-Link aggregation (FiLA) and hybrid free space
optical-Link aggregation (FoLA) architecture. We also compare the cost analysis in terms of capital
expenditures (CAPEX) and cost-per-bit of the proposed architectures with the conventional fiber-wireless

(FiWi) architecture.

e The end-to-end performance of an integrated FiWi based UAV assisted hybrid FSO and UWOC system.
The performance of the proposed system is investigated by taking into account the impact of the channel
impairments such as atmospheric attenuation, pointing errors, atmospheric turbulence, and underwater
turbulence. In addition, divergence angle of optical beam in the aerial network is optimized using the

proposed COgnition-based Divergence Angle Tracking (CODAT) algorithm.

e The performance of OIRS-assisted UAV-based FSO networks is investigated under the impact of channel
impairments. The optimization framework is presented for mirror element allocation to serve multiple

users in OIRS-assisted UAV-based FSO networks.

¢ The performance of OIRS-assisted UAV-based FSO networks under the jamming attack is investigated. A
novel mirror element allocation scheme is proposed to mitigate proactive jamming attacks in such networks
while satisfying a set of QoS requirements for the users. The performance of the proactive jamming-aware
mirror allocation scheme is compared against other reference schemes. Likewise, we generalized this
scenario to a reactive jamming attack. Furthermore, the performance of a reactive jamming-aware mirror

element allocation scheme is analyzed and compared with other existing schemes.

1.5 Thesis organization

The rest of the thesis is organized as follows:



e Chapter 2 presents the background and related work of this thesis. Initially, the basics of FSO are briefly
discussed, along with its potential benefits and limitations. This chapter also provides the concept of
OIRS, UAV, and jamming attacks. It is followed by a discussion of the literature on the performance of
conventional FSO-based networks. In addition, the fundamentals of the OIRS and UAVs are discussed,
along with the motivation for utilizing the OIRS and UAVs. Likewise, the related literature on the
performance of OIRS and UAV-assisted FSO-based networks is also reviewed. Furthermore, an overview

of the vital issue of jamming attacks on FSO-based networks and its related literature is discussed.

o Chapter 3 presents a comparison of the end-to-end performance of the hybrid FSO/fiber-based back-
end and the LiFi/WiFi-based front-end architecture under the impact of channel fading, atmospheric
turbulence, and pointing errors. An analytical expression of the outage probability of the end-to-end
hybrid FSO-LiFi FoLi architecture is also presented in this chapter. This chapter focuses on the end-
to-end performance of proposed architectures such as hybrid Fol.i, FoWi, Fili, FiLA, and FoLA with
the conventional FiWi architecture in terms of average throughput, fairness, capital expenditure CAPEX,

cost per bit, and reliability.

e Chapter 4 discusses the end-to-end performance of an integrated FiWi-based UAV-assisted hybrid FSO and
UWOC network in terms of the outage probability. The analytical expression for the outage probability
of the proposed system using FSO and UWOC channel statistics is derived in this chapter. Further,
in the latter part of this chapter, the problem formulation for optimizing the divergence angle and the
proposed CODAT algorithm are presented. Moreover, as a performance benchmark, the end-to-end outage
performance of the proposed system is compared with a conventional RF-based TAU communication

network.

e Chapter 5 presents an analytical framework to investigate the performance of OIRS-assisted UAV-based
FSO networks under the consideration of atmospheric turbulence, attenuation, misalignment error, and
angle of arrival (AoA) fluctuations. In addition, the problem formulation and proposed scheme for the
assignment of mirror elements are presented. This chapter also evaluates and compares our proposed

scheme with state-of-the-art schemes.

e Chapter 6 presents the formulation of a mirror element allocation problem in OIRS-assisted UAV-based
FSO networks and takes into account FSO channel conditions and user rate demands while being aware of
jamming attacks. It also compares the performance of the proposed mirror element scheme with respect
to conventional benchmark schemes in terms of user rate demand, achieved sum rate, and severity of the

jamming attack.

e Chapter 7 summarizes the contributions of the work and outlines possible directions for future work.



Chapter

Background and Related Works

2.1 Introduction

This chapter presents a comprehensive review of existing research related to FSO-based communication sys-
tems, their integration with UAVs, and the emerging role of OIRS in enhancing communication performance
for 6G networks. The review highlights significant developments in FSO technologies, identifies the limitations
of current systems, and discusses key challenges such as atmospheric impairments, jamming threats, and LoS
maintenance. Special emphasis is placed on UAV-assisted FSO systems, hybrid RF/FSO communication frame-
works, and resource optimization strategies involving OIRS. Additionally, the chapter identifies critical research
gaps that shape the objectives of this study and discusses real-world applications of FSO-based communication
networks.

This chapter introduces the fundamental concepts and related mathematical expressions that form the
foundation of the work presented in this thesis. These foundational elements are necessary for formulating the
mathematical models of different system configurations, which will be explored in later chapters. While FSO
links have been extensively researched, with various aspects covered by numerous studies, this chapter focuses
specifically on those relevant to our work. In summary, it presents the necessary concepts and equations that
will aid in the analysis and derivation of performance metrics for the system.

The structure of this chapter is organized as follows: Section 2.2 provides an overview of FSO communication
systems and their channel impairments. Section 2.3 reviews OIRS and its application in FSO and hybrid
networks. Section 2.4 examines the impact of jamming attacks on FSO-based communication and existing
mitigation strategies. Section 2.5 summarizes the identified research gaps and outlines the motivation for the
research presented in subsequent chapters. Finally, Section 2.6 presents practical applications of FSO-based

communication networks.

2.2 Free space optical communication

FSO communication is one of the most cost-effective wireless solutions capable of meeting the high QoS re-

quirements in next-generation wireless networks, including beyond 5G (B5G) and 6G. FSO offers numerous



Figure 2.1: An application of FSO communication

advantages such as an unlicensed spectrum, high bandwidth, immunity to electromagnetic interference, high-
speed data transmission, and rapid deployment [1]. It is a flexible and easily deployable solution that uses a
laser diode as a transmitter and a photodetector as a receiver. Due to the coherent nature of laser light, FSO

enables long-distance, point-to-point communication with high data rates [7], which is illustrated in Fig. 2.1.

2.2.1 Motivation for FSO communication

The evolution of the next 6G of cellular networks is attracting considerable attention from many researchers.
In the near future, 6G networks are poised to achieve remarkable performance benchmarks such as low latency,
high energy efficiency, high security, high data rates, and massive device connectivity [2]. Conventional RF
resources do not meet these rigorous demands. The high data rate requirements for bandwidth-intensive ap-
plications, such as high-definition video streaming, augmented reality (AR), mixed reality (MR), and virtual
reality (VR), exaggerate the RF spectrum crunch. However, FSO technology is expected to provide users with
high data rates with minimal installation costs. FSO technology offers several benefits, such as wide bandwidth,
low latency, greater flexibility for deployment, unlicensed spectrum, and less electromagnetic interference [9—
11]. Furthermore, FSO offers ease of deployment and long-distance communication with a high transmission
rate. The potential of FSO technology has recently attracted significant attention. Despite all these notable
advantages, the FSO link experiences several channel impairments, such as fading due to varying weather condi-
tions, atmospheric turbulence, pointing errors due to misalignment between transmit and receive apertures, and
physical blockages. Table. 2.1 captures the main physical-layer challenges encountered in FSO-based networks.
These impairments in the FSO channel affect the information carrying capacity of the FSO-based communica-
tion channels to a greater extent [9—11]. However, the key challenge in the large-scale deployment of FSO is to

provide LoS between communicating devices.



Table 2.1: Channel Impairments in FSO Systems

Impairment Cause Impact on FSO Performance

Atmospheric Absorption and scattering by atmo- Leads to significant signal loss and re-

attenua- spheric particles such as fog, rain, and duced transmission range, especially in

tion snow dense fog conditions

Atmospheric Variations in temperature and pressure Results in signal scintillation, beam

turbulence causing refractive index fluctuations wander, and intensity fluctuations, de-

grading signal quality

Pointing Misalignment between transmitter and Causes beam misdirection or partial

errors receiver due to building sway, vibra- signal loss, especially in narrow-beam
tions, or wind FSO systems

Obstructions Physical objects such as birds, trees, or Interrupts the optical link, causing tem-
temporary obstructions in LoS path porary outages

2.2.2 Modeling of FSO communication link

FSO link is affected by three key distance-dependent impairments: atmospheric attenuation, atmospheric tur-
bulence, and pointing errors [22] as illustrated in Fig. 2.2. The atmospheric attenuation is governed by the
Beer-Lambert Law [23], while atmospheric turbulence arises from random fluctuations in the refractive index
of the atmosphere, typically modeled using the Gamma-Gamma distribution [24]. Pointing errors, another
critical challenge, result from beam misalignment between the transmitter and receiver, often caused by factors
such as strong winds, thermal expansion, or seismic activity. To mitigate pointing errors, acquisition, tracking,
and pointing systems can be employed to maintain beam alignment [15]. Additionally, installing multiple FSO

apertures at the transmitter can further reduce the impact of beam misalignment [25].

2.2.2.1 Absorption, Scattering, and Turbulence

In FSO communication, the atmosphere serves as the transmission medium, playing a crucial role in the per-
formance of the link. The atmosphere consists of different layers, commonly categorized as the troposphere,
stratosphere, mesosphere, thermosphere, and exosphere. For terrestrial FSO communications, the troposphere
is particularly significant. This layer contains most of the water vapor and aerosols, is the site of weather
phenomena, and experiences variations in pressure and temperature. Since FSO relies on a line-of-sight path
between optical transceivers, any physical obstruction or atmospheric conditions such as rain, snow, fog, or
haze that reduce visibility are problematic. Additionally, the presence of gases, water vapor, and suspended
particulate matter causes absorption and scattering of the optical beam as it propagates through the tropo-
sphere. Both absorption and scattering are wavelength-dependent and attenuate the optical signal. Absorption
and scattering are deterministic phenomena that are often grouped together under the term “extinction," which
refers to the loss or attenuation of the propagation optical beam. This loss can be mathematically expressed

using the Beer-Lambert law, which is given as in [20]:

ha = exp (—kiLr), (2.1)
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Figure 2.2: Channel impairments in FSO communication

where k; is the extinction coefficient and is related to the absorption and scattering of the optical beam (in
km~1) over a distance of Ly (in km). Atmospheric turbulence occurs due to irregular air motions or eddies
of varying sizes, which are driven by fluctuations in air pressure, wind velocity, and temperature gradients
in the atmosphere. Atmospheric turbulence is typically caused when wind, in the presence of a temperature
gradient, moves over a terrain with aerodynamically rough features. This interaction results in fluctuations in the
refractive index of the atmosphere, a phenomenon known as atmospheric turbulence. Several models have been
proposed in the literature to represent weak to strong atmospheric turbulence, such as the negative exponential,
lognormal, K-distribution, Gamma-Gamma, Double Generalized Gamma, Double Weibull, M-distribution, and
Malaga distribution. In works like [27],[28],[29], the Gamma-Gamma distribution is recognized as the most
realistic model for FSO links, as it closely aligns with experimental results and applies to a wide range of
atmospheric turbulence conditions [30]. As a result, the Gamma-Gamma distribution has gained widespread
acceptance in current research. For the analysis in this thesis, the FSO channel will be modeled using the
Gamma-Gamma distribution. Atmospheric turbulence is modeled as a random process following a Gamma-

Gamma distribution, with its probability distribution function (PDF) expressed as [20]

2 B aflﬁf "f;ﬂf_
fhat(hat)_what 1Kaf—ﬁf(2 afﬁfhat)v (2~2)

where I'(-) is a Gamma function and K, (-) is a modified Bessel function of the second kind of order zth. ay

and By are the scintillation parameters of FSO link f that are further expressed as [20]

1
af = )
! « 0.4902, 1
eXP (14+0.560)./°)7/6
1
Bf = - , (2.3)
exp 0.5102, 1
(140.69012/°)5/0
where 0}2% is the Rytov variance is denoted as 012% =1.23C? (27”)7/6 L},l/ % and A represents the wavelength of the

optical beam in meters, and L is the FSO link length in meters. The value of the coefficient 1.23 used for the

10



Rytov variance corresponds to the plane wave assumption often used in UAV-based FSO system modeling. This
formulation, as found in [23], is appropriate for the propagation geometry and atmospheric conditions considered.
The use of 1.23 is consistent with the modeling assumptions and aligns with prior literature examining similar
UAV-assisted FSO configurations. However, the coeflicient 0.5 for the Rytov variance is typically used in
terrestrial FSO channel modeling, where links are near the ground and spherical wave propagation is assumed,
commonly accepted practice in such scenarios. The parameter C2 characterizes the refractive index and denotes
the strength of atmospheric turbulence, ranging from 10~ m~2/3 for strong turbulence to 1076 m~2/3 for
weak turbulence [26]. For a horizontal path, the value of C? is taken to be a constant, whereas, for ground-to-
space link and space-to-ground link, the C2 is modeled as a function of altitude, H ( in meters) has to be used.
For inclined paths, the so-called Hufnagel-Valley model is generally used [14]. In an FSO link, C2? decreases
with altitude H (up to 3 km) [11]. The refraction structure parameter C2 is defined as C2 ~ C2(0) exp (T ),
where C2(0) is the refraction structure parameter in the horizontal link and H is the height of the FSO link

above ground level in meters.
2.2.2.2 Pointing Errors

Any deviation from the desired LoS of the FSO links results in a pointing error or misalignment between
the optical transceiver pair, which can significantly degrade the performance of the FSO link. The pointing

error is also generated due to atmospheric turbulence-induced beam drift and is considered to be of particular

importance for FSO links [26]. The PDF of pointing error is expressed as [20]
e el
Fio () = o ()€1, (2.4)
Ay
where A = [erf(v)]? represents the fraction of the collected power within a circular aperture centered at radial
distance zero, erf(-) denotes the error function, and v = gﬁ with a being the aperture radius and w the beam

radius. & is the pointing error coefficient, which is defined in terms of the standard deviation of the jitter o;
and the equivalent beam waist wy, . at distance Lp as [20]

wLF
20‘j

&= , (2.5)

FSO link is affected by atmospheric turbulence, mainly caused by the random fluctuation of the refractive
index of the atmosphere. In addition to the atmospheric turbulence effect, the pointing error also affects the
performance of the FSO link. To mitigate the effect of misalignment, we can install an acquisition, tracking,
and pointing system to align the optical beam [15]. However, the misalignment problem can also be alleviated
by the installation of multiple FSO apertures at FSO transmitter [25]. The PDF of the channel fading due to

atmospheric turbulence, atmospheric loss, and pointing error is expressed as [20]

Earfy 3.0 [ afBy 'S
h)= * h .
P Aoty o\ Ao 1 01,1 0

where, G (-) is the Meijer-G function. The PDF of the instantaneous signal to noise ratio (SNR) (vrso0) is
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expressed as [20]
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where, p = £2/¢2 + 1 and Yrgo is average electrical SNR. On integrating (6.31), the corresponding cumulative
distribution function (CDF) of the SNR is expressed as
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2.2.3 Related Works

In recent years, advancements in FSO technology have made it a promising alternative to optical fibers, primarily
due to its lower installation costs. FSO systems are especially advantageous in locations where optical fiber
installation and trenching are challenging or impractical [1]. For example, in [31], the authors proposed a time
wavelength division multiplexing (TWDM)-passive optical network (PON) architecture integrating both PON
and FSO links to ensure survivability against fiber failures. In [32], the performance of an FSO-based optical
code division multiple access (OCDMA) PON system was analyzed, with the FSO link between the optical line
terminal (OLT) and passive splitter. In [33], the integration of optical baseband, FSO, and millimeter wave
traffic in the PON architecture was explored using on-off keying (OOK) signals. Similarly, [34] investigated
bidirectional time division multiplexing (TDM) FSO-based PON. Studies such as [35] examined how weather
parameters (e.g. temperature, humidity, wind speed) affect fiber-FSO-fiber networks, while [36] proposed a
hybrid system combining TWDM PON with FSO and evaluated its performance in terms of bit error rate (BER).
Furthermore, in [37], the performance of wavelength division multiplexing (WDM) PON, integrating fiber and
FSO links with modulation and detection using modified OOK signals, was examined. A cost analysis of the
hybrid PON-FSO approach for fronthaul networks was also conducted in [38], comparing it with standalone
PON architectures.

Despite all these notable advantages, the FSO link experiences several channel impairments, such as fad-
ing due to varying weather conditions, atmospheric turbulence, pointing errors due to misalignment between
transmit and receive apertures, and physical blockages. These impairments in the FSO channel affect the in-
formation carrying capacity of the FSO-based communication channels to a greater extent [9-11]. However,
the key challenge in the large-scale deployment of FSO is to provide LoS between communicating devices. An
effective solution to mitigate these challenges is using UAVs as aerial relays for FSO links.

UAVs are expected to play an important role in 6G communication networks when deployed as aerial base
stations or mobile aerial relays [39]. Recently, the use of UAV has evolved as a promising solution in FSO-based
communication systems for providing LoS links for longer FSO links, including the necessity of precise FSO link
alignment [40], [41]. UAV-based FSO relays could be deployed in challenging terrain to provide high throughput
and reliable services. The channel modeling of a UAV-based FSO communication system is proposed under
the combined effects of atmospheric attenuation, atmospheric turbulence, pointing errors, and AoA fluctuation

in [12]. The end-to-end performance of the UAV-based FSO communication system is analyzed under the effect
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of the channel impairments in [13], [14], and [141, 45, 16]. UAV is communicated with the ground station via
FSO as a backhaul link, and UAV can transmit information to users through an RF link in [46].

The ground station sends the information to UAV via FSO link as a backhaul link, and thereafter UAV trans-
mits the information to the users via RF links in [141]. UAV-assisted hybrid RF and FSO-based communication
systems optimized the optical beam’s divergence angle to maximize data rate with minimizing outage probabil-
ity in [43]. The beam width of the optical beam and position of the UAV is optimized under the impact of the
position and height of the building in UAV assisted FSO-based communication system in [44]. The architecture
for remotely charging a UAV via laser beam has been proposed in [47]. The optimal trajectory-planning of a
laser-charged UAV was proposed in [48], [19]. Finally, exploiting FSO as backhaul and energizer for the UAV,
which works as an aerial relay, novel optimization frameworks were also developed in [50], [51]. As research
progresses, it is evident that laser-driven wireless power transfer is a more feasible solution to overcome the
UAV’s energy limitations in aerial communication networks. The trajectory of UAV should also be optimized

such that the flight time of UAV is maximized in order to satisfy the requirement of the desired data rate [15].

2.3 Optical Intelligent Reflecting Surfaces (OIRS)

In recent years, intelligent reflecting surfaces (IRS) may considerably enhance the performance of wireless
communication systems in case of ‘skip-zone’ problems and the non-availability of LoS. IRS is expected to be
one of the key technologies for the 6G communication network. IRS can reflect or beamform the signal in the
user’s desired direction, and it is a passive device. IRS can be employed for FSO and RF-based communication
systems. IRS has numerous benefits, such as low cost, easier installation, and energy efficient. Currently, IRS
can be designed in the form of mirrors, micro-mirrors, and metasurfaces [16]. RF-based IRS is assumed to be
composed of metasurfaces. In the case of RF-based IRS, the output power distribution on the IRS surface is
uniformly distributed, and the incident wavefront can be modeled as planar. While in the case of FSO-based
OIRS, the optical power distribution on the OIRS surface is non-uniform and has a curved wavefront since
the optical beam in FSO communication is modeled as a Gaussian beam [52]. Contrary to RF-based IRS
communication systems, the development of an FSO-based OIRS communication system is still in a nascent
stage and is a topic of intensive research. OIRS is a near-passive device that can reflect the signal in the desired
direction and alter the shape of the signal to form a beam. In [17], two architectures for FSO-based OIRS are
proposed in a point-to-multipoint FSO communication system, which is a micro-mirror array (MA) and phased
array (PA). MA-based OIRS consists of multiple micro-mirror units and can converge the optical beam in the
desired direction by mechanical adjustment of their orientations. MA-based OIRS has the potential benefit
of low cost and more comprehensive coverage so that it can be applied in broad application scenarios of the
FSO-based communication system. Like RF-based IRS, PA-based OIRS is composed of multiple programmable
phased modulation units, which can modify the beam direction and shape by adjusting the phase distribution
of the phased modulation units. MA and PA-based OIRS can realize beam convergence, deflection, and beam

splitting [17].
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2.3.1 Motivation for Optical Intelligent Reflecting Surfaces

In a traditional FSO communication system, the performance loss for the entire network is huge when obstacles
block optical channels. FSO operates as a LoS technology that transmits data via a modulated optical beam
across free space. The primary challenge for the widespread adoption of FSO technology lies in maintaining
a clear LoS between the communicating devices. OIRS has the potential to greatly improve the performance
of FSO-based networks, particularly in scenarios where LoS connectivity is not feasible. As a result, OIRS
can be utilized in a wide variety of realistic application scenarios [9, 16, 17]. OIRS is expected to improve
the performance of FSO-based networks, specifically when LoS is not available [18]. Hence, the OIRS-assisted
UAV, where the OIRS is mounted on the UAV, can be used as a mobile relay between the communicating
devices so that the requirement of LoS is mitigated [53]. Consequently, an OIRS-assisted UAV is expected to
significantly enhance the performance of conventional FSO-based networks. OIRS-assisted UAVs can help in
existing wireless infrastructure by improving their coverage area, spectral efficiency, and QoS parameters because
of the unique attributes of UAVs, such as three-dimensional (3D) maneuverability, autonomous governing, and
flexible deployment. OIRS-assisted UAV-based FSO communication system is also appropriate for challenging
deployment scenarios such as in difficult terrains, the city’s center, and remote locations [54]. Moreover, in
the absence of communication infrastructure, OIRS-assisted UAV emerges as a cost-effective solution that can

provide on-demand coverage and the required data rate to users.

2.3.2 Modeling of Optical Intelligent Reflecting Surfaces

In this thesis, we explore the application of OIRS in FSO-based networks. Existing implementations of OIRS
encompass mirrors, micro-mirrors, and metasurfaces [16]. Previous research has outlined two primary archi-
tectures for OIRS: mirror-based and phased array-based. Mirror-based OIRS utilizes multiple micromirror
elements that can mechanically adjust their orientations to converge the optical beam in the desired direc-
tion [17]. The optical power distribution on the surface of mirror-based OIRS exhibits non-uniformity and a
curved wavefront, as the optical beam in FSO communication is typically modeled as a Gaussian beam [52].
PA-based OIRS, on the other hand, employs multiple programmable phase modulation units capable of ad-
justing the beam shape and direction by manipulating the phase distribution across these units. Both types of
OIRS can achieve tasks such as beam convergence, deflection, and beam splitting [17].

Furthermore, we consider a mirror-based OIRS with a square geometrical shape, comprising an array of
multiple micromirror elements. These mirror elements are capable of orientation adjustments through mechan-
ical actuators and are controlled by a dedicated controller [13]. Moreover, the orientation angle of each mirror
element 6; is adjusted to achieve beamforming in a specific direction. The orientation angle 6; is defined as

follows [17]:

hxi(szzxi - ;TZ) + hyl(y]T_fh - le;) + hZL(ZJT_:l - 22152)

0, =
cos0; 5

; (2.9)

where normal vectors are denoted by (hs,, hy,, hz;). The coordinates of a mirror element are represented as (x;,

Yi, 2;). The coordinates of the users and the optical transmitter are (z;, y;, z;) and (s, ys, 25) respectively.
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The distribution of the received power density P; is expressed as
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where wr,,, is the radius of the beam on the surface of OIRS, K represents the power factor and A, is the central

amplitude of the beam.

2.3.3 Related Works

Integrating UAV and OIRS could be a viable and efficient solution to provide high QoS in FSO-based commu-
nication for 6G communication networks. The deployment of an OIRS-assisted UAV as a mobile aerial relay
between the transmitter and the receiver for mitigating the non-LoS and blockage challenges in 6G commu-
nication networks [55], [56]. In [53], the authors analyzed the performance of a UAV and IRS-based assisted
hybrid FSO/RF system under the impact of effects of atmospheric attenuation, turbulence, pointing errors, and
phase error of IRS. In this work, the authors proposed that UAV is equipped with IRS and serves as a relay
node for a hybrid RF/FSO-based communication link between transmitter and receiver. In [57], the authors
proposed an IRS-based FSO communication system, where the IRS is deployed on the building to serve as a
fixed relay node to maintain the LoS communication link between two buildings in the presence of blockages.
In [58], the authors evaluated the pointing errors under the effect of building sway and also analytically modeled
the FSO channel under the impact of size, position, and orientation of IRS. In [56], the authors investigated
the performance of an OIRS-assisted hybrid RF/FSO system in terms of symbol error probability and outage
probability under the effect of multiple OIRS elements, atmospheric turbulence, and pointing error. The deep
neural network was also employed in a UAV-assisted RF-based IRS-based communication system to determine
the outage probability by considering the impact of channel impairments in [55]. Three protocols for sharing
the IRS by multiple FSO links were proposed in [59], and the performance of the point-to-point IRS-assisted
FSO system in terms of the BER and outage probability was analyzed.

2.4 Jamming Attacks on FSO Networks

In many realistic applications, delivering messages between devices on time is always required. These applica-
tions are often associated with critical human tasks such as health care, road safety, and defense, where a high
level of security is crucial. Unfortunately, due to the specific characteristics of the FSO-based infrastructure,
achieving security is more complex than in traditional networks. FSO-based networks are prone to jamming
attacks due to their inherent technical limitations. The jammer transmits illegitimate emissions of optical sig-
nals to block the legitimate transmission between the optical transmitter and the receiver. The intervention of
malicious optical transmitters, such as jammers in the FSO network, deliberately uses the optical signal to dis-
rupt the communication between a legitimate transmitter and an FSO receiver, which can result in higher-layer

security problems such as DoS.
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Jamming in an FSO-based communication network is the most challenging threat, for which limited research
has been conducted. Since FSO links are highly immune to interference, it is widely considered that they are
not easy to disrupt, which has resulted in minimal investigation of jamming attacks in FSO systems. However,
the broadcast nature and channel impairments of the FSO communication system make it prone to intrusion
by adversaries. Consequently, in the presence of an adversary, FSO technology cannot uniquely support all
requirements of 6G communication networks.

In FSO-based networks, jamming is intentional interference to destroy legitimate communications by cor-
rupting signals received by FSO receivers. Jamming attacks primarily the physical layer. However, cross-layer
attacks are also possible. Therefore, it is essential to be aware of the jamming activities so that a proper coun-
termeasure can be taken. Jamming activity in FSO-based networks is relatively less studied and analyzed than
in RF-based networks [60-62]. Jamming attacks in FSO-based networks are more feasible and cost-effective.
RF jamming is a frequency-dependent activity in which RF-based jammers utilize a transmitter to radiate
jamming signals tuned to a similar operating frequency and modulation type. In addition, RF-based jammers

are expensive, since they usually require large batteries to enhance their jamming radius.

2.4.1 Vulnerabilities of FSO-based Networks against Jamming Attacks

A jammer obstructs legitimate transmission between the optical transmitter and the receiver by directly jamming
the receiver aperture of the legitimate receiver. In this section, we explore the factors that can make FSO-based

networks susceptible to jamming attacks.

¢ Detectable operating wavelength: The FSO transmission is most likely to operate at 830 nm, 1300
nm, and 1550 nm wavelength. In most realistic application scenarios, FSO transceivers operate at 1550 nm,
the most common operating wavelength. Therefore, the jammer can easily know the operating wavelength
ranges. It becomes clear that an attacker could easily jam and disrupt the dedicated FSO communication

link [20].

e Wider FoV: To mitigate the adverse fading effect of atmospheric turbulence, angle of arrival fluctuations,
and boresight angle in an FSO-based network, the size of the apertures of the FSO receivers is kept large,
which in turn results in a wide FoV [21]. A wide FoV of FSO receivers maximizes signal reception by
significantly reducing fading effects. However, due to the wide FoV of the FSO receiver, the FSO-based
network is more susceptible to jamming attacks. A wide beamwidth of the optical beam and a wide FoV of
the FSO receiver are required to tolerate pointing errors in FSO-based networks. This makes FSO-based

networks more susceptible to jamming attacks.

¢ Inexpensive FSO jammer: FSO-based networks operate on an unlicensed spectrum; therefore, the
illegitimate intruder does not need a license to launch the optical signal to jam the legitimate transmission.
Additionally, an FSO transmitter is a low-cost device that is easy to install at the top of the building due

to its small size and lightweight.

e Trackable FSO receiver: In general, FSO transceivers are placed at the top of buildings. Therefore,
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illegitimate intruders can quickly identify the position of a legitimate FSO receiver.

¢ Relay-assisted FSO-based network: To establish long-distance point-to-point communication in an
FSO-based network, multiple relays are required. Heavy traffic loss occurs if the jammer targets any of

the relays and the entire network performance is disturbed.

2.4.2 Classification of Jamming Attacks in FSO-based Networks

We classify different jammers that may be used against FSO-based networks. FSO-based jammers are broadly
classified as proactive, reactive, and advanced. Proactive jammers do not require pre-knowledge about the
network infrastructure and user traffic. A reactive jammer monitors the network and starts jamming only
when it observes any network activity on a communication channel. Advanced jammers are power efficient and
more effective in jamming attacks. These jammers can be implemented as hybrid jammers with both proactive
and reactive jamming techniques. Jammers in FSO-based networks are further classified as random jammers,

persistent jammers, deceptive jammers, passive jammers, and smart jammers [63—60].

« Random Jammer: A random jammer jams the communication channel by intermittently transmitting
random bits to the legitimate F'SO receiver. This type of jamming activity is very energy-efficient because
it is active only for the jamming phase. Otherwise, it is in sleep mode. Hence, the random jammer can
save its transmit power. It is challenging to detect the jamming activity of a random jammer since its

operation switches between active and sleep mode.

e Persistent Jammer: Unlike a random jammer, the persistent jammer continuously transmits jamming
signals and random bits to a legitimate FSO receiver without following a media access control protocol. A
persistent jammer keeps a legitimate communication channel busy until its transmit power is exhausted.
Therefore, a persistent jammer requires significant power for its operation. This type of jamming activity
offers ease in launching the jamming signal. However, persistent jamming can be easily detected due to

its continuous presence.

¢ Deceptive Jammer: A deceptive jammer continuously transmits jamming signals as regular packets
similar to a legitimate transmission. In this type of jamming activity, a deceptive jammer misleads the
legitimate FSO receiver as if actual data is taking place. Unlike persistent jammers, this type of jamming

attack is difficult to trace because it sends regular packets instead of random bits.

o Passive Jammer: A passive jammer reflects a legitimate source signal from the legitimate transmitter,
affecting the legitimate FSO receiver. A passive jammer requires power for its operation, and this type of
jamming is not energy-efficient. A large size of legitimate FSO receiver aperture is needed to effectively

detect passive jamming to absorb the legitimate source signal.

¢ Reactive Jammer: This type of jamming attack is the most energy-efficient. A reactive jammer starts
transmitting jamming signals only when the legitimate transmission is detected. It is much more chal-
lenging to detect the presence of a reactive jammer because the loss of a fair packet cannot be estimated

accurately in practice.
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e Smart Jammer: A smart jammer makes a jamming attack effective by combining two or more different
types of jamming above. This jamming attack is energy-efficient since it fairly utilizes its transmit power

to jam the FSO-based network. It is difficult to detect its presence and mitigate its impact.

2.4.3 Related Works

In [67], the authors analyzed the performance of a single input single output (SISO) FSO-based network in the
presence of a jammer. A multiple-input, single-output (MISO) FSO-based network is proposed to mitigate the
impact of jamming attacks. The performance of the MISO and SISO FSO-based network is evaluated in terms of
BER. In [68], the authors propose threshold-based detection to detect legitimate transmission in the presence of
a jammer. A MISO FSO-based network is utilized to alleviate the impact of jamming attacks. The performance
comparison of MISO and SISO FSO-based networks in the presence of a jammer is studied in terms of BER,
outage probability, and diversity order. The jamming attack is investigated under the effect of FSO channel
impairments such as atmospheric turbulence and pointing errors over Gamma-Gamma fading channels, along
with the pointing error. In [20], the authors developed a non-cooperative game where two players, the jammer
and legitimate users, interact competitively to maximize secrecy capacity and minimize energy consumption. In
this non-cooperative game model, energy-efficient attack and defense are considered utility functions for both
players, the jammer and the legitimate user. In [69], the authors propose using a buffer on the relay node to
combat the effects of jamming attacks on FSO-based networks. A max-link selection protocol is used to select
the best possible link for communication at any given instant, which offers significant performance enhancement
in FSO-based networks. The authors compared the performance of non-buffer-aided and buffer-aided in terms
of BER and outage probability. In [70], the authors analyzed the jamming effect on the UAV-assisted FSO
link. The authors employ threshold-based detection to detect jamming activity in legitimate transmission. The
authors analytically derived and analyzed the BER expression for FSO-based networks assisted by UAVs in the
presence of a random jammer. The performance of the UAV-assisted FSO-based network is examined under
the combined effect of jamming activity, pointing error, and Gamma-Gamma followed atmospheric turbulence.
In [71], the authors compared a suboptimal and an approximated threshold-based detector for detecting jamming
activity in the relay-assisted FSO-based network. A suboptimal and an approximated threshold-based detector
are derived from a maximum likelihood detector. Moreover, the authors analytically derived and analyzed the
BER and diversity gain expression for relay-based FSO-based networks with an arbitrary number of relays in
the presence of a random jammer. In the research mentioned above work, the jammer is considered a stationary
entity in the research mentioned above. However, in [72], the authors deemed mobile UAV jammers in RS-
assisted UAV and FSO-based networks. Furthermore, the authors compared two types of scenarios. In the
first scenario, the UAV acts as a jammer, corrupting the signal received at the UAV as a relay between the
source and destination. However, in the second scenario, the UAV, as a jammer, jams the received signal at the
destination. Furthermore, analytical expressions for the BER and outage probability for both scenarios have
been derived in the presence of a random jammer. To mitigate the jamming effect, an IRS is utilized, and the
performance of the proposed system in the presence and absence of the IRS is also demonstrated for different

scenarios.
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2.5 Key Challenges and Research Gaps

While FSO-based networks have garnered attention due to their potential to provide cost-effective and high-
performance alternatives to traditional optical fiber networks, several critical gaps in the current literature
require further investigation. Despite progress in overcoming some technical challenges, substantial hurdles
remain that limit the large-scale deployment and operational efficiency of FSO-based networks. Below are key

research gaps that need to be addressed:

o A significant gap in the literature is the lack of comprehensive studies that address the degradation of FSO
network performance under a variety of challenging environmental conditions. While some research has
focused on individual factors like atmospheric attenuation, turbulence, and pointing errors, the combined
impact of these impairments on FSO-based networks, particularly in dynamic environments, is insuffi-
ciently explored. Moreover, the effect of environmental factors such as temperature fluctuations, wind,
and rain on long-term FSO-based networks’ performance remains largely unexamined, which could hinder

the reliability of FSO-based networks in various climates.

¢ Maintaining a clear LoS for FSO-based networks remains a significant barrier for its deployment, especially
in urban and obstructed environments. UAVs have been proposed as potential solutions to overcome these
challenges by acting as aerial relays. However, the precise optimization of UAV positioning, path planning,
and mobility is not adequately addressed in the existing literature. Most studies focus on the effects of
individual channel impairments, yet fail to consider how UAV mobility, dynamic environmental factors,

and link alignment collectively affect system performance over time.

e The integration of FSO with RF technologies to create a hybrid communication network has been explored,
but there is a lack of in-depth research on the optimal resource allocation strategies for such networks.
Existing studies primarily focus on system performance metrics like BER and outage probability, without
addressing joint optimization strategies that balance the advantages and limitations of both FSO and RF
technologies. Developing optimization frameworks that consider beam alignment, throughput maximiza-
tion, and efficient load balancing in the hybrid network is a crucial area for further research, especially as

6G networks demand high-throughput and low-latency communication solutions.

e As FSO and UAYV technologies are increasingly integrated into large-scale communication networks, the
challenges of managing scalability and resource distribution across multiple UAVs and OIRSs become
more apparent. Existing research, while offering valuable insights into small-scale and point-to-point
systems, does not adequately address the coordination and interference management needed in large-scale
deployments. Research is needed on scalable architectures for UAV-assisted OIRS and hybrid FSO/ RF
networks, with a focus on coordination between multiple UAVs, resource allocation among OIRS elements,

and efficient interference management in dense network environments.

o Most existing research focuses on optimizing system performance in the short term, such as minimizing out-

age probability or maximizing throughput. However, long-term optimization strategies for UAV-assisted
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FSO-based networks are underexplored. These strategies should consider network scalability, the lifecycle
of UAVs and OIRS elements, operational costs, and the integration of dynamic environmental changes.
Understanding how to optimize UAV-assisted FSO-based networks for long-term operations, including
resource planning and network management, will be essential for the sustainability of these systems in

future 6G networks.

o While many studies have examined jamming effects on FSO-based networks, there is a gap in understand-
ing dynamic jamming models and their impact on system resilience. Most existing research focuses on
traditional static jammer models, often considering basic performance metrics like BER and outage prob-
ability in the presence of a jammer. However, evolving and sophisticated jamming strategies, especially in
UAV and OIRS-assisted FSO-based networks, require further investigation. In particular, adaptive miti-
gation techniques, such as dynamic power control, adaptive beamforming, and interference cancellation,
have yet to be explored in the context of UAV and OIRS-assisted FSO-based networks. Furthermore,

energy-efficient jamming mitigation solutions are needed to ensure sustainable network operation.

While there have been significant advancements in the research on FSO-based networks, UAV and OIRS-assisted
communication, and hybrid systems, several critical research gaps remain. Addressing these gaps, ranging from
environmental modeling and dynamic jamming mitigation to throughput efficiency and long-term scalability,
will be essential for unlocking the full potential of UAV and OIRS-assisted FSO-based networks in the context

of emerging 6G communication networks.

2.6 Practical Applications of FSO-based Communication Networks

The proposed FSO-based communication architecture is designed to address the growing need for flexible, high-
speed, and resilient wireless communication. Its real-world relevance spans several domains in both civilian and

defense sectors, aligning with the key demands of future 6G networks and beyond.

¢ Rural and Remote Area Connectivity: Many geographically remote or rural areas lack access to high-
capacity communication infrastructure. Deploying fiber or RF systems in such regions is often cost-
prohibitive. The proposed UAV and OIRS-assisted FSO-based networks provide a flexible alternative
by extending FSO-based connectivity, enabling digital inclusion and access to essential services like

telemedicine and remote education.

o Emergency and Disaster Response: In the aftermath of natural disasters (e.g., earthquakes, floods, wild-
fires), terrestrial communication infrastructure may be rendered inoperative. UAVs equipped with OIRS
can be rapidly deployed to restore high-speed connectivity by acting as airborne reflectors or relays,

facilitating coordination among emergency services and affected populations.

e Temporary and High-Density Events: Large-scale public events such as sports events, concerts, and fes-
tivals often experience network congestion due to the temporary spike in demand. UAVs equipped with
OIRS can be utilized to dynamically scale communication capacity by providing dedicated high-throughput

FSO links, ensuring uninterrupted service quality.
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o Military and Tactical Operations: In hostile or remote environments, secure and interference-resistant
communication is critical. The directionality and low probability of interception properties of F'SO links,
combined with the adaptability of OIRS-assisted UAV systems, offer a viable solution for establishing

tactical communication networks that are robust against jamming attacks.

o Smart Cities and 6G Infrastructure: OIRS and UAVs are envisioned as integral components of 6G ar-
chitecture, where intelligent surfaces dynamically shape the communication environment. In smart city
deployments, these systems can support high-data-rate applications like intelligent transportation systems,

real-time surveillance, and autonomous vehicle coordination.
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Chapter

Comprehensive Analysis of Hybrid
Optical Wireless Communication
Architectures

In the conventional FiWi architecture, fiber-based next-generation access technologies are integrated with front-
end WiFi networks. However, large-scale deployment of optical fibers in FiWi may not be practical in uncon-
ventional scenarios like rugged terrains, remote locations, or urban centers, where additional fiber installation
is limited due to high costs or lack of flexibility. Recent advancements in FSO communication offer a viable,
cost-effective alternative to optical fibers, especially in areas where fiber installation and trenching are challeng-
ing and expensive. Integrating an FSO-based back-end with a WiFi-based front-end in XGPON architecture
combines the benefits of both FSO and WiF1i, delivering enhanced flexibility and higher data rates. Addition-
ally, LiFi has emerged as a promising complement to WiFi for indoor communication, offering easy deployment
and access to a wide, unlicensed spectrum. This chapter explores the benefits and trade-offs of integrating an
FSO-based back-end with a LiFi/WiFi front-end. Moreover, we examine the use of LA, which enables users
to simultaneously receive data from both WiFi and LiFi access point (AP)s to improve system performance
further.

The remainder of the chapter is organized as follows: Section 3.1 provides the motivation for this research
and highlights our key contributions. In Section 3.2, we describe the system model for the conventional FiWi
architecture and propose various hybrid architectures. Section 3.3 addresses channel modeling for both WiFi and
LiFi channels. An analytical expression for the outage probability in the hybrid FolLi architecture is presented
in Section 3.4. Section 3.5 discusses the performance evaluations of the proposed architectures, followed by the

chapter conclusion.

The work in this chapter resulted in the following publication:
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1-6, doi: 10.23919/ONDM54585.2022.9782861.

2. P. Singh, V. A. Bohara and A. Srivastava, “Reliable and Cost Effective All-Optical Wireless Architecture for a Broad-

band Access network," in Journal of Optical Communications and Networking, vol. 15, no. 2, pp. 98-110, February 2023, doi:
10.1364/JOCN.463574.
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3.1 Introduction

Conventional FiWi networks integrate a fiber-based back-end with a WiFi front-end in a PON architecture.
Large-scale fiber deployment in conventional FiWi setups may not be feasible in challenging terrains, remote
areas, or dense urban centers, where fiber installation is limited due to high costs and low flexibility. A
potential solution to these challenges is to introduce FSO links in AON architectures. Unlike PON, AON relies
on Ethernet, where an active optical splitter (AOS) equipped with an Ethernet switch is used. This AOS
connects multiple optical network unit (ONU)s to the central office through dedicated fiber links, with the
Ethernet switch aggregating the traffic from the ONUs and connecting it to the central office via fiber [73].

Recent advancements in FSO technology have made it a cost-effective alternative to optical fiber, particularly
in areas where trenching fiber is challenging [1, 31, 36]. In [32], the authors analyzed the performance of an
FSO-based PON system with an FSO link between the OLT and passive splitter. In [33], the integration of
optical baseband, FSO, and millimeter wave traffic in the PON architecture was explored using OOK signals.
Similarly, [34] investigated bidirectional TDM FSO-based PON. Furthermore, in [37], the performance of
WDM PON;, integrating fiber and FSO links with modulation and detection using modified OOK signals, was
examined. A cost analysis of the hybrid PON-FSO approach for fronthaul networks was also conducted in [38],
comparing it with standalone PON architectures.

Recent research has also explored the integration of VLC with FSO to leverage the benefits of both technolo-
gies. In [74], the authors analyzed the outage probability and BER of a cascaded FSO-VLC system under vary-
ing atmospheric conditions, LED counts, and room sizes. In [75], an experimental demonstration of FSO/VLC
heterogeneous interconnection for future space-air-ground-ocean-integrated communication was presented. Hy-
brid FSO/VLC links for user connectivity were demonstrated experimentally in [76]. Additionally, in [77], a
decode-and-forward-based VLC-FSO-VLC cooperative system was statistically analyzed for BER and outage
probability, while [78] proposed a reinforcement learning algorithm to address load balancing in heterogeneous
LiFi-WiFi networks. Furthermore, a Q-learning-based power allocation strategy to optimize transmit power in
hybrid RF/VLC networks, ensuring the required QoS, was introduced in [79].

Despite these advancements, the integration of an FSO-based back-end with a LiFi or LA-based front-end
in PON/AON architecture has not yet been fully analyzed, nor has its performance under various factors been
investigated. Therefore, in this chapter, we evaluate the end-to-end performance of hybrid FSO-based back-end
and VLC (LiFi/LA)-based front-end architectures under the impact of channel fading, atmospheric turbulence,
and pointing errors. In these architectures, FSO links replace both feeder and distribution fibers in the AON

back-end, while users are connected to LiFi APs via VLC links in indoor environments.
3.1.1 Contributions
The major contributions in this chapter can be summarized as:

1. We propose a hybrid FoLi architecture that integrates an FSO-based back-end network with a VLC-
based front-end within an AON. The end-to-end performance of the Foli system is analyzed, taking into
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account the impairments in the FSO channel. Furthermore, we derive a closed-form expression for the
outage probability of the hybrid FoLi architecture by determining the PDF and CDF of the instantaneous
SNR.

2. As a performance benchmark, we also investigate two alternative integration architectures: hybrid FiLi and
FoWi. In these configurations, fiber and FSO-based back-ends are integrated with LiFi and WiFi-based
front-ends, respectively. Furthermore, we explore the performance enhancement of AON by incorporating
LA in the front-end network. With LA, users are able to receive data concurrently from both LiFi and

WiFi APs, further improving the efficiency of the system.

3. We compare the end-to-end performance of the proposed architectures with the conventional FiWi archi-
tecture across various metrics, including average throughput, fairness, CAPEX and cost per bit. Further-
more, we conduct a reliability analysis of the proposed Foli architecture using probabilistic modeling and

benchmark its performance against the conventional FiWi architecture.

3.2 System Model

We compare the performance of six architectures such as Fol.i, FoWi, FiLi, FoLLA, FiL A, and conventional FiWi

architecture. These architectures are described in detail in the subsequent subsections.

3.2.1 FiWi Architecture

Fig. 3.1 (a) illustrates the conventional FiWi network, which consists of an optical fiber-based XGPON back-end
and a WiFi-based front-end network. In this FiWi architecture, the OLT is located at the central office and is
connected to a passive optical splitter via a feeder fiber. The splitter, in turn, connects multiple ONUs through
distribution fibers. These ONUs are colocated with APs, providing wireless connectivity to end users. XGPON
employs time division multiple access (TDMA) for upstream and TDM for downstream traffic management.
For indoor communication, we consider a room-sized 10 m x 10 m X 3 m, where a single WiFi AP provides

coverage. It is assumed that U mobile users are uniformly distributed within the coverage area of the WiFi AP.

3.2.2 FoLi Architecture

In this architecture, FSO based XGPON back-end network is connected to LiFi based front-end access network
as shown in Fig. 3.1 (b). In the Foli architecture, it is assumed that OLT consists of a LD for generating an
optical signal. The optical signal is transmitted to the ONUs through optical distribution network (ODN). In
ODN, each ONU is connected to the AOS through FSO link, whereas the AOS is connected to OLT using another
FSO link. At the ONUs, PDs are employed to receive optical signals. Further, the ONU is connected/colocated
with LiFi APs. As shown in Fig. 3.1 (b), we have considered four LiFi APs are install LED inside the room to

provide high data rate connectivity to the users present inside the room.
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Figure 3.1: (a) Conventional FiWi architecture (b) Proposed FoLi architecture

3.2.3 FoWi Architecture

As illustrated in Fig. 3.2 (a), the FoWi architecture connects the OLT to an AOS via an FSO link, with the
AOS further connected to ONUs through another FSO link within the ODN. In this setup, the OLT uses an
LD to generate the optical signal, which is transmitted to the ONUs via the FSO-based ODN. At the ONUs,
PDs receive and process the optical signal. Each ONU is then connected or colocated with a WiFi AP. For
indoor communication, a single WiFi AP is assumed to provide seamless wireless connectivity to the users in

the room.

3.2.4 FiLi Architecture

This architecture integrates an optical fiber-based back-end with an LiFi-based front-end access network. As
depicted in Fig. 3.2 (b), the OLT is connected to a passive optical splitter via feeder fiber. In the ODN, the
passive splitter is linked to ONUs through distribution fibers. In the front-end network, similar to the FoLi

architecture, each ONU is colocated with and connected to four LiFi APs within the indoor environment.

3.2.5 FoLA Architecture

Since LiFi and WiFi operate in separate, non-overlapping frequency bands, they can coexist and complement
each other effectively. In the LA scheme, both WiFi and LiFi APs are connected to a central controller (CC)
via an error-free link. This setup allows users to receive data simultaneously from both WiFi and LiFi APs
using the LA scheme [78], [80]. The proposed FoLA system incorporates the LA scheme to enhance overall
system performance, particularly in terms of average throughput and fairness. In the system diagram (Fig. 3.2
(c)), the OLT connects to a splitter through an FSO link, and the splitter, in turn, connects to the ONUs via
another FSO link. Additionally, an ONU connects to the CC to implement the LA scheme for WiFi and LiFi

APs within the room. Similar to the Foli and FiLi architectures, the room is equipped with four LiFi APs
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and a single WiFi AP. Users with LA capabilities can access data from both WiFi and LiFi APs concurrently
through the CC.

3.2.5.1 Algorithm 3.1 for Link Aggregation

We have incorporated the LA scheme into both FiLA and FoL A architectures, as detailed in [30]. In this setup,
LA-enabled users can aggregate data from both WiFi and LiFi access points simultaneously. We assume that
the LiFi and WiFi receivers in LA-enabled users operate independently. To account for practical implementation
effects, we have introduced an average LA overhead, denoted as S,,. According to the literature [31], B, is

typically valued at 0.8.

Algorithm 3.1 LA Algorithm
1: Input:Given the total number of the users, U.
2: foru=1, ..U do
3:  Calculate data rate for each LA enabled user

DIIL,A _ ﬁoh x (D,XViFi + D,lI:iFi),

4. end for

3.2.6 FiLA Architecture

As depicted in Fig. 3.2 (d), the LA scheme, similar to the FoLA architecture, is integrated into the front-end
access network of the FiLLA architecture, which utilizes a fiber-based back-end network. In the ODN setup,
a feeder fiber links the OLT to a passive splitter, which then distributes the signal to ONUs via distribution
fibers.

3.3 Channel Model

This section outlines the channel model used for front-end access networks, including WiFi and LiFi, and the

various factors influencing their performance. For the performance evaluation of different hybrid architectures,
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the FSO channel modeling, introduced in Chapter 2, is also utilized in this Chapter. The FSO channel model
accounts for attenuation due to absorption and scattering, turbulence caused by random refractive index fluctu-
ations, and pointing errors resulting from misalignment between transmitter and receiver apertures. The FSO
link is treated as a fading channel influenced by atmospheric turbulence (hq:), pointing error (h,), and atmo-
spheric attenuation (h,). Atmospheric turbulence is modeled as a random process following a Gamma-Gamma

distribution, with its corresponding PDF provided in Chapter 2.

3.3.1 WiFi Channel Model

In this subsection, the path loss model used for modeling the WiFi channel in the indoor space is expressed

as [32]
PLps(d) + po, d < dgp,

PL(d) = d
( ) PLFs(d> + 35 IOglo () + pe, d > dpp,

(3.1)
dgp

where d corresponds to the distance between the WiFi AP and uth user, dgp denotes the distance between the

breakpoint, y, ~ N(0,02). The path loss in free space, PLrg is given as
PLpg(d) = 201logo(d) + 201logq(fe) — 147.5, (3.2)
where f. denotes carrier frequency. Further, we also consider multipath propagation in wireless access channels,

| K . 1
S Y [
GWIF] K+1e + K+1,U/11 (33)

where p; ~ N (0,1). The arrival/departure angle of the LoS signal is denoted by ¢. We have also assumed that

which is expressed as

before the breakpoint, the Rician factor K is equal to one, and after the breakpoint, K is equal to zero. The

channel gain between uth user and WiFi AP is represented as Hip;, and it is calculated as [52]

PL(d)

Hips = |Gwirs* 107710, (3.4)

where Gwir; is WiFi channel response and PL is path loss of the multipath propagation in WiFi channel.

Therefore, the SNR of uth user is given as

u WiFi
_ HWiFiPT

SNRiwip; = (3.5)

NwiriBwiri
where P:,W Fi jndicates transmit power of WiFi AP, Nyyir; denotes power spectral density (PSD) of noise in
WiF'i channel, and Bwir; represents the bandwidth of WiFi AP. The data rate achieved by uth user from WiFi

AP can be calculated as given in [32]

DZViFi = guTuBWiFi~ (36)

where g, corresponds to the fraction of the transmission time that WiFi AP spends on uth user and T, indicates
spectral efficiency of the uth user from WiFi AP. Since we consider a single WiFi AP in the room, there will

be no interference from other WiFi APs.
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3.3.2 LiFi Channel Model

For the indoor LiFi channel model given in [83], we assumed that the LED is deployed at a height L; from
the uth user. The angle of incidence and angle of irradiance are denoted by ¢, and 8,, respectively. LED’s
maximum radius can be expressed as 1. = Lj tan ®;,5, where ®; /5 is semi-angle of LED. The LED follows
Lambertian emission pattern with emission order m defined as m = —1/log, cos ®; /5. The LiFi channel gain

of LoS link between uth user and LED is expressed as.

App(m + 1R

HﬁiFi - ord. 2
u

Cosm(au)G(wu)g(‘Pu) COS(SDu)a (3~7)

where App represents PD area, SR denotes responsivity of PD, d,, represents Euclidean distance between LED
and uth user. The PD area is modeled as an active area App that collects radiation incident at angles ¢, less

than the PD’s FoV, U ppy . The effective collection area of the PD is given by

Appcos(py), 0<p, <7/2
Acsp(pu) = {OPD ) on > u)3 / (3.8)

The gain of the optical filter is denoted by G(,,), and the gain of the optical concentrator g(y,,) is given by
[53].
RI?

9(pu) = § sin®(Vpov)
0, ou > ¥Yrov,

, 0< 9y < Yoy (3.9)

where RI denotes the refractive index. According to geometrical representation of LoS VLC link, cos(y,) =

Ly/d, = Lp/\/r2+ L} and cos(#,) = Lp/+/r2 + L}, where r, representing horizontal separation distance
between LED and the uth user respectively. After substituting all these values in (3.7), LiFi channel gain can

be rewritten as
I(m+ 1)L+
e, (3.10)

HﬁiFi =
(2 + 7)™

where I = 5= AppRG(pu)g(¢y) is constant term.
The PDF of gain of LiFi link between LED and uth user can be obtained as mentioned in [83]

2(I(m + 1)Ly tt)2/m+s - (2/m+3)-1

« (H)= 3.11
fHLiFi( ) Tg(m‘i‘?)) ( )
The PDF of the instantaneous SNR. (yir;) is given as [33]
.
__iimi I 12/ mA3, - 2
Fre (V) = m( (m+1)Ly™") v, (3.12)

where 71,ir; denotes average electrical SNR.
We assume that all LiFi links are independent and identically distributed random variables. By applying
Binomial approximation, the CDF of the instantaneous SNR for best LiFi link for uth user is expressed as [33]
—1/m+3
F’YLiFi (’Y) = ’UNL_AP - NL—APUNL_AP_lx ( . > ’ (313)
YLiFi
where v = (1 + i—z), X = Z(I(m+ 1)LY)2/™+3 and Ny_ap denotes the number of LiFi APs. We also

assume that the users are connected to one LiFi AP and will experience interference from remaining LiFi APs.
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Therefore, signal to interference plus noise ratio (SINR) of the signal received by wuth user from ith LiFi AP is
given as [32]:
(RHp PE™ /)

NririBLiri + Z(mHI{}%iP:IFiFi/@)Q,
i

SINRp . =

(3.14)

where HﬁffFl is LiFi channel gain between [th LiFi AP and uth user and P%iFi is transmit optical power per

LiFi AP. Data rate achieved by uth user from Ith LiFi AP can be calculated as in [82]
Dy = e, Y, Briri, (3.15)

where By,;r; represents the bandwidth of LiFi AP. Given the SINR of the users, the modulation and coding
scheme (MCS) is used to determine their spectral efficiency T,. The relationship between SINR, MCS, and

spectral efficiency T, is summarized in [82].

3.4 Statistical Characteristics of the Equivalent SNR of End-to-End
Link of FoLi Architecture

We derive mathematical expressions for the PDF and CDF of the SNR for the end-to-end link in the proposed
Folii architecture. In this architecture, the OLT is connected to an AOS via an FSO link, while another FSO

link connects the AOS to the ONU. Consequently, the signal received at the AOS is expressed as follows:

Yorr,splitter = C1thrso, T1 + no1, (3.16)

where (7 represents optical-to-electrical conversion ratio of OLT-AOS FSO link, x; denotes optical signal trans-

mitted by laser diodes from the OLT, ng; ~ N(0,02 ) denotes the additive white Gaussian noise (AWGN)

? 7 no1

with zero mean and variance o2 [

o [22]; and hpso, denotes channel fading level of FSO link due to atmospheric

loss, atmospheric turbulence, and pointing error. The optical signal received at (th ONU is expressed as

Ysplitter,onv,, = ChEg0,T2 + no2, (3.17)

where (5 represents optical-to-electrical conversion ratio of AOS-tth ONU FSO link, 25 denotes estimated signal
at tth ONU, nge ~ N(0, 072102), and hiigp, denotes FSO channel gain between AOS and (th ONU. At the user,

the PD transforms the optical signal into electrical signal and the signal received at uth user is given as
Lu 4
Yuseru = CSHI;:;‘IQTS + nos, (318)

where (3 represents optical-to-electrical conversion ratio of (th ONU-uth user VLC link, #3 denotes decoded
signal at uth user, ngz ~ N'(0,02 ), and H]lﬁ;l denotes LiFi channel gain of VLC link between [th LiFi AP and

uth user.

3.4.1 Cumulative Distribution Function

The equivalent SNR of the end-to-end link of the proposed FoLi architecture is expressed as [34]
YroLi = min{yrso,, YFs0, YLiFi} (3.19)
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where vrgo, is the SNR of FSO link between OLT and AOS, yrso, is the SNR of FSO link between the AOS
and (th ONU. As mentioned before, ONU is colocated/connected with LiFi AP. Therefore, yr;r; is the SNR
of LiFi link between LiFi AP and uth user. Finally, the CDF of SNR ~p,1; of end to end link of the proposed

FolLi architecture is expressed as

F'YFoLq; (7) =1- [(1 - F’YFsol (7)) X (1 - F"/FSOQ (7)) X (1 - F’YLiFi (’7))] ) (3'20)
where I, denotes the CDF of the SNR of F5O link between OLT and the AOS, F ., denotes the CDF of

the FSO link between the AOS and (th ONU. With the assumption that FSO and LiFi links are independent,
we get the expression for CDF of the SNR of the end-to-end link of Foli architecture by substituting (2.7) and

(2.8) in (3.20) as shown in (3.21).
L& +1 )
g%aafuﬁfmo

252 « ﬁ e}

afl)r(ﬁﬁ) YFSO,
25% 3,1 af26f292 1’§§ +1
x|1— T T Gy - vy
(a.fz) (61”2) TFS02 g%vafwﬂfz’o

—1/m+3
« (1 — pNL-ar _ NL_APUNL-AP—lx (’7) ) ] , (3.21)
YLiFi

In (3.21), & and &, denote pointing error coefficient for FSO link between OLT and the AOS, and between the
AOS and th ONU, respectively.

3.4.2 Probability Density Function

The PDF of the SNR of the end-to-end link of FoLi architecture can be obtain by differentiating (3.20) as

f’YFoLi (7) :[f'YFsol (1 - F’YFSOQ (7)) (1 - F’YLiFi (’7))] + [f’ypso2 (1 - F’ypsol (’7)) (1 - F’YLiFi (7))]"’_

[f’YLiFi (1 - FVFsol (7)) (1 - F’YFSOQ (7))] (3'22)

where f,,.¢,, denotes the PDF of the SNR of the FSO link between OLT and the AOS, fy.g,, denotes the
PDF of the FSO link between the AOS and (th ONU. The closed form expression of the PDF for the SNR of
the end-to-end link of the proposed Foli architecture can be obtained by substituting (2.7), (2.8), (3.12), and
(3.13) in (3.22).

3.5 Results and Discussion

To evaluate the performance of the end-to-end links for the proposed Foli, FoWi, Fili, FoLA, FiLA, and
FiWi architectures, we employed the VPI Transmission Maker simulation software [35], a powerful tool for
designing and analyzing optical networks and their components. Since this tool cannot assess optical signals
propagating outside the optical fiber, we utilized VPI’s co-simulation capability with MATLAB to analyze
signals in free space. For the FSO-based back-end architecture, we assumed the use of an optical source

operating at a 1550 nm wavelength at the OLT to generate 10 Gbps OOK data. These data are encoded
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Table 3.1: Simulation parameters utilized in fiber and FSO-based architectures

Parameters Simulation val-
ues

Optical Fiber and FSO Channel
tl;gn)(feeder and distribution sec- 9 and 4 Km
Pr 17.78 dBm
a 30 cm
C? (Weak turbulence) 8x107 1% m~2/3
C2 (Moderate turbulence) 2x10" 14 m~2/3
C2 (High turbulence) 1x107 13 m~2/3
gtt):c;nuation coefficient of optical 0.2 dB/km
¢ 0.5 A/W
oj 30 cm
ki 0.43
072101’ 0202 L

I WiFi Channel
User height above floor level 0.85 m
o (before dpp) 3 dB
o (after dgp) 5 dB
dep 5 m
fe 2.4 GHz
Nwiri -174 dBm/Hz
PYViFi 20 dBm
Bwiri 20 MHz
LiFi Channel

App 1 cm?
RI 1.5
By/s 60°
G(¢) 1
Yrov 90°
R 0.53 A/W
P%iFi 3 watt
© 3
Briri 20 MHz
Nyp.ap 4
Nvriri 1072 A% /Hz

by a mach zehnder modulator (MZM) and transmitted over an FSO link with a length of 2 km, where it is
received by an active/passive splitter. The splitter then connects to 16 ONUs via dedicated FSO links of 4
km. Each ONU converts the optical signal into an electrical signal using a PD. It is assumed that these ONUs
are co-located with WiFi/LiFi access points in a room measuring 10 m x 10 m x 3 m . The users in the
room are distributed according to a uniform probability distribution. To evaluate the performance of the FiWi
and FoWi architectures, a single Wil'i AP is used to cover the indoor space. In contrast, the Filii and Foli

architectures utilize 4 LiFi APs to cover the room. The FoLLA and FiLA architectures employ 4 LiFi APs and
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Figure 3.3: Outage probability of FoLi architecture over weak, moderate, and strong turbulence with pointing
errors

a single WiFi AP to provide connectivity to all users within the room. The major simulation parameters are

listed in Table 3.1.

3.5.1 Outage Analysis

In this subsection, we have analyzed the end-to-end outage probability specifically for Folii architecture. When
the instantaneous SNR of the end-to-end Fol.i architecture falls below the SNR threshold ~;, FoLi will suffer
an outage. Since no data is received by the user when SNR falls below vy, the outage probability can be given
as Pyt = Prlyror: < v). Fig. 3.3 illustrates the outage probability of the end-to-end FoLi architecture as
a function of SNR, considering the effects of atmospheric loss, turbulence, and pointing error. The numerical
and simulation results align well, validating the analytical derivations provided in (3.21). It is evident that the
outage probability is higher under strong and moderate turbulence compared to weak turbulence. Additionally,
increased pointing errors in the FSO link led to a greater outage for the Folii system. For example, an outage
probability of 1071 is achieved at a SNR of 14 dB in weak turbulence with minimal pointing error (&, = 43.96).
In contrast, this outage probability occurs at 16 dB SNR under moderate turbulence with medium pointing
error (& = 2.6) and at 17 dB SNR under strong turbulence with high pointing error (§&2 = 0.899). Furthermore,
in weak turbulence with small pointing error, an outage probability of 1072 is achievable at 26 dB SNR, while in
strong turbulence with large pointing error, the same outage probability requires 37 dB SNR. Moreover, more
pointing errors in the FSO link result in greater outages of the proposed FoLi architecture. At 10 dB SNR, the

outage probabilities for weak, moderate, and strong turbulence are 0.3, 0.4, and 0.44, respectively.

3.5.2 Performance Comparison

In this subsection, we compare the simulation results of the proposed Fol.i, FoWi, FiLi, FolLA, and FiLA
architectures with those of the conventional FiWi architecture, focusing on the average data rate and fairness.

In addition, we evaluate and compare the CAPEX of these hybrid architectures.
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Figure 3.4: (a) Average data rate versus the number of users U. (b) Average data rate versus the number of
users U under the impact of atmospheric turbulence.

3.5.2.1 Average Data Rate

Fig. 3.4 (a) shows the average data rate per user as a function of the number of users U for the proposed
architectures and the conventional FiWi architecture. As illustrated, the average data rate per user in the
downlink decreases with an increase in U. The FilLA architecture outperforms the other hybrid architectures
under weak turbulence with minimal pointing error ({2 = 43.96). Furthermore, the FiLA and FoL A architectures
deliver higher average data rates per user compared to Fili and FoLi for N < 10. However, for N > 10, the
performance of the FiLi, FoLi, FiLA, and FoLLA architectures tends to saturate. The architectures with LiFi
and LA front-ends—namely FiLi, Folii, FiLLA, and FolLA—outperform FiWi and FoWi in terms of average data
rate, particularly under weak turbulence with lower pointing error. Under ideal atmospheric conditions, under
weak turbulence with lower pointing error, the performance of architectures employing FSO in the backhaul
is nearly equivalent to those using fiber, particularly when the same front-end access technology is used. This
indicates that, in the absence of atmospheric conditions impairments, FSO can serve as a viable alternative to
fiber for broadband access.

Fig. 3.4 (b) compares the FiLA and FoL A architectures under weak, moderate, and strong turbulence condi-
tions. It is evident that as the strength of the turbulence increases, the average data rate per user for the FoLA
architecture deteriorates relative to the FiLLA architecture. The performance of the FoLLA architecture under
weak turbulence is quite close to that of the FiLA architecture. To mitigate the effects of moderate or strong
atmospheric turbulence, implementing spatial diversity techniques, such as repetition coding [36] or orthogonal
space-time block codes [87], can be effective. Fig. 3.5 illustrates the complementary cumulative distribution
function (CCDF) of user data rates for the different proposed architectures. It can be observed that 50% of
users achieve data rates exceeding approximately 26 Mbps and 24 Mbps in the FiWi and FoWi architectures,
respectively, indicating better performance in the FiWi configuration under the considered conditions. In con-

trast, 50% of users in the FoLi, FiLi, FoLA, and FiLA architectures achieve data rates above 46 Mbps. Thus,
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Figure 3.5: CCDF of user’s data rate (Mbps) for different proposed architectures and the conventional FiWi
architectures.

the CCDF plot indicates that these architectures perform better than FiWi and FoWi. Notably, for smaller

numbers of users, FiLA and FoL A perform significantly better than FoLi and FiLi.

3.5.2.2 Fairness Analysis

To compare the performance of the proposed architectures with the conventional FiWi architecture, we have
assessed the proposed architectures in terms of fairness. For this analysis, we used Jain’s fairness index to

measure user fairness, as described in [38].

. 2
J= <uz Du) (3.23)

where D,, represents the individual data rate achieved by the uth user and U denotes the number of users.
Fig 3.6 shows that the FiLi, FoLi, FiL A, and FoL A architectures provide better fairness among users compared
to the FiWi and FoWi architectures. Specifically, LA-based front-end architectures such as FoLA and FiLA
achieve full fairness when U = 3. However, as U increases, the fairness between users decreases. For U = 20,
the LiFi and LA-based front-end architectures—mamely FoLi, FiLi, FoLA, and FiLA—attain a fairness index
greater than 0.8, in contrast to FiWi and FoWi. Furthermore, FiLLA and FoL A outperform LiFi -based front-end
architectures such as Fili and Foli in terms of fairness. For U = 10, FiLA and FoLLA achieve a fairness index

of 0.94, whereas FiLi and FolLi achieve a fairness index of 0.92.

3.5.2.3 Cost Analysis

We conducted a cost analysis for the proposed hybrid architectures—FoLi, FiLi, FoLA, FiLA—as well as the

conventional FiWi architecture, all using the same split ratios. For this analysis, we assumed a split ratio of
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1:16. The CAPEX of FiWi architectures Criw; is given as [39]:

Criwi = Cort + Caplitter + LysCyryp + Z Lg}Cdf + Nonv_aprCoNnu—_ap, (3.24)

meNONU—AP

where Corr is the cost of the OLT, Cypjister is the cost of the splitter, L;y is the length of the feeder fiber
length, Cyy is the cost of feeder fiber per kilometer, Ly is distribution fiber length between splitter and cth
ONU, Cyr is the cost of distribution fiber per kilometer, Nony—ap is the number of ONU-APs, and Convy—ap
is cost of ONU-AP. For the proposed architectures such as FoWi, FiLi, FoLi, FiLA, and FoLA, equation (3.24)
can be adjusted to calculate the CAPEX, Cp 4, as follows:

Cpa = Cort + Cspiitter + Crso, + Z Crso, + Nonv-EqCoNU—Eq> (3.25)

meNONU - Eq

where Crso,, CFso, represent the costs of the FSO link between the OLT and the splitter, and between
the splitter and the ¢th ONU, respectively. Nonu—pgq is the number of equipment units, such as ONU-AP,
LiFi-AP, or LA-AP, Conu—gq denotes the cost of each type of equipment. Fig. 3.7 (a) compares the total
deployment costs of the proposed architectures—FoWi, Fili, Foli, FiLA, and FoLA—with the conventional
FiWi architecture. For the CAPEX analysis, we utilized the cost values provided in Table 3.2. It is evident
that the primary cost component for the conventional FiWi architecture is the fiber infrastructure, including
expenses for digging and trenching. Fiber-based back-end architectures, such as FiLLA, Fili, and FiWi, incur
high costs for purchasing and installing optical fiber. In contrast, the FoLA, Fol.i, and FoWi architectures benefit
from reduced fiber and installation costs by employing FSO links in the back-end network. Thus, deploying
an FSO-based back-end hybrid architecture can result in nearly 60.9 % savings in CAPEX compared to fiber-
based back-end architectures. Fig. 3.7 (b) illustrates the cost efficiency of the proposed architectures—Foli,
FiLi, FoLLA, FiLA—and the conventional FiWi architecture, measured in terms of cost-per-bit. Cost-per-bit is
defined as the ratio of CAPEX to the architecture’s capacity. The inclusion of an FSO link in the back-end
of the architecture significantly reduces the cost-per-bit, making the system more cost-effective. Fig. 3.7 (b)
clearly shows that FoWi achieves the lowest cost-per-bit at 0.123 cents. However, it also results in the lowest
average data rate among the proposed architectures, indicating a trade-off between cost-per-bit and average
data rate. Compared to the FoWi architecture, FoLA and Folii demonstrate better cost-per-bit performance
than the fiber-based back-end architectures (FiWi, FiLi, and FiLA).

The cost analysis presented offers valuable insight into the relative CAPEX differences between fiber-based
and FSO-based architectures. However, the current evaluation assumes a greenfield deployment scenario, which
may not fully reflect practical deployment contexts. In many real-world cases, PONs may already be in place.
To address this, Fig 3.8 examines the scenario of upgrading an existing PON to incorporate an FSO-based
backhaul. Fig 3.8 indicates that while the ongoing cost of maintaining an existing fiber network is relatively
low, the incremental cost of integrating FSO components, LiFi access points, and additional LA links can be
even lower. As a result, upgrading with FSO can offer a cost-efficient alternative within a pre-deployed PON
framework. Furthermore, the total additional costs associated with FSO-based architectures remain comparable

to those of traditional fiber-based solutions. These preliminary findings support the viability of FSO integration
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as an economical strategy for network expansion or densification, particularly in deployment-constrained areas.

Table 3.2: Cost values of network components

II Network Components I Unit cost ($) II
OLT 27560
Splitter (1:16) 750
ONU 350
ONU-AP 1350
Fiber (/km) 4000
Fiber laying and trenching (/km) 16000
Operational maintenance cost (annually) 36000
FSO link 4124
Hybrid LiFi and WiFi link (with LA capability ) 10337
LiFi link (4 LiFi APs, 4 luminaries, 4 dongles) 6885

3.5.3 Reliability Analysis

In this subsection, we assess the reliability of the proposed FolLi architecture and compare it with the conventional
FiWi architecture. In the FiWi architecture, the passive splitter is a more reliable component due to its passive
nature [90]. However, the reliability of the conventional FiWi setup can be compromised by link failures such
as optical fiber cuts and component failures, including those of the AP and ONU. Similarly, in the proposed
FoLi architecture, failures of the FSO link, ONU, AP, and AOS impact its reliability.

Let P.,; denote the probability of fiber cuts between the splitter and ONU-AP, and Pg represent the
probability of component failures, including those of the ONU, AP, AOS, and FSO link. For evaluating the
reliability of both the FiWi and FolLi architectures, we assume a failure probability of 107 for the ONU,
AOS, and AP [91]. Considering advancements in FSO technology, we use a 99.999% availability rate for FSO
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links [02], [93], which translates to a failure probability of 1075 for the FSO link. In the conventional FiWi

architecture, the probability of user connectivity to the OLT is given by

U
Pcon

= (1= Pewt) x (1= P2) x (1= P27, (3.26)

where PIQ and Pj,ilp represent the failure probability of ONU and AP, respectively. When fiber is replaced by
FSO link and WiF1i is replaced by LiFi in the proposed FoLi architecture, the probability of the users connectivity
in the case of FSO link, ONU, AOS, and AP failures is depicted in Fig. 3.9 and computed as follows

PY =(1—PES9) x (1 — PA9%) x (1 — PAP) x (1 - PR), (3.27)

con

where PESO represents the probability of failure of the FSO link. Figure 3.9 illustrates how the probability of
user connectivity to the OLT varies with increasing fiber cut probability in both FiWi and FoLi architectures.
It is evident that the Foli architecture achieves a user connectivity probability of 0.99 when the probability
of fiber cut is 0.1, outperforming the FiWi architecture. Thus, the Foli architecture demonstrates superior

reliability compared to FiWi.

3.6 Chapter Summary

This chapter compares the performance of the Fili, FiLA, FoWi, Foli, and FoLA architectures with the
conventional FiWi architecture. Additionally, we derive and validate a closed-form expression for the outage
probability of the Foli architecture through simulations. The results indicate that FSO-based architectures offer
a viable alternative to the conventional FiW1i architecture for low-cost and reliable communication, particularly
in scenarios where optical fiber installation is impractical. Among FSO-based architectures, FoLA excels in
average data rate and fairness. However, when comparing both FSO and fiber-based architectures, FilLA
performs better in terms of average data rate and fairness, though it is less cost-effective than FoLA due to the

trade-off between data rate and cost efficiency. The findings also show that FoLA remains an attractive option
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under weak turbulence conditions compared to the FiWi architecture. For strong or moderate turbulence, the
performance of the proposed architectures degrades, but this can be mitigated with the use of appropriate
optical amplifiers. Additionally, incorporating FSO links in the back-end network of FSO-based architectures

significantly enhances system reliability compared to the FiWi architecture.
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Chapter

Performance Analysis of Integrated
Terrestrial-Air-Underwater Optical
Communication Network

This chapter demonstrated that FSO links in the back-end network of FSO-based architectures significantly
enhance the performance and reliability of the network compared to conventional fiber-based architectures. As
the future 6G network is anticipated to deliver a fully integrated TAU optical communication system, it is crucial
to assess the end-to-end performance of an integrated TAU framework that takes into account impairments in
both FSO and UWOC channels. This chapter analyzes the performance of a hybrid TAU optical architecture
that combines FSO and UWOC technologies, supported by UAV-based relays.

The rest of this chapter is organized as follows: This chapter is introduced in Section 4.1. Section 4.2
discusses the motivation behind this work and highlights our key contributions. In Section 4.3, we explain the
system model for the integrated FiWi-based UAV-assisted hybrid FSO and UWOC system. Section 4.4 presents
the channel models used in the proposed system. In Section 4.5, we examine the channel statistics for the FSO
and UWOC links. The problem formulation for optimizing the divergence angle and the proposed CODAT
algorithm 4.1 is detailed in Section 4.6. Section 4.7 provides performance evaluations of the integrated system
using both analytical and simulation results. Finally, Section 4.8 offers concluding remarks on the proposed

work.

4.1 Introduction

6G wireless networks are anticipated to support high data rate and low latency demands for bandwidth-intensive
applications like interactive video on demand, 8K video streaming, and 3D holographic communication. Addi-
tionally, with increasing underwater human activities, there is a growing need for reliable, high-throughput com-

munication within underwater networks, particularly for submarines, autonomous underwater vehicle (AUV)s,

The work in this chapter resulted in the following publication:
1. P. Singh, V. A. Bohara and A. Srivastava, “On the Optimization of Integrated Terrestrial-Air-Underwater Architecture Using

Optical Wireless Communication for Future 6G Network," in IEEE Photonics Journal, vol. 14, no. 6, pp. 1-12, Dec. 2022, Art no.
7355712, doi: 10.1109/JPHOT.2022.3210481.
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and similar devices [94]. Traditionally, RF-based underwater communication is suited for short-range, low-data-
rate applications due to its limited bandwidth and high absorption in oceanic environments. While acoustic
communication can cover long distances underwater, it comes with higher latency and reduced data rates [95, 96].
In contrast, UWOC presents a promising solution, offering high data rates and secure data transmission with
low power consumption in underwater scenarios [97]. Various models have been proposed to facilitate reliable
communication between terrestrial and underwater networks. A hybrid FSO and UWOC based communication
system has been proposed in [28]. The authors analyzed the performance of the proposed system in terms
of outage probability, average BER, and average capacity. In [98], the authors analyzed the performance of
a multi-user mixed FSO-UWOC system in terms of outage probability. However, the work is limited to FSO
and UWOC based terrestrial-underwater cooperative network. Moreover, employing UAV as a terrestrial relay
is foreseen as a viable solution to improve the performance of existing terrestrial-underwater communications
systems [27]. UAV assisted relay can also assist in oceanography scenarios, where UAV can facilitate connection
between the shore transmitter and an AUV. To improve the efficiency of the terrestrial-underwater coopera-
tive network, UAV can be employed as an aerial relay to increase the communication range between the shore
transmitter and AUV. In [27], the authors analyzed the performance of UAV assisted mixed RF and UWOC
based communication systems in terms of outage probability, average BER, and average capacity. Furthermore,
in [98] and [28], it is assumed that a static over sea surface (OSS) relay transmits the data between the terres-
trial ground station and an AUV via FSO-UWOC link. In [27], the authors proposed UAV assisted RF-UWOC
based system wherein RF link between UAV and OSS relay and an UWOC link between OSS relay and AUV

is considered. Moreover, no communication link between UAV and the ground station is considered.

4.2 Motivation and Contribution
4.2.1 Motivation

With the increasing demand for underwater activities, there is a pressing need for high-throughput communi-
cation in underwater networks, particularly for AUVs. To address the requirement for high data rates, such as
those needed for video surveillance, we propose a FiWi-based, UAV-assisted hybrid FSO and UWOC system
within a terrestrial-underwater cooperative network. While previous research has largely focused on hybrid
RF and UWOC links in air-underwater networks, the performance of UAV-assisted hybrid FSO and UWOC
systems in terrestrial-underwater networks remains underexplored.

This work leverages optical wireless communication (OWC) technologies, including FSO and UWOC links
in an integrated TAU optical network, to ensure high data rate transmission between terrestrial stations and
AUVs. The joint evaluation of UAV-assisted FSO and UWOC communication in terrestrial and underwater
environments has not yet been fully investigated. Most prior studies have examined mixed RF and UWOC
link performance, along with optimal UAV positioning in air-underwater networks. As 6G networks evolve
to integrate terrestrial, aerial, and underwater communications, we propose an end-to-end FiWi-based, UAV-

assisted hybrid FSO and UWOC system using a decode-and-forward (DF) relaying protocol.
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4.2.2 Contributions

The key contributions of this chapter are summarized as follows:

1. We examine the end-to-end performance of an integrated FiWi-based UAV-assisted hybrid FSO and
UWOC system, focusing on outage probability. The analysis considers the impact of impairments in
both the FSO and UWOC channels on overall outage performance. Furthermore, we derive an analytical

expression for the outage probability of the proposed system based on the statistical characteristics of the

FSO and UWOC channels.

2. We propose the CODAT algorithm 4.1 to optimize the optical beam’s divergence angle, aiming to minimize
the outage probability of the FSO link while ensuring that that the AUV’s targeted data rate is met. The
effect of the mobility of the OSS relay and the UAV on the performance of the proposed system has been

thoroughly examined.

3. Additionally, as part of the performance evaluation, the end-to-end outage performance of the proposed

system is compared with that of a traditional RF-based TAU communication system.

4.3 System Model

An integrated FiWi-based UAV-assisted hybrid FSO and UWOC network, as shown in Fig. 5.1. In this setup,
a UAV-supported front-end network combining FSO and UWOC is linked to a XGPON for the back end. The
back-end network includes a feeder fiber connecting the OLT at the central office (CO) to a passive splitter.
This splitter then distributes the connection to ONUs via dedicated distribution fiber. The ONU is co-located
with a shore transmitter that uses a LD to send information to the UAV via an FSO link. The UAV, acting
as an aerial relay, forwards the information to the OSS relay through another FSO link. The OSS relay then
transmits the data to an AUV using a UWOC link.

In this section, positions of terminals such as the ONU, UAV, OSS relay, and AUV are defined in 3D
Cartesian coordinates (x, y, z). It is assumed that both the UAV and the OSS relay use the global positioning
system (GPS) to transmit their location via beacon messages to the ONU and UAV, respectively [99]. Upon
receiving the beacon message from the UAV, the ONU estimates the distance to the UAV, and the UAV estimates
the distance to the OSS relay. The ONU and the UAV then select divergence angles to transmit optical beams
to the UAV and OSS relay, respectively, according to the proposed CODAT algorithm 4.1. Both the OSS
relay and AUV are considered to be mobile. The FSO links between the ONU and the UAV and between the
UAV and OSS relay are subject to atmospheric turbulence, attenuation, and pointing errors. Additionally, the
UWOC link between the OSS relay and AUV is assumed to experience Log-normal fading under weak oceanic

turbulence, in line with the existing literature [93].
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Figure 4.1: The proposed integrated FiWi based UAV assisted hybrid FSO and UWOC system.

4.4 Channel Modeling

This section presents the channel model for the UWOC link along with its associated impairment factors. The
UWOC channel is modeled using a log-normal distribution to represent weak oceanic turbulence, incorporating
distance-dependent path loss to reflect realistic underwater propagation conditions. The FSO channel model,
previously detailed in Chapter 2, accounts for attenuation due to absorption and scattering, turbulence caused
by random refractive index fluctuations, and pointing errors resulting from misalignment between transmitter
and receiver apertures. The FSO link is treated as a fading channel influenced by atmospheric turbulence (hq:),
pointing error (hy), and atmospheric attenuation (h,). Atmospheric turbulence is modeled as a random process

following a Gamma-Gamma distribution, with its corresponding PDF provided in Chapter 2.

4.4.1 UWOC Channel Modeling

In this chapter, UWOC link between OSS relay and AUV is represented as the channel of fading under the
impact of oceanic turbulence (h,) and distance-dependent path loss (hpr). Path loss (hpr) in oceanic scenario

can be estimated as in [98]

(4.1)

APD COS au c ()\uwoc) Luwoc>
hPL - ] >

T L2 (1 —cos (040)) P <_ cos 0,

where Aywoc is the wavelength of the optical beam in the underwater in meters, Lyq0c is the length of UWOC
link between OSS relay and AUV in meters, and 49 is beam divergence angle of laser source. 6, is the angle
between the perpendicular to OSS relay plane and AUV-OSS relay trajectory.

Oceanic turbulence (h,) follows log-normal distribution in weak oceanic turbulence as mentioned in [98]

1 (In by = 2p1)°
_ _(nhy = 2p)7 ) 4.2
2h,V 2o, P ( 802 (4.2)

where h, denotes the optical irradiance in the underwater. u, and ai is the mean and variance of the random

fho (hU)

variable &X'| respectively. Random variable &X' is expressed as X = %ln ho. The scintillation index of oceanic
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turbulence 0,%0 is related to variance of Log-normal distribution is expressed as 0%0 = exp (402) — 1. The PDF

of the instantaneous SNR. (Yuwoc) of UWOC link is given as [98]

2
() )

= ——exp | — e . 4.3
f’}’uwoc (7) 4’}/\/%0“ p 320_3 ( )

On integrating (4.3), the corresponding CDF of the SNR of UWOC link is expressed as [93]

In (%) + 4y,
P () = gerte | ——=

4.4.2 End-to-End Data Rate Analysis

In this subsection, the end-to-end performance of the proposed system is evaluated in terms of the achievable
data rate. The end-to-end data rate is constrained by the weakest link, as outlined in [100]. Consequently, the
end-to-end data rate for the integrated FiWi-based UAV-assisted hybrid FSO and UWOC system using a DF
relaying scheme is expressed as:

De2e = min {DFsol 3 DFSOzu Duwoc}7 (45)

where Drgo, and Drgo, are the instantaneous achievable data rate of FSO links between ONU and UAV, and
UAV and OSS relay, respectively. Dyoc indicates the instantaneous achievable data rate of UWOC link between
OSS relay and AUV. In the first FSO link between ONU and UAV, the achievable data rate is calculated as

Drso, = Brso, logy(1+vrs0, ), (4.6)
where Brso, denotes FSO bandwidth and yrso, is the SNR of FSO link between ONU and UAV. Similarly,

we can obtain the data rate for FSO link between UAV and OSS relay as

Drso, = Brso, 10ogs(1 + VYrso, ) (4.7)

where Brso, denotes FSO bandwidth and yrgo, is the SNR of FSO link between UAV and OSS relay. In the
third link between OSS relay and AUV, the achievable data rate is given as

Duwoc == Buwoc 10g2(1 + ’Yuwoc)a (48)

where Bywoc denotes bandwidth of UWOC link and yywoc is the SNR of UWOC link between OSS relay and
AUV.

4.4.3 End to End Outage Probability Analysis

In this section, the end-to-end outage probability of the proposed system is derived from the statistical charac-

teristics, i.e., CDF of the end-to-end SNR.
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4.4.3.1 Statistical Characteristics of the Channel Links

In this chapter, we consider the transmission of the optical beam over three independent downlink links. Given
that the DF relaying scheme is employed, the analytical expression for the SNR of the end-to-end link in the

proposed system is provided as [34].

Ye2e = MiN{YFs0,, YFS0s> Yawoc) » (4.9)

where Yrso,, YFso,, and Yuwoc are the SNRs of FSO link between ONU and UAV, UAV and OSS relay, and
UWOC link between OSS relay and AUV, respectively.

4.4.4 Cumulative Distribution Function

Finally, the CDF of SNR 7,2, of the end-to-end UAV assisted FSO and UWOC based communication system

is expressed as [101]

Froe (1) = 1=[(1 = Pyso, (1)) X (1= Fyrgo,(7)) % (1= Fyo ()], (4.10)

where F,.., (7) denotes the CDF of the SNR of FSO link between ONU and UAV, F,, . (v) denotes the
CDF of FSO link between UAV and OSS relay. The analytical expression of CDF of the SNR of the end-to-end
UAV-assisted FSO and UWOC system is calculated by substituting (2.8) and (4.4) in (4.10) and is shown in
(4.11). In (4.11), & and & denote pointing error coefficient for FSO link between ONU and UAV and UAV and
OSS relay, respectively.

: L, +1
Eo()=1-|{1- S g3l WW‘ &
Loy )T(By,) VFSO, €., o, B, 0

3 L& +1
x[1- 672(;3’}1 WV &2
F(Olfz)r(ﬂh) ’ YFSO, 53’ af276f27 0
In (m) + 4py,
x | 1— =erfc il , 4.11
2 420, ] ( )

4.4.5 Probability Density Function

To derive the PDF of the end-to-end SNR 7,9, from the CDF given in (4.10), we begin by rewriting the CDF

expression as:

F’Yeze (’7) =1- (1 - F'YFS01 (7)) (1 - F"/F502 (7)) (1 - F’Yuwoc (7))

=1-A(v)B()C(v), (4.12)

where we define for brevity:
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A(’Y) =1- F'YFS01 (’7)7
B(’Y) =1- F’YFSOQ (7)7
Cy) =1-Fy.(7)

frese () = %Fweze (v) = = [AMMBMCH)] - (4.13)

Applying the product rule for derivatives:

% [ABC] = A'BC + AB'C + ABC'. (4.14)
‘We now use:
A/(F)/) = _f’YFsol (),
B/(’Y) = _f'YFSO2 (),
C'(7) = = Fruwoe (1)
to obtain:
Sreae (V) = frpso, (VBOCO) + frrso, (VAMCH) + frawoe (A B(Y). (4.15)

Substituting back the expressions for A(v), B(v), C(7), we finally obtain:

f7€2e(’y) :[f’YFsol (7) (1 - FVFsoz (’Y)) (1 - F’Yuwoc (’Y))] + [f”YFso2 (7) (1 - F7F501 (7)) (1 - F’Yuwoc (7))]

+ [f%woc (7) (1 - F’YFSOI ('7)) (1 - F’*/Fsoz (’7))]7 (4'16)

where f,,.5, (7) denotes the PDE of the SNR of FSO link between the ONU and the UAV, f, ... (v) denotes
the PDF of FSO link between the UAV and the OSS relay. The closed form expression of the PDF for the SNR

of the end-to-end link of UAV-assisted FSO and UWOC communication system can be obtained by substituting
(2.7), (2.8), (4.3), and (4.4) in (4.16).

4.4.6 Outage Probability

In this subsection, we analyze the outage probability of the integrated FiWi-based UAV-assisted hybrid FSO

and UWOC system. Specifically, for a given data rate, the system experiences an outage when the instantaneous

SNR of the end-to-end link falls below the SNR threshold ;. As no data is successfully received by the AUV

when the received SNR is below 7, the outage probability P,,; is expressed as:

Pout = Prh/e2e < lyth]~ (417)
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Figure 4.2: Geometry for Gaussian beam propagation model.

4.5 Optimal Divergence Angle Analysis

In this chapter, we assume that the optical beam of the FSO link incident on the detector’s plane follows a
Gaussian power intensity profile, as described in [416]. A Gaussian beam from a laser source is directed toward
the detector’s plane, which is perpendicular to the beam’s propagation direction [16]. Here, Lp represents the
FSO link distance between the laser source and the center of the beam footprint on the detector’s plane. Fig. 4.2
illustrates the geometry of the Gaussian beam transmission from the laser source to the UAV, where the FSO

link distance Ly along the optical beam axis is calculated as
Ly = xcos(04, ,,) + AB cos(¢) — A'C cos(¢), (4.18)

where ¢ = + 04, , is tilt angle and 64, , represents half of the divergence angle, is crucial in calculating the
geometry of the system. z represents the distance between points A and C, while AB denotes the horizontal
distance between the laser source and the detector. The vertical height of the UAV from the top of the tower,
where the ONU is installed, is indicated by AA’. The variable r is calculated as r = Lpsin(¢) — xsin(fq, ,,)-

The elevation angle ¢ is estimated as

!
d = arctan (1:; >, (4.19)

The Gaussian beam radius of the optical beam wy,,. is calculated as given in [10]

202 N
= 1 14 —09 )= 4.2
L “’0\/ *( +192(LF)> <ww3> ’ (4.20

(] is the radius of the laser beam at the transmitter. The coherence length in meters is
1/2

where wy =
expressed as ¥(Lr) = 0.55C2 (27”)2 L;3/5. Hence, the received optical power P,.. on the detector’s plane from
the beam footprint is calculated as given in [102].
2PrA 2r2 kL
Prec: T2PD exp <_ g )10( llOF)v (421)
m(wi,) Wip

where Pr is transmitted optical power from the laser source.
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4.5.1 Problem Formulation

The primary aim of this work is to optimize the divergence angle such that the outage probability of the FSO
link is minimized while ensuring the targeted end-to-end data rate is met. The outage probability of the FSO
link, caused by beam misalignment between the laser source and the detector, is calculated as follows [43].
PoUaTe — oxp ( (;; wLF)2> , (4.22)
FSO
where 0%.4, is the variance of displacement of the optical beam and a is the radius of detector’s area. Specifically,
the optimization problem is formulated as the minimization of the outage probability of FSO link by optimizing

the divergence angle of the optical beam as follows:

. tage
Pl  min PR
0dy,0d,,01,02 Fso

s.t. Dege > Dreq7
0° < & < 90°, 0° < 8y < 90°,
Gtrinin S Gdl S elrjlnax7 eglin S 9d2 S eglax’

H™ < Hypay < H™2X (4.23)

where D.g. represents the achieved end-to-end data rate at the AUV, while D,.., denotes the required data rate,
set at 100 Mbps for digital video surveillance in oceanic environment monitoring systems [103]. The elevation
angles at the ONU and UAV are given by §; and d2, respectively, and 04, and 64, represent the beam divergence
angles at the ONU and UAV, respectively. H™™ and H™%® define the minimum and maximum height of the
UAV, while 07" and 67" are the minimum and maximum divergence angles of the optical beam at the laser

source.

4.5.2 COgnition-based Divergence Angle Tracking Algorithm

To efficiently solve (P1), we propose the CODAT algorithm 4.1 to determine the optimal divergence angle
of the optical beam, minimizing the outage probability of the FSO link while ensuring the targeted data rate
for the AUV. The core idea behind the algorithm 4.1 is to leverage the knowledge of the thresholds for both
end-to-end data rate and outage probability to optimize the beam’s divergence angle.

By optimizing the divergence angle at the laser source, the performance of the proposed integrated FiWi-
based UAV-assisted hybrid FSO and UWOC system can be further enhanced. Using algorithm 4.1, both the
ONU and UAV can estimate the optimal divergence angle for transmitting the optical beam to the UAV and
OSS relay, respectively. In this chapter, we assume that the divergence angles at the ONU and UAV can be
adjusted through either mechanical or non-mechanical beam divergence adjustment techniques, as discussed
in [104], [105]. These techniques offer a wide range of divergence angles, precise control, and rapid response
times. According to algorithm 4.1, GPS beacon messages are used to estimate the locations of the UAV and
OSS relay at the ONU and UAV, respectively. With this location data, the distance between the ONU and
UAV can be determined, and d; can be calculated using equation (4.19). The CODAT algorithm 4.1 then

dynamically adjusts the values of 64, and 6, within the range of beam divergence angles, from 67" to 6797,
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Algorithm 4.1 COgnition-based Divergence Angle Tracking (CODAT) Algorithm
Input: dq,ds.

1: Calculate 6; and 6o

2: Initialize 0% = 6% = [07", 6]

3: for k=0, 1, 2....K do

4:  Estimate Lp, and Lp,

5 Calculate wy,, and WLy, Using (4.20)

6:  Compute Ppgs?® from (4.22)

7 if PRydd® < Py, then

calculate Do,

8: else
Ok=0%T1 Go to step 4
9: end if

10:  if Dege > Dyeq then
ggptimalzes

11:  else
95 = 95+17 Go to step 4
12:  end if
13: end for
Return: gcl)ptimal,agptimal

The FSO link distance between the ONU and UAV, denoted as Ly, , is calculated using equation (4.18). For
the FSO link distance between the UAV and OSS relay, Lr,, and d3, we assume that ADB represents the height
of the UAV above the sea surface and AA’ is the distance between the UAV and the OSS relay. Using equation
(4.18), the beam radii at the UAV w, and OSS relay wr,,, are determined. The maximum allowable outage
probability for the UAV-assisted FSO link, P, is set to 1073. In each iteration, Pﬁggg ¢ and D,y are computed
using equations (4.22) and (4.5), respectively. The iteration continues until P;“gtgge < Py, and Dege > Diyey.
Finally, the optimal values of 64, and 64, are updated at the ONU and UAV using beam divergence adjustment

techniques.

4.6 Results and Discussions

This section presents the end-to-end performance of the integrated FiWi-based UAV-assisted hybrid FSO and
UWOC system, along with the performance of the proposed CODAT algorithm 4.1, evaluated through Monte
Carlo simulations. For the end-to-end outage analysis, the SNR threshold is set at v, = 2 dB, as per [27]. The

simulation parameters used in the analysis are listed in Table 4.1.

4.6.1 Outage Probability Analysis

Fig. 4.3 (a) presents the end-to-end outage probability as a function of the SNR for the complete link, ac-
counting for the effects of atmospheric loss, pointing error, and atmospheric turbulence on both FSO links
between the ONU and UAV, and the UAV and OSS relay. The analytical result derived in (4.11) is validated
through simulations. The proposed system demonstrates significantly better outage performance in weak and
moderate turbulence compared to strong turbulence, which degrades system performance. For instance, an

outage probability of 107! is achieved at 15 dB SNR under moderate turbulence with pointing error (¢; = 1.01,
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Table 4.1: Simulation parameters considered in RF, FSO, UWOC, RF-based underwater channel

II Parameters I Simulation values II
I FSO Channel I
A 1550 nm
(x1, y1, 21) (0, 0, 100) m
(x2, y2, 72) (500, 0, 150) m
(x3, y3, 23) (1000, 0, 4) m
Pr 40 mW
C2(0) (moderate turbulence) 5x 10~ m—2/3
C2(0) (strong turbulence) 1x 10713 m—2/3
C2(0) (weak turbulence) 8x 10715 m~2/3
(07"™) 0.05 mrad
(03°7) 1.5 mrad
a 5 cm
R 0.5 A/W
oj 30 cm
App 7 mm?
VEFoV 5.15°
G(¢) 1
ki 0.43
Brso 625 MHz
I UWOC Channel
Auwoe 532 nm
ds 1-10 m
(X4, ya, 24) (1000, 0, d3) m
Oa0 10°
(25 5°
C(Aywoc) for clear ocean water 0.151
Pr 0.1 W
App, 1.7 x 10~* per m?
R” 1A/W
Buwoc 150 MHz
Nuwoe 1.6 x 107 W/Hz
RF Channel
Pr 0.1'W
Brr 625 MHz
Pathloss coefficients (A, B) (-1.5, 3.5)
K(0) 5 dB
Nrr 2.57 x 1072 W/Hz
K(r/2) 15 dB
I RF based underwater Channel
feuwwoe 420 MHz
Tuwoc 0.075 m~*
Huwoc 1.2566 x107% Hm™!
€uwoc 6.8588x107 10 Fm ™!
Pr 0.1 W
BRFywoe 100 MHz
NEFywoe 50 4.0 x 107'® W/Hz
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Figure 4.3: (a) End-to-end outage probability of an integrated FiWi based UAV assisted hybrid FSO and
UWOC framework over weak, moderate and strong turbulence with pointing errors. (b) Comparison of end-
to-end outage probability of an integrated FiWi based UAV assisted hybrid FSO and UWOC system with
conventional RF based TAU communication framework.

&2 =0.7), and at 13.5 dB SNR under weak turbulence with pointing error (§; = 1.45, & = 1.03). In contrast,
for strong turbulence with pointing error (§; = 0.6, & = 0.47), an outage probability of 107! requires 25 dB
SNR. Moreover, in moderate turbulence, an outage probability of 1073 is achieved at 30 dB SNR.

For comparison, a conventional RF-based TAU communication framework is considered, where the channels
between the ONU and UAV, and the UAV and OSS relay, are RF links. Additionally, the OSS relay is
connected to the AUV through an RF-based underwater link. The RF channels between the ONU and UAV,
and the UAV and OSS relay, are assumed to experience Rician fading due to a strong LoS path, following the
model in [106]. The RF-based underwater link between the OSS relay and AUV is modeled according to [107].
Fig. 4.3 (b) compares the end-to-end outage performance of the integrated FiWi-based UAV-assisted hybrid
FSO and UWOC system with that of the conventional RF-based TAU communication framework. The proposed
system outperforms the RF-based framework, particularly under moderate turbulence with pointing error. An
outage probability of 1072 is achieved at 30 dB SNR for the proposed system, while the conventional RF-based
framework requires 37 dB SNR to achieve the same outage probability.

4.6.2 Performance Evaluation of CODAT Algorithm 4.1

To assess CODAT’s performance under moderate turbulence with pointing errors (§; = 1.01, & = 1.01), we use
a beam displacement standard deviation of ocpgo = 0.015. Furthermore, the distance between the UAV and
the OSS relay is assumed to fluctuate dynamically due to the OSS relay’s movement. Fig. 4.4 (a) illustrates the
variation in FSO outage probability (Ppgg’®) as a function of dg, with d; = 455 m and 6,4, = 0.05 mrad. From
Fig. 4.4 (a), it is clear that Ppgs’® decreases as the beam divergence angle (64,) increases. However, for shorter
distances between the UAV and the OSS relay, an outage probability of less than 10~2 can be achieved. By

reducing 64, , longer distances between the UAV and the OSS relay become possible. For example, at 64, = 0.05
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Figure 4.4: (a) End-to-end outage probability of FSO link versus FSO link distance between UAV and OSS
relay, ds for different divergence angles. (b) Data rate between OLT and OSS relay versus FSO distance between
UAV and OSS relay, ds.

mrad and dz = 720 m, an outage probability of 1073 is reached. In contrast, for 64, = 1.5 mrad, Ppes?® < 1073
is only achieved for much shorter distances, around des = 220 m. Thus, a trade-off exists between transmission
distance and FSO outage probability.

Fig. 4.4 (b) illustrates the end-to-end data rate for different values of 64,, with di = 455 m and 64, = 0.05
mrad. It is evident that the target data rate of 100 Mbps can be achieved at the OSS relay when 64, = 0.05
mrad is used, as a smaller beam divergence angle results in reduced pointing errors. Conversely, larger values
of 04, increase pointing errors, preventing the system from reaching the 100 Mbps target at higher divergence
angles. Additionally, smaller values of 04, allow for an extended distance between the OSS relay and the UAV.
For instance, at 64, = 0.05 mrad, the 100 Mbps data rate requirement is met at the OSS relay with dy = 800
m.

As shown in Fig. 4.5 (a), the end-to-end data rate decreases as the underwater distance between the OSS
relay and AUV (ds) increases from 1 m to 10 m. When d3 = 5 m and 64, = 0.05 mrad, the system achieves an
end-to-end data rate exceeding 200 Mbps at dy = 415 m. Furthermore, a higher data rate can be achieved at
shorter distances between the UAV and OSS relay. However, when dy exceeds 600 m, the desired data rate at
the AUV is not reached.

For comparison, the performance of the proposed system is benchmarked against a conventional RF-based
TAU communication framework. The results indicate that the conventional RF-based framework performs
poorly, particularly in terms of end-to-end data rate, and fails to meet the required data rate. In contrast, the
integrated FiWi-based UAV-assisted hybrid FSO and UWOC system significantly outperforms the RF-based
framework, particularly for small beam divergence angles. At a fixed d3 = 5 m, the integrated FiWi-based
system achieves superior performance, providing data rates up to 100 Mbps. At do = 415 m with 8; = 0.05
mrad, more than 100 Mbps is achieved at the AUV. For 84, = 0.1 mrad, a 100 Mbps data rate is achieved at a

shorter distance of do = 205 m. In comparison, the conventional RF-based system delivers less than 40 Mbps
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Figure 4.5: (a) End-to-end data rate of an integrated FiWi based UAV assisted hybrid FSO and UWOC system
versus underwater link distance between OSS relay and AUV, d3 with 64, = 0.05 mrad. (b) Data rate of FSO
link between OLT and OSS relay versus UAV altitude.

at do = 500 m and d3 = 6 m. Thus, there is a clear trade-off between the end-to-end data rate and the distance
between the UAV and OSS relay (dz) in both systems.

To examine the effect of UAV altitude on the data rate at the OSS relay, Fig. 4.5 (b) shows the data rate
versus UAV altitude when d; = 455 m and dy = 550 m. At a beam divergence angle of 64, = 0.05 mrad, the
data rate at the OSS relay reaches its peak when the UAV is at an altitude of 70 m. This is due to the strong
LoS between the ONU and UAV, and the relatively short distance between the UAV and OSS relay. However,
at higher UAV altitudes, the data rate performance at the OSS relay deteriorates as the distance between the
ONU and UAV, as well as between the UAV and OSS relay, increases. For larger divergence angles, the data
rate decreases more significantly with increased UAV altitude. Fig. 4.6 (a) shows the end-to-end data rate
performance of the proposed system as a function of UAV altitude with 64, = 04, = 0.05 mrad. For d3 =1 m,
an end-to-end data rate of 450 Mbps can be achieved when the UAV operates at an altitude between 56 m and
95 m. In the case of d3 = 5 m, an end-to-end data rate exceeding 100 Mbps is achieved when the UAV altitude
increases from 45 m to 130 m.

Fig. 4.6 (b) compares the end-to-end data rate versus ds for both the UAV-assisted FSO and UWOC system
and the conventional RF-based communication framework, with d3 = 5 m. It is observed that the proposed
system can achieve more than 100 Mbps up to do = 415 m with a beam divergence angle of 64, = 0.05 mrad.
With a larger angle of 65, = 0.1 mrad, the same data rate is reached at a shorter distance of do = 200 m. In

contrast, the conventional RF-based TAU communication system consistently delivers less than 20 Mbps.

4.7 Chapter Summary

In this chapter, we analyzed the end-to-end performance of a UAV-assisted hybrid FSO and UWOC system
integrated with a FiWi network, focusing on the outage probability under the influence of FSO and UWOC

channel impairments. We derived and validated the analytical expression for the system’s outage probability
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Figure 4.6: (a) End-to-end data rate of an integrated FiWi based UAV assisted hybrid FSO and UWOC system
versus UAV altitude with 64, = 0.05 mrad. (b) Comparison of end-to-end data rate of an integrated FiWi based
UAV-assisted FSO and UWOC system against conventional RF based TAU communication framework.

through simulations. Furthermore, we formulated an optimization problem to minimize the outage probability
of the FSO link between the ONU and OSS relay by optimizing the divergence angle of the optical beam,
ensuring the AUV’s target data rate. The problem was solved using a novel CODAT algorithm 4.1. Our
analysis demonstrated that using a small beam divergence angle mitigates beam misalignment caused by UAV
movement. However, the end-to-end data rate is limited by the transmission distance between the UAV and
OSS relay, as there is a trade-off between distance and achievable data rate. Simulation results identified the

optimal transmission ranges between the UAV, OSS relay, and AUV for improved end-to-end performance.
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Chapter

Optimal Resource Allocation in
FSO-based Communication Networks

In previous chapters, the application of FSO communication technology in hybrid OWC-based architectures
has been shown to significantly boost overall performance. However, when obstacles are present, achieving a
reliable LoS between communicating devices becomes challenging, critically impacting the efficacy of the FSO
link. Recently, OIRS and UAVs have emerged as innovative solutions to address challenges posed by non-LoS
links in FSO communication networks. The integration of OIRS-assisted UAVs into FSO-based networks offers
a viable approach to overcoming non-LoS link issues. Furthermore, optimizing resource allocation in OIRS-
assisted UAV-based FSO networks has the potential to significantly enhance overall network performance.
Part I of this chapter explores an optimal mirror-element assignment scheme, known as signal strength aware
multiple mirror element assignment (SMA), which performs simultaneous mirror-element allocation for multiple
users. Additionally, a performance comparison between the SMA scheme and other methods, such as equal
mirror element assignment (EMA), exhaustive search, non-orthogonal multiple access (NOMA), and TDMA, is
presented. The results highlight the superiority of the SMA scheme over existing reference schemes.

Part IT of this chapter analyzed the integration of laser-based OWC technology with an OIRS-assisted UAV
to support the QoS requirements of 6G-based indoor wireless networks. Specifically, in this part, a joint user
selection and mirror element assignment problem is developed to maximize the number of users served subject to
QoS and OWC-related design constraints. To realize optimization in a distributed manner, a batch-based user-
selection and mirror-element assignment (batch-based user-selection and mirror-element assignment (BMEA))
scheme is proposed and analyzed that performs simultaneous mirror-element assignment decisions for several

contending users in part II.

The work in this chapter resulted in the following publication:

1. P. Singh, V. A. Bohara and A. Srivastava, “On the Optimal Assignment of Mirror Element in UAV and OIRS-Assisted OWC
based Architecture,” 2023 IEEE 97th Vehicular Technology Conference (VTC2023-Spring), Florence, Italy, 2023, pp. 1-7, doi:
10.1109/VTC2023-Spring57618.2023.10199990.

2. P. Singh, H. B. Salameh, V. A. Bohara, A. Srivastava and M. Ayyash, “Optimizing Connectivity in OIRS-Assisted UAV

Indoor Optical Networks: Efficient Admission Control and Mirror-Element Assignment,” in IEEE Transactions on Network Science
and Engineering, vol. 11, no. 3, pp. 2890-2900, May-June 2024, doi: 10.1109/TNSE.2024.3353671.
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5.1 Challenges and Opportunities in FSO Networks: The Role of
OIRS-Assisted UAVs

The important challenge of FSO is to provide LoS between the communicating devices. The network’s overall
performance degrades if physical blockages obstruct the FSO link. Recently, IRS has emerged as a potential
solution to alleviate the effects of non-LoS or blockages [55], [56], [13]. Recently, IRS has been utilized for
significant performance improvement in cellular networks in the event of non-availability of LoS and skip-zone
problems. OIRS can reflect or beamform the signal in the user’s desired direction. Integrating UAVs and
OIRS as OIRS-assisted UAVs could be a viable solution to mitigate the effect of non-LoS as well as blockages.
Furthermore, the LoS requirement can be alleviated by installing an OIRS-assisted UAV as a mobile relay
between the optical transmitter and the optical receiver [53]. The OIRS-assisted UAVs are intended to enhance
the performance of FSO-based networks.

Several works on UAV-assisted FSO-based networks have been reported in the literature [12, 16]. UAV-
assisted aerial relays could be deployed in difficult terrains to offer users the required QoS. The overall per-
formance of a UAV-assisted FSO-based network is evaluated by taking into account the combined effects of
AoA fluctuation, pointing errors, atmospheric attenuation, and atmospheric turbulence in [42]. Subsequently,
the performance of OIRS for OWC-based systems has been analyzed in [17, 18, 53, 57, ]. In [17], the au-
thors compared the performance of phased array and mirror-based OIRS performance in FSO-based networks.
Specifically, the authors evaluated power assignment and beam-splitting algorithms for PA and mirror-based
OIRS. In [53, 57], the authors evaluated the performance of an IRS-assisted UAV-based hybrid RF/FSO-based
network under the effects of effect of the channel impairments. In [108], the authors quantified the pointing
errors and analytically analyzed the FSO-based channel under the combined effect of the IRS element’s size,
orientation, and position.

Therefore, from the above, it is evident that both OIRS-assisted UAV and laser-based communication can
significantly enhance the performance of conventional OWC-based wireless networks. However, such system
integration possesses several design challenges regarding optimal user selection and OIRS-assisted UAV mirror

element assignment so that system performance is enhanced.

5.1.1 Motivation

Most prior works have focused on the performance of OIRS-assisted UAV-based FSO networks. However, the
optimization framework for mirror element allocation to serve multiple users in OIRS-assisted UAV-based FSO
networks has not yet been introduced. In recent works, it is assumed that all the resource elements of OIRS, i.e.,
mirror elements, are assigned to a desired user. Moreover, prior works do not consider assignments of mirror
elements. In this chapter, we investigate the performance of the OIRS-assisted UAV-based FSO network under
the impact of the four channel impairments: atmospheric path loss, atmospheric turbulence, misalignment error
due to hovering of OIRS-assisted UAV, and AoA fluctuations. In particular, the mirror assignment problem
under QoS design constraints is investigated. Further, we propose a SMA scheme, where multiple mirror

elements are intelligently assigned to the desired users. We compare the performance of the SMA scheme with
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respect to the EMA scheme and the most commonly used multiple access benchmark schemes, such as NOMA
and TDMA. The results demonstrate our proposed scheme’s potential gains over TDMA, NOMA, and EMA

schemes.

5.1.2 Contributions

The major contributions of part I of this chapter are outlined as follows.

1. We investigate the performance of OIRS-assisted UAV-based FSO networks by employing our mirror
element assignment scheme, i.e., SMA, in terms of average user rate, sum rate, outage probability, and

fairness.

2. The performance of the proposed SMA scheme is compared with the EMA scheme, where an equal number

of mirrors are assigned to the users for simultaneous transmission.

3. The performance of the SMA scheme is also compared with the conventional multiple access schemes such
as TDMA, NOMA, and exhaustive search. The SMA outperforms other schemes, and its performance

does not show significant degradation with changes in network parameters.

5.2 System Model and Channel Modeling
5.2.1 System Model

We assume OIRS-assisted UAV-based FSO networks, where an OIRS-assisted UAV provides coverage and
resolves the Non-LoS problem so that fairness in terms of rate is guaranteed to the users, as shown in Fig. 5.1.
Further, we consider OIRS-assisted UAV-based FSO networks with set of U users, where U = |U| denotes the
number of users. In the outdoor space, U contending users are distributed in 3D coordinates (x, y, z). Let
M be defined as the set of M mirror elements, where M = | M| represents the number of mirror elements.

Without loss of generality, we also assume that M > U. Further, we consider that the optical transmitter in
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the network is equipped with a laser source for transmitting information to the OIRS-assisted UAV via an FSO
link. The mirror-based OIRS is installed on UAV so that the optical beam is beamformed and reflected in
the direction of the desired user as in [17, 53]. The divergence angle of the transmitted optical beam from the
laser source is chosen and focused in such a way that the Gaussian beam’s footprint covers the entire surface
of the OIRS. In addition, we assume the optical transmitter transmits information to U mobile users through
optical signals. A PD is used at the user’s receiver to convert the received signal from an optical signal to an
electrical signal. The position of the OIRS-assisted UAV, optical transmitter, each mirror element, and users
are expressed in terms of 3D coordinates (x, y, z). Furthermore, we assume that the OIRS-assisted UAV utilizes
an outdoor localization system to transmit its location to the transmitter through beacon messages [99, ]
As per the location information of the UAV, the optical beam is directed toward the OIRS-assisted UAV.
Moreover, in this chapter, we assume that the movement and orientation of each mirror element are regulated
by a CC of an OIRS-assisted UAV. Further, we assume that the FSO-based communication link between the
optical transmitter and OIRS-assisted UAV, and OIRS-assisted UAV and each user experiences atmospheric
turbulence with attenuation, misalignment error due to hovering OIRS-assisted UAV, and AoA fluctuations [16].
Furthermore, in this chapter, we assume that the orientation angle of each mirror element 6; is rearranged
such that the optical beam is beamformed in a particular direction, and 6; is already defined in Chapter 2.
Additionally, we assume that the beam incident on the OIRS surface follows a Gaussian power profile, as
described in [17, 46]. The geometry of the beam path from the optical transmitter to the OIRS-assisted UAV

is illustrated in Fig. 5.2.

5.2.2 Channel Model

We assume that the optical transmitter is transmitting data to OIRS-assisted UAV via an FSO link, and further
transmitted data is reflected from OIRS-assisted UAV to users via the FSO link. The FSO link is affected by
FSO channel impairments such as atmospheric attenuation (h,), atmospheric turbulence (hqt), and pointing
error (hpe), beam misalignment error due to hovering OIRS-assisted UAV (hge), and FSO link disruption by
virtue of AoA fluctuations (haea). The FSO communication link is impacted by atmospheric turbulence (hq:),
atmospheric attenuation (h,), and the pointing error (hy.), and their PDF is expressed as in Chapter 2. The
beam misalignment due to hovering of OIRS-assisted UAV (hs) is modeled as zero-mean Gaussian random

variable, and its PDF is given as in [108, 110]

froe (hoe) = 2\/\/540 [lﬂ <2Z>}_1/2(]X§>w_l (0<hpe < Ap) (5.1)

where Ay = [erf(v)]? and v = %. 0. represents the angle between the reflected beam and the normal
F2

vector at the user. Further, we have

T erf(v) (5.2)

8 vexp(—v2) cos?(0y)o2’

1 sin?(0; + 0,
2 _ i T0r)\ 2
Tu T Cos? (9u1)< cos2(0;) )GOIRS (53)

where aé 1rs denotes the variance of OIRS-assisted UAV fluctuations. 6; and 6, represent the incident and

o =

reflected angles of the beam at the OIRS plane. As a result of the hovering of OIRS-assisted UAV, AoA
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Figure 5.2: Schematic illustration of the FSO link between optical transmitter-to-OIRS-assisted UAV-to-user

fluctuations also occurred, which degrades the received signal strength at the user’s receivers. Nevertheless,
with the help of the lens, the received optical beam is focused toward the photodiode’s plane, and AoA still
deviates from the normal because of random orientation fluctuations of the OIRS-assisted UAV. The AoA
fluctuations can be modeled as in [111] and expressed as haoa = I (0a0a/VFrov), where II(5) = 1 if |5| < 1,

and II(5) = 0 otherwise. Wp,y represents the FoV of the receiver. 64,4 represents incidence angle of the

optical beam, and its PDF is expressed in [111, 112]. The PDF of AoA fluctuations can be written as in [111]
_0%’0\/ _912-70\/

fhaoa(Raoa) =exp 292 O(haoa) + (1 —exp | =52 ) )0(haoa — 1), (5.4)
T 404 20404

where 4(.) is Dirac delta function.

5.3 Rate, Fairness, and Rate Outage Probability Analysis

In this subsection, the performance of the proposed networks is investigated in terms of performance metrics
such as rate, fairness, and rate outage probability. When the set of selected mirror elements (©2; C M) are

targeted at a jth user, received power density distribution P;(z,y), can be given as

KA? 2 i — )2 P — )2
Pi(w,y) = ~5 Zexp [_ ((x+z —xj) 2+ (y+yi —y)°) cosb;. (5.5)
wLF iEQj wLF‘

Thus, the SNR of a user is computed as

[R;Pj(z,y)App, hp,] ?

_ , 5.6
,YJ nlB ( )
where QR represents the responsivity of the jth PD, App, denotes effective area of the jth PD [113], B is

bandwidth, and n; is the AWGN with zero mean and variance o2. Hence, the achievable transmission rate (in
bits/s/Hz) of jth user is calculated as
R; =log, (1 + 7). (5.7)
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In order to perform the fairness evaluation, we assume Jain’s fairness index, which is expressed as [38], F} =

(£)

N
N R?
j=1

uniform transmission rate. We assume that the communication link between the communicating devices is in

. When fairness index reaches approximately unity, all the users in the proposed network acquire a

outage if the RR; falls below the required demand rate Rp. Hence, the rate outage probability ¢co is expressed
as

¢co =Pr(R; < Rp). (5.8)
5.3.1 Performance Comparison

Different multiple-channel access schemes, such as power-domain NOMA and TDMA, have been proposed in
the prior literature. For benchmark comparison, the performance of the SMA scheme is evaluated with respect
to power-domain NOMA and TDMA. The simplest of these schemes is the TDMA, wherein in the context of
OIRS-assisted transmission, all M transmit the same data to serve a single targeted user at one instant of time.
In the case of TDMA, (5.7) is modified as R; = a logy(1 + ;), where the proportion of the transmission time
that OIRS spends on jth user is denoted by o, which is constrained to ZjEU a; < 1. Hence, in OIRS-assisted
TDMA, all U are served in equal time slots. While in NOMA scheme, the data of each user is multiplexed in
the power domain by utilizing the superposition coding at the transmitter, and different transmit power levels
are assigned to different users [114]. In NOMA, the users having low SNR are assigned with higher powers as

follows P, > Pj, > ..... > P; > Py. The transmit powers assigned to successive users (j > 1) are expressed

U—-1

as

Pj=a;Pj_1, (5.9)

where 0 < a; < 1 is the allocated power coefficient to the jth user. Because of the total transmit power

constraint, the below-given power constraint should be satisfied

U
> P =rpr, (5.10)
j=1
where Pr is the total power transmitted by the optical transmitter.

5.4 Problem Formulation

5.4.1 Problem Statement

Our problem statement for the proposed system model is defined as follows: For the given set of users U, set
of mirror elements M, required fairness index F'*, and orientation angle 9]@, our main objective is to find ap-
propriate mirror-elements i* (conduct mirror-element assignment) that achieves design objective of maximizing
the rate of the downlink transmissions subject to given below design constraints:

C1) Fairness constraint: This fairness constraint guarantees that the fairness index should be higher than
F*.

C2) Mirror element constraint: This constraint assures that each mirror element is only assigned to a single
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user.

C3) Power constraint: This constraint ensures that users with poor channel conditions are assigned suitable
mirror elements that can reflect higher optical power.

C4) Orientation angle constraint: This constraint guarantees that the orientation angle of every mirror
element should lie within the given defined range.

C5) Divergence angle constraint: This constraint ensures the optical transmitter’s divergence angle 04 is

selected such that the beam’s footprint covers the entire surface of OIRS.

5.4.2 Problem Formulation

(@)

In our optimization framework, we defined X;  as the binary decision variable, which is expressed as:

1, if mirror element i is assigned to contending user j

(4)
= 5.11
X {0, otherwise. (5:11)

To maintain uniform fairness in terms of rate among users, analytically, our mirror element assignment problem

can be formulated as follows:

P1 :max R;
x§”

st Fy > F* Vjiel
ZX;” <1, VieM
JjeUu
P < PO vie M
—m/2 <0 < 4m/2, Vie M
omin S od S Hmax7
WWefo.1), vieM, vjeu

(5.12)

where R; is the achievable transmission rate of jth user, which is function of xéi) and given in (5.7). P,(sz
and P,E? represent the reflected optical power of the allocated mirror element for the user having poor and
good channel condition, respectively. We assume that 64 should lie between 6™ and ™%®. The solution to
this problem tries to maximize the average rate per user while distributing mirror elements proportionally to
maintain fairness regarding users’ channel conditions. An observation of the objective function of (5.12) and
the design constraints exhibit that this problem formulation constitutes a binary linear programming (BLP)
problem. The above problem is analogous to a cellular network consisting of many users and fewer base stations,
where a single user gets a connection from the base station at a given time. With the consideration of fairness
among users, the problem of assigning multiple users to the base station is an NP-hard problem. Consequently,
it is not possible to find the optimum solution in polynomial time [115]. The optimal solution to such a
BLP problem can be attained via an exhaustive search of all possible combinations of mirror elements-user
assignments. In an exhaustive search, the search of possible combinations exponentially grows with the number

of users U and the number of available mirror elements M. Therefore, the polynomial time complexity of an
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exhaustive search is high. Thus, we adopted a heuristic SMA scheme to find a near-optimal polynomial-time

solution for such mirror element assignment problems.

5.4.3 Proposed Solution

Algorithm 5.1 Proposed signal strength based mirror element assignment (SMA) scheme
Input: M;, F'*, and P;.
Output: A feasible mirror element assignment 7*
Let M/ = M,
1: for all i € Mj do

2 if F; < F* then
3: M! = M;-{i}
4 else
Compute P; of each mirror element
5. end if
6: end for
7. for all i € M, do
8 Sort the mirror elements in decreasing order of P;
9: end for

10: Let G be the sorted mirror elements list

11: if G = ¢ then

12:  Identify the mirror elements that are on the top of G, say k
13:  Return i* =k

14: end if

An observation of our formulated optimization problem in (5.12) reveals that this formulation is established
as a BLP problem, where the optimal solution to such optimization problem is NP-hard. Therefore, we propose
a heuristic SMA scheme to solve efficiently (5.12), where appropriate mirror elements i* are simultaneously
assigned to each user so that the maximum average rate is achieved, subject to maintaining uniform fairness
among users. To perform the optimal mirror element allocation, the CC of an OIRS-assisted UAV is required to
know the user’s location. The user’s location information is sent to the CC via the uplink RF channel. Let M Jf
represent the feasible mirror element set. The proposed SMA scheme can be executed in polynomial time as
follows: first, as per the user’s location information, the proposed scheme assigns appropriate mirror elements
to the users. The selection of the appropriate mirror elements is a function of the channel quality in order to
keep a fair rate among the users. The proposed scheme adjusts mirror element assignment according to the
current channel quality changes within the network’s limits and maximizes the data transmission rate while
ensuring fairness among the users. In our proposed scheme, when the user’s channel condition is excellent,
a lower number of mirror elements are assigned; thereby, the efficacy of transmission and OIRS utilization is
improved. On the contrary, the higher number of mirror elements M is allocated to the users when the user’s
channel condition is not good. If all the users have excellent channel conditions, at least two mirror elements
are assigned to users to maintain a fair rate among the users. The proposed scheme iterates until all M are
assigned. As shown later, the SMA scheme is a fairer assignment of mirror elements because it considers the

user’s channel condition. Algorithm 5.1 shows the pseudocode of the SMA scheme.
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Table 5.1: Simulation parameters for performance evaluations

II Parameters I Simulation values II
Pr 60 mW
R 0.5 A/W
App 7 mm?
A 1550 nm
a 5 cm
B 100 MHz
G(p) 1
C2(0) 1x 10713 m=2/3
FE; in case of clear air 0.43
E) in case of light fog 4.2
E; in case of moderate rain 5.8
E; in case of heavy rain 9.2
o; 30 cm
o2 10719 A%/H>
gmin 0.05 mrad
[ 1.5 mrad

5.5 Performance Evaluation and Discussions

In this section, we show the validation of closed-form expressions via Monte Carlo simulations. For the perfor-
mance evaluation, the average rate, fairness index, rate outage probability, and average sum rate are computed
via Monte Carlo simulations. In addition, we investigate and compare the performance of our proposed scheme
with respect to benchmark schemes such as EMA, NOMA, and TDMA. The considered simulation parameters
are summarized in TABLE 5.1. In this chapter, we consider OIRS-assisted UAV-based FSO networks with
U = |U| user and M = | M| mirror elements of the OIRS. We assume that mirror-based OIRS is deployed on
the UAV, and the OIRS-assisted UAV is hovered at 100 m vertical height. The distance between the optical
transmitter and the OIRS-assisted UAV is assumed to be 500 m, and the optical transmitter is located at a
height of 10 m. U mobile users are distributed in the outdoor region of 400 m x 400 m. We consider that the
receiver of the user is at a height of 0.85 m. To investigate the outage performance, this chapter considers the

SNR threshold of 4, = 5 dB.

Table 5.2: Performance comparison of different schemes

For M =9& U =3 For M =16 & U =4
Average sum . . Average sum . .
Schemes rate (bps/Hz) Fairness index rate (bps/Hz) Fairness index
Exhaustive 12.1 0.97 12.5 0.99
search
SMA 3.2 0.95 4.6 0.98
EMA 2.6 0.90 3.5 0.97
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Figure 5.3: Computational complexity comparison of different schemes.

5.5.1 Mirror Element assignment with Small Configuration

In this subsection, for the simulations, two types of mirror-based OIRS configurations are considered with
dimensions of M =9 and M = 16 mirror-based OIRS. The proposed system model with the mentioned OIRS
configurations for U = 3 and U = 4 is simulated. The fairness and sum rate performance of the proposed
system in the case of exhaustive search, SMA, and EMA schemes are shown in TABLE 5.2. The exhaustive
search takes an exponentially longer duration for the higher U and M. Therefore, it is hard to simulate the
considered scenario with many users and mirror elements by exhaustive search. The running time of different
schemes with the exhaustive search is compared and shown in Fig. 5.3, further validating that the exhaustive
search is infeasible to implement even with fewer users. In TABLE 5.2, we list the values of the average rate
and the fairness index in the case of exhaustive search, SMA, and EMA when U = 3 and U = 4.

Fig. 5.3 depicts the computational complexity of exhaustive search, SMA, and EMA schemes. We use big-
O notation for the computational complexities analysis as it offers a generalized upper bound performance.
It can be observed that the running time for exhaustive search is exponentially growing when U increases.
An exhaustive search is computationally expensive as it searches over all the possibilities for mirror element
assignment of the users. Therefore, the complexity is O(UM). There are UM different likelihoods to allocate
mirror elements to each user, which needs U™ iterations. Furthermore, compared to the EMA, the time
complexity of the SMA scheme is remarkably higher. The computational time for SMA is O(U? x M). The
algorithm 5.1 has two loops, and n is the total number of iterations. In the case of the EMA, the running time

is proportional to n. Therefore, its time complexity is O(n).

5.5.2 Mirror Element assignment with Large Configuration

In this sub-section, we present a comparative evaluation of the SMA, EMA, NOMA, and TDMA performance
when M = 36. The performance comparison is evaluated in terms of average rate per user, fairness, rate outage

probability, and sum rate. Fig. 5.4 (a) illustrates the average rate per user as a function of U for all schemes
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Figure 5.4: (a) Average rate performance of the SMA, NOMA, EMA, and TDMA scheme versus the number of
users U. (b) Fairness index of the SMA, NOMA, EMA, and TDMA scheme versus the number of users U.

when M = 36. The proposed SMA scheme has remarkable rate improvements over other schemes. It is also
noted that the average rate per user degrades as U increases. However, the SMA significantly performs better,
even when U is high. This is because the proposed SMA assigns each user the best M mirror elements. For
instance, the SMA provides an average rate of 3.6 bps/Hz when U = 12. On the other hand, the EMA achieves
an average rate of 2.85 bps/Hz when U = 12. It is also noted that the TDMA offers lower rate performance,
followed by the NOMA, irrespective of U. For instance, NOMA and TDMA provide an average rate per user
of less than 1 bps/Hz when U = 12. Therefore, the SMA scheme improves the average rate and achieves a rate
by up to 26% compared to the EMA scheme.

In Fig. 5.4 (b), we plot the fairness index of SMA, NOMA, EMA, and TDMA for the numbers of users U =
3,6,9, and 12 when M = 36. This figure indicates that TDMA, EMA, and SMA schemes obtain maximum
fairness for U = 3. It is evident that the TDMA offers remarkably improved fairness performance compared
to other schemes. This fairness enhancement is because all the mirror elements are simultaneously assigned to
the particular user. It can be seen that the SMA scheme achieves a uniform transmission rate with respect to
NOMA and EMA. This is due to adoption of a fair assignment strategy of mirror elements in the proposed
scheme. For instance, the proposed scheme offers a higher than 0.85 fairness index when U = 12. Fig. 5.5 (a)
illustrates the rate outage probability as a function of Rp for the SMA, EMA, NOMA, and TDMA schemes
when U = 12. The proposed SMA scheme acquires a rate outage probability of 1073 for a lower demand rate
Rp. However, as the demand rate Rp increases from 3 to 7 bps/Hz, all schemes do not significantly reduce the
rate outage probability. The SMA can support the Rp of 2.5 bps/Hz when the rate outage probability is 1072.
On the other hand, the EMA can support only up to 2 bps/Hz. However, When Rp > 3 bps/Hz, NOMA and
TDMA offer rate outage probability close to 1. Therefore, it is evident that compared to other schemes, the
SMA scheme enables the network to support required demand rates Rp for a given QoS constraint. Fig. 5.5
(b) shows the average sum rate as a function of U for all schemes when M = 36. It is shown that the highest

sum rate performance can be achieved by utilizing our proposed scheme. The achieved average sum rate in
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Figure 5.5: (a) Rate outage probability performance of the SMA, EMA, NOMA, and TDMA scheme versus
required demand rate Rp, when U = 12. (b) Achieved sum rate of the SMA, NOMA, EMA, and TDMA scheme
versus the number of users U.

the case of SMA and EMA persistently improves when U increases. In the case of the EMA, an equal M is
assigned to the user without considering the channel quality. The EMA offers less sum rate improvement even
at higher U due to the inadequate number of mirror elements. However, when U = 12, the SMA remarkably
enhances the sum rate to 43.2 bps/Hz. On the other hand, EMA can only provide a sum rate of 36 bps/Hz.
However, the average sum rate degrades for NOMA as U increases. This is expected as the rising U increases
the inter-user interference. In that case, approximately equal power is distributed among the interfering users,
as corroborated in (5.9) and (5.10). TDMA offers the lowest average sum rate among users compared to other
schemes since all the mirror elements serve only one user at a time.

Fig. 5.6 illustrates the achieved sum rate of the SMA and other schemes with respect to transmit power
Pr when U = 12. It can be observed that the average sum rate increases with an increase in Pr. This figure
also indicates that the SMA scheme offers a maximum average sum rate over EMA, NOMA, and TDMA. For
instance, SMA provides an average sum rate of 41.6 bps/Hz when Pp = 20 dBm, whereas the EMA achieves an
average sum rate of 37.9 bps/Hz. Fig. 5.6 reveals that NOMA and TDMA do not show substantial improvement
even with an increase in Pr. The sum rate performance is confined to 9.95 bps/Hz at Py = 20 dBm in the case
of NOMA and TDMA. However, there is a significant sum rate gain at a lower Pr, and the sum rate increases
more slowly at a higher Pr. It’s worth noting that the performance of NOMA and TDMA would reach their
peak as the maximum transmission power increases to a certain threshold. Therefore, our proposed SMA scheme

improves the average sum rate in OIRS-assisted UAV-based FSO networks compared to conventional schemes.

5.6 A Use case: Emergency Communication in Post-Disaster Zones

After a major earthquake in a dense urban area, traditional cellular infrastructure is heavily damaged or
non-functional. Emergency teams need a rapid-deployment communication system to maintain situational

awareness and coordinate relief efforts. A fleet of UAV equipped with FSO transceivers and OIRS is deployed
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Figure 5.6: Achieved sum rate performance of the SMA, NOMA, EMA, and TDMA scheme versus transmit
power Pr, when U = 12.

over the disaster zone. These UAVs establish high-throughput, low-latency optical communication links between
temporary ground stations and mobile emergency response units. The SMA algorithm is used in this case to
dynamically allocate mirror elements to multiple emergency units (ambulances, drones, field officers), optimizing
the signal strength and ensuring that each unit receives sufficient bandwidth to transmit live video feeds, medical

data, and GPS coordinates.

5.7 Optimizing OIRS-Assisted UAV-based FSO Networks: Key Find-
ings and Insights

In this chapter, we investigate the performance of a downlink OIRS-assisted UAV-based FSO network. In
the proposed network, we assumed an FSO link between the optical transmitter, the OIRS-assisted UAV, and
between the OIRS-assisted UAV and the user. The FSO link is impacted by four channel impairments: atmo-
spheric turbulence, atmospheric attenuation, beam misalignment error, and AoA fluctuations. Furthermore, we
have derived the closed-form expression for the outage probability of the proposed network under the impact of
channel impairments, which is further validated through simulations. Furthermore, we investigated the problem
of mirror-element assignment in the proposed networks. We developed an optimization problem that maximizes
the average rate per user while satisfying the user fairness and QoS design constraints. In order to offer a higher
average rate with uniform fairness among the users, an efficient mirror element assignment scheme, i.e., SMA,
is suggested, where mirror elements are optimally assigned to the users. In addition, we compared the SMA
scheme’s performance against another heuristic scheme, i.e., the EMA scheme, and conventional benchmark
schemes like TDMA and power-domain NOMA. The reported results showed that the proposed SMA appre-
ciably improves the rate per user, especially for more users. Our simulation results exhibited that SMA scheme

has the potential to offer a fair data rate among multiple users.
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5.8 Enhancing Indoor OWC Systems: Laser-Based Communication
and OIRS-Assisted UAV Integration

In recent years, indoor OWC-based systems have been realized in which a LED is utilized as the source for
downlink communication and illumination. On the other hand, RF or infrared light has been used for uplink
communication. In some recent works, the laser diode has also been used as an optical source for downlink
communication in place of the LED. The laser diode has its benefits, such as wide electrical bandwidth. However,
this advantage comes at the expense of the strict transmit optical power limitation per the eye safety regulations
IEC 60825-1. To deal with such transmit power limitation, vertical-cavity surface-emitting laser (VCSEL) can
achieve a higher rate while maintaining eye safety limits [1 10, ].

In indoor scenarios, the received optical power of the user’s receiver depends on the distance between the
optical source and the user. Furthermore, in a multi-user indoor scenario, objects inside the room act as
blocks, resulting in a sudden drop in the optical power received, as it can block the signal from the optical
source to the desired user [118]. Consequently, the network can suffer significant data loss if the blockages
obstruct the direct optical link. UAV and OIRS are potential solutions to alleviate the effect of blockages
and non-LoS in 6G indoor wireless communication networks [55], [56]. Subsequently, the performance of OIRS
has been analyzed for OWC-based systems in [18]. OIRS is envisioned to improve the performance of indoor
communication networks, specifically in the case of the non-availability of LoS links [18]. Furthermore, the
LoS requirement can be alleviated by installing an OIRS-assisted UAV as a mobile relay between the optical
transmitter and the optical receiver [53]. Therefore, from the above, it is evident that both OIRS-assisted UAV
and laser-based communication can significantly enhance the performance of conventional OWC-based indoor
wireless networks. However, such system integration possesses several design challenges in terms of optimal user
selection and OIRS-assisted UAV mirror element assignment to improve system performance.

There is considerable literature on laser-based OWC technology for indoor communication networks [116,

, —123]. In [116], the authors investigated the performance of a high-speed imaging receiver that can
aid mobility under the effects of two widely known trade-offs, i.e., gain FoV and area-bandwidth. In [117],
the authors analyzed the OWC backhaul system designed for indoor applications, aiming at a data rate of at
least 1 Thps under the constraint of eye safety. In [120], the authors demonstrated an ultrahigh-speed OWC
transmission with a simultaneous beam tracking and steering capability system that can achieve a data rate
of more than 1 Tbps in the indoor communication network. In [119], the OWC link based on VCSEL arrays
provides data rates above 1 Thps for the backhaul of 6G indoor wireless networks. The authors presented
comprehensive analytical modeling of the misalignment for OWC links with Gaussian beams. In [121], the all-
optical bidirectional optical communication system is analyzed, incorporating the beam steering transmitter,
the wide FoV optical receiver, and the localization of the user’s devices to support up to 128 optical beams
transmitting up to 112 Gbps per beam. In [122], the authors presented the design, implementation, and
performance evaluation of fiber-wireless-fiber terminals for OWC with realistic coverage that provides a bi-
directional free-space connection between fiber optic transceivers. The performance of a hybrid laser-LED-based

transmitter to achieve a total data rate of 5.15 Gbps for the diffuse laser beam with steering is analyzed in [123].

68



5.8.1 Motivation

As evident from the above, although there has been considerable work on laser-based indoor wireless commu-
nication networks, the performance of OIRS-assisted UAV and laser-based communication in indoor networks
has not yet been well investigated. Most existing studies emphasized the realization of optical transmitters
using an array of VCSEL or LED. The future 6G indoor communication network will provide users with a high
data rate. Therefore, in this chapter, we propose to utilize a laser-based source that can provide a high data
rate to mobile users. However, one of the potential drawbacks of the laser-based source is that it always needs
to maintain a LoS between the optical transmitter and the optical receiver due to its coherent nature. The
deployment of OIRS-assisted UAVs between the optical transmitter and the optical receiver can mitigate this
LoS requirement in indoor scenarios. The OIRS converges the optical beam toward the required direction by

changing the orientation of each mirror element.

5.8.2 Contributions
The key contributions of Part II of this chapter are outlined as follows:

o We analytically formulate the batch-based mirror-element assignment problem as a non-linear binary
programming optimization problem and reformulate the optimization problem as a BLP, which is generally

NP-hard.

e For a given coverage of an OIRS-assisted UAV system, we propose a sub-optimal solution based on
batch-based polynomial-time sequential-fixing linear programming (BSFLP), where the mirror elements
are iteratively assigned to a subset of the contending users simultaneously by solving a sequence of linear

programs.

o Also, we measure the number of served users, sum rate, and fairness for the BMEA scheme and compare

its performance with respect to the SMA and EMA schemes mentioned in [12].

5.9 System Model and Power Analysis
5.9.1 System Model

We consider OIRS-assisted UAV and laser-based indoor communication networks as shown in Fig. 5.1. The
optical transmitter is equipped with a VOSEL array installed at one of the side walls to send the data to the
particular OTRS-assisted UAV via an optical link. Further, we consider an OIRS-assisted UAV and laser-based
indoor communication network of a cluster with a set of & users, where U = || is the number of contending
users. The U users are distributed in an indoor space of 3D coordinate systems (z, y, z). Suppose M is the
set of M mirror elements in the OIRS, where M = |M] is the number of mirror elements of the OIRS. We
consider that a set of U users are competing to access a set of M mirror elements. The maximum number
of mirror elements assigned to each user is limited to x < M mirror elements. Further, we assume that the
large indoor space is divided into clusters, and one OIRS-assisted UAV provides coverage in the entire cluster

space such that the QoS is guaranteed to the users. We assume that in each cluster, the optical transmitter
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Figure 5.7: The proposed OIRS-assisted UAV and laser-based indoor communication network

is equipped with a VOSEL array that is installed at one of the side walls to send the data to the particular
OIRS-assisted UAV via an optical link as shown in Fig. 5.7. The UAV is equipped with the OIRS to beamform
and reflect the beam toward the targeted user as in [53], [17]. The optical signal transmitted from the VCSEL
array passes through a holographic light-shaped diffuser (LSD) to obtain a uniform optical power distribution
on the OIRS’s surface as shown in Fig. 5.7. The maximum permissible transmit power of the VCSEL is set as

per the eye safety regulations standard such that Pr = P; The eye safety details considered to obtain P;

max * max

can be found in [124]. Tt is worth mentioning that a laser source is said to be eye-safe if the fraction of incident
optical power into the eye aperture at the most hazardous position for an exposure time should not be greater
than the maximum permissible exposure multiplied by the aperture area of the eye [116]. Further, we assume
a downlink transmission scenario, where a VCSEL array simultaneously transmits data to several mobile users
via optical signals in a broadcasting mode. The position of each VCSEL, UAV, user, and mirror element of the
OIRS is given in a 3D coordinate system (z, y, z). Further, we assume that the incoming optical light from
the hovering OIRS-assisted UAV is focused on the surface of the PD of user’s receiver the with the help of the
converging lens [125]. When an incident beam passes through a converging lens, the width of the beam footprint
in the PD is approximately equal to 2.4\, and it is much smaller than the conventional radius of the PD that is
commonly in the order of mm [126]. We consider that the UAV employs an indoor localization mechanism to
transmit its location information to the optical transmitter in the form of beacon messages [127]. The optical
transmitter extracts the beacon message from an OIRS-assisted UAV to compute the distance between the
VCSEL and OIRS-assisted UAV. According to the UAV’s location, VCSEL aims the optical beam toward the
OIRS plane of OIRS-assisted UAV. Further, the orientation of each mirror element is controlled by a CC of an
OIRS-assisted UAV via an error-free RF link. Moreover, CC facilitates uplink RF reception from contending

users to announce their control and location information.
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5.9.2 Power and Rate Analysis in OIRS-assisted UAV and Laser-based Indoor
Communication Network

The optical beam incident from the VCSEL follows a Gaussian power intensity profile [128]. Initially, at the
beam waist, the wavefront of the optical beam is planar and expands further in the beam’s propagation direction.

The wavefront radius of curvature at a distance Ly from the VCSEL is defined by wy,, and is computed as [119]:

AL\
Wwr, = Wo 1+ (;) 5 (513)

Wy

The optical intensity distribution at a distance Ly from the VCSEL is expressed as [119], [128]:

P(z,y) = ij exp (—W) : (5.14)

L1 le

where € (z, y) represents the Euclidean distance of the point (x, y) from the center of beam footprint and
Pr is the transmitted optical power. We also consider that the optical beam from VCSEL is passed through
the holographic LSD to improve the radius of the beam’s footprint on the OIRS’s surface. Holographic LSDs,
along with different angles, are utilized to expand the beam footprint of the VCSEL with uniform optical power
distribution [129]. The effective divergence angle of the light source can be extended by using holographic LSD
to . ~ \/(04)? + (Orsp)?, where 0, is the effective divergence angle of the optical beam, 4 is the divergence
angle of VCSEL, and 0psp is the angle of LSD. The calculation of beam intensity through holographic LSD
has been simplified in [129], where LSD is divided into an array of pixels, and the beam intensity is assumed
to be uniform for a tiny beam profile after passing via a single pixel. Therefore, the effective radius of beam

footprint by a VCSEL after passing via LSD at a distance L; can be obtained as:
wr, = Ly tan(6.). (5.15)

Recall that the considered OIRS comprises an array of mirror elements reflecting the optical signal from the
optical transmitter to the optical receivers and their orientation angle 6; is already defined in Chapter 2. The

received power density distribution P; on the surface of OIRS is computed as in [17]:

K A2 2((z 4+ 2:)% + (y + v:)?
Pi(z,y) = —erp | = (« )wg ( V) ; (5.16)
L. L.

where A, represents the central amplitude of the optical signal and K is power factor. When the set of selected
mirror elements (€2; € M) are focused at jth user, power density distribution P;(z,y) at jth user is given

as [17].

j=U

KAZ 2((x + 2 —2)* + (y +9i —9))*)
Pj(z,y) = 2 Z Z exp [— : ;) ! cos ;, (5.17)
Foj=114€Q; F

where )5 is the set of assigned mirror elements to the jth user. Therefore, the SNR of the jth user is calculated

as

2
R, Pj(w,y)App;haoa
w=[ EE— ] , (5.18)
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where n. is the AWGN with zero mean and variance J,QL. h 404 denotes link interruption due to AoA fluctuations
and B is the bandwidth. Due to the hovering of the UAV, AoA fluctuations are introduced in the proposed
system, which degrades the performance as the user’s receivers have limited FoV [111]. Although the optical
beam is focused on the PD’s plane with the help of the lens, the AoA of the optical beam diverges from the
normal line due to the random orientation deviation of the OIRS-assisted UAV. Therefore, to capture the effect
of AoA fluctuations due to the hovering of the OIRS-assisted UAV, the optical channel under AoA fluctuations
(haoa) is modeled as [111]: haoa = I (0a0a/¥PFov), where II(w) = 1 if |w| < 1, and II(w) = 0 otherwise.
U,y is the FoV angle of the user’s receiver. 4,4 is the incidence angle of the beam on the normal axis of the
user’s receiver plane, and its PDF follows the Beckmann distribution with variance 0%, , [111]. Accordingly,

the achievable rate of jth user is calculated as in [130]:

1
Rj = 5 10g2(1 + ’Yj). (519)

5.10 Problem Statement and Problem Formulation

5.10.1 Problem Statement

Given the above system model of a cluster, our problem statement is as follows: given the set of contending users
U, required rate demand RJ-D for each user j € U, the set of available mirror elements M, the total allowable

* as given in [17],

mirror elements per user K, and the optimal orientation angle of each mirror element 9§i
our objective is to determine the appropriate users-selection and mirror-element assignment that jointly achieve
the design objective of simultaneously serving the maximum possible number of users subject to the following
design constraints:

C.1.) Rate demand satisfaction: This constraint ensures that the rate demand of each user j (RJD ) is satisfied
by assigning the required mirror elements for that user.

C.2.) Mirror element exclusive-use constraint: This constraint ensures that each mirror element cannot
be assigned to more than one user.

C.3.) Hardware constraint: This hardware constraint ensures that each user can be assigned at most x < | M|

elements.

5.10.2 Problem Formulation
(

To proceed with our analysis, the binary decision variable x ji) is defined as follows:

i 1, if mirror element i is allocated to user j
W —{ (5.20)

0, otherwise.

(i)
(1,6

Let R; represent the achieved rate of jth user with respect to mirror element 7 at an orientation angle

9§i)*. Mathematically, our objective function can be written as:

21 lZ v = 1] : (5.21)

jeu Li=1
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where 1[.] represents the indicator function. Given the objective function in (6.21) and design constraints given

n (C1-C3), our optimization problem for the |U/| contending users can be formulated as:

Pl:max 1[2)( )>1]
Jjeu

Xj 1=1

@057%) @057%) .
s.t. ZRJ XE)ZRJ'DOTZRJ' Xg»):O, Vjielu

ieEM ieEM

ng-i) <1, VieM

Jjeu

Sl <n vieu. (5.22)
iEM

It may be noted that it is difficult to optimize the indicator function. Therefore, we linearize our objective

function by introducing a new binary variable v; and adding two linear constraints as follows:

M
v; =1 [Z X > 1] ,Vieu, (5.23)
=1
(i)
Zlejt‘t |Xf <0, Ve,
-S> <o vieu (5.24)
ieM

It may be noted that if any of the X(-i)

(1),
j S

of the jth user is not 0, the jth user is going to be served. While if all x;
of the jth user are 0, no feasible mirror element assignment can be obtained for user j, and therefore, that jth
user will not be served. If several feasible solutions with the same maximum number of served users exist for the
optimization problem, we seek to find the solution that can achieve the highest rate. For achieving this, we add

o)
0 "’
Z]EM ZlEM J

e 0§")

the following term [ It

] <1 to the objective function, where R =3,/ >\ 1)
may be noted that the added term is always less than one, ensuring that it only impacts those mirror element
assignments with the same maximum number of served users. To further simplify our optimization problem,
we introduce two more auxiliary binary variables y(J ), yéj ) and replace the either/or constraint in (6.29) with

the following set of linear constraints:

@087 @ — () -
Z —R; X§-) < -RP +=y9 vieu

ieM
(56577 NQ = ()
SR <otE vieu
ieM
ygj) + yéj) =1,YjeU, (5.25)
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where E >>1. Based on (6.30),(6.31),(6.32), and adding the constraints, the optimization problem in (6.29) can
be rewritten as:

(4) (i,ﬁ‘(.i)*)
YjeudicmXy By
R

P1 :max E vj +
(i)
Xj jeu

i,e(‘i)* i 1 .
st SRS N < —RP 1=y v eu

J

iEM
5,0897) (4 N

Z RJ(» i )Xéz) < 0+Eyéj),Vj cu
iEM
ng-i) <1, VieM
JjeUu
Sox <k vieu
iEM
Z'eM X('i)
eIy <0, Vi eU,

M| ’
vj — ny) <0,VjelUu

iEM
g 448 =1 vjeu. (5.26)

5.11 The Proposed User-Selection and Mirror-Element Assignment
Scheme

The formulated problem in (6.33) is a BLP, a combinatorial multi-mirror elements multi-user matching problem,
which is NP-hard. The optimal solution to this optimization problem can be derived by an exhaustive search
of all possible combinations of mirror-user assignments, exponentially growing with the number of competing
users U and the number of available mirror elements M. Thus, the BSFLP approach is adopted to obtain
near-optimal polynomial-time solutions for our optimization problem in (6.33). The BSFLP approach has been
followed by several research efforts to resolve the same BLP problems, by which sub-optimal solutions with
polynomial time complexity were exhibited [131], [132], [133]. The BSFLP procedure adopted for such a BLP
problem is carried out as follows:

Step 1: Relax all unfixed binary variables in) to real values in the range [0, 1], forming a relaxed linear
programming (RLP) problem.

Step 2: Solve the RLP problem. If the RLP has no feasible solution, then the BLP in (6.33) also has no feasible
(4)

solution. If the RLP has a feasible solution, identify the user’s transmission with the highest X;  sum among
the U users.

Step 3: The decision variable with the highest value among all unfixed x’s of the identified user is assigned a
value of 1. Subsequently, the RLP is updated and resolved with the fixed x. If no solution is found, then fixing
it to 1 is incorrect, and instead, the highest x must be fixed to 0.

Step 4: Repeat Steps 2 and 3 until the required rate is met with the highest sum of x values in Step 3. Then,
fix all remaining unfixed y values related to this user’s transmission to 0. If all x values associated with this

user’s transmission are fixed without meeting the required rate, this user’s transmission will be blocked (set all
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x values for this user’s transmission to 0).

Step 5: Identify the next unserved user’s transmission with the highest summation of unfixed y values. Then,
repeat Steps 3-4 for the selected user, taking into account the mirror element assignments of previously served
users.

Step 6: Repeat Step 5 until each user is either assigned a set of mirror elements that satisfies its QoS demands
or it is determined that no feasible mirror element assignment is possible.

The time complexity of the BSFLP scheme is bounded by the complexity of the RLP solver. Because an
RLP solver has a polynomial complexity, the complexity of our BSFLP algorithm is also polynomial. In the
worst case, the RLP produces a non-feasible solution at each iteration. Therefore, one variable is always fixed
to 0. The complexity of each RLP instant is O(f(n)), where f(n) is a polynomial function of n. Therefore,
the computational complexity of the BSFLP scheme is n times the complexity of the RLP, resulting in the
polynomial complexity in n. It is worth noting that admission control based on access window (AW) is based
on passive learning [131, ]; therefore, it does not introduce any time complexity to the proposed user-selection
and mirror-element assignment scheme. To realize our proposed user-selection and mirror-element assignment
optimization in a distributed way, we develop an AW-based admission control strategy with U access slots (AS)
with a fixed duration, where U C U and U is the total number of contending users in the networks. Each AS is
enough to exchange the control and channel state information required for each user j to the CC. The size of the
AW can be adaptively adjusted according to the dynamics of user traffic. Users contend to access each AS over
the RF control channel using a carrier sense multiple access with collision avoidance (CSMA/CA) approach.
As stated above, our proposed protocol allows AW to be dynamically formed. Specifically, a potential user who
senses a free RF control channel and is not aware of any active AW starts its own AW. Users contend to access
the next AS using a CSMA/CA approach, as shown in Fig. 5.8. This process continues until the last AS in
the AW. After all control and channel state information exchanges occur, the CC will have all the necessary
information to perform the proposed user selection and mirror element assignment optimization. After that,

data transmission proceeds according to the computed mirror element assignment and user selection decision

(0]



Table 5.3: Simulation parameters considered in OIRS-assisted UAV and laser-based indoor communication
network.

II Parameters I Simulation values II
A 950 nm
Pr 10 mW
R; 0.5 A/W
Aij 2 cm?
Noise figure of the TIA 5 dB
Temperature 300 K
Load resistance 500 ohm
Yrov 40 mrad

outcomes.

5.12 Results and Discussion

This section investigates and compares the performance of the BMEA scheme against the reference SMA and
EMA schemes [12]. In the EMA scheme, the total mirror elements of the OIRS are equally scaled for the
total number of users. Each user receives the reflections from a set of an equal number of mirror elements.
Furthermore, mirror elements are allocated to each user to maximize the rate and ensure user fairness. However,
the SMA scheme is a heuristic algorithm that does not guarantee to ensure the user’s required rate demand
while assigning mirror elements to the users. Moreover, in the SMA scheme, the selection of users is not made
for the optimal mirror element assignment. We investigate the performance of the proposed system in terms
of the average sum rate, number of served users, and fairness. For fairness evaluation, Jain’s fairness index is

considered and is expressed as [135].

5.12.1 Simulation Setup

We consider an OIRS-assisted UAV and laser-based indoor communication network with U = |U| contending
users and M = | M| mirror elements of the OIRS. We also consider a VCSEL transmitter, which operates at 950
nm with a beam radius of 5 m. A holographic LSD is placed before the VCSEL source to generate an optical
beam spot on the OIRS’s surface. The maximum permissible transmit power of 10 mW is considered according
to the eye safety limits, which fulfill a power-limited policy [124]. We consider a large indoor space with a side
length of 20 m, as shown in Fig. 5.7. We assume that VCSEL is installed on the side wall of the indoor space
of 20 m x 20 m x 5 m at a height of 2 m. The OIRS-assisted UAV is assumed to be located at a height of 4
m. We consider that mirror-based OIRS is deployed on the UAV, and U users are uniformly distributed in an
indoor area of 20 x 20 m2. The height of the user’s receiver is assumed to be 0.85 m. In this chapter, we assume
that each mirror element can be regarded as a square with a side length of 2 mm [17]. The practical spacing
between the adjacent mirror elements is demonstrated in [17] to be 1 mm. We set Rf = Rp,¥j € U. The
proposed network is enforced and simulated using MATLAB programs. The rest of the simulation parameters

adopted for performance evaluation are presented in TABLE 6.2.
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Figure 5.9: Average sum rate performance of the proposed BMEA, SMA, and EMA versus rate demand Rp.

5.12.2 Simulation Results

The reported results are an average of 10 experiments lasting 1000 optimization instances. We first evaluate
the impact of the required rate demand on the sum rate performance of OIRS-assisted UAV and laser-based
indoor communication networks under various schemes. Fig. 5.9 illustrates the average sum rate versus the
rate demand Rp, with values of M (M = 9, 25, 49) when U = 3, 5, 7. It is evident that as Rp increases, the
average sum rate decreases for the BMEA, EMA, and SMA schemes. The probability of seeking suitable mirror
elements for supporting higher rate demands decreases; consequently, the number of served users decreases.
As a result, the overall average sum rate decreases. It is also observed that BMEA, EMA, and SMA provide
comparable performance for lower values of Rp. However, the BMEA scheme significantly outperforms SMA
and EMA for higher values of Rp. Because the BMEA scheme assigns the most appropriate mirror elements
so that the rate demand Rp is satisfied. Generally, as M increases, the achieved sum rate increases due to the
availability of more mirror elements. Under low values of M, the sum rate performance concerning Rp degrades

for all schemes. The BMEA scheme significantly outperforms the SMA and EMA schemes with respect to the
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Figure 5.10: Number of served users in case of proposed BMEA, SMA, and EMA versus rate demand Rp.

achievable sum rate for higher values of Rp when M is large. When more mirror elements are available, BMEA
can allocate more mirror elements to users according to their Rp. Furthermore, the BMEA scheme allows users
to allocate the mirror elements concurrently to satisfy their rate demands. Fig. 5.9 (a)—(i) also indicates that as
U increases, the sum rate performance increases for the three schemes, especially for low values of Rp. Under
low values of M, none of the schemes significantly improves the average sum rate at high values of Rp. However,
when M is increased, BMEA significantly outperforms EMA and SMA for higher values of Rp, regardless of U.

Fig. 5.10 plots the number of served users with respect to Rp under different values of M when U = 3,
5, 7. Generally, as Rp increases, the probability of serving more users decreases for all schemes. All schemes
provide comparable performance in terms of the number of users served when Rp is low. In contrast, when Rp
is high, the BMEA scheme significantly outperforms the other two due to its inherent rate demand awareness.
At low values of M, the BMEA scheme achieves a comparable performance for high U. This is because of the
limited availability of mirror elements; hence, BMEA tends to utilize only one mirror element per user. When

the availability of mirror elements increases, the BMEA scheme satisfies more user rate demands even when U
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Figure 5.11: Average sum rate performance of BMEA, SMA, and EMA versus the number of mirror elements
M.

is high. Therefore, the BMEA scheme outperforms the other two schemes when using more mirror elements,
regardless of U. Fig. 5.11 illustrates the average sum rate versus the number of mirror elements M for U = 3,
5, 7 when Rp = 5 and 11 bps/Hz. The BMEA scheme exhibits the highest sum rate performance compared to
SMA and EMA. However, the SMA and EMA schemes persistently enhance the sum rate performance when
the number of mirror elements M increases. For a lower rate demand Rp, the sum rate performance improves
for all three schemes with an increase in the number of mirror elements M. This is because more users can be
served when Rp is low. Therefore, the overall performance of the network is improved in terms of the average
sum rate. The BMEA scheme outperforms other schemes for low Rp values.It may also be noted that the sum
rate performance of the SMA scheme is very close to the EMA scheme under lower values of M. When the
number of mirror elements is low, i.e., M = 9, the sum rate performance of BMEA for Rp = 5 bps/Hz is much
greater than that for Rp = 11 bps/Hz. This is because each user requires more mirror elements; therefore, the
chances of achieving Rp = 11 bps/Hz using fewer mirror elements are small. It is noted that SMA and EMA
do not significantly improve the average sum rate even with high values of M, especially for high demand rates
(i.e., Rp = 11 bps / Hz). However, the BMEA scheme provides significant performance gains in the average
sum rate when M = 49, even in case of a higher rate demand Rp = 11 bps/Hz utilizing greater availability of
elements.

In Fig. 5.12, we evaluate the fairness performance of the proposed BMEA, SMA, and EMA schemes with
respect to the number of mirror elements M for the different numbers of users U and a rate demand of Rp = 8
bps/Hz. It is observed that the BMEA scheme outperforms SMA and EMA schemes in terms of fairness. It is

revealed that the BMEA and SMA schemes can achieve high fairness performance for the greater value of M
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Figure 5.12: Fairness index performance of BMEA, SMA, and EMA versus number of mirror elements M for
rate demand Rp = 8 bps/Hz.

(that is M = 49), regardless of U. However, it is observed that in the case of the BMEA scheme, an almost
uniform rate is obtained compared to the SMA and EMA schemes, even in the case of a small number of mirror
elements M (that is, 9) and a large number of users (i.e., U = 7). It is also observed that the BMEA scheme
can achieve a uniform rate compared to other schemes. This is because the BMEA scheme adopts a fair user
selection and allocation strategy of mirror elements of OIRS. Hence, using the BMEA scheme, more than 0.9
fairness index is attained under different values of M and U. Depending on the rate demand of users, the
probability of the number of users served increases with the increase in U for all schemes. Consequently, it
produces a higher sum rate and fairness with respect to the increase in U. Furthermore, for the computation
of the sum rate and fairness, we considered the rates of the users served whose rate demands are satisfied. It is
also observed that the proposed BMEA scheme always allocates the best available M mirror elements to each
served user to satisfy their rate demands. Therefore, it is evident that the proposed BMEA scheme remarkably
outperforms the other two schemes. As the number of mirror elements M increases, the sum rate achieved
increases because a larger number of mirror elements M is available for assignment to serve more competing

users U.

5.13 Optimizing Indoor OIRS-Assisted UAV FSO Networks: Key
Findings and Insights

In part IT of this chapter, we investigated the problem of joint user selection and mirror-element assignment in a
downlink OIRS-assisted UAV and laser-based indoor communication networks. We developed an optimization
framework that ensures that the maximum number of users is served while satisfying the rate demand and
the mirror element constraints. The proposed BMEA scheme employs a batch-based user-selection and mirror-
element assignment that allows simultaneous multi-mirror element allocation for multiple contending users

to maximize the number of served users. Furthermore, we analyzed the BMEA scheme’s performance and
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compared it with reference heuristic schemes, i.e., SMA and EMA schemes. The proposed BMEA scheme is
a sub-optimal and computationally efficient solution. The reported results depicted that the BMEA scheme
significantly outperforms the SMA and EMA schemes in terms of the number of served users, average sum rate,
and fairness. Furthermore, the BMEA scheme provides remarkable performance enhancement in the achieved
average sum rate while maintaining fairness, especially for a higher number of users and a higher number of

mirror elements.

5.14 A Use case: Smart Connectivity Solutions for Indoor Events

A large indoor sports arena hosts a real-time AR/VR-enhanced live event. Thousands of users are connected
to immersive content through wearable devices, demanding extremely high data rates and low latency. The
arena’s ceiling and walls are equipped with laser-based OWC transmitters. A UAV equipped with an OIRS
hovers overhead to ensure optimal light beam redirection toward user clusters in the crowd. The BMEA scheme
can be deployed to manage user selection and mirror element allocation for dynamic clusters of users, like a

group of users in a certain section or media personnel streaming live content.

5.15 Chapter Summary

This chapter presents key insights into the efficient allocation of mirror elements in UAV and OIRS-assisted
OWC architectures. In Part I, we examine the performance of a downlink OIRS-aided UAV-based FSO network
under various FSO channel impairments. The mirror element assignment problem within this architecture is
investigated. To address this, we formulate an optimization problem that aims to maximize the average user
data rate while meeting essential design constraints. To achieve high performance and fairness across users, we
propose the SMA scheme, which optimally allocates mirror elements. We benchmark the SMA scheme against
both heuristic and conventional approaches, with simulation results showing that SMA significantly improves
throughput and ensures a fairer distribution of data rates.

Part II shifts focus to the challenges of maintaining reliable OWC in indoor environments, especially in
the presence of obstructed LoS conditions. Here, we develop an optimization framework designed to serve the
maximum number of users while satisfying rate and mirror element constraints. To this end, we introduce
a BMEA, which enables the simultaneous allocation of multiple mirror elements to contending users. This
strategy maximizes user coverage in indoor scenarios. Performance evaluations reveal that the BMEA scheme
outperforms reference schemes, including SMA and the EMA scheme, in terms of the number of users served,

average sum rate, and overall fairness.
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Chapter

Optimal Resource Allocation in
FSO-based Communication Networks
under Jamming Attacks

In the previous chapter, the performance of an OIRS-assisted UAV-based FSO network was examined, with a
focus on optimizing the assignment of mirror elements to maximize the number of users served while meeting
QoS constraints. This chapter extends the analysis to the resilience of FSO-based communication networks
under jamming attacks.

Part I of this chapter addresses the mirror-element allocation problem in OIRS and UAV-assisted FSO
networks facing proactive jamming, with the goal of enhancing network resilience and reliability amid adversarial
interference. Additionally, we compare the performance of the jamming-aware mirror allocation scheme with
other reference models. Part II generalizes the scenario to address reactive jamming attacks. Here, we analyze
and benchmark the performance of a reactive jamming-aware mirror element allocation scheme against other

existing approaches.

6.1 Securing OIRS and UAV-assisted FSO networks under Proac-
tive Jamming

In many realistic applications, delivering messages between communicating devices on time is always required.
These applications are often associated with critical human tasks such as health care, road safety, and defense,
where a high level of security is crucial. Unfortunately, due to the specific characteristics of the FSO-based

network, achieving security is more complex than in traditional networks. The inherent technical limiting fac-

The work in this chapter resulted in the following publication:

1. P. Singh, H. B. Salameh, V. A. Bohara, A. Srivastava and M. Ayyash, “Jamming-Resilient Mirror Element Allocation Scheme
for OIRS-aided UAV-based FSO Networks," in IEEE Transactions on Intelligent Vehicles,2024, doi: 10.1109/T1V.2024.3450191.

2. P. Singh, H. B. Salameh, V. A. Bohara, A. Srivastava and M. Ayyash, "On Mitigating Reactive Jamming with Dynamic

Resource Allocation in OIRS and UAV-assisted FSO-based Networks" in Physical Communication, 2024, 102520, ISSN 1874-4907,
doi: 10.1016/j.phycom.2024.102520.
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tors of FSO-based networks can lead to signal jamming, which can severely affect reliable data transmission.
Jamming in FSO-based networks is the most challenging threat, for which limited research has been conducted
so far. It is widely known that FSO-based communication links are not easy to disrupt, resulting in a minimal
investigation of jamming in FSO-based networks [64]. The jammer intentionally transmits the optical signals
to jam the legitimate transmission between the communicating devices. In FSO-based networks, malicious
optical transmitters, such as jammers, deliberately use the optical signal to disrupt the communication between
the legitimate transmitter and the receiver, which can result in higher-layer security problems, such as DoS.
Jamming is an intentional disturbance that differs significantly from interference or an unintentional disrup-
tion [19, 20]. Therefore, a jamming attack is a potential threat that a jammer can easily implement to disrupt
performance in FSO-based networks. Compared to jamming attacks in FSO-based networks, jamming attacks
in RF have been widely studied and explored in [60, 61]. RF jamming is a frequency-dependent phenomenon
in which jammers utilize an RF transmitter to transmit jamming signals tuned to the operating frequency.
Jamming attacks in FSO-based networks can be caused by either proactive or reactive jammers. Proactive
jammers indiscriminately transmit interference without needing prior knowledge of the network infrastructure
or user traffic. In contrast, reactive jammers monitor the network and initiate jamming only upon detecting
activity on a communication channel. Reactive jamming is an energy-efficient technique as it optimally utilizes
its transmit power to disrupt legitimate transmissions. Part I of this Chapter considers the most common type
of security attack, i.e., proactive jamming attacks, where jammers are not required to have any prior knowledge
about the legitimate transmissions. Jamming attacks are detected by evaluating performance metrics such as
the packet loss ratio (PLR), the received optical signal strength, and the signal-to-jamming noise ratio (SJR).
In [67], the authors analyzed the performance of a SISO FSO-based network in the presence of a jammer. A
MISO FSO-based network is proposed to mitigate the impact of jamming attacks. The performance of the
MISO and SISO FSO-based network is evaluated in terms of BER. In [68], the authors proposed a threshold-
based detection mechanism to detect legitimate transmission in the presence of a jammer. An MISO FSO-based
network is utilized to mitigate the impact of a jamming attack. Performance comparison of MISO and SISO
FSO-based networks in the presence of a jammer is studied in terms of BER, outage probability, and diversity
order. The jamming attack is investigated under the effect of FSO channel impairments such as atmospheric
turbulence and pointing errors over Gamma-Gamma fading channels, along with the pointing error. In [20],
the authors developed a non-cooperative game where two players, the jammer and legitimate users, interact
competitively to maximize secrecy capacity and minimize energy consumption. In this non-cooperative game
model, energy-efficient attack and defense are considered utility functions for both players, the jammer and the
legitimate user. In [69], the authors proposed using a buffer at the relay node to combat the effects of jamming
attacks in FSO-based networks. The authors compared the performance of buffer-aided and non-buffer-aided in
terms of BER and outage probability. In [70], the authors analyzed the effect of jamming on the UAV-assisted
FSO link. The authors employ threshold-based detection to detect jamming activity in legitimate transmission.
The BER expression for UAV-assisted FSO-based networks in the presence of a random jammer is analytically

derived and analyzed. The performance of the UAV-assisted FSO-based network is examined under the com-
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bined effect of jamming activity, pointing error, and atmospheric turbulence. In [71], the authors compared
a sub-optimal and an approximate threshold-based detector to detect jamming activity in the relay-assisted
FSO-based network. Both a suboptimal and an approximated threshold-based detector are derived from a
maximum likelihood detector. Moreover, the authors analytically derived and analyzed the BER and diversity
gain expressions for a relay-based FSO-based network with an arbitrary number of relays in the presence of a
random jammer. In the aforementioned research work, the jammer is considered a stationary entity. However,
in [72], the authors considered mobile UAV as a jammer in IRS-assisted UAV and FSO-based networks. In
addition, the authors compared two types of scenarios. In one scenario, the UAV acts as a jammer, corrupting
the received signal at the UAV as a relay from the source. On the other hand, in the second scenario, the UAV,
as a jammer, jams the received signal at the destination. Furthermore, in the presence of a random jammer,
analytical expressions for the BER and the outage probability for both scenarios have been derived. To mitigate
the jamming effect, an IRS is utilized, and the performance of the proposed system in the presence and absence
of TRS is also demonstrated for different scenarios. In [13], the authors introduced a new scheme to allocate
mirror elements optimally in indoor optical wireless communication networks. However, in this mirror element
assignment scheme, only indoor optical channel conditions are considered to guarantee demand rates to the
users under a non-jamming environment. The authors evaluate the effectiveness of the scheme by measuring

performance metrics such as fairness index, sum rate, and number of served users.

6.2 Motivation and Contribution
6.2.1 Motivation

It is well known that FSO channel impairments and their aforementioned limiting factors make FSO-based
networks prone to intrusion by adversaries. In the presence of an adversary/intruder, FSO technology may
not be able to support the key requirements of future communication networks. To the best of our knowl-
edge, the preliminary investigation of the optimal mirror element allocation scheme without accounting for
jamming attacks was first conducted in an OIRS-assisted UAV-based indoor optical network in [13]. However,
in the proposed work, we demonstrate a novel mirror element allocation scheme that mitigates jamming at-
tacks in an OIRS-assisted UAV-based outdoor optical network. This novel mirror element allocation scheme
considers the FSO channel’s characteristics and users’ demand rate requirements while being jamming aware.
The main aim of the proposed scheme is to maximize the number of users served while satisfying the design
constraint requirements, such as rate demand and unsuccessful transmission constraints, by performing simul-
taneous jamming-aware mirror element allocation decisions. Furthermore, in this chapter, we propose a novel
jamming Aware-Mirror element Allocation (JA-MEA) scheme to satisfy the user’s rate demand requirement

while considering the security requirements of FSO-based networks.

6.2.2 Contribution

The major contributions of the proposed work in this chapter are outlined as follows:
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Figure 6.1: System model

. Formulation of batch-based multi mirror-element allocation problem that considers FSO channel condi-
tions and rate demand of the user while being aware of proactive jamming attacks. The derived problem

turns out to be a non-linear binary linear programming problem (NLBP).

. By mathematical manipulation, the NLBP is linearized into a BLP. Also, we propose and utilize the
JA-MEA scheme based on a polynomial-time sequential-fixing linear programming (SFLP) procedure to
iteratively assign suitable mirror elements to the legitimate users simultaneously while being ‘jamming

aware’.

. We execute rigorous simulations to evaluate the proposed JA-MEA scheme under various conditions such

as rate demand, sum rate, blocking probability, and jamming severity.

. Further, we compare the performance of the JA-MEA scheme with respect to benchmark schemes such as
jamming Aware-Equal Mirror element Allocation (JA-EMA), jamming Unaware-Mirror element Allocation

(JU-MEA) [13], and jamming Unaware-Equal Mirror element Allocation (JU-EMA) [13] schemes.

6.3 System Model

We consider an OIRS-assisted UAV-based FSO network operating in a proactive jammed environment in which

an optical transmitter transmits the information to legitimate users (vehicle and roadside units) at road inter-

sections using an OIRS-assisted UAV (see Fig. 6.1). To meet QoS requirements in vehicular communication
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networks, we employ FSO communication for infrastructure-to-vehicle transmissions, enabling the efficient de-
livery of emergency messages to vehicles at intersections. We assume that an optical transmitter transmits
emergency or safety-critical messages to users via an OIRS-assisted UAV and assume that each user is equipped
with an optical transceiver. A proactive jammer obstructs legitimate transmissions between the optical trans-
mitter and users by directly jamming the receiver aperture. The proactive jamming model is mathematically
presented using a predefined strategy G(Tjam), where Tja., denotes the jamming interval [136]. The jam-
ming interval T, is the period between the two consecutive jamming signals [136]. Further, we assume that
an OIRS-assisted UAV provides coverage to legitimate users and resolves the network’s non-LoS problem in
FSO-based networks. We consider the optical transmitter in the network to be equipped with a laser source
to transmit information to the OIRS-assisted UAV through an FSO link. The mirror-based OIRS is deployed
on the UAV so that the optical beam is beamformed and reflected in the desired user direction as in [17, 53].
The divergence angle of the transmitted optical beam from the laser source is chosen and focused so that
the Gaussian beam’s footprint covers the entire surface of the OIRS. We assume an OIRS and UAV-assisted
FSO networks, serving a set of U users, where U = |U| denotes the number of user receivers distributed in an
outdoor scenario under a proactive jammed environment, in which the attackers transmit jamming packets to
corrupt the ongoing legitimate transmissions based on a predefined strategy. Consider M as the set comprising
M mirror elements, where M = | M| represents the total count of mirror elements in OIRS. The position of
the OIRS-assisted UAV, optical transmitter, each mirror element, and the user are expressed in terms of 3D
coordinates (z, y, z). As per the location information of the UAV, the optical beam is directed toward the
OIRS-assisted UAV. Moreover, in this chapter, we assume that an OIRS-assisted UAV controller regulates the
movement and orientation of each mirror element. Furthermore, we assume that the FSO-based communication
link between the optical transmitter and OIRS-assisted UAV, and OIRS-assisted UAV and each user experience
atmospheric turbulence with atmospheric attenuation, misalignment error due to hovering OIRS-assisted UAV,
AoA fluctuations [16].

In this chapter, we explore the application of OIRS in FSO-based networks, which is explained in Chapters 2
and 5. The optical transmitter transmits legitimate information to an OIRS-assisted UAV through an FSO link,
and further transmitted information is reflected from an OIRS-assisted UAV to users through the FSO link.
The FSO communication channel between the optical transmitter and the user’s receiver is considered a fading
channel under the effect of atmospheric attenuation, atmospheric turbulence, and the pointing error due to beam
misalignment (hpe), and FSO link interruption due to AoA fluctuations (haoa). The atmospheric turbulence
(hat) follows the Gamma-Gamma distribution model, and its PDF is defined as in [137]. Attenuation h, over
the FSO link is estimated according to the Beer-Lambert law as given in [10, ]. Due to the misalignment
of the beam between the fixed optical transmitter and the hovering OIRS-assisted UAV, the pointing error
(hpe) arises and is computed as given in [137]. The AoA fluctuations are also considered due to the hovering
of OIRS-assisted UAVs, which degrade the network’s performance. The AoA fluctuation ha,4 is modeled as
in [111]. Thus, for legitimate information transmission, the OIRS-assisted UAV-based FSO channel is modeled

as the product of all the aforementioned impairments and is represented as hr = hgthohpehaoa. Thus, the
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achieved SNR of a user is computed as follows:

(%, P; (@, y)ashr]’

- 6.1
FYJ nB ( )
Therefore, the achievable transmission rate (in bits/s/Hz) of the jth user can be computed as [130]:
1
R;j = 5 logy(1 +7;)- (6.2)

6.3.1 Probabilistic Modeling of Jamming Attack

The probability of packet failure due to a jamming attack is considered an important metric in evaluating any
communication system. To derive an expression for the failure probability of packet transmission P; under a
proactive jamming attack, we note that when a packet is transmitted during a jamming attack, the transmission

will be successful if three independent events occur jointly:

e In the presence of jamming, transmission will be successful if there is no user present in the coverage area
of the beam footprint of the jammer in a given A; = mu%F beam area. The total number of users in the
beam footprint area of the jammer beam area is modeled as a Poisson distributed random variable with

mean A;p, where p is the spatial density.

o Jamming interval between two consecutive jamming signals 7y, is longer than the needed packet trans-

mission duration ¢,.

e Transmission survives when the direction of the transmission of the jammer is not in the direction of the
user (a miss event occurs) in the given region. The direction of the jamming attack is uniformly impacting

different sub-regions in a given area, that is, Pr{u,} =1/U for 1 < w, <U.

A closed-form expression for the probability of successful transmission for a given user density p in the presence

of a jammer can be derived as follows:

Py = (Pr(No user under A;)) x Pr ({Tyom >tz }) x (1 — Pr(u,)),

= [1— (1 — exp™9%)] x (exp” Tem ) x (1 — Pr(u,)),
_( AjpTjam*ttz

Accordingly, the expression for the failure probability after N, re-transmission attempts is computed as,
7( AjrTyamtta )
Py =(1- PN = ((1 —exp TJam ) x (1/U)N. (6.4)
Under proactive jamming, we consider that failure probability after IV, re-transmission attempts should be less

than a certain threshold A as given in [136]. Hence,
Py < "WA. (6.5)

After some algebraic manipulation, the failure probability constraint for a given mirror element allocation can

be written in terms of the jamming and transmission parameters as follows:

( Aj PTjamtta

(1—exp T Tram ) < (U VA), n(1 = (U VA Tram + AjpTram < —to.
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6.4 Problem Statement and Formulation

6.4.1 Problem Statement

Our problem statement can be defined as follows: given the set of mirror elements M with an optimal deflec-
tion angle 9§i)*, the legitimate users U with rate demand R]-D , our objective is to find the jamming-resilient
mirror-element allocation to maximize the number of simultaneously serving users subject to the following de-
sign constraints:

C.1.) Rate demand: This constraint allows each jth user to select more than one mirror element so that the
required rate demand RJD is guaranteed.

C.2.) Failure probability constraint: This constraint ensures that the failure probability Py of a link should
be less than a predefined threshold value A.

C.3.) Mirror element constraint: This constraint permits that each mirror element is allocated to only one
user.

C.4.) Resource constraint: This limitation allows each user to be allocated a maximum s number of mirror

elements.

6.4.2 Problem Formulation

Our objective is to maximize the number of served users under proactive jamming, which is mathematically
formulated as:
M .
S 60
jeu Li=1
where 1[.] denotes the indicator function. For the given data transmission, the design constraints can be

rewritten in terms of a binary decision variable Xg-i) described as follows:

(%) 1, When a mirror element i is assigned to user j
X; = (6.7)
0, or else.

Under proactive jamming, the failure probability constraint in (6.6) can be rewritten in terms of the binary
()

decision variable x; as follows
In (1= (U VA Tram + AjpTram < = Y tax\, (6.8)
iEM
L . (i,057") .
where t, = TN L is data packet length and R; * ° denote rate of jth user.
ZieM Rj ’ X;'”

After some algebraic manipulation, (6.8) can be rewritten in a linear form as:

i79§i)* ‘ ;
3 <R§ 5 (1 (1 = (U /A)) Tram + A;pTram + L> X <o. (6.9)
ieEM
(1,057")
J

Let (R (In(1—-(U N\T/K))Tjam—FAjpTJam-i-L) = .A(.i), then it can be re-written in given form ), Agi)x;i) <

J
0. Given the main objective function in (6.21) with design constraints in (C1-C4), our problem can be formu-
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lated as follows:

M
P1: 7)
m(aiu)x . llZXJ > 1]
X; jeu Li=1
4,09%) (4

st SORSYND = RP or 0, Wy eu

iEM

S AN <0, vieu

iEM

ZX;i) <1, VieM

Jjeu

ny) <k, Vjeu

iEM

—m/2 <6 < tm/2Vie M.

e {01}, vie M, Vieu

(6.10)

To optimize the indicator function, it is essential to introduce a new binary variable v; and linearize the objective

function. This can be achieved by incorporating two more linear constraints as follows:

M
v =1 lz N> 11 ,Vieu, (6.11)
=1
D ieMm Xg'i) )
W*Vj SO, V] Gu,
vi— > x <0, vieu. (6.12)
ieEM

It is also observed that the jth user is served if any of the Xy) is unity. Otherwise, if all Xy)’s of the jth user
are not unity, then no suitable mirror element allocation for the jth user is found. Consequently, the jth user is
not served. Besides this, if there is more than one feasible solution with the same maximum number of served
users, then we break the tie by selecting the solution that achieves the highest rate. Therefore, to achieve this,

(1,6577)

i,0(0*
Zjeu ZiEM X;i)R; o is added he objective f i h R =
i ] < 1 is added to the objective function, where R = Zjeu Yiem B
) (9)

To linearize the either/or constraint, we introduce two additional auxiliary binary variables, y;"’ and y5’/, and

the term [

replace the either/or constraint in equation (6.29) with the below given linear constraints:

i,e(.“* i — ; .
Z —R; i )xg-) < —RJD +:y§]),Vj el

ieM
i,0(.i)* i — (4 .
Z R; i )XE-) < 0+:y§j),Vj 7
ieM
ygj) + yéj) =1,VjeUu, (6.13)

where Z 1. Using (6.30),(6.31),(6.32), and adding the constraints, the problem in (6.29) is re-formulated as
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follows:
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(6.14)

6.4.3 The Proposed Solution

An observation of our formulated optimization problem in (6.33) reveals that this formulation is established
as a BLP problem, where the optimal solution to such an optimization problem is NP-hard. To find the
optimal solution, we can perform an exhaustive search of all possible combinations of mirror elements and user
allocations. However, this search for possible combinations grows exponentially with the number of users U and
mirror elements M. The computational complexity of an exhaustive search in polynomial time is very high.
Thus, we adopt a BSFLP procedure proposed in [131-133] to find a near-optimal polynomial-time solution to
the proposed optimization problem given in (6.33). The BSFLP procedure has already been utilized to solve
such types of optimization problems in prior research works, and it is shown that suboptimal solutions for BLP

problems can be achieved in polynomial time [131-133].

6.5 Performance Evaluation and Discussion

This section investigates the performance of the proposed JA-MEA scheme under proactive jamming attacks
in the case of different jamming severity levels. Specifically, the performance of JA-MEA scheme is compared
to three different reference schemes: JU-MEA [13], JA-EMA, and JU-EMA schemes [13]. In the JU-MEA
scheme, mirror elements are allocated to each user, but this scheme does not account for jamming attacks (i.e.,
jamming Unaware (JU)). In the JA-EMA and JU-EMA schemes, an equivalent number of mirror elements are
assigned to the user account with and without accounting jamming attacks, respectively. The average sum rate

and blocking probability are the performance metrics that are computed via Monte Carlo simulations for the
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Table 6.1: Simulation parameters for performance evaluation of OIRS-assisted UAV-based FSO network

II Parameters I Simulation values II
Pr 80 mW
R 0.5 A/W
App 7 mm?
A 1550 nm
a 5 cm
G(p) 1
C2(0) 1x 10713 m—2/3
g 30 cm
a2 107'5A%/Hz
2 kB

performance evaluation of JA-MEA and other reference schemes.

6.5.1 Simulation Setup

In this chapter, we assume an OIRS-assisted UAV-based FSO network with M = | M| mirror elements and
U = U] legitimate users. The optical transmitter in the network has a laser source operating at 1550 nm to
generate an optical beam that is directed towards the OIRS surface of the OIRS-assisted UAV. The OIRS-
assisted UAV hovers at a vertical height of 50 m in an outdoor region of 100 m x 100 m, where the U users are
uniformly distributed. The distance between the optical transmitter and the OIRS-assisted UAV is assumed
to be 200 m, and the optical transmitter is located at a height of 10 m. Furthermore, we consider a mirror-
based OIRS with a square geometrical shape, comprising an array of multiple micro-mirror elements. Each
element is square-shaped with a side length of 2 mm, and they are positioned 1 mm apart between adjacent
mirrors [17]. We set R;D = Rp,Vj € U, the data packet length L = 2 kB, the threshold A to 0.1, and the
number of permitted retransmissions to NV, = 4. The simulation parameters used to evaluate the performance

are mentioned in TABLE 6.2.

6.5.2 Simulation Results

In this section, we evaluate the sum rate performance of all the schemes with respect to the Rp in an OIRS-
assisted UAV-based FSO network under different levels of proactive jamming attacks. Fig. 6.2 illustrates the
average sum rate under severe, moderate, and low jamming attacks for different rate demands Rp when U = 4
and M = 16. It is observed that as Rp increases, the average sum rate decreases for all schemes. This is because
the probability of finding suitable mirror elements with higher demand rates decreases when Rp is increased,
consequently decreasing the number of served users and reducing the network sum rate. Figs. 6.2 (a)—(c)
show that jamming-aware mirror element allocation schemes JA-MEA and JA-EMA significantly outperform
jamming-unaware mirror element allocation schemes JU-MEA and JU-EMA, irrespective of different levels
of jamming attacks. This is because jamming-aware schemes have inherent jamming awareness to select the
most suitable mirror elements for data transmissions. Under severe-to-low jamming attacks, it is noted that

our proposed JA-MEA scheme significantly outperforms other schemes for the high value of Rp. In Fig. 6.2
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Figure 6.2: Average sum rate performance of JA-MEA, JA-EMA, JU-MEA, and JU-EMA schemes versus rate
demand Rp for U= 4, M= 16

(a), under severe jamming attacks, it is observed that our proposed JA-MEA scheme significantly outperforms
JA-EMA, JU-MEA and JU-EMA irrespective of Rp.

In Figs. 6.2 (b) and (c), under moderate-to-low jamming attacks, the average sum rate increases for all
schemes, especially for the jamming-aware JA-MEA scheme. As the jamming attack becomes less severe, the
time period between consecutive jamming signals becomes longer. This reduces the probability that jammers
transmit packets; consequently, there is less impact of jamming on the network sum-rate performance. Fig. 6.3
shows the average sum rate as a function of the rate demands Rp under severe, moderate, and low jamming
attacks when U =6 and M =36. Figs. 6.3 (a)—(c) also illustrate that as U and M increase, the average sum
rate increases for all schemes under different levels of jamming attacks, especially at low values of Rp. This is
because, as M increases, the sum rate achieved by users rises as a result of the increased availability of mirror
elements. It is also observed that, under severe to low jamming attacks, JA-MEA, JA-EMA, JU-MEA, and
JU-EMA offer comparable performance for higher values of Rp. JA-MEA outperforms other schemes in the
case of low values of Rp. Figs. 6.4 (a)—(c) plot the blocking probability of users as a function of the rate demand
Rp under different levels of jamming attacks for U = 4 and M = 16. Generally, under severe jamming activities,

the chances of serving more users are reduced for all schemes, regardless of Rp. However, due to jamming and
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Figure 6.3: Average sum rate performance of JA-MEA, JA-EMA, JU-MEA, and JU-EMA schemes versus rate
demand Rp for U= 6, M= 36

the rate demand awareness property, the JA-MEA scheme significantly outperforms the other schemes for low
values of Rp and under moderate-to-low jamming attacks. Fig. 6.5 illustrates the blocking probability of users
with respect to rate demands Rp under severe, moderate, and low jamming attacks when U = 6 and M = 36.
Figs. 6.5 (a)—(c) indicate that as U and M increase, the probability of blocking decreases for all schemes under
different levels of jamming attacks, especially at low values of Rp. When available mirror elements M increase,
the JA-MEA scheme achieves significantly higher performance for lower Rp due to the availability of mirror
elements, the inherent rate demand, and the awareness property of the jam. Hence, under lower rate demands
Rp, the JA-MEA scheme satisfies more user rate demands irrespective of U.

Fig. 6.10 plots the average sum rate as a function of the number of mirror elements M in the case of U =
4 when Rp is set to 2.5 and 4.5 bps/Hz. The JA-MEA scheme outperforms the JA-MEA, JU-MEA, and
JU-EMA schemes in terms of average sum rate. However, as the number of mirror elements M increases, the
sum rate performance of all three schemes improves consistently. Figs. 6.10 (a)-(c) show that the average sum
rate of the JA-MEA improves significantly compared to the other schemes in terms of the higher value of M
for the lower value of Rp. This is because when Rp is low, more users can be served with proper utilization of

mirror elements. Hence, the network’s overall performance is enhanced in regard to the average sum rate. It is
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observed that the performance of the sum rate of the JU-EMA and JU-MEA schemes is almost equal to each
other at low values of M. It is also noted that with the low value of M, the achieved sum rate of the JA-MEA
scheme for Rp = 2.5 bps/Hz is higher than for Rp = 4.5 bps/Hz. Users need more mirror elements to achieve
Rp = 4.5 bps/Hz. However, with a lower value of M, achieving Rp = 4.5 bps/Hz is less possible. Figs. 6.10
(d)-(f) reveal that JU-MEA and JU-EMA do not enhance the performance of the sum of the rate with a higher
value of M, especially under environments of severe jamming attacks for high demand rates. However, under
higher rate demand, the JA-MEA scheme provides a significant sum rate improvement over the JA-EMA and
other schemes with more mirror elements such as M = 64. Figs. 6.11 (a)-(c) illustrate the average sum rate as
a function of the jamming interval factor for all schemes when U = 6 and M = 36. It can be observed that as
the jamming interval factor increases, the average sum rate increases across all schemes. It is also noted that
the average sum rate for Rp = 1 and 3 bps/Hz is higher than that for Rp = 4.5 bps/Hz. At the demand rate
of 1 bps/Hz and 3 bps/Hz, the chance of finding suitable mirror elements is higher than that of finding mirror

elements at the rate of 4.5 bps/Hz, which results in serving more users.
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6.6 Optimizing OIRS and UAV-assisted FSO networks Under Proac-
tive Jamming: Key Findings and Insights

In this part of the Chapter, the mirror-element allocation in an OIRS and UAV-assisted FSO networks under
a proactive jammed environment is investigated, where the jammers may not have prior knowledge about the
legitimate transmissions between the optical transmitter and the legitimate user. We developed an optimization
problem that improves the network performance in terms of sum rate and blocking probability while satisfying
the user’s rate demand and unsuccessful transmission constraints. Under the jamming environment, to satisfy
the rate demand of the users, a Jamming-Aware Mirror Element Allocation scheme, i.e., JA-MEA, is suggested,
where mirror elements are optimally assigned to the users. In addition, we compared the performance of the
JA-MEA scheme with the reference scheme, i.e., the JU-MEA, JU-EMA, and JA-EMA schemes. In both
JA-EMA and JU-EMA schemes, an equal number of mirror elements are assigned to the users. JU-MEA
and JU-EMA are working as a jamming unaware scheme. However, the JA-EMA scheme is a jamming-aware
scheme. The reported results showed that the proposed JA-MEA improves the sum rate and blocking probability
performance, especially when more mirror elements are available. The simulation results showed that the
JA-MEA scheme has the potential to offer the required rate demand among multiple users in a jamming

environment.
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6.7 Mitigating Reactive Jamming in FSO-based Networks: Chal-
lenges and the Need for Resilient Optimization

Jamming attacks in FSO-based networks can be caused by either proactive or reactive jammers. Proactive
jammers indiscriminately transmit interference without needing prior knowledge of the network infrastructure
or user traffic. In contrast, reactive jammers monitor the network and initiate jamming only upon detecting
activity on a communication channel. As compared to proactive jamming, reactive jamming is an energy-efficient
technique as it optimally utilizes its transmit power to disrupt legitimate transmissions.

Several prior works have presented various methods, including detection, prevention, and countermeasures,
to handle jamming threats in FSO-based networks. In [138], the authors proposed a countermeasure approach
based on the Multi-Channel Ratio (MCR) variation, allowing the recovery of transmitted signals in the presence
of a jamming attack in UAV-based FSO networks. In [139], the authors devised a method to counteract jammer
attacks on a MISO FSO-based network by implementing an aperture selection technique. In [140], the authors
considered the use of a friendly jammer that transmits an optical beam modulating a pseudo-random sequence
towards the eavesdropper to prevent it from decoding legitimate information. In [141], the authors employed
artificial noise injection to enhance the security of communication between the legitimate transmitter and
receiver, effectively thwarting Eve from intercepting the information. In [13], the authors introduced a new
scheme to allocate mirror elements optimally in indoor optical wireless communication networks. However,
in this mirror element assignment scheme, only indoor optical channel conditions are considered to guarantee
demand rates to the users under a non-jamming environment. It is evident from the above that most prior
work achieves tolerance against jamming attacks in FSO-based networks by improving the network’s diversity
order through multiple transmit apertures, buffer usage, or deploying OIRS. However, these approaches are
both costly and inconvenient due to the substantial hardware changes required. Therefore, it is necessary to

develop a jamming-resilient optimization framework to improve the survivability of FSO-based networks

6.7.1 Motivation and our Contributions

FSO technology is expected to deliver high data rates and fulfill the key requirements of next-generation net-
works. However, jamming attacks pose a significant security threat to FSO-based networks. These jamming
attacks are a major source of transmission failures, as they can interrupt optical channel transmissions by send-
ing jamming signals either proactively or reactively, preventing users from accessing the network. Integrating
OIRS and UAVs within FSO-based network is considered a promising approach to counteract the vulnera-
bilities of FSO channels, including inherent anomalies and jamming attacks. Consequently, it is necessary to
develop a jamming-resilient mechanism to ensure reliability and sustainability in OIRS and UAV-assisted FSO
networks. In this chapter, we present a novel mirror element allocation scheme designed to mitigate reactive
jamming attacks in such networks while satisfying a set of QoS requirements for the users. This proposed
mirror element allocation scheme takes into account the FSO channel’s characteristics and users’ demand rate
requirements while being jamming-aware. Specifically, we introduce a Reactive Jamming Aware-Mirror Element

Allocation (RJA-MEA) scheme that considers the unique characteristics of FSO-based networks, including FSO
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channel conditions, jamming attack levels, and users’ QoS requirements. The primary aim of the RJA-MEA
scheme is to maximize the number of served users by performing simultaneous reactive jamming-aware mirror
element allocation decisions while satisfying a set of design constraints. The main contributions of this chapter

are summarized as follows:

1. Formulating the batch-based multimirror element allocation problem takes into account FSO channel
conditions and user rate demands while being aware of the reactive jamming attacks, which have been

shown to be NLBP problem.
2. Linearizing NLBP problem through mathematical manipulations.

3. Solving the linearized NLBP problem and implementing polynomial-time SFLP method to iteratively
and simultaneously assign suitable mirror elements to legitimate users, ensuring that the allocation is

jamming-aware.

4. Conducting rigorous simulations to evaluate the proposed RJA-MEA scheme under various conditions,

including user rate demand, achieved sum rate, and severity of reactive jamming.

5. Comparing the performance of the RJA-MEA scheme with respect to conventional schemes such as the
Reactive Jamming UnAware-Mirror Element Allocation (RJU-MEA) schemes [13], Reactive Jamming
Aware-Equal Mirror element Allocation (RJA-EMEA) and Reactive Jamming Unaware-Equal Mirror el-
ement Allocation (RJU-EMEA) schemes [13].

6.8 System Model & Jamming Analysis
6.8.1 System Model

We consider an OIRS-capable UAV-assisted FSO-based network operating in a reactive jammed environment
with a set of U users, where U = |U| denotes the number of users. These U users are uniformly distributed in
a 3D outdoor space defined by coordinates (z, y, z), as illustrated in Fig. 6.8. An optical transmitter employs
a laser source to transmit information to users through an OIRS-assisted UAV, with each user equipped with
a PD as an optical receiver. In the proposed network, an OIRS-assisted UAV functions as a relay between the
laser source and the receivers. This configuration effectively mitigates the impact of jamming and addresses
the non-LoS communication issue. Considered OIRS in this chapter is a mirror-based OIRS. This type of
IRS uses multiple micro-mirror elements that can mechanically adjust their orientations to converge the optical
beam in the desired direction [12, 13, 17]. Each mirror element can be independently oriented via mechanical
steering gears, controlled by a dedicated controller on the OIRS-assisted UAV [13]. Furthermore, the localization
mechanism is utilized to transmit the location of users to the OTRS-assisted UAV via beacon messages [99, 109].
With this information, the controller computes the appropriate mirror elements for each user using the proposed
allocation schemes and adjusts their orientation accordingly to target the specific user as shown [13]. Let M
denote the set containing M mirror elements, where M = | M| represents the total number of mirror elements

in the mirror-based OIRS. The positions of the OIRS-assisted UAV, laser source, and each mirror element
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of OIRS are represented using 3D coordinates (z, y, z). Moreover, we consider that the FSO communication
links between the laser source and the OIRS-assisted UAV, and between the OIRS-assisted UAV and each
user, are affected by atmospheric turbulence, atmospheric attenuation, misalignment errors due to the hovering
OIRS-assisted UAV, and AoA fluctuations [40].

In this chapter, we may investigate reactive jamming attacks that disrupt legitimate transmissions by specif-
ically targeting the receiver’s aperture. These reactive jammers actively monitor the network and engage in
jamming only when they detect ongoing transmission activities. In reactive jamming scenarios, successful packet

delivery is contingent on ensuring that the packet is transmitted without interference from the jamming signals.

6.8.2 SNR and Rate Analysis

We assume that the OIRS is composed of multiple mirror elements, with the controller of the OIRS-assisted
UAV governing the movement of each mirror element through a reliable and error-free link [17] and is defined
in Chapter 2.

The FSO channel between the laser source and the receiver is modeled as a fading channel affected by
atmospheric attenuation h,, atmospheric turbulence (h,t), and pointing errors caused by beam misalignment
(hpe), as well as interruptions due to AoA fluctuations (haoa). The atmospheric turbulence hgy follows the
Gamma-Gamma distribution model, and its PDF is defined as in [137]. Attenuation h, along the FSO link is
estimated using the Beer-Lambert law, as described in [46, 137]. The pointing error h,. arises due to beam

misalignment between the stationary laser source and the hovering OIRS-assisted UAV, and are computed ac-
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cording to methods outlined in [137]. Additionally, fluctuations in AoA due to the hovering of OIRS-assisted
UAV are considered, affecting network performance. The AoA fluctuation h .4 is modeled as in [111]. There-
fore, for transmitting information, the OIRS and UAV-assisted FSO channel is represented as the product of all

the mentioned impairments, denoted as hr = hqthohpehaoa. Consequently, the SNR of a user can be computed

as follows: )
R.P. h
j — [ Jpj(x7y)a] F] , (6.15)
n.3
where 9, is responsivity of the receiver’s PD, a; represents the effective area of the receiver’s PD [113], B is

bandwidth, and n. is the AWGN with zero mean and variance o2. Consequently, the achievable transmission

rate (in bits/s/Hz) for the jth user can be calculated as [130]:

1
R; = 3 logy (1 + ;). (6.16)

6.8.3 Reactive Jamming Analysis

The probability of packet failure due to a reactive jamming attack is a critical metric for evaluating the perfor-
mance of the communication system. To derive an expression for the failure probability Py of packet transmis-
sion under a reactive jamming attack, we observe that a transmission will be successful if the following three

independent events occur simultaneously:

¢ In the presence of jamming, a transmission will be successful if there are no users within the coverage area
of the jammer’s beam footprint, denoted by A; = WW%F. The number of users within this area is modeled

as a Poisson-distributed random variable with a mean Aj;p, where p is the spatial density of the users.
e During legitimate transmission, the packet remains unaffected by jamming.

o Transmission succeeds when the jammer’s transmission is not directed towards the user (i.e., a miss
event occurs) within the specified region. The direction of the jamming attack uniformly affects various

sub-regions within a given area, that is Pr{u,} = 1/U for 1 <w, <U.

A closed-form expression for the probability of successful transmission, considering a given user density p in the

presence of a jammer, can be derived as follows:
P, = (Pr(No user under A;)) x ({1 — P;}) x (1 —Pr(u,)),
=[1— (1 —exp4?)] x ({1 = Pr}) x (1= Pr(u)),
= exp~ P x (1 — (1/U)) x (Py). (6.17)

where P; represents the probability of jamming. Accordingly, the expression for the failure probability after

N, re-transmission attempts calculated as follows:
Py =(1—P)N = (1 — (exp~ P x(1 - (1/U)) x (1 = Py))) . (6.18)

To provide a QoS guarantee on system performance under reactive jamming, the failure probability after N,

retransmission attempts should be less than a threshold A as follows: Hence,

Py < WA. (6.19)
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After performing some algebraic manipulations, the failure probability constraint for a given mirror element

allocation can be formulated in terms of the jamming and transmission parameters as follows:

In (U(1 - NW\)) EDS (ln(l - P}“)) . (6.20)
ieEM

6.9 Reactive Jamming Aware Mirror Element Allocation Problem
6.9.1 Problem Statement and Design Constraints

Our problem statement is as follows: given the set of mirror elements M with optimal deflection angles Hy)*
and considering the set of competing legitimate users ¢ with rate demands Rf for all j € U, our objective is
to determine a reactive jamming-resilient allocation of mirror elements. This allocation seeks to maximize the
number of users served at the same time while complying with the design constraints outlined below.

C.1.) Rate demand: This constraint allows each jth user to choose multiple mirror elements to meet the
required rate demand RJD .

C.2.) Failure probability constraint: This constraint guarantees that the failure probability P; of a link
does not exceed a predefined threshold value A.

C.3.) Mirror element constraint: This constraint specifies that each mirror element can be assigned to only
one user.

C.4.) Resource constraint: This limitation allows each user to be assigned a maximum of x mirror elements.

6.9.2 Problem Formulation

The main objective is to maximize the number of served users under a reactive jamming attack, which can be
formulated mathematically as:
M
>t [Z Xy = 1] : (6.21)
jeu Li=1
where 1[.] denotes the indicator function. For the given data transmission, the design constraints can be

rewritten in terms of a binary decision variable Xg-i) described as follows:

1, if mirror element i is assigned to user j

(1)
A 6.22
X {0, otherwise. (6:22)

In reactive jamming, the failure probability constraint in (6.20) can be rewritten in terms of the binary decision
()

variable x; as follows.
M M M
3 (m((U( \/K)))R“) + A, p) <3S (1 - PY)RP N (6.23)
1=1 =1 k=1

. (i)*)

0 ) . . . .
where R;l 77 denotes the rate of the jth user. After some algebraic manipulation, (6.23) can be rewritten

in a linear form as:

M M
Zb(l) Q] < Z Z C§ik)X§1)X§k) (6.24)

1=1 k=1
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In order to linearize (6.24)', the quadratic term X(i)xg ) (R) and

(ik)

is replaced with a new binary variable w;

introduced the following linear set constraints on w; " as follows:
w™ < vieu, ike M (6.25)
w™ <M vieu, ike M (6.26)
w™ >3 W 1 vieu, ikeM (6.27)

It may be noted that if either X( ) or X;k) = 0, then wyk) = 0 and if both Xg-i) or Xg-k) =1, then, wyk) = 1.
Thus, it is an exact formulation. This will yield 3 x M x M constraints to the problem formulation. Thus, the
constraint in (6.24) can be re-written as:

M M M
Z by XJZ) < Z Z X]Z XJ
=1 1=1 k=1

w™ < W vieu, ikeM

W™ <P, vieu, ike M

w™ > D W1 vieu, ikem. (6.28)
Now, we have ngi) variables and Mzwg»ik) variables. By substituting the non-linear constraint with its
equivalent linear form as given in (6.28), the main objective function in (6.21) with design constraints in
(C1-C4) under reactive jamming can be re-formulated as follows:
Given the main objective function in (6.21) with design constraints in (C1-C4), our problem can be formu-
lated as follows.
M .
P1: r)r(lia))qg?%)e J;, 1 Lz_; xﬁ” > 1]

s.t. ZR(ZG )>RDor0 Viel

iceM

> - 3 3 el <
ieM ieEMkeM

ny) <1, VieM

JeEU

Sox <k vieu

ieM

w™ <\ vjeu, vijke M

J i
w™ <\ wjeu, vike M
wi™ >3 4P 1 vieu, vikeM
X W™ e 0,1}, vieU, Vi ke M. (6.29)
To optimize the indicator function, introducing a new binary variable v; and linearizing the objective function

are essential. This can be achieved by incorporating two more linear constraints as follows:

M
v, =1 lz > 1] Vi eu, (6.30)
1=1

1Linear programming problems are easier to solve than non-linear ones
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i
Ziej\”jﬁ;) — v <0, ViU,
-S> <o vieu (6.31)
iEM
It is also observed that jth user is served if any of the xg-i) is unity. Otherwise, if all Xgi)’s of the jth user are not
unity, then no suitable mirror element allocation is found for the jth user. Consequently, jth user is not served.
Besides this, if there is more than one feasible solution with the same maximum number of served users, then

we break the tie by selecting the solution that achieves the highest rate. Therefore, to achieve this, the term
ZJEM ZLEM 5 j 9( B . . . . . (iﬁ;i)* . .

[ ] < 11is added to the objective function, where R =3, > v R; . To linearize

the either/or constraint, we introduce two additional auxiliary binary variables, y%j ) and yéj )

, and replace the

either/or constraint in equation (6.29) with the below given linear constraints:

()
Z R ) ()< RD Hy(J) Vjeu

ieM

SR <otz vieu

ieM

(J) + y( J) _ =1,Vj €U, (6.32)

where E >1. Using (6.30),(6.31),(6.32), and adding the constraints, the problem in (6.29) is re-formulated as

follows:
(1,6(77)

P2: maximize

k
XD, w0l vy, gD,

i,@. i — . .
s.t. Z —Ré J )xg-) < -RP +=49 vieu
iEM

(&)
Z + Z]EL{ Z'LGM R
) vi R

i,e(‘i)* i ; .
SR <ormyl), vieu

ieM

S A <0, vjeu

ieM

Sl <1, viem

JEU

Sox <k vieu

ieM

Z'GM X('i)

SHEM A, <0, Ve,
M =R
-> <0 vieu

eEM
w™ <V vjeu, vikeM

w™ < W vjeu, vike M
”“)>X])+X() 1, VjelU, VikeM
X, ;””, gy € 40,1} Vi e U, Vi k e M. (6.33)

105



6.9.3 The Proposed Solution

Upon analyzing the formulated optimization problem in (6.33), it is apparent that this formulation resembles a
BLP problem, which is known to be NP-hard. There are many other ways to solve the BLP, including cutting
plane methods, decomposition methods, branch-and-bound methods, gradient ascent-based method, and greedy-
based method [142—144]. However, our investigation of the multi-mirror element multi-user matching problem is
known to be an NP-hard combinatorial optimization problem. Consequently, finding the closed-form solution in
polynomial time for this problem is impossible for this problem [115]. Specifically, our formulated optimization
problem is a BLP, where the optimal solution to such a problem is, in general, NP-hard. Such problems can be
solved through an exhaustive search by searching of all possible combinations of mirror element-user allocations.
However, the search space for possible combinations grows exponentially with the number of users U and mirror
elements M. Therefore, we employ a BSFLP procedure, as proposed in [131-133], to approximate a near-optimal
solution to the optimization problem described in (6.33) in polynomial time. The BSFLP procedure has been
successfully applied to solve similar optimization problems in previous research. It has been demonstrated that

suboptimal solutions for BLP problems can be attained within polynomial time [131-133].

6.10 Performance Evaluation

This section examines the performance of the proposed RJA-MEA scheme under varying levels of reactive jam-
ming attacks. Specifically, the RJA-MEA scheme is compared against three reference schemes: RJU-MEA [13],
RJA-EMEA, and RJU-EMEA schemes [13]. In the RJU-MEA scheme, mirror elements are allocated to each
user without considering jamming attacks, i.e., Reactive Jamming Unaware (RJU). In contrast, the RJA-EMEA
and RJU-EMEA schemes allocate an equivalent number of mirror elements to the users, with the former ac-
counting for jamming attacks and the latter not considering them. Performance evaluation of the RJA-MEA
and other reference schemes is performed using Monte Carlo simulations to compute the average sum rate and

blocking probability.

6.10.1 Simulation Setup

In this chapter, we consider an OIRS-assisted UAV-based FSO network with M = | M| mirror elements and
U = |U| legitimate users. The network’s optical transmitter employs a laser source operating at 1550 nm to
generate an optical beam directed towards the OIRS surface on the UAV. The OIRS-assisted UAV hovers at a
vertical height of 50 m within an outdoor area of 100 m x 100 m, where the U users are uniformly distributed.
The optical transmitter is assumed to be 200 m from the OIRS-assisted optical UAV, with the transmitter
positioned at a height of 10 m. We establish R]D = Rp,Vj € U, with a data packet length L = 2 kB, a
threshold A set to 0.1, and the maximum number of permitted retransmissions N, = 4. In our simulations,
we assume that the jammer’s position is fixed and the reactive jammer is programmed to continuously emit
a high-output optical beam based on the parameter Pj‘/[ %% The simulation parameters used for performance

evaluation are detailed in TABLE 6.2.
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Table 6.2: Simulation parameters considered in OIRS-assisted UAV-based FSO network

II Parameters I Simulation values ”

Pr 80 mW
R 0.5 A/W

App 7 mm?
A 1550 nm
a 5 cm

G(p) 1

Cc2(0) 1x 10713 m—2/3
gj 30 cm
a2 107'5A%/Hz

6.10.2 Simulation Results

In this section, we assess the sum rate performance of RJA-MEA, RJU-MEA, RJA-EMEA, and RJU-EMEA
schemes relative to rate demand Rp in an OIRS-assisted UAV-based FSO network under varying degrees of
reactive jamming attacks. Fig. 6.9 (a)—(c) presents the average sum rate as a function of the rate demands Rp
under low, moderate, and strong jamming attacks when U = 6 and M = 36. Figs. 6.9 (a)—(c) indicate that
as U and M increase, the average sum rate improves across all schemes, especially noticeable at lower values
of Rp. This improvement stems from the increased number of mirror elements M, which enhances the sum
rate achievable by users under lower Rp. Additionally, RJIA-MEA, RJA-EMEA, RJU-MEA, and RJU-EMEA
exhibit similar performance across different levels of jamming attacks, particularly noticeable at higher Rp.
Notably, RJA-MEA performs exceptionally well when Rp is low, regardless of the level of jamming attack.
Figs. 6.9 (d)—(f) plot the average sum rate of users against the rate demand Rp under varying levels of reactive
jamming attacks, with U = 8 and M = 64. Increasing the number of mirror elements M and users U enhances
the overall achievable sum rate, even at higher rate demands Rp, regardless of the level of jamming attack.
Generally, under light jamming attacks, all schemes have a greater potential to serve more users, regardless of
Rp, thus significantly improving the network sum rate. However, due to its awareness of the demand for rate
and its effective handling of jamming, the RJA-MEA scheme significantly outperforms other schemes at low
values Rp and under moderate to strong jamming attacks.

Fig. 6.10 illustrates the average sum rate as a function of the number of mirror elements M for U = 4 at rate
demands Rp = 2 and 3.5 bps/Hz. The RJA-MEA scheme achieves the highest average sum rate compared to the
RJU-MEA, RJU-EMEA, and RJA-EMEA schemes. However, as the number of mirror elements M increases, the
sum rate performance of the RJA-MEA, RJU-MEA | and RJA-EMEA schemes consistently improves. Figs. 6.10
(a)-(c) demonstrate that the average sum rate of RJA-MEA improves significantly compared to other schemes,
particularly at higher values of M and lower values of Rp = 2 bps/Hz. This enhancement occurs because more
users can be served by effectively utilizing mirror elements, thereby enhancing the network’s overall performance
in terms of average sum rate. Furthermore, it is observed that the sum rate performance of the RJU-EMEA
and RJA-EMEA schemes is nearly equal to each other at lower values of M. It is also observed that with a
lower value of M, the sum rate achieved by the RJA-MEA scheme is higher at Rp = 2 bps/Hz compared to
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Figure 6.9: Average sum rate performance of RJA-MEA, RJA-EMEA, RJU-MEA, and RJU-EMEA schemes
versus rate demand Rp

Rp = 3.5 bps/Hz. Achieving Rp = 3.5 bps/Hz requires more mirror elements for users. However, it is less
feasible to achieve Rp = 3.5 bps/Hz with a lower value of M. Figs. 6.10 (d)-(f) It is evident that RJU-EMEA
and RJA-EMEA do not improve the sum rate performance significantly with higher values of M, particularly
in environments with strong jamming attacks and a high demand rate of Rp = 3.5 bps/Hz. However, under
higher rate demands, the RJA-MEA scheme shows a substantial improvement in the sum rate compared to
RJU-MEA and other schemes with a larger number of mirror elements, such as M = 64.

Figs. 6.11 (a)-(b) illustrate the average sum rate as a function of the maximum jamming probability P}®
for all schemes across various configurations: U =4 M = 16 and U = 6 M = 36. As P}/f % increases, the average
sum rate decreases across all schemes. Furthermore, it is evident that the sum rate is inversely proportional to
PMaz reaching its lowest value at P%% = (.5, when jamming attacks are the most intense. At lower P} the
sum rate performance of the RJ-MEA scheme surpasses that of other schemes in all configurations, especially

when Rp = 2 bps/Hz.

6.11 Optimizing OIRS and UAV-assisted FSO networks Under Re-
active Jamming: Key Findings and Insights

This chapter focuses on optimizing the allocation of mirror elements in an OIRS and UAV-assisted FSO-based
network under reactive jamming attacks. In this scenario, jammers actively monitor legitimate transmissions and

launch attacks only when they detect ongoing transmission activities. An optimization problem is formulated
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to aim at enhancing network performance in terms of sum rate while meeting user rate demands and addressing
jamming constraints. To accommodate user rate demands under a reactive jamming scenario, we propose
a scheme called RJA-MEA. This scheme optimally assigns mirror elements to users with built-in jamming
awareness. Furthermore, we compared the performance of the RJA-MEA scheme with the reference schemes:
RJU-MEA, RJU-EMEA, and RJA-EMEA. The results indicated that the proposed RJA-MEA improves the
sum-rate performance, particularly with increased availability of mirror elements and lower rate demands from
users. The simulation results demonstrate that the RJA-MEA scheme can effectively meet the required lower

rate demands across multiple users, even in reactive jamming environments.

6.12 A Use case: Jamming-aware FSO-based vehicular network

Vehicular communication has become a transformative technology within intelligent transportation systems,
significantly enhancing how vehicles interact on the road [145]. In today’s densely populated and technologically
advanced environments, traffic accidents remain a pressing issue, often resulting in substantial loss of life and
property. Vehicular communication addresses this challenge by enabling real-time data exchange among vehicles,
supporting the transmission of critical information such as location, speed, acceleration, and direction. This
capability enhances road safety, optimizes traffic flow, improves fuel efficiency, and elevates the overall driving
experience [146]. In recent years, vehicular optical wireless communication has emerged as a cost-effective and
high-performance solution that meets the stringent demands of modern vehicular networks. It offers high data
rates, wide bandwidth, minimal interference, and enhanced security. To meet these requirements, this use case
leverages FSO communication for vehicle-to-infrastructure links to deliver emergency or safety-critical messages
to vehicles.

We consider a model comprising a road network with vehicles equipped with optical transceivers that com-
municate with FSO-based roadside units via vehicle-to-infrastructure communication, as illustrated in Fig. 6.12.
The system adopts an all-optical dual-hop architecture, where FSO-based roadside unit-2 acts as a relay. In the
event of a vehicular collision near roadside unit-1, the unit initiates emergency messaging using a laser source
to transmit information symbols modulated via intensity modulation and direct detection (IM/DD) and OOK.
The optical beam is directed to roadside unit-2, which performs a decode-and-forward operation by demodu-
lating, re-encoding, and retransmitting the emergency message toward the emergency vehicle [117]. However,
this FSO link is susceptible to jamming attacks, where an adversary attempts to disrupt communication by in-
jecting optical interference into the roadside unit-2’s receiver. Furthermore, FSO channel impairments—such as
atmospheric attenuation, turbulence, and pointing errors—affect both legitimate and malicious transmissions.

To ensure secure and reliable transmission of emergency messages under such adversarial and degraded con-
ditions, an OIRS-assisted UAV is deployed as a dynamic airborne relay. This OIRS-assisted UAV maintains LoS
connectivity, adapts to environmental variations, and avoids interference factors essential for sustaining robust
communication. The proposed JA-MEA and RJA-MEA schemes can be applied in real time to dynamically
assign mirror elements, redirect FSO beams, prioritize time-sensitive transmissions, and uphold fairness and

quality of service QoS throughout the network.

110



Optical-based
RSU-2 Optical-hased
f RSUA

Jamming Signal
ey Legitimate
Transmission

N

3 Incident

<

Figure 6.12: FSO-based vehicular network under jamming attack.

6.13 Chapter Summary

This chapter addresses the challenge of ensuring secure and reliable OIRS and UAV-assisted FSO networks,
particularly in the presence of jamming attacks. The focus is on two major types of jamming threats: proac-
tive and reactive jamming. In proactive jamming, the jammer does not possess prior knowledge of legitimate
transmissions and attempts to disrupt communication indiscriminately. In contrast, reactive jamming involves
actively monitoring the network and launching attacks only when ongoing transmissions are detected, making
it more sophisticated and harder to mitigate. Part I of this chapter investigates the jamming-resilient mirror
element allocation scheme for OIRS and UAV-assisted FSO network under a proactive jamming environment.
The mirror element allocation problem is modeled as a binary non-linear optimization problem, aiming to max-
imize the average data rate per user while satisfying QoS and design constraints. To address user rate demands
in the presence of proactive jamming, a scheme named JA-MEA is proposed. The performance of the JA-MEA
scheme is benchmarked against reference schemes such as JU-MEA, JU-EMA, and JA-EMA. The reported
results reveal that the proposed JA-MEA achieves improved sum rate and blocking probability performance,
particularly as the number of available mirror elements increases. Part II focuses on optimizing the allocation
of mirror elements in an OIRS and UAV-assisted FSO network under a reactive jamming attack. In this con-
text, a novel scheme called RJA-MEA is introduced to meet users’ rate requirements despite active adversarial
interference from the attacker. The performance of RJA-MEA is compared against other reference schemes
including RJU-MEA, RJU-EMEA, and RJA-EMEA. The simulation results demonstrate that the RJA-MEA
scheme effectively satisfies lower-bound rate demands for multiple users, maintaining robust communication

even in the presence of reactive jamming.
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Chapter

Conclusion and Future Work

This chapter summarizes the key conclusions derived from the research presented in this thesis and highlights

potential directions for future work based on the findings.

7.1 Summary of the Contribution Works

The next-generation terrestrial communication networks aim to improve key performance indicators (KPIs)
such as extremely high data rates, low latency, massive device connectivity, energy efficiency, and security.
However, existing RF-based wireless communication infrastructure cannot meet these stringent requirements.
FSO is expected to play a significant role in delivering high QoS to users at low installation costs in future
terrestrial networks. FSO offers freedom from spectrum licensing regulations and provides a wide bandwidth,
making it a highly viable solution to meet the performance needs of terrestrial communication networks. In
this thesis, the focus is primarily on FSO-based networks, which offer improved spectrum efficiency, although
their practical deployment is constrained by channel impairments inherent to FSO technology. First, we com-
pare the performance of hybrid architectures like FiLi, FiLA, FoWi, FoLi, and FoLA with the conventional
FiWi architecture [7, ]. These architectures are evaluated on the basis of metrics like average throughput,
deployment cost, cost-per-bit, fairness, and reliability. The proposed FoWi, FoLi, and FoLLA architectures pro-
vide a cost-effective alternative for short-range communications and scenarios where optical fiber installation is
impractical. The performance of these architectures under varying atmospheric turbulence conditions—weak,
moderate, and high—is also evaluated. The results indicate that the proposed hybrid architectures outperform
the conventional FiWi architecture in cost efficiency and overall network performance.

This thesis also investigates the performance of an OWC-based integrated TAU communication framework
for future 6G networks [137]. The end-to-end performance of the proposed OWC-based integrated TAU network
is compared with conventional RF based TAU communication framework in terms of the outage probability.
An optimization problem is formulated to minimize the outage probability in the FSO link between ONU and
OSS relay by optimizing the divergence angle of the optical beam, ensuring the target data rate for the AUV.
The proposed optimization solution, solved using the CODAT algorithm, shows that beam misalignment due

to UAV movement can be mitigated by using a small beam divergence angle. However, a trade-off between
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transmission distance and achievable data rate limits the end-to-end data rate. The results show that the
OWC based integrated TAU communication framework outperforms conventional RF-based network in terms
of overall performance.

Additionally, the thesis examines the performance of OIRS-assisted UAV-based FSO networks, which can
enhance QoS to meet the growing demands of next-generation networks [12, 13]. The work presents an opti-
mization problem for mirror element allocation, aimed at maximizing user data rates while maintaining QoS
constraints. The proposed mirror element allocation scheme significantly outperforms conventional methods in
terms of users served, average sum rate, and fairness. Notably, this scheme delivers significant performance im-
provements for larger numbers of users and mirror elements, providing a computationally efficient and scalable
solution.

While FSO networks offer high data rates for bandwidth-intensive applications, they are more vulnerable
to jamming attacks due to inherent technical limitations. This thesis extensively studies the threat of jamming
attacks in OIRS-assisted UAV-based FSO based networks [63, 65, 66]. To address this, a Jamming-Aware Mirror
Element Allocation scheme is proposed to optimize network performance in terms of sum rate and blocking
probability while meeting users’ rate demands and QoS constraints. The simulation results demonstrate that
this scheme significantly improves the sum rate and reduces the blocking probability, especially in environments
with a higher number of mirror elements, offering a robust solution for FSO-based networks under jamming

conditions.

7.2 Future Work

There are numerous ways in which the work of this thesis can be extended. The following are some potential

future research directions.

e User coverage by OIRS-assisted UAVs is significantly affected by obstacles, posing an open challenge to
maximizing service areas under such conditions. Specifically, given user and obstacle locations within the
network, the 3D positioning of an OIRS-assisted UAV must be optimized to serve the maximum number

of users effectively.

e An UAV’s flight time is significantly influenced by factors such as the number of users, onboard energy, and
transmission rate. Specifically, given user locations, UAV energy reserves, and available mirror elements
on the OIRS to serve users, a promising approach would be to jointly optimize the position of the OIRS-
assisted UAV and the assignment of mirror elements of the OIRS. This would aim to minimize the UAV’s

flight time while effectively serving the users.

« Efficient network planning using multiple OIRS-assisted UAVs is crucial for 6G communication networks,
yet remains an open challenge. Key questions include determining the number of UAVs required to ensure
full coverage of a given geographical area. In addition, developing robust and adaptive network planning

is essential to provide UAVs on-demand to effectively support user communications.
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e A jamming-resilient system must enable rapid detection of the jammer and use localization algorithms to
continuously track its position within the network. However, because jammers can relocate and disrupt
different network segments, preventing jamming by leveraging historical data on jammer activity remains
an open challenge. An intriguing direction for future research could involve developing a jamming-resilient
system that incorporates real-time detection and location tracking, providing valuable insights for design-

ing robust, practical systems.

e Developing an efficient, innovative, and practical anti-jamming strategy is essential for FSO-based net-
works, one capable of handling any network topology, detecting jamming activities, and locating both
mobile and static jammers. While most existing anti-jamming systems are designed for fixed networks,
designing one for dynamic networks presents additional challenges, as jammers can change position to

evade countermeasures.

e In an OIRS-assisted UAV-based FSO network, optimizing the UAV’s trajectory is essential for meeting
QoS-related performance metrics, which include the UAV’s onboard energy, user mobility patterns, and
specific QoS requirements. An intriguing area of focus could be optimizing the trajectory of OIRS-assisted

UAVs in the presence of a jammer while considering these performance metrics.

o Additionally, training an FSO-based network against jamming attacks can benefit from both supervised
and unsupervised learning approaches. Supervised learning enables precise detection and classification of
jamming attacks, while unsupervised learning can identify data anomalies caused by jamming activities.
Effective FSO jamming mitigation often combines these methods to capitalize on their respective strengths.
Moreover, a multi-class classification model could be developed to assess the severity of jamming, providing

a more comprehensive defense strategy.
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