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ABSTRACT

Machine learning and deep learning algorithms have demonstrated exceptional perfor-
mance across various computer vision tasks, including face detection, attribute predic-
tion, object detection, image segmentation, and classification. The capabilities of deep
neural networks (DNNs) have driven the development of numerous computer vision-
based artificial intelligence (Al) systems, employed in diverse applications such as au-
tonomous vehicles, COVID-19 detection in X-ray images, facial recognition for secu-
rity and surveillance systems. Despite these advancements, the real-world applicability
of such systems remains a critical challenge due to issues such as the unethical exploita-

tion of Al technologies and failures of deep models on real-world datasets.

One significant concern is the unethical exploitation of Al systems, particularly in
contexts involving privacy violations and the generation of fake media. Instances such
as unauthorized profiling for targeted advertising and the creation and dissemination of
Deepfake content pose serious ethical and social risks. These activities not only infringe
on individual privacy but also create widespread societal distress, potentially leading to
psychological harm. Another challenge lies in the failure of deep models to generalize
effectively to unseen real-world datasets. This is largely due to a lack of robustness and
generalizability in model training, as well as data distribution shifts during testing. For
example, a model trained on the Labeled Faces in the Wild (LFW) dataset containing
over 13,000 unconstrained facial images collected from the web, may perform poorly
when evaluated on the CelebA dataset, which consists of more than 200,000 celebrity
face images annotated with 40 facial attributes. This performance drop occurs because

of discrepancies in data characteristics.

To address these challenges, this dissertation investigates the problems in the input
space, the model space, and the feature space, identifying the input space as the root
cause. The lack of a control mechanism to guide the attention of deep models toward
meaningful image features underpins these issues. To resolve this, we propose novel

solutions leveraging the dynamics of attention mechanisms in deep models.
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Two solutions are introduced to mitigate the unethical exploitation of Al systems:
1) Privacy Preservation: A framework that enables users to selectively anonymize
facial identity and attribute information in images. This allows users to control the at-
tention of the model, blocking it from processing specific attributes such as gender or
age. 2) Deepfake Detection: An approach tailored to detect fake media across varying
compression levels and algorithms used on social media platforms. This solution im-
proves detection accuracy by training models to identify unseen artifacts in low-quality

compressed media.

The latter part of this dissertation addresses deep model failures on real-world datas-
ets with two innovative solutions: 1) Data Shift Mitigation: A method to counteract
data distribution shifts by learning uniform perturbations in the dataset. These perturba-
tions improve model attention toward meaningful features, ensuring better performance
in real-world scenarios. 2) Training Robustness: A strategy to diversify attention of
the model during training, compelling it to learn overlooked features within the dataset.
This approach enhances the robustness and generalizability of the model by expanding

the range of features it considers.

Overall, this dissertation presents novel mechanisms to address critical challenges in
Al system reliability and ethical deployment by focusing on privacy preservation, Deep-
fake detection, and generalizable learning. These solutions contribute significantly to
the development of robust, generalizable, and ethical Al systems for real-world appli-

cations.
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Chapter 1

INTRODUCTION

Rapid advancements in machine learning (ML) and deep learning (DL) algorithms
have significantly improved performance across a wide range of computer vision (CV)
tasks, including face recognition, attribute prediction, object detection, image segmen-
tation, and image classification. The high performance of deep neural networks (DNNs),
particularly convolutional neural networks (CNNs), have driven the development of var-
ious artificial intelligence (Al)-based systems. These systems have found applications
in diverse domains, such as autonomous vehicles, skin cancer diagnosis, targeted ad-
vertising, security and surveillance. Despite these successes, the applicability of Al
systems in real-world scenarios remains a critical challenge. Two primary reasons un-

derpin this limitation:
1. Unethical Exploitation of AI Systems: The growing misuse of Al technolo-
gies, including privacy violations and malicious applications, raises serious eth-
ical and societal concerns (Hill, 2020), (Gnanasekar and Yanushkevich, 2019),
(Pettit, 2017).

2. Failures of Deep Models on Real-World Datasets: Deep models often struggle
to generalize effectively on real-world data due to issues such as data distribution
shifts and lack of robustness during training (Intelligence, 2024), (University,
2022), (Geirhos et al., 2020), (Oakden-Rayner et al., 2020).

These challenges highlight the need for innovative solutions to ensure the respon-
sible and effective deployment of Al systems in practical, real-world settings. The
following subsections delve deeper into these issues and propose approaches to address

them.

1.1 Unethical Exploitation of AI Systems

With the increasing applications of Al-based algorithms, the cases of unethical exploita-
tion of these systems have increased significantly. Technological advancements enable

criminals to perpetrate innovative crimes that are very difficult to prevent and detect.



One such example is face image profiling. A face is much more than just a person’s
identity. A profile picture on Instagram can reveal several protected and sensitive at-
tributes like age, gender identity, race, sexual orientation, etc. Advances in Al algo-
rithms and the growing trend of sharing images across the World Wide Web (including
social media websites) have broadened the scope of information profiling and data an-
alytics from photo collections. Low-cost cameras and advances in face analysis algo-
rithms such as identity and attribute prediction make it easier for someone to take pho-
tos without permission and extract sensitive information like gender, age, identity, etc.
by processing only their face image. Social Mapper (Wilkin, 2018a), FaceCheck (fac,
2023), and and FindFace (Fin, 2019) are some of the apps where you need to upload
your face photo to get the person’s sensitive attribute information which can be misused
for malicious purposes. There is also a growing trend of sharing images on social media
platforms and CCTV cameras being used for surveillance. This poses a serious risk to
an individual’s privacy. A number of incidents (Gnanasekar and Yanushkevich, 2019)
have highlighted the abuse of facial analytics for criminal identification and sexuality
identification. For example, in a recent case from Michigan (Hill, 2020), an individ-
ual (later proven innocent) was arrested for a crime he didn’t commit, only because a
face-analysis algorithm made an incorrect prediction. These types of face analysis put
the person in a difficult situation and caused panic, which can lead to depression and
anxiety in extreme cases. The abuse of facial analytics also threatens the privacy of an

individual who does not wish to be profiled, and leads to a loss of public trust.

To address these challenges, numerous countries have implemented data protection
regulations, such as the Data Privacy Act (2012) (Commision, 2012) and the General
Data Protection Regulation (GDPR) (GDP, 2018), which explicitly prohibit the unau-
thorized processing of personal data, including facial images. Compliance with such
regulations requires systems that prevent unauthorized face-image analysis and allow

users to selectively suppress or preserve attributes without compromising data utility.

Another concerning example of unethical exploitation is the generation of fake me-
dia. While AI advancements have brought significant benefits to fields like medicine,
biometrics, and security, they also provide tools for malicious activities. The infamous
DeepNude application (Kastrenakes, 2019), which used Deepfake technology to gen-
erate nude images of women, exemplifies such misuse. Although the app was even-

tually banned, its brief existence highlighted the darker side of Deepfake technology.
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Other harmful uses include revenge porn, political manipulation, and the dissemination
of false propaganda. With the increasing use of the internet and social media, Deep-
fake content poses significant risks to society by spreading misinformation and false
narratives. The accessibility of these tools means that individuals with moderate com-
putational resources can create convincing fake videos and images, threatening societal

stability and democracy.

Researchers have developed algorithms to detect fake media, but these systems face
challenges, especially with low-quality or highly compressed Deepfakes. Social media
platforms apply varying compression techniques to shared media, further complicating
detection efforts. For instance, (Kumar et al., 2020) demonstrated that models trained
on high-quality videos often perform poorly when tested on low-quality, compressed

content. This performance gap arises due to:

1. Loss or alteration of artifacts learned during training on high-quality data.

2. Introduction of new artifacts due to compression.

Given these challenges, it is imperative to design robust fake media detection algo-
rithms capable of handling diverse compression ratios and real-world conditions. Ad-
dressing these vulnerabilities will be crucial to mitigating the misuse of Al systems and

protecting individual rights and societal trust.

1.2 Failure of AI Systems

Deep learning algorithms have become ubiquitous, powering a wide range of applica-
tions in areas such as computer vision, natural language understanding, autonomous
systems, social media analytics, and Al for Social Good. Industries and government
organizations are investing heavily in the development of sophisticated systems to ad-
dress real-world challenges using deep learning. However, many of these systems fail
to perform effectively in real-world scenarios. A recent study (Pandey, 2022) revealed
that over 50% of Al systems underperform when deployed, resulting in significant mon-
etary and time losses for organizations. The key reasons behind these failures include

unreliable data and inherent biases in Al systems. Among the most critical factors are:
1. Lack of robustness and generalizability during training.

4
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Figure 1.1: Illustrating the process of attribute prediction without and with the con-
trol mechanism. (a) shows the lack of control mechanism for attribute
anonymization, and (b) shows the system with a control mechanism for at-
tribute anonymization where the user can selectively suppress and preserve
the attribute.

2. Data or distributional shifts during testing.

In supervised training settings, deep learning techniques excel at learning meaning-
ful representations for classification tasks. These algorithms primarily aim to minimize
loss with respect to given labels, optimizing performance on the training dataset. How-
ever, this generally leads to overfitting because of the reliance on the simplest patterns
in the dataset, compromising generalizability. As a result, models perform well on
benchmark datasets, but struggle with real-world data. To reconcile with this perfor-
mance gap, recently, several researchers have explored this behaviour and attempted to
understand the underlying reasons. In these researches, it has been found that the deep
learning models frequently adopt shortcut strategies, focusing on dominant features that
suffice for confident classification on the given dataset. This approach neglects other
useful and distinct features that could enhance the model’s robustness and adaptability.

Consequently, the trained models lack of robustness and generalizability in diverse real-



world scenarios. In order to address this problem, it is important to learn the features
ignored by the model along with the dominant feature to enhance the robustness and

generalizability of the model in the real-world scenario.

Another major challenge is the shift in dataset characteristics between training and
real-world testing. Changes in factors such as image quality, illumination, or pose varia-
tion during testing can degrade model performance. Since deep learning models heavily
rely on the training dataset’s characteristics, such shifts can lead to significant perfor-
mance drops. To mitigate the impact of data shifts, metric learning and transfer learning
are commonly employed. These techniques refine the feature space by fine-tuning pre-
trained models on the target dataset, thereby reducing intra-class variance and enhanc-
ing inter-class separability. However, fine-tuning involves updating millions of param-
eters, making it computationally expensive. Moreover, most commercial Al systems
function as black boxes, with inaccessible model parameters, which limits the ability
to fine-tune models for specific applications. Given these constraints, it is essential to
develop solutions that address real-world data shifts without requiring extensive model
retraining. Such approaches would not only enhance the practical utility of Al systems,

but would also ensure their broader applicability across diverse real-world scenarios.

1.3 Focus of the Dissertation

To prevent the misuse of Al systems and enhance the robustness and generalizability of
models in real-world scenarios, we investigated key challenges, including: 1) privacy
breaches 2) fake media generation. 3) lack of robustness and generalizability in deep
models and 4) data shifts in input, model, and feature spaces during training and testing.

Our findings reveal that the root cause of these issues lies primarily in the input space.

Privacy breach: Advancements in face analysis algorithms have raised significant
privacy concerns, particularly with non-consensual information profiling. Predicting
sensitive attributes such as sexual orientation or being a drug addict without consent
can cause distress and violate an individual’s privacy. As depicted in Figure 1.1(a),
current face analysis systems lack mechanisms to regulate the attributes that model fo-
cuses on. This lack of control mechanism results in models revealing or predicting

attributes indiscriminately, even when users have not provided explicit consent for such
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Figure 1.2: Illustrating the process of learning of the model. (a) shows the model ig-
nored the relevant features and learned only dominant features (b) shows
the model learned both dominant and inconspicuous features.

actions. Without a robust framework to manage this, individuals are left vulnerable to
privacy breaches and unethical profiling. To address these challenges, we propose a
novel solution that provides users with greater control over how their facial attributes
are processed. Specifically, the proposed solution allows users to selectively anonymize
and preserve facial attributes along with identity information. As illustrated in Figure
1.1(b), this solution introduces a mechanism to regulate the focus of deep learning mod-
els. By empowering users to determine which attributes are visible or obscured, the
system not only protects individual privacy but also fosters trust in Al technologies by
aligning their operations with ethical standards and privacy regulations. This approach
has the potential to strike a balance between the utility of face analysis systems and the

preservation of personal privacy.

Fake media generation: Platforms like WhatsApp, Twitter, and Instagram amplify
the reach of such manipulated media, with millions of users sharing and consuming

content daily. However, these platforms also introduce an additional layer of complex-
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Figure 1.3: Illustrating the performance of the model due to data shift. (a) shows the
poor performance of the model due to data shift. (b) illustrates the algorithm
to shift the data without updating the model.

ity: implicit compression of media files. To optimize storage and speed up sharing,
social media platforms automatically reduce the resolution and quality of uploaded im-
ages and videos. This compression process often strips away critical high-frequency
details and artifacts that are typically leveraged by detection models to identify Deep-
fakes. As a result, traditional Deepfake detection methods, which are trained on high-
quality datasets, struggle to perform effectively when faced with the low-quality, com-
pressed media common on social platforms. This discrepancy between the training and
real-world testing environments significantly hinders the ability to identify manipulated
content, allowing Deepfakes to evade detection and propagate unchecked. To address
these challenges, it is crucial to train robust Deepfake detection models specifically

tailored for the low-quality media prevalent on social platforms.

Lack of robustness and generalizability of the deep model: Supervised learn-
ing algorithms aim to minimize classification loss to maximize accuracy. While these

algorithms classify well on test data, the performance often deteriorates on out-of-



distribution (OOD) data samples. This occurs because models prioritize learning dom-
inant features that are sufficient for classification, neglecting other discriminative yet
less dominant features. For example, a facial recognition model that primarily focuses
on the shape of the jawline may fail when the subject wears a mask or is partially oc-
cluded, as it has not learned to incorporate other facial features like eyes or forehead
contours. As illustrated in Figure 1.2(a), a model trained in a controlled or benchmark
environment prioritizes learning the most apparent or dominant feature patterns present
in the data. external factors such as changes in lighting, pose, background, occlusion,
and noise can significantly alter the appearance of the dominant features. In such cases,
the model’s over-reliance on these dominant features renders it ineffective, as the fea-
tures it has learned may no longer be reliable. In real-world scenarios, external factors
such as changes in lighting, pose, background, occlusion, and noise can significantly
alter the appearance of the dominant features and limits the model’s robustness against
handling such variations. Addressing this issue requires models to learn both dominant
and non-dominant features to improve robustness and generalizability as depicted in

Figure 1.2(b).

Change in characteristics of the dataset during training and testing: In modern
Al applications, commercial off-the-shelf (COTS) systems are widely employed for
tasks such as facial recognition, emotion detection, and attribute prediction. However,
their utility comes with a significant limitation i.e., they typically operate as black boxes,
offering little to no insight into their internal workings or access to model parameters.
This lack of transparency makes it challenging to adapt these systems to specific tasks or
domains where the characteristics of the data may differ from those on which the models
were originally trained. A critical challenge in using black-box models arises from data
shifts, which are variations in input data between the training and deployment phases.
These shifts can occur due to environmental differences, demographic diversity etc.
Figure 1.3(a) illustrates how these shifts can lead to a significant deterioration in model
performance. When confronted with data that deviates from its training distribution,
the model may start focusing on incorrect or irrelevant features, resulting in inaccurate
predictions. As shown in Figure 1.3(b), overcoming these challenges requires solutions

that can adapt to data shifts without modifying the pre-trained models themselves.



1.4 Research Contribution

This dissertation focuses on developing innovative solutions to prevent the unethical
exploitation of Al systems by addressing privacy breaches and the spread of fake media,
while simultaneously improving the robustness and generalizability of models in real-

world scenarios. The four major contributions of this dissertation are:

Attribute and Identity Anonymization for Privacy Preservation: A face image
reveals a lot of ancillary information, which is used in a variety of applications. How-
ever, with the advancement in face analysis algorithm, extracting someones’ facial at-
tributes and identity becomes much easier. In order to prevent the information profiling,
we proposed novel privacy preserving algorithm, which uses the concept of adversarial
perturbation to suppress and preserve the selective facial attributes along with the iden-
tity without compromising the visual appearance of the image. The proposed algorithm
addresses multiple challenges and several limitations of the existing for the privacy
preservation algorithms including lack of control mechanism to selectively suppress
and preserve attributes along with the identity and dependency of the algorithms on the
reference image for the privacy preservation. Multiple experiments are performed on
variety of databases with three different application scenarios. The results demonstrate
that the proposed algorithm can handle multiple attribute anonymization process with-
out affecting visual appearance and maintains a good balance between privacy and data

utility.

Low Quality Deepfake Detection: Deepfakes are manipulated videos and audios
that appear to be real, often created with the intention of spreading misinformation or
propaganda. The Deepfakes are primarily distributed on social media platforms, which
implicitly perform compression for faster transmission. In the literature, researchers
have proposed various algorithms for the Deepfake detection. However, one of the ma-
jor limitations of existing algorithms for Deepfake detection is failure on low quality
Deepfake videos due to compression artifacts introduced while sharing it on social me-
dia platforms. In general, deep models learn features/artifacts in the data that may get
suppressed during compression. It is possible to improve the performance of such mod-
els by learning from other (more) artifacts as well. These unseen imperceptible artifacts
can be potentially helpful in the detection of low-quality Deepfakes, as they reduce

the chances of losing relevant features during high compression. Therefore, we have
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proposed an algorithm that enhances the unseen artifacts in the entire dataset and uses
these unseen artifacts for further training the model. In order to suppress the already
learned features and enhance the unseen imperceptible artifacts, we proposed to learn
the visibility matrix. Experiments are performed on the multiple datasets to showcase

the efficacy of the proposed algorithm.

Data Fine-tuning: Increasing demands of automated systems for face analysis has
led to the development of commercial-off-the-shelf (COTS) systems. COTS systems act
as a black box system due to the inaccessibility of the model parameters. In such sce-
narios enhancing the performance of black-box systems become a challenging task. To
cope with the situation, a novel technique called data fine-tuning is proposed. Data fine-
tuning refers to the process of adjusting the input data according to the behavior of the
pre-trained model. Thus, a novel algorithm is proposed for data fine-tuning using adver-
sarial perturbation. Multiple experiments are performed to evaluate the performance of
the proposed algorithm. It is observed that data fine-tuning enhances the performance
of black box models. A comparison of data fine-tuning with model fine-tuning is also
performed. It is concluded that data fine-tuning outperforms model fine-tuning when
the pre-trained model is trained on a large dataset due to its capability of better general-
ization. We also extended this algorithm to optimize the feature space of a pre-trained
model for addressing the problem of data shift in real world scenarios. The proposed
extended algorithm shifts the data in input space to obtain Feature Guided Perturbed
(FGP) data by adding a uniform perturbation to the input data. Perturbation is learned
by bringing the samples of the same class towards its class center and pushing away
from other class centers in the feature space. Traditionally, perturbations are added
to reduce the performance, whereas the proposed algorithm incorporates it for perfor-
mance improvement. Multiple experiments are performed to evaluate the efficacy of the
proposed algorithm for single and multiple attribute classification. It is observed that
classes are better separated in the feature space by adding the learned uniform pertur-

bation, thereby improving the overall classification performance.

DIVINE: Classical deep learning algorithms are generally known to focus on max-
imizing classification performance. This often leads to improper and insufficient learn-
ing, which does not generalize well when the model sees out-of-distribution samples. In
this research, we propose a novel unified learning approach termed as Diverse and In-

conspicuous Learning (DIVINE), which focuses on maximizing learning from a given

11



set of inputs and learning as many discriminative features as possible by computing
dominance maps. We perform multiple experiments on several datasets including
MNIST, CIFAR10, CIFAR100, TinyImageNet, and their corrupted and perturbed coun-
terparts (CIFAR10-C, CIFAR10-P, CIFAR100-C, CIFAR100-P, TinylmageNet-C, and
TinylmageNet-P), we demonstrate that DIVINE encourages the learning of a rich set
of features. This, in turn, boosts the model’s robustness and its ability to generalize.
The results on out-of-distribution datasets, such as those that are perturbed, achieve
a performance 5.36%, 3.10%, and 21.85% mean Flip Rate (mFR) corresponding to
CIFAR10-P, CIFAR100-P, and TinyImageNet-P datasets using DIVINE. On the other
hand, Abridged Learning on CIFAR10-P, CIFAR100-P, and TinyImageNet-P datasets,
achieve a performance 6.53%, 11.75%, and 31.90% mFR, respectively.

1.5 Organization of the Thesis

The remainder of this thesis is organized as follows. Chapter 2 presents the first techni-
cal contribution, Anonymizing k-Facial Attributes via Adversarial Perturbations, which
introduces a framework for selective anonymization through perturbation-based meth-
ods. Chapter 3 extends this idea with Prldentity: Generalizable Privacy Preserving
Adversarial Perturbations for Anonymizing Facial Identity, a more scalable and gen-
eralizable approach to identity protection. Chapter 4 shifts focus to manipulation de-
tection, proposing Low Quality Deepfake Detection via Unseen Artifacts as a robust
strategy for identifying forgeries generated by emerging pipelines. Chapter 5 explores
Data Fine-tuning, a lightweight method for improving model robustness and generaliza-
tion without retraining large models. Chapter 6 introduces Feature Guided Perturbation
for Facial Attribute Classification, which leverages interpretable perturbations to en-
hance classification performance. Chapter 7 presents DIVINE: Diverse-Inconspicuous
Feature Learning to Mitigate Abridge Learning, a framework for improving general-
ization by leveraging non-dominant features. Finally, Chapter 8 concludes the thesis
by summarizing contributions, discussing ethical implications, and outlining promising

directions for future research.
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Chapter 2

Anonymizing k-Facial Attributes via Adversarial

Perturbations

2.1 Introduction

“The face is the mirror of the mind, and eyes without speaking confess the secrets of the

heart." - Letter 54, St. Jerome.

Face analysis has been an area of interest for several decades in which researchers
have attempted to answer important questions ranging from identity prediction (Zhou
et al., 2018), to emotion recognition (Li et al., 2016), and attribute prediction (Ab-
dulnabi et al., 2015), (Sethi et al., 2018). Focused research efforts and use of deep
learning models have led to a high performance for tasks involved in face analysis. For
instance, state-of-the-art results on YouTube Faces (Wolf et al., 2011) and Point and
Shoot Challenge (Beveridge et al., 2013) databases are over 95%, and 97% (Goswami
et al., 2017), and attribute recognition on the Celeb-A database is more than 90% (Sethi
etal.,2018). While there are several advantages of these high accuracies, they also pose
a threat to the privacy of individuals. As shown in Figure 2.1, several facial attributes
such as age, gender, and race can be predicted from one’s profile or social media im-
ages. In a recent research, Wang and Kosinksi predicted the “secrets of the heart”, such
as predicting sexual orientation from face images (Wang and Kosinski, 2017). They
reported 81% accuracy for differentiating between gay and heterosexual men with a
single image and 74% accuracy is achieved for women. Similarly, targeted advertise-
ments by predicting the gender and age from the profile and social media photographs

have been a topic of research for the last few years.

Motivated by these observations, in this research, we raise an important question:
“Can we anonymize certain attributes for privacy preservation and fool automated meth-
ods for attribute predictions?” The answer to this question relates to k-anonymity lit-

erature where information of each individual cannot be differentiated from the &k — 1



No
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Male

Young

Asian

Figure 2.1: Profiling of a person using his face image in ID card for malicious purpose.

Table 2.1: Summarizing the attribute suppression/anonymization algorithms in the lit-

erature.
No. of Controlling Visual
Author Method Attributes Dataset Attributes | Appearance
Othman and Ross, 2014 Face Morthg One MUCT No Partially
and fusion Preserved
Mirjalili and Ross, 2017 |  Delaunay Triangulation One MUCT, LEW No Partially
and fusion Preserved
. Fusion using MUCT, LFW,
Mirjalili et al., 2017 Convolutional Autoencoder One CelebA, AR-Face No Preserved
Rozsa et al., 2016, 2017 Fast th ping Multiple CelebA No Preserved
Attribute
. MUCT, MORPH, .
Mirjalili ef al., 2020 PrivacyNet (GAN Multiple RaFD, CelebA, Yes Partially
based model) Preserved
UTK-face
. Anonymization . VGGFace2, Partially
Lietal, 2021 using StarGAN Multiple CelebA Yes Preserved
. Semantic Aware . VGGFace2-HQ, Partially
Lietal,, 2023 Method Multiple CelebA HQ No Preserved
Rot et al., 2024 Fusion .of disentangled One 1000 male images, No Partially
spatial segments 1000 female images Preserved
Adversarial . MUCT, LFWcrop, .
Proposed Perturbations Multiple Celeb-A Yes Preserved

individuals (Sweeney, 2002). It differs from the fact that in attribute anonymization,
certain attributes are to be suppressed/anonymized while remaining ones are retained.
For instance, if the images are uploaded to the driving license database to ascertain

identity, it should not be used for any other facial analysis, except identity matching.

2.1.1 Literature Review

In the literature, privacy preservation in face images has been studied from two perspec-
tives. Researchers have studied this problem in terms of privacy-preserving biometrics
while others have termed it as attribute suppression. As mentioned above, face images
reveal a lot of ancillary information for which the user may not have consented. In

order to protect such ancillary information (soft biometrics), researchers have proposed
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Figure 2.2: Demonstrating the attribute anonymized images generated by existing al-
gorithms. First and third column images are original images while sec-
ond and fourth column images are gender anonymized images (Sim and
Zhang (2015), Suo et al. (2011), Othman and Ross (2014), Mirjalili and
Ross (2017)).

several different methodologies. Boyle et al. (2000) developed an algorithm to blur and
pixelate the images in the video. Newton et al. (2005) have developed an algorithm
for face de-identification in video surveillance such that the face recognition fails while
preserving other facial details. Gross et al. (2006) have shown that distorting image
via blurring and pixelation method gives poor results. To improve the results, they
proposed model based face de-identification method for privacy protection. Some re-
searchers have also worked on the privacy of soft biometrics. Othman and Ross (2014)
have proposed attribute privacy preserving technique, in which the soft biometrics at-
tribute such as gender is “flipped” while preserving the identity for face recognition. In
order to flip the gender, face morphing scheme is used in which the face of other op-
posite gender is morphed with the input image. As an extension of this work, Mirjalili
and Ross (2017) and Mirjalili et al. (2017) have proposed Delaunay triangulation, and
convolutional autoencoders based methods to flip gender information while preserving
face identity. Suo ef al. (2011) have presented an image fusion framework in which the
template of opposite gender face image is taken for fusion with the candidate image
while preserving face identity. Jourabloo et al. (2015) have developed an algorithm for
de-identification of face image while preserving other attributes. For attribute preser-
vation, it uses k£ images (motivated by k-Same) which shares the same attributes for

fusion. Sim and Zhang (2015) have proposed a method which independently controls
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the identity alteration and preserves the other facial attributes. It decomposes the facial

attribute information into different subspaces to independently control these attributes.

To anonymize the facial attributes, Rozsa et al. (2017) have proposed deep learn-
ing based model for facial attribute prediction. A deep convolutional neural network
is trained for each attribute separately and in order to test the robustness of the trained
model, adversarial images are generated using fast flipping attribute (FFA) technique.
As an extension of their work Rozsa et al. (2016) have used FFA and adversarial images
are generated in which a facial attribute is flipped. They have observed that the few at-
tributes are effected while flipping the targeted attribute. For instance, while changing
the ‘wearing lipstick’ attribute, other attributes such as ‘attractive’ and ‘heavy makeup’
are also flipped. Mirjalili et al. (2020) introduced a semi-adversarial network (SAN)
framework designed to obfuscate multiple facial attributes while preserving essential
image quality and usability. Shen et al. (2019) introduced a human-sensitivity-aware
image perturbation model that protects sensitive attributes from machine recognition
while remaining imperceptible to humans. It is the first to propose a human sensi-
tivity map, derived from human studies, to guide privacy-preserving modifications in
images. Li et al. (2021) proposed an adaptive method for facial attribute obfuscation,
preserving key identity-independent features while anonymizing sensitive attributes. Li
et al. (2023b) proposed a semantic-aware approach to face obfuscation using attribution
maps, which identify salient facial regions contributing to identity recognition. The
method utilizes deep learning models to generate obfuscation masks guided by these
attribution maps, selectively altering identity-sensitive features while preserving non-
sensitive details. Rana er al. (2023) proposed a novel privacy protection method that
adds intelligent, attribute-specific noise to images using FGSM and GradCam++, en-
suring sensitive attributes are perturbed while preserving overall aesthetics. To address
the challenge of gender privacy, Rot ef al. (2024) work proposes a novel method that
fuses disentangled spatial segments of facial images. By decomposing facial features
into independent components and selectively fusing them into a reconstructed image,
the approach ensures that gender-related information is obscured while retaining other
non-sensitive details. Figure 2.2 shows some sample attribute anonymized images from

existing literature.

Based on the literature review, we observe that there are algorithms for single at-

tribute anonymization as summarized in Table 2.1. However, there are three major

16



Original
Attribute
Class

IAs' IAP

Is
I Perturb r .| Attribute Tag Tap| Tyg # Ipg | Yes
Image Prediction TAP = IAP

A )

Input Image 1 Attribute

No Anonymized
Image T

Optimization

A

Figure 2.3: Illustrating the steps involved in the proposed algorithm.

challenges in anonymizing multiple attributes.

1. While anonymizing facial attributes, there should be no visual difference between
original and anonymized images.

2. Selectively anonymizing few and retaining some attributes require a “control”
mechanism. For example, gender and expression can be anonymized while re-
taining race and eye color and other attributes such as attractiveness and hair
color may be in “do not care” condition.

3. In applications involving matching faces for recognition, identity should be pre-
served while anonymizing attributes.

The major limitation of these methods is that they do not address the first two chal-
lenges mentioned above. Existing algorithms primarily depend on a candidate image
which is fused with the original image. This privacy preserving fusion leads to major
transform and loss in visual appearance. Rozsa et al. (2016) have addressed this issue
but due to lack of any control mechanism, the other attributes are also suppressed, while

suppressing one attribute.

2.1.2 Research Contributions

This research proposes a novel algorithm for privacy-preserving k-attribute anonymiza-
tion using adversarial perturbation. The proposed algorithm jointly anonymizes and
preserves multiple facial attributes without affecting the visual appearance of the image.
The proposed algorithm is also extended for identity preserving k-attributes anonymiza-
tion. Experiments on three databases and comparison with existing techniques show-

case the efficacy of the proposed algorithm.
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2.2 Proposed Approach

The problem statement can formally be defined as: “create an image such that a set
of pre-defined attributes are preserved while another set of pre-defined attributes are
suppressed”. As shown in Figure 2.3, the proposed algorithm can change the prediction
output of certain attributes from the true class to a different target class. The detailed

description of the proposed algorithm is given below:

Let I be the original face image with & number of attributes in the attribute set
A. For each attribute A;, there are C; number of classes. For instance, in attribute
‘Gender’, two classes are {Male, Female} and ‘Expression’ attribute has five classes,

namely {Happy, Sad, Smiling, Anger, Fearful }. Mathematically, it is written as:

A ={A1(C1), A2(Cy), ... Ax(Ch)} (2.1)

Let T be the attribute anonymized image generated by adding perturbation w in the

original image I where range of T is between 0 to 1. Mathematically, it is written as:
T=I+w (2.2)

suchthat T € [0,1]

To satisfy the above constraint, tanh function is applied on I + w as follows:

T = %(tanh(l +w)+1) (2.3)

In an attribute suppressing/preserving application, let Ag and Ap be the sets of
attributes to be suppressed and preserved where, A is the superset of (Ag U Ap) and
AsN Ap = ¢. In k— attribute anonymization task, it has to be ensured that the class of

Ag attributes in T changes to some other class while preserving Ap attributes in image

T.

Tas # Iag, Tap =1a, 2.4)
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In order to suppress and preserve the sets of attributes Ag and Ap respectively, the
distance between attributes of Ap in I and T is minimized, while the distance between

attributes Ag is maximized. The objective function is thus represented as:

min [D(Ia,, Ta,) — D(Iag, Tay)] (2.5)
suchthat Tag # Iag, Tap = 1A,

where, D is the distance metric. To preserve the visual appearance of the image, the dis-
tance between I and T is also minimized. Experimentally, we found that the /5 distance
metric is most suitable for preserving the visual appearance of the image. Equation 2.5

is updated as:

min {D(Ia,,Ta,) — D(Iag, Tag) + [[I— T3} (2.6)

such that TAS 7£ IAsvTAP = IAp

The term [D(Iap, Tap) — D(Iag, Tag)] in the above Equation and the first two
constraints i.e. Tag # Iag, Ta, = Ia, are non linear. Therefore, to solve the same,
an alternative function f(T), inspired from Carlini and Wagner (2017), is used. The

above Equation is thus written as:

min { f(T) + ||]T - T|3} (2.7)

Here, f(T) attempts to preserve the attributes Ap and suppress attributes Ag. There
can be multiple cases for facial attribute anonymization, the objective function for each

case is discussed as follows:

Case I - Single Attribute Anonymization: This case formulates the scenario pertain-
ing to changing the class of a single attribute i.e., the set Ag contains only one attribute,
U. In order to change the class of a single attribute U with class ¢ to any other class j

where (j # i), the objective function f('T) is formulated as:

f(T) = maz {0, maz(P(U|T)) — P(U’|T)} (2.8)
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where, P(z) denotes a function giving the probability value of z. For our case, we
have used the Softmax output score (discussed in Section 4). The term max(P(U|T))
used in Equation 2.8 outputs the maximum class score of attribute U and term P(U’|T)
outputs the score of each class of attribute U except the i** class. It is important to note
that Equation 2.8 can also provide the target attribute class by giving a class label to the

variable j.

Case II - Multiple Attribute Preservation and Suppression: This case formulates
the scenario when the prediction output of multiple attributes, e.g. ‘Gender’ and ‘At-
tractiveness’ are suppressed while preserving other attributes e.g. ‘Ethnicity’, ‘Wearing
glasses’, and ‘Heavy makeup’. In this specific example, the set Ap contains a list
of three attributes whereas, Ag contains list of two attributes. For such scenarios of
multiple attributes, the function f(T) will be the summation of Equation 2.8 for each

attribute. Mathematically, it is expressed as:

f(T)= > max{0,max(P(U|T)) - P(U’|T)} (2.9)

Ue{As,Ap}
In order to preserve the attributes, the target attribute class will be same as input
attribute class. The optimization method in Equation 2.9 can control the separation
between target class score and next maximum class score by providing value ‘—c’ in

place of 0 where ¢ € [0, 1], i.e.

f(T)= > max{(—c,max(P(U|T)) — P(U’|T))} (2.10)
Ue{Ag,Ap}

Case I1I - Identity Preservation: The third and the most relevant case with respect to
face recognition applications, is preserving the identity Id of a person while suppressing

an attribute. The objective function in this case can be written as:

min {f(T)+ ||I - T||5 + D(Idy,Idr)} (2.11)

Here, Idy and Idr is the identity of the face images I, and T respectively obtained

from any face recognition algorithm, and D is the distance metric to match two face
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features.

The proposed formulation of k-anonymizing attributes can be viewed as adding
adversarial noise such that some attributes are suppressed while preserving selected at-
tributes and identity information. Figure 2.4 shows some examples of attribute anonymiza-

tion using the proposed algorithm.

2.3 Datasets and Experimental Details

The proposed algorithm is evaluated on three datasets: MUCT (Milborrow et al., 2010a),
LFWcrop (Huang et al., 2007), and CelabA (Liu et al., 2015a). Comparison has been
performed with the algorithm proposed by Mirjalili and Ross (2017). The details of the

databases are described as follows:

MUCT dataset contains 3,755 images of 276 subjects out of which 131 are male
and 146 are female captured under varying illuminations using five webcams. Viola-
Jones (Viola et al., 2005) face detector is applied to all images and the detector fails to
detect 49 face images. Therefore, only 3,706 images are used for further processing.
LFWcrop dataset contains 13,233 face images of 5,749 subjects. In order to evaluate
the performance, view 2 of the dataset which consist of 6,000 pairs of images, has
been considered. Out of these 6,000 pairs of images, only one image from each pair
has been selected for anonymization. CelebA dataset contains 202,599 face images of
celebrities. From this dataset, only the test set of 19,962 images has been considered
for attribute anonymization. The results of anonymizing a single attribute are shown on
all three databases while the results of anonymizing multiple attributes are shown on

CelebA dataset.

As shown in Table 2.2, three experiments are performed, one corresponding to each
case discussed in Section 2.2. For attribute anonymization task, white box attacks are
performed whereas for identity preservation, black box attack is performed. The at-
tributes are anonymized corresponding to the attribute classification model while the
identities are preserved according to face recognition algorithm. For attribute classi-
fication, we have selected fine-tuned VGGFace (Parkhi et al., 2015) and for identity
preservation, OpenFace (Amos et al., 2016) model is used. The distance metrics used

with both the models is Euclidean distance. The performance of face recognition is eval-
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Table 2.2: The experiments are performed pertaining to three cases

effectiveness of the proposed algorithm.

Experiment | Dataset # Attributes Attribute Anonymized
P Anonymized | Suppressed Preserved
Single MUCT,
At | Celeb-A, 1 Gender -
LFWcrop
Multiple Gender, Heavy makeup.
Attributes Celeb-A 3,5 Attra.c.t Ve, High cheekbones
Smiling
Identity MUCT, .
Preservation | LFWcrop 1+l Gender Identity

to showcase the

Figure 2.4: This figure shows the images before and after anonymizing attributes of
Celeb-A dataset. First column represents the original images while second,
third, and fourth columns show one, three, and five attributes anonymized
images.

uated on both OpenFace (Amos et al., 2016) and VGGFace (black box model) (Parkhi
etal., 2015).

Implementation details:

The proposed algorithm is implemented in Tensorflow with

1080 Ti GPU. For learning the perturbation, L2 attack has been performed with Adam

optimizer. The learning rate is set 0.01 and number of iterations used is 10000.

Table 2.3: Confusion matrix displaying classification accuracies (%) of before and after

suppression of three attributes together on the CelebA dataset

Attribute
Class

Prediction

Attribute
Class

Prediction

Attribute

Class

Prediction

Ground

Truth

Male Not Male Smiling Not Smiling Attractive Not Attractive
Before Male 87.70 12.30 Smiling 64.59 35.41 Attractive 89.31 10.69
Anonymization Not Male 19.64 80.36 Not Smiling 24.66 75.34 Not Attractive 28.41 71.59
After Male 3.89 96.11 Smiling 0.02 99.98 Attractive 0.28 99.72
Anonymization Not Male 100 0 Not Smiling 99.90 0.10 Not Attractive 99.59 0.41
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2.4 Performance Evaluation

The proposed model is evaluated for single and multiple attribute anonymization. For
multiple attribute anonymization, two types of experiments are performed: attribute
suppression, and attribute suppression + preservation. In case of single attribute anonymiza-
tion, the performance of the proposed algorithm has been analyzed for the tasks of at-
tribute suppression as well as identity preservation. To generate the attribute anonymized
images, only those samples have been considered which are correctly classified by the

attribute classification model.

2.4.1 Multiple Attribute Anonymization

The proposed algorithm for multiple attribute anonymization is evaluated on the CelebA
dataset. Three attributes are considered for the task of attribute suppression, while

attribute suppression and preservation is performed with five attributes.

Attribute Suppression: Experiments have been performed with three attributes i.e.
‘Gender’, ‘Smiling’, ‘Attractive’. The confusion matrix in Table 2.3 shows that in over
96% of the images, attributes are correctly suppressed. After applying the proposed
algorithm for the attribute ‘Attractive’, the classification accuracy dropped from 89.31%
to 0.28%; thereby showcasing the efficacy of the proposed technique for the task of

attribute suppression.

Attribute Suppression and Preservation: The results for five attributes ‘Gender’,
‘Attractive’, ‘Smiling’, ‘Heavy Makeup’ and ‘High Cheekbones’ are shown in Figure
2.5. Three attributes are suppressed i.e. ‘Gender’, ‘Attractive’ and ‘Smiling’, while
remaining two are preserved. The confidence value (‘c’ value as defined in Equation
2.10) is set to 0.1. In Figure 2.5, the first and second row histograms show the attribute
class score distributions before and after anonymization of images. It is observed that
the attribute class score distributions of first three attributes ‘Gender’, ‘Attractive’ and
‘Smiling’ are flipped while the class score distributions of ‘Heavy Makeup’ and ‘High
Cheekbones’ are preserved. This illustrates the utility of the proposed algorithm for

multiple attributes suppression and preservation. Figure 2.4 presents the original and
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Not High Cheekbones.

Probability distribution
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Figure 2.5: Comparing the attribute class score distributions of images before and after
anonymization of 5 attributes together on the CelebA dataset. The first row
distributions pertain to the original images whereas, second row distribu-
tions corresponds to the anonymized images.

anonymized images for one, three, and five attributes. The similarity of visual ap-
pearance between original and modified images further strengthens the usage of the

proposed algorithm.

2.4.2 Attribute Suppression with Identity Preservation

To evaluate the performance of single attribute suppression with identity preservation,
experiments are performed on MUCT, CelebA and LFWcrop datasets. The results of
single attribute suppression and attribute suppression along with identity preservation

are discussed below.

Single Attribute Suppression: Figure 2.6 shows the result of the ‘Gender’ attribute
suppression on CelebA dataset. It can be observed that the score distribution of at-

tributes are completely flipped before and after anonymization. The confusion matrix

Original Images Anonymized Images

4
0.12
Male Male

Not Male 02 Not Male

Probability distribution

Score

Figure 2.6: Comparing score distributions before and after anonymizing ’Gender’ at-
tribute on the CelebA dataset.
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Table 2.4: Comparison of confusion matrix of the proposed algorithm with Mirjalili and
Ross (2017) on the MUCT dataset.

L. Attribute
Anonymization Mirjalili and Ross (2017) Proposed
Class
Male Female Male | Female
Male 1762 17 1741 87
Before

Female 521 1300 252 1626

Male 276 1503 0 1828
After
Female 1255 566 1878 0

-m

Figure 2.7: Examples of before and after anonymization of ‘Gender’ attribute on
MUCT and LFWcrop datasets. First row images are original images, sec-
ond row images are ‘gender’ anonymized images.

for MUCT dataset before and after anonymization is shown in Table 2.4. On comparing
the results with the algorithm proposed by Mirjalili and Ross (2017), it can be observed
that after anonymization, all samples are misclassified by the proposed method. It is
important to note that the method proposed by Mirjalili and Ross (2017) is dependent
on the fusion of the other candidate images which embeds visual distortion in the im-
age. On the other hand, in the proposed method, the anonymization of attribute is
independent of another candidate image, thus resulting in limited visual distortions.
Some example images of a suppressed attribute on MUCT and LFWcrop datasets are
demonstrated in Figure 2.7. These samples show that there are minimal effect on visual

appearance of the image after attribute anonymization.

Identity Preservation: To evaluate identity preservation performance, while anonymiz-
ing an attribute, experiments are performed on both MUCT and LFWcrop datasets. For
MUCT dataset, a single image gallery and two probe sets are used. The first probe
set consist of original images while the second probe set contains the corresponding
‘Gender’ suppressed images of probe set 1. Two widely use face recognition models
i.e. OpenFace (Amos et al., 2016) and VGGFace (Parkhi et al., 2015) are used for
(i) original to original face matching (i.e., gallery to probe set 1) and (ii) original to

anonymized face matching (i.e., gallery to probe set 2). The Cumulative Match Char-
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Figure 2.8: CMC curve showing original to original face matching vs original to
anonymized face matching on the MUCT dataset.
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Figure 2.9: ROC curve showing face recognition performance on the LFWcrop Dataset

acteristic (CMC) curves summarizing the performance of face recognition before and
after suppressing the attributes are show in Figure 2.8. The low variation observed in
accuracy for recognition before and after anonymization motivates the applicability of

the proposed algorithm for identity preservation as well.

Figure 2.9 shows the Receiver Operating Characteristic (ROC) curves for face ver-
ification on LFWcrop dataset. Experiments are performed on (i) 6000 original pair
images, and (ii) 6000 original-anonymized pairs. Face verification is performed us-
ing OpenFace (Amos et al., 2016) and VGGFace model (Parkhi et al., 2015). The re-
sults show minimal effect on the face verification performance before and after attribute

anonymization.
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2.5 Robustness Against Adversarial Defenses

While the proposed algorithm effectively learns adversarial perturbations for attribute
anonymization in a white-box setting, its robustness against adversarial defenses has
not been explored. In practice, the attribute classifiers or downstream systems may em-
ploy various adversarial defense mechanisms such as adversarial training, input denois-
ing, purification, or randomized smoothing that could potentially mitigate or nullify the
anonymization effect. Evaluating the perturbation’s effectiveness under such defended
environments, and developing defense-aware or adaptive anonymization strategies, con-

stitute important directions for future work.

2.6 Summary

Attribute anonymization while preserving identity has several privacy preserving appli-
cations. This research presents a novel algorithm based on adversarial noise addition
concept such that selected attributes (or features) are anonymized and selected attributes
(including identity information) are preserved for automated processing. Experiments
are performed on CelebA, LFWcrop and MUCT databases with three different applica-
tion scenarios. The results demonstrate that the proposed algorithm can handle multiple
attribute anonymization process without affecting visual appearance and face recogni-

tion performance.
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Chapter 3

Prldentity: Generalizable Privacy Preserving
Adversarial Perturbations for Anonymizing Facial

Identity

3.1 Introduction

Sharing images on social media platforms such as Facebook, Twitter, and Instagram
have increased significantly. As per Global Social Media Stats 2024 (dig, 2024), the
number of social media users from January 2023 to January 2024 increased by 320
million worldwide. However, with the rise in the number of social media users, identity
theft (ide, 2024), (ide, 2023) and financial fraud (Kapoor, 2024), (Alam, 2023)) via
online social media profiling have also increased. With the advancement in machine
learning and deep learning algorithms, accessing someone’s identity information from
face images has become an easy task. Social Mapper (Wilkin, 2018b), FaceCheck (fac,
2023), and FindFace (Fin, 2019)) are a few applications where users need to upload a
person’s face image to obtain that person’s identity information, which can be further
misused for malicious purposes. Figure 3.1 illustrates the information profiling via
social media platforms. This leads to a decline in public trust in social media and

presents a serious threat to an individual’s privacy.

It is essential to anonymize facial identity information in images to minimize misuse
due to automatic identity leakage. Several researchers have proposed algorithms based
on k-anonymity (Samarati and Sweeney, 1998), (Gross et al., 2005), morphing (Ko-
rshunov and Ebrahimi, 2013), Korshunov and Ebrahimi (2014), generative modeling
(Chen et al., 2021c¢), (Pan et al., 2021), (Laishram et al., 2024), (Thakral ef al., 2024),
and Deepfakes (Zhu et al., 2020), (Cai et al., 2024) that synthesize/fuse the input face
image with the target image for identity anonymization. However, fusing input with
the target face image distorts the input image’s visual appearance and hinders its ap-

plicability in real-world scenarios. To address this problem, it is essential to design an
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Figure 3.1: Illustration of information profiling of unknown identity from social media
platforms.

algorithm with three basic properties: 1) Privacy: The algorithm should modify the in-
put face image such that the Identity Information is suppressed. 2) Data Utility: There
should be minimal difference between the visual appearance of the original and mod-
ified image. 3) Generalizability: The algorithm should perform well across different

unseen face-recognition models.

In this research, we have proposed a novel Privacy Preserving Identity Anonymiza-
tion (Prldentity) algorithm that utilizes the concept of adversarial perturbations and
satisfies the three properties to anonymize the identities of input face images. To en-
sure privacy and data utility, the proposed algorithm learns a perturbation such that
the distance between the face representation of the original and the perturbed image
is maximized while preserving the visual appearance of the perturbed image. In order
to maintain a good balance between data utility and privacy, it is important to use a
regularization technique for learning the adversarial perturbation. It has been shown in
the literature that £, and £, norms are well-adopted and commonly used regulariza-
tion techniques, where £; norm introduces sparsity and £, norm imposes convexity to
reduce overfitting. However, using either £; norm or £, norm for learning adversar-
ial perturbation could result in overfitting towards privacy or data utility and limit the
applicability of the proposed Prldentity algorithm. To address this problem, we have
proposed to learn a parameter p in £, norm, which introduces the adequate amount
of sparsity and convexity to avoid overfitting and maintains a good balance between
data utility and privacy. To the best of our knowledge, this is the first work where

the parameter p in £, norm is learnt inherently during the training process for privacy
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preservation.

In the literature, researchers have shown the transferability of adversarial pertur-
bations across different deep models (Demontis et al., 2019; Papernot et al., 2016a;
Wu et al., 2018b; Xie et al., 2019). This ensures the generalizability of our proposed
algorithm across unseen face-recognition models. The proposed Prldentity algorithm
does not require any target image for identity anonymization. Further, the proposed
algorithm is extended for anonymizing multiple images via learning a single uniform
perturbation, which could be a use case for suppressing an identity with multiple im-
ages of a given user on the social media platform. It is important to note that the aim of
the proposed algorithm is to fool identity recognition networks and not humans. Mul-
tiple experiments are performed on the LFW (Huang et al., 2008), CelebA (Liu et al.,
2015a), and CelebA-HQ (Karras et al., 2018) datasets and a user study has been done

to showcase the efficacy of the proposed algorithm.

3.2 Related Work

In the face-based privacy preserving literature, researchers have proposed various meth-
ods to suppress (1) attributes such as gender and age (Chhabra et al., 2018; Mirjalili
et al., 2018; Shen et al., 2019; Mirjalili et al., 2020; Rana et al., 2023) or (ii) facial
identity for privacy preservation (Xiao et al., 2020; Chen et al., 2021a; Cai et al., 2024;
Xiaoetal.,2024; Liet al., 2023a; Yang et al., 2024a). The focus of this research is iden-
tity anonymization where existing work can be classified into seven broad categories:
1) k-anonymity, 2) morphing, 3) generative modeling, 4) reversible face anonymization

5) adversarial perturbations 6) Deepfakes 7) and non-generative modeling.

k-Anonymity: Newton et al. (2005) have shown that ad-hoc methods such as obfus-
cating eyes are not able to thwart facial recognition systems. Therefore, the authors
have proposed a k-anonymity-based algorithm (Samarati and Sweeney, 1998) termed
as k-same that guarantees privacy preservation with the factor % Gross et al. (2005) pro-
posed a k-same select algorithm, which preserves the gender and expression in the de-
identified images using a data utility function along with providing the guarantee of pri-

vacy preservation. The better quality of de-identified images is produced using Model-
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Figure 3.2: Sample identity-anonymized images are taken from the existing literature.
In each pair, the image on the left represents the original, while the one
on the right represents the anonymized version. “Images in (a) are from
Gafni et al. (2019), images in (b) are generated through CIAGAN (Maxi-
mov et al., 2020), images in (c) are generated through RiDDLE (Li et al.,
2023a), images in (d) are generated through FALCO (Barattin et al., 2023),
images in (e) are generated through FIT (Gu et al., 2020), and images in (f)
are generated through G?Face (Yang et al., 2024a).

based k-Same algorithm, which is based on Active Appearance Models (Cootes et al.,
2001) and mixtures of identity and non-identity components in face images. Jourabloo
et al. (2015) have proposed an attribute-preserving face de-identification technique that

uses gradient descent to learn the weights for fusing k& images.

Morphing: The techniques mentioned above, i.e., the k-same algorithm and their vari-
ants, replace original images with a set of de-identified images in an irreversible manner.
Korshunov and Ebrahimi (2013) proposed a morphing-based method for visual privacy
preservation. In this method, facial key points such as the nose and eyes are detected
in both source and target images, and interpolation of both the keypoints is computed
using a weighted sum of intensities, indicating the strength of privacy. In their other
work (Korshunov and Ebrahimi, 2013), the image warping technique is used for privacy
preservation. The authors have performed experiments on the Yale dataset. They also
studied different privacy filters (Korshunov and Ebrahimi, 2014) such as blurring, pixe-
lation, morphing, masking, and warping with varying strength degrees to investigate its
effect on different face recognition algorithms. They observed that the morphing-based

filter performs best for privacy preservation.

Generative Modeling: Various techniques have been proposed for face de-identification

via generation face approaches (Li and Lin, 2019; Mirjalili et al., 2020; Yang et al.,
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Table 3.1: Comparison of existing algorithms for identity anonymization.

Target
Artifacts Attributes Multiple
Face generation User Identity
Paper Method perceptible affected in Image
type Study based
to humans face image Anon.
Anon.
Adversarial Autoencoder
LIVE X L . Nose, Eye,
coupled with trained face Visually similar faces Visible No Yes Yes
Gatfhni et al. (2019) " Facial texture
classifier
Nose. Eyes,
CIAGAN Conditional Generative Visually dissimilar and -
Visible Makup, No No Yes
Maximov et al. (2020) Adversarial Net diverse set of images
Mouth region,
RIDDLE StyleGAN inversion encoder Visually dissimilar and . Nose, Eyes,
Visible No No Yes
Li et al. (2023a) coupled with Latent Encrptor diverse set of images Mouth region
FALCO StyleGAN inversion coupled Visually dissimilar and . Hair, Nose, Eye,
Visible No No Yes
Barattin et al. (2023) with ViT-based FaR diverse set of images Mouth Region
Nose, Eyes,
FIT Conditional GAN based Visually dissimilar and -
Visible Mouth region, No Yes Yes
Gu et al. (2020) Face Identity Transformer diverse set of images
Face texture
G2Face StyleGAN coupled with Visually dissimilar and - Nose, Eyes,
Visible No No Yes
Yang et al. (2024a) 3D geometric priors diverse set of images Mouth region
Proposed + Adversarial perturbation masks Generate visually . No attributes
Not visible Yes Yes No
Ly identity via p-norm optimization similar image are affected

2020). Meden et al. (2017) used a generative network to synthesize artificial surrogate
faces for anonymity. The authors proposed a technique to preserve the non-identity-
related information in the output face image. Wu et al. (2018d) proposed a Privacy-
Protective-GAN framework for face de-identification. The proposed framework con-
sists of two modules, the verificator with contrastive loss and the regulator with Struc-
tural Similarity Index (SSIM). The trade-off between privacy and image quality has also

been shown in the results.

To improve the trade-off between privacy and data utility with improving the natu-
ralness of the generated image through Style GAN, a clustering-based scheme is pro-
posed by Le et al. (2020). Gafni et al. (2019) proposed an adversarial autoencoder
network for real-time de-identification in the videos. The proposed network takes the
source video as input and the generated de-identified output video has a similar-looking
person. This network comes with a major restriction that it changes the skin-tone of the
face in the output video and cannot preserve the original texture. Maximov et al. (2020)
proposed a Conditional Identity Anonymization Generative Adversarial Network (CIA-
GAN) for identity anonymization in both images and videos. In their proposed tech-

nique, trained GAN generates fake identities which are not present in the training set.

Chen et al. (2021¢) used DCGANS to generate a similar-looking face image to cap-
ture all vital face attributes. Since the images are generated, the by-product is that

the identity is masked. A similar work from Lin et al. (2021) focused on face de-
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Perturbation Anonymized Image

Identity Information
Identity Information
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Figure 3.3: Illustrating the pipeline of the proposed algorithm. (a) shows the training
process for learning a perturbation to generate an identity anonymized im-
age. (b) shows that the pre-trained model is unable to extract the identity
information from the anonymized image. (c) shows the addition of learned
perturbation to obtain identity anonymized image.

identification through an improved version of UNet as the generator while using two
discriminators. This architecture is termed FPGAN, which is trained using a weighted
combination of pixel loss, content loss, and adversarial loss. The authors mathemat-
ically prove the convergence of the proposed architecture. Pan et al. (2021) took a
leap and proposed an architecture that is capable of cyclic face-identification and re-
identification. The authors use two encoders to learn style and content and a decoder
network. This architecture is termed as Multi-factor Modifier (MfM), which achieves

multi-factor facial de/re-identification.

Shamshad et al. (2023) proposed a two step method to search for adversarial latent
codes and used StyleGAN to generate the anonymized image. The proposed method
make changes in the makeup of the face to fool the models. Wen et al. (2023) proposed a
IDeudemon method which uses a divide and conquer strategy for face de-identification.
The proposed method obfuscate the 3D disentangled ID code using NeRF model and
further used face parsing maps and GAN for identity anonymization. This method
changes the geometry of identity related features eyes, nose, ears, mouth, and facial
bones. Lopez et al. (2024) proposed a hardware level face anonymization, where the
proposed method learns the optical encoder to generate the face heatmap and generates
a new anonymized face image using a reference face image and face heatmap. The
work by Laishram et al. (2024) used the StyleGAN and pretrained encoder to generate
the de-identified caricature faces. The proposed method generates the caricature face

for face de-identification. It uses the reference image for face de-identification. Re-
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cently, Thakral e al. (2024) proposed a GAN based approach named *ToonerGAN’,
which creates cartoon images for face de-identification.The proposed method trans-
forms the image using a three step process i.e., Style Learning, Style Distillation, and
De-identification. Although, these methods are able to achieve good quantitative results
for face de-identifications but these methods suffers from preserving the original facial

attributes such as eye color, shape of nose, skin tone, facial expression etc.

Reversible Face Anonymization: In the work from Wen et al. (2022), an IdentityMask
framework is proposed for reversible face de-identification in videos. This framework
uses deep motion flow for avoiding per-frame evaluation. Kuang et al. (2024a) pro-
posed two-stage latent representation reorganization (LReOrg) framework for privacy
preservation which uses bidirectional network optimized using keyword-based swap
training strategy with a multi-task loss. This method changes the visual appearance
of identity related features including nose, eyes. expressions etc. Li ef al. (2023a)
proposed RiDDLE for face de-identification. The RiDDLE use encryption decryption
based scheme to recover the original images. Zhang et al. (2024) proposed another
work FaceRSA, which is on similar lines of encryption decryption for face anonymiza-
tion and recovery. Yang et al. (2024a) proposed a reversible face anonymization method
termed as G?Face. The proposed methods extracts geometric information from 3D face
and use generative priors in a multi-scale manner for reversible face anonymization.
This method changes identity related features such as nose, mouth shape, shape of
eyebrows etc. These works are primarily inspired from GAN based methods identity
anonymization. Figure 3.2 shows some sample identity anonymized images from exist-
ing literature. Table 3.1 shows the comparison of existing algorithms wih the proposed

algorithm for identity anonymization.

Adversrial Perturbations: In the literature, few methods used adversarial perturba-
tions for identity anonymization. Li and Lin (2019) proposed a four stage frame-
work called AnonymousNet. The framework consists of facial attribute estimation,
privacy-metric-oriented face obfuscation, directed natural image synthesis, and adver-
sarial perturbation as the four stages. A targeted identity-protection iterative method
(TIP-IM) via generating identity perturbation masks is proposed by Yang et al. (2020).
For anonymizing the identities, TIP-IM generates the perturbation masks while ensur-
ing the transferability of the generated identity anonymized image. The training and

generation of masks is done in a white-box setting while the testing and evaluation is
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done in a black-box setting. Zhong and Deng (2022) used adversarial perturbations to
generate person specific mask. However, the authors used 10 images to generate the
privacy mask, which may not be available in real world scenarios. Liu et al. (2024)
addresses the optimization based problem for class specific face de-identification. The
authors discovered the optimization problem in large and small batch optimization and
proposed the Gradient Accumulation (GA) for gradient stability. There is no visual out-
put of the de-identified images are shown in the paper. Yang et al. (2024c) proposed a
face de-identification method, which is primarily applicable in cloud platforms only for
storing images in secured manner. The proposed method transforms the images such

that it is unrecognizable to humans and only recognizable to face recognition models.

Deepfakes: In the litaraure, researchers also leverages the methods used to generate
Deepfakes for identity anonymization. In the work from Zhu et al. (2020), a Deepfake
based technique is used in medical domain to examine Parkinson’s disease through
movement in facial key points. The authors used faceswap for the de-identification of
faces while keeping facial key points invariant. Cai et al. (2024) proposed Disguise
method for face de-identification which is based on a face swapping method. This
method changes the visual appearance of identity related attributes including nose, eyes.

expressions etc.

Non Generative Modeling: Kuang et al. (2024b) proposed a new method for face iden-
tity anonymization, which distracts the intrinsic identity information in feature space
and extrinsic identity information such as visual cues in visual space. The proposed
method changes the appearance of identity related attributes such as eye color, nose
shape etc. To preserve privacy in face datasets, Singh et al. (2022) proposed a two-step
sanitizing framework for the privacy-preservation of the entire dataset. In the first step,
a global decoupling process decomposes raw data into sensitive and non-sensitive la-
tent representations. The next step consists of local sampling to synthetically generate
sensitive information with differential privacy and merge it with non-sensitive latent
features while preserving privacy. Jiang et al. (2023) proposed the DartBlur method for
privacy preservation, which generates blurred faces using DNN. Yuan et al. (2024) pro-
posed a client server based framework PRO-Face C, which performs face recognition in
a privacy preserving manner. The proposed method obfuscate the image on client side
and use feature compensation mechanism to optimize the equilibrium between privacy

preservation and utility maximization on server side.
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Based on the existing literature, we observed that the majority of the existing algo-
rithms end up in modifying the identity related facial attributes such as shape of nose,
eye color, facial color etc. These changes are easily noticeable to the users, which de-
feats the purpose of identity anonymization for social media applications, where the
visual appearance of the original and anonymed images should be similar. Also, the
existing methods are not able to maintain a good balance between privacy and data util-
ity. In addition, there are limited existing algorithm with several limitations that can

anonymize multiple input images using a single uniform perturbation.

3.3 Privacy Preserving Identity Anonymization

Existing approaches are primarily dependent on the target face images that are used
to fuse with the input face image for identity anonymization. This results in visually
distorted images and loss of data utility. Other approaches modify the skin tone and
change the nose structure and eye color to suppress identity information, which hinders
the applicability for different applications. Therefore, in this research, we have pro-
posed a novel privacy-preserving identity anonymization or Prldentity algorithm that
ensures privacy, data utility, and generalizability across different unseen face recogni-

tion models.

The proposed Prldentity algorithm perturbs the input face image to suppress the
identity information and preserve the visual appearance of the perturbed image. In
order to maintain a trade-off between data utility and privacy, we have used the £,
norm-based regularization technique for learning adversarial perturbation, where p in
L, norm is a learnable parameter. We have further extended the proposed algorithm to
anonymize multiple images simultaneously via learning a single uniform perturbation.
Figure 3.3 illustrates the pipeline of the proposed algorithm which can be interpreted
as: “Learn a perturbation P for an input image I such that on adding perturbation P
to an input image I, the output image A is identity anonymized while maintaining the
balance between data utility and privacy". The detailed steps for the proposed algorithm

are discussed below.

Let S = {I;, I, ...I,, } be a subject with m number of images. Let I); be any image

of subject S with pixel values in the range of O to 1, i.e., I, € [0,1]. Let P be the
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adversarial perturbation to be learned. As mentioned in the problem statement, the task
is to learn a perturbation P such that on adding P to an input image I, the output image
Ay is identity anonymized. In other words, on adding P to I, the class/identity of the
output anonymized image Ay should be different from the class/identity of the input

image I. Mathematically, it is written as:

A, =1,+P 3.1

such that C(Ay) # C(Iy)

where C/(.) is the function that outputs the identity of an image. Let (W, b) be any pre-
trained face recognition model that takes an image as an input and outputs its identity
representation vector. Thus, the identity representation vector corresponding to an input

image I, and anonymized image Ay, is obtained as:

Z1, = G(WIi +b) and Za, = ¢(WAy + b) 3.2)

where, Zy, and Z 4, are the identity representation vector. W is the weight matrix and
b is the bias of the model ¢.
In order to anonymize the identity in an input image Iy, the distance between Z
and Zy, is maximized. Mathematically, it is written as:
maximize D(Zy, ,Za, ) (3.3)
where, D(.) is the distance metric. The above equation corresponds to the privacy
measure of the input image I, and satisfies the constraint of Equation 3.1.

In many real-world applications, it is important that the visual appearance of the
image should not be distorted. Therefore, to preserve the visual appearance of an
anonymized image, the distance between the anonymized image Ay and input image

Ik is minimized. Mathematically, it is written as:

minimize D (I, Ay) (3.4)

where, Equation 3.4 corresponds to the data utility measure of the input image I.Using
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Table 3.2: Details of the experiments performed to evaluate the performance of the pro-
posed algorithm.

. Evaluation Gallery L.
Experiment Dataset Description
Type Size
This experiment is performed to showcase the performance
Face
Single Image CelebA 1,2,3,4 | of the proposed algorithm in face identification setting.
L Identification
Anonymization There is no literature available for the comparison.
This experiment is performed to showcase the performance
Face in face verification setting. Evaluation on the LFW dataset
LFW NA
Verification in the verification setting is the standard protocol followed
in the literature for the comparison.
This experiment is performed to showcase the performance
Multiple Image Face
CelebA 2,4 of the proposed algorithm in face identification setting.
Anonymization Identification
There is no literature available for the comparison.
This experiment is performed to showcase the performance
Bounding Box Face of the proposed algorithm for face detection. Evaluation on
CelebA-HQ NA
Prediction Detection the CelebA-HQ dataset for face detection is the standard
protocol followed in the literature for comparison.

Equation 3.3 and 3.4, the objective function is written as:

minimize D(Ix, Ax) — D(Z1, , Za, ) (3.5)

The perturbation P is learned by minimizing the above objective function. In or-
der to control the separation among the identity representation Z, and Zp,, a margin
parameter « is introduced. The margin parameter « ensures that the distance between

Z a, and Zj, should be at least «e. Thus, the above objective function is updated as:

minimize D(Iy, Ay) + maz (0, — D(Zy,_,ZA,)) (3.6)

As mentioned, the proposed Prldentity algorithm should maintain the trade-off be-
tween privacy and data utility and ensure generalizability across different unseen face
recognition models. The details for maintaining trade-offs and ensuring generalizability

are described in the following subsections.

3.3.1 Data Utility vs Privacy

In many real-world applications, maintaining a good balance between data utility and

privacy is of paramount factor. For this purpose, we have used the p - norm function as
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a distance metric, where p is a parameter to be learned. Thus, the objective function is

updated as:

1

minimize | (" [[T(z, y) — Awle,y) ") +
x7y

d 1
max (0, a— (ZHZIk,i — Za,, p2> Pz)) 3.7
i=1

where, d is the dimension of the identity representation vectors Zy, and Z, . p; and p,

are the parameters corresponding to the privacy and data utility measure, respectively.
In the literature, £, norm where p = 1 and £, norm where p = 2 are widely used in
machine learning and deep learning applications. However, it is challenging to decide
the suitable value of p-norm for a given application. To overcome this challenge, in this
research, we have treated p € [1, 2] as a parameter and learned the optimal p to balance
the privacy and data utility. To learn the value of p, we have used the SGD optimizer
where we randomly initialize its value in the range [1, 2] and use the clip function to

bind its value.

3.3.2 Generalizability

To ensure generalizability, it is important that the learned perturbation must be trans-
ferable to other deep models. In the literature, researchers have shown that the iterative
learning of a perturbation generally overfits the surrogate model and hence performs
poorly when evaluated on the target model. In general, the £, norm is sensitive to out-
liers and is prone to overfitting. On the other hand, the £; norm underfits the target
model while generating adversarial perturbations. In our proposed algorithm, we ad-
dress this problem by learning the optimal value of p in the range [1, 2], which results in
robust perturbation that is transferable to unseen target face-recognition models. There

can be two cases for identity anonymization:

Case I - Single Image Anonymization: This case corresponds to the scenario, where
a user anonymizes a single image only. In this case, the perturbation will be different
for each image for a given user and therefore, it provides more control to the user over

the privacy of each each image. For single image anonymization, we use k = 1 and
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Equation 3.6 is updated as:
minimize D(I1, A1) + maz(0,« — D(Zy,,Za,)) (3.8)

where, first term is minimizing the distance between original and anonymized images
while the second term is maximizing the distance between the face representations of

the original and anonymizeed images.

Case II - Multiple Image Anonymization: This case corresponds to the scenario,
where a user anonymizes multiple images of the same user. In this scenario, a single
uniform perturbation P is learned for all the input images. Let n be the number of

images to be anonymized. Thus, the objective function is written as:

minimize Z {D(I, Ax) + maz(0,a — D(Zy,, Za,))} (3.9)

k=1
Here, the above Equation iterated over the multiple images of the same user. In
this case, the user has comparatively less control over the privacy as the perturbation
will be the same for n images of a given user. However, this use case has relatively

computationally efficient compared to single image anonymization.

3.4 Experimental Setup

In order to evaluate the performance of the proposed Prldentity algorithm, two experi-
ments are performed: 1) Single Image Anonymization and 2) Multiple Image Anonymiza-
tion. The first experiment represents the scenario where only a single image for each
identity is anonymized. In this experiment, images are anonymized by learning and
adding a perturbation for each image. The second experiment represents the scenario
where multiple images for each identity are anonymized simultaneously. In this exper-
iment, a single uniform perturbation is learned to anonymize multiple images of the
same identity. The comparison is performed with existing state-of-the-art algorithms.

All the experiments are performed forp = 1, p = 2, and 1 < p < 21i.e L4, Lo, and
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Table 3.3: Identification accuracy (%) for single image anonymization experiment on
the original and identity anonymized images obtained using the proposed
algorithm with £;, £,, and £, norm on the CelebA dataset. To showcase
the genrealizability of the proposed algorithm, the results are reported on
VGGFace, ArcFace, and LightCNN-29 models respectively. A low accuracy
indicates a high performance (better privacy).

Gallery Size 1
Original Proposed + L1 Proposed + Lo Proposed + L,
Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10
VGGFace 45.42 61.71 68.04 0.20 0.70 1.40 0.20 0.80 1.70 0.30 0.80 1.30
ArcFace 64.46 76.66 80.94 5.40 14.03 19.71 2.93 8.52 12.99 2.55 7.50 11.44
LightCNN 83.91 90.53 9243 18.04 32,52 40.31 10.60 22.69 29.09 9.57 19.83 26.17
Gallery Size 2
Original Proposed + £ Proposed + Lo Proposed + L,
Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10
VGGFace 57.30 73.27 79.05 0.10 0.67 1.34 0.15 0.72 1.18 0.25 0.72 1.030
ArcFace 76.17 872 90.27 7.84 18.13 24.86 3.90 10.76 16.08 3.19 9.18 13.94
LightCNN 91.39 95.63 96.48 24.00 44.12 51.37 13.67 27.68 36.30 12.61 26.32 33.95
Gallery Size 3
Original Proposed + L1 Proposed + Lo Proposed + L,
Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10
VGGFace 63.16 78.25 83.55 0.14 0.42 0.94 0.14 0.52 0.98 0.14 0.38 0.98
ArcFace 81.74 90.55 93.09 90.00 20.98 28.65 4.46 11.59 17.07 3.40 10.35 15.52
LightCNN 93.26 96.32 97.08 27.95 47.78 56.83 17.01 32.87 41.36 14.94 30.36 38.71
Gallery Size 4
Original Proposed + L1 Proposed + Lo Proposed + L,
Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10 Rank 1 Rank 5 Rank 10
VGGFace 87.33 81.44 86.23 0.16 0.61 1.31 0.16 0.51 0.96 0.21 0.51 0.99
ArcFace 84.27 92.13 94.31 10.03 22.64 30.58 5.25 13.65 19.67 3.92 11.09 16.99
LightCNN 94.14 96.88 97.51 30.84 51.53 60.83 19.03 36.41 45.59 16.94 32.76 42.24

L, norm, respectively. Here, £, norm represents the case where the parameters p; and
p2 corresponding to privacy and data utility (visual appearance) are learned. Table 3.2
shows the details of the experiments. To quantify the data utility of the proposed al-
gorithm, we have computed the bounding box distance on the CelebA-HQ dataset and

compared the results with the existing algorithms.

To showcase the effectiveness of the proposed Prldentity algorithm from the user’s
perspective, we have also conducted a user study on the original and their correspond-
ing perturbed images. More details and results of the user study are discussed in section
3.5.4. Next, we discuss the data sets and protocol in detail. All the datasets used for

evaluation in this research are publicly available to the research community.

LFW dataset (Huang ef al., 2008): This dataset consists of 13,233 images of 5,749
subjects. To evaluate the performance of the proposed Prldentity algorithm for face
verification, standard view 2 of this dataset consisting of 6000 image pairs is used. One

image from each pair is considered for identity anonymization.
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Table 3.4: Data utility (SSIM) scores for single image anonymization experiment on
the original and corresponding identity anonymized images obtained using
the proposed algorithm with £, £, and £, norm on the CelebA dataset. A
high score indicates high performance.

Gallery Size Ly Lo L,
1 0.9004 | 0.8629 | 0.84187
2 0.9001 | 0.8628 | 0.8422
3 0.9000 | 0.8628 | 0.8423
4 0.8999 | 0.8625 | 0.8414

CelebA dataset (Liu et al., 2015a): This dataset contains 202,599 face images of more
than 10k celebrities. The performance of the proposed algorithm is evaluated for the
face identification task. We have performed experiments on the test set, which con-
sists of around 1k identities. The images of each subject are divided into the gallery
and probe sets. Only gallery-set images are considered for identity anonymization. A
single-image anonymization experiment is performed with a gallery set having 1, 2,
3, and 4 images corresponding to each identity, while a multiple-image anonymization

experiment is performed with a gallery set having 2 and 4 images.

CelebA-HQ dataset (Karras ef al., 2018): This dataset comprises of 30,000 high-
quality images. The images in this dataset are the high-quality version of the CelebA
dataset. We used these images to generate the identity anonymized images using the
proposed algorithm and further compared the face detection performance on original

and identity anonymized images.

Face images from all three datasets are detected using Multi-Task Cascaded Convo-
lutional Neural Networks (MTCNN) (Zhang et al., 2016). To measure the anonymized
images’ data utility, we have computed the Structural similarity index measure (SSIM)
(Wang et al., 2004) score for each anonymized image corresponding to the given origi-
nal input image. For measuring the data utility U of the complete dataset with anonymized
images, we have taken the average of the SSIM score . The data utility score 1 repre-
sents that the image’s visual appearance is completely preserved, while the data utility

score O represents the image is completely distorted. A given dataset’s privacy score
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Figure 3.4: Comparison of trade-off score (') for single image anonymization experi-
ment corresponding to gallery size 3 on the CelebA dataset.

Pr is measured by subtracting and dividing the obtained accuracy on the given dataset
by 100. This means if the obtained accuracy is 100%, then the privacy score would be

%, 1.e., 0. On the other hand, if the obtained accuracy is 0%, then the privacy score

would be 139=0 i.e., 1. Ideally, both data utility U and privacy score Pr should be 1. To

quantify the trade-off between data utility and privacy, we have taken the mean of data

utility and privacy score. Mathematically, it is written as:

U+ Pr

T
2

(3.10)

where, U and Pr represents the data-utility and privacy score, while 7' represents the

trade-off score.

All images are anonymized corresponding to the ResNet50 (He et al., 2016) model
pre-trained on the VGGFace2 (Cao et al., 2018) dataset for both the experiments. To
evaluate the proposed algorithm’s generalizability across different unseen face recog-
nition models, we have reported the recognition performance using VGGFace (Parkhi
et al., 2015), ArcFace (Deng et al., 2019), and LightCNN-29 (Wu et al., 2018c). The
implementation details of the proposed algorithm are discussed in the following sub-

section.
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Table 3.5: Identification accuracy (%) for multiple image anonymization experiment
on the original and identity anonymized images obtained using the proposed
algorithm with £;, £,, and £, norm on the CelebA dataset. To showcase
the generalizability of the proposed algorithm, the results are reported on
VGGFace, ArcFace, and LightCNN-29 models respectively. A low accuracy
indicates a high performance (better privacy).

Gallery Size 2
Original Proposed + L1 Proposed + Lo Proposed + L,
Rank 1 [ Rank 5 [ Rank 10 Rank 1 [ Rank 5 [ Rank 10 Rank 1 [ Rank 5 [ Rank 10 Rank 1 [ Rank 5 [ Rank 10
VGGFace 57.30 73.27 79.05 0.10 0.61 1.44 0.20 0.77 1.18 0.25 0.56 1.13
ArcFace 76.17 872 90.27 20.62 38.21 46.83 7.31 17.67 24.17 5.38 13.7 19.91
LightCNN 91.39 95.63 96.48 47.93 67.67 74.93 24.7 42.44 50.81 21.2 38.15 46.63
Gallery Size 4
Original Proposed + L1 Proposed + Lo Proposed + L,
Rank 1 [ Rank 5 [ Rank 10 Rank 1 [ Rank 5 [ Rank 10 Rank 1 [ Rank 5 [ Rank 10 Rank 1 [ Rank 5 [ Rank 10
VGGFace 67.33 81.44 86.23 0.10 0.56 1.07 0.10 0.53 1.05 0.18 0.64 1.15
ArcFace 84.27 92.13 94.31 42.22 63.08 71.28 11.49 24.56 329 8.35 19.58 27.29
LightCNN 94.14 96.88 97.51 73.45 88.51 91.21 37.80 61.84 68.14 3248 53.06 61.92

3.4.1 Implementation Details

All the experiments are performed on a DGX station with Intel Xeon CPU, 256 GB
RAM, and four 32 GB Nvidia V100 GPU cards. The implementation details for learn-
ing perturbation and evaluating performance on different face recognition models are
given below.

Perturbation learning: To learn a perturbation for both experiments, the proposed al-
gorithm is implemented in Tensorflow 2.3.1. The perturbation is learned corresponding
to the ResNet50 model pre-trained on the VGGFace2 dataset. The learning rate is set
to 0.1 during training, and the perturbation is trained for 120 iterations. The margin «

is set to 2 during the experiments.

For evaluating performance using the VGGFace model (Parkhi et al., 2015), the
original and anonymized images are resized to 224 x 224. While evaluating perfor-
mance using ArcFace (Deng et al., 2019) and LightCNN-29 (Wu et al., 2018¢) models,
features are extracted after resizing the images to 128 x 128 resolution grayscale im-

ages. The distance between features of images is computed using cosine similarity.

3.4.2 Fair Comparison with Existing Methods

In the recent literature of face identity anonymization, it has been observed that the re-

searchers are making unfair comparison with the existing methods to showcase state of
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the results. For example, ToonerGAN (Thakral et al., 2024), which generates the car-
icature/cartoon images achieved state-of-the-art results on the LFW dataset by achiev-
ing 0.009 TPR at FPR of 0.001 and showed comparison with existing methods such
as CIAGAN (Maximov et al., 2020), which generates photo realistic anonymized im-
ages having some modifications in identity related attributes such as eye and nose. In
order to make a fair comparison of privacy quantitatively, it is important that the use
case or data utility of the existing methods should be similar. In this research, we have
anonymzed the face images for social media based applications, where the automated
face recognition algorithms should not be able to recognize the anonymized image of
an user uploaded on the social and the user perceives an anonymized image on social

media as real image.

In order to make a fair comparison, we have compared the proposed algorithm
with the state-of-the-art (sota) GAN based methods such as CIAGAN (Maximov et al.,
2020), RIDDLE (Li et al., 2023a), LIVE (Gafni et al., 2019), FIT (Gu et al., 2020),
FALCO (Barattin et al., 2023), and G2Face (Yang et al., 2024a) for identity anonymiza-
tion. Although, these methods modifies the identity related attributes such as shape of
nose, eye color, facial expression etc and are not perfectly suitable of the social media
use case but these methods are the closest ones to compare. We have also compared the
bounding box distance of the proposed algorithm against these methods to showcase

the data utility of the proposed algorithm.

3.5 Performance Evaluation

The quantitative results of the proposed Prldentity algorithm are evaluated for single
and multiple-image anonymization. The qualitative and quantitative comparison is per-
formed with the existing algorithms. For qualitative evaluation, the performance ob-
tained through user study is also reported for a combination of both single and multiple
image anonymization. The results for all three experiments are discussed in the follow-

ing subsections.
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Figure 3.5: Sample images before and after anonymization obtained using the proposed
algorithm £,, norm.

Table 3.6: Verification performance of the proposed algorithm with £, £,, and £,
norm at FPR 0.001 on the LFW dataset.

Original | £, Lo L,
ArcFace 0.9940 | 0.0077 | 0.0047 | 0.002
LightCNN-29 | 0.9930 | 0.0127 | 0.0147 | 0.013

3.5.1 Single Image Anonymization

In this experiment, a perturbation is learned corresponding to each image for the iden-
tity anonymization task. The results for both CelebA and LFW datasets are discussed

below.

Results on the CelebA dataset: Table 3.3 shows the identification accuracy on the
original and identity anonymized images obtained using the proposed algorithm with
Ly, Lo, and L, norm respectively. The results in Table 3.3 correspond to the gallery
set having 1, 2, 3, and 4 images for each identity. The results are reported at ranks 1,
5, and 10, respectively, using the VGGFace, ArcFace, and LightCNN-29 face recogni-
tion models. Rank-k denotes the model accuracies when correct match was within the
model’s top-k predictions. Following are the observations from the results reported in

Table 3.3.

1. On evaluating the proposed algorithm’s performance using VGGFace, ArcFace,
and LightCNN-29 model (BlackBox evaluation), we observe that the proposed al-
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gorithm is able to successfully anonymize the images, and results in low accuracy
of the model. The identification performance is better on VGGFace model com-
pared to ArcFace and LightCNN-29 models because ArcFace and LightCNN-29
models use grayscale images as an input and perturbation is learned use in color
images. The overall performance of the algorithm shows that the proposed algo-
rithm is able to preserve the privacy of an individual in real-world scenarios.

. On comparing the performance of £, £,, and £, norm, it is observed that the
proposed algorithm with £, norm is performing better at ranks 1, 5, and 10, es-
pecially for ArcFace and LightCNN-29 face recognition models. It shows that
the learnable parameter p in £, norm helps to achieve better privacy on the
anonymized images. Also, it shows that the proposed algorithm with p norm
is generalizable at higher ranks.

. L1 norm introduces sparsity and £, norm is sensitive to outliers and imposes
convexity. Using either £, norm or £, norm results in low performance due to
overfitting towards privacy or data utility. On the other hand, p in £, norm is a
learnable parameter in the range of 1 to 2. Therefore, it introduces an adequate
amount of sparsity and convexity and is not sensitive to outliers, leading to bet-
ter performance. More results on the comparison of £, £,, and £, norm are
discussed later.

. In many real-world applications, multiple images of the same identity are stored
in the gallery set. Therefore, the anonymization algorithm must be applicable
with the multiple images per subject in the gallery set. On comparing the per-
formance with the increasing number of images from 1 to 4 in the gallery set,
we observe an increase in the accuracy of the ArcFace face recognition model
from 64.46% to 84.27% on the original images. However, the performance on the
identity anonymized images obtained using the proposed algorithm with £, norm
marginally increased by 1.37%. Similar patterns can also be observed for other
models where the increase in the rank 1 accuracy on the identity anonymized
images is relatively smaller to the increase in the accuracy on the original im-
ages. This shows the applicability of the proposed anonymization algorithm in
real-world scenarios where multiple images are stored in the gallery set.

. We have also observed that the Light CNN-29 model performs best on the original
and identity anonymized images at ranks 1, 5, and 10. Overall, the proposed
algorithm with £, Lo, and £, norm is least effective on the LightCNN-29 model.

Effectiveness of £, £,, and £, norm: In order to measure the effectiveness of indi-

vidual norms for the proposed algorithm, it is important to evaluate the privacy score,

data-utility score, and the trade-off between them. As mentioned above, lower accuracy

represents better privacy. It implies that the £, norm achieves better privacy compared

to £; and L5 norms. Table 3.4 shows the data utility scores obtained by computing

SSIM scores. A higher value indicates better data utility. It is observed that the £,

norm has better data utility, followed by the L5 norm and £, norm. However, the effec-

tiveness of the algorithm should be measured by the trade-off between privacy and data
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Table 3.7: Comparing the True Positive Rate of the proposed algorithm with state-of-
the-art identity anonymization algorithms on the LFW dataset at 0.001 False
Positive Rate.

FaceNet | ArcFace

Original 0.965 0.987

LIVE (Gafni et al. (2019)) 0.035 0.025
CIAGAN (Maximov et al. (2020)) | 0.019 0.021
FIT (Gu et al. (2020)) 0.033 0.027
RIDDLE (Li et al. (2023a)) 0.032 0.011

FALCO (Barattin et al. (2023)) 0.021 0.015
G2Face (Yang et al. (2024a)) 0.009 0.007
Proposed + £, 0.019 0.002

Original Existing Proposed Original Existing Proposed

Dl EEE

Figure 3.6: Comparison of the anonymized images generated using existing algorithms
Gafni et al. (2019), Maximov et al. (2020) and the proposed algorithm. The
images generated using existing algorithms are heavily distorted while the
visual appearance of the images generated using the proposed algorithm is
preserved.

utility. Figure 3.4 shows the comparison of the trade-off score of £, £, and £, norms
atranks 1, 5, and 10 respectively, corresponding to the LightCNN-29 model for gallery
set having 3 images for each identity. It is observed that the £; norm is performing
worst at ranks 1, 5, and 10. On the other hand, the £, norm performs best at rank 5 and
10, while on rank 1, it shows comparable performance with the £, norm. These quan-
titative results indicate that the £, norm effectively maintains a good balance between

privacy and data utility. This trade-off can also be qualitatively visualized in Figure 3.5.

Results on the LFW dataset and comparison with existing algorithms: To evaluate
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Figure 3.7: Sample images before and after anonymization obtained using the proposed
algorithm with £, £,, and £, norm on the CelebA dataset.

the performance on the LFW dataset, one image from each pair is anonymized. The
verification performance is evaluated on the anonymized images using the proposed al-
gorithm with £,, £, and £, norms as shown in Table 3.6. We have observed that the
proposed algorithm with £, norm performs well and reduces the True Positive Rate to
0.013, corresponding to LightCNN-29 model. The better results on both face identifi-
cation and verification tasks show the suitability of the proposed algorithm for different

applications.

The results are also compared with state-of-the-art algorithms, as shown in Table
3.7. FaceNet model pre-trained on the CASIA-Webface database and ArcFace model
trained on MS1MV3 dataset are used for the comparison. Our proposed algorithm with
L, norm achieves the second best result with 0.019 True Positive Rate when evaluated
using the FaceNet model pre-trained on CASIA-Webface dataset (Yi et al., 2014). It
achieved state-of-the-art (sota) results with 0.002 True Positive Rate when evaluated
with ArcFace model. We would like to mention that the proposed algorithm does not
require the target image for the anonymization while maintaining the visual appear-
ance, which is not the case with other compared algorithms. Figure 3.6 shows some
anonymized sample images generated using existing algorithms and the proposed algo-
rithms. It is clear from Figure 3.6 that the visual distortions are present in the images
generated using CIAGAN (Maximov et al., 2020) and Gafni et al. (2019). However, the
visual appearance is preserved in the images generated using the proposed algorithm.

CIAGAN uses an identity guidance discriminator, which requires target identity infor-
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mation as input to generate the anonymized image. As a result, the image generated
using CIAGAN has some characteristics of target identity and thus visually distorts the
image. The method proposed by Gafni et al. (2019) and Yang et al. (2024a) requires
the target image or dummy embedding to generate the anonymized image. However,
our proposed algorithm does not require any target image or dummy embedding and

generates visually natural images.

3.5.2 Multiple Image Anonymization

This experiment is performed to showcase that the proposed algorithm can also be ex-
tended for scenarios where the user wants to suppress multiple images simultaneously.
In this experiment, multiple images of the same identity are anonymized via learning
a single uniform perturbation. The experiments are performed by anonymizing 2 and
4 images of the same identity. Table 3.5 shows the identification accuracy on the orig-
inal and identity anonymized images obtained using the proposed algorithm with £,
Lo, and £, norms. Similar to the results of single image anonymization, the proposed
algorithm with £, norm is performing better when 2 and 4 images for each identity
are anonymized in the gallery set via single uniform perturbation. The identification
accuracy obtained for gallery set having 2 and 4 images corresponding to the VGGFace
model at rank 10 is 79.05% and 86.23%, respectively, while after anonymization, the
performance of the proposed algorithm with £, norm is 1.13% and 1.15%. This shows

the efficacy of the proposed algorithm.

It is important to note that the performance obtained using ArcFace and LightCNN-
29 models are relatively lower compared to VGGFace model because the former mod-
els use grayscale images as an input while the perturbation is learned corresponding to
color images. On comparing these results with a single image anonymization experi-
ment for a gallery set having 2 and 4 images, it is observed that anonymizing a single
image gives better results. However, anonymizing multiple images simultaneously is
computationally efficient compared to singlae image anonymization. Overall, it’s a
tradeoff between privacy and computation efficiency when comparing the performance
of single and multiple image anonymization results. Figure 3.7 shows some images ob-
tained using the proposed algorithm with £, £,, and £, norm. It is clear from Figure

3.7 that the visual appearance of the images are preserved after anonymization.
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Comparison with OPOM (Zhong and Deng, 2022): The method proposed by OPOM
(Zhong and Deng, 2022) generates a person specific perturbation for identity anonymiza-
tion. However, it has several limitations. OPOM uses 10 images of a person for identity
anonymization, which is large and may not available in real world scenario. However,
the proposed algorithm requires 2-4 images for identity anonymization. OPOM has
done evaluation on 500 identities and achieved 13.5% rank 1 and and 19.9% rank 5
identification accuracy given the gallery has 1 image only. On the other hand, the pro-
posed algorithm has done more comprehensive evaluation with 1,000 identities with
multiple images in gallery and achieved lower rank 1 identification accuracy 5.38% and
rank 5 identification accuracy 13.7% identification accuracy for 2 images in gallery.
The proposed algorithm also outperforms with gallery size of 4 images, which show-
case that the proposed algorithm is more effective compared to existing algorithms for

multiple image anonymization.

3.5.3 Bounding Box Prediction

In the previous sections, we showcase the performance of the proposed algorithm for
identity anonymization. To further showcase that the proposed algorithm can be ex-
tended for other tasks, we evaluated the proposed algorithm for bounding box predic-
tion in face images. Correct bounding box prediction helps in localizing the face, which
is a prerequisite for face recognition tasks in general. We performed the bounding box
distance prediction on the CelebA-HQ dataset as this is the standard dataset used in
the literature for comparison. The bounding box distance is performed using MtCNN
(Zhang et al., 2016) on both original and identity anonymized images, respectively. The
identity anonymized images are generated using £, norm. Table 3.8 shows the compari-
son of the results for bounding box distance using MtCNN. We achieved state-of-the-art
(SOTA) results for the proposed algorithm, where the euclidean distance is 2.65. The
second best results are reported by RIDDLE (Li ef al., 2023a), where the distance is
1.17 higher than the proposed algorithm. These results demonstrate the effectiveness of

the proposed algorithm for preserving data utility while anonymizing images.
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Table 3.8: Comparing the proposed algorithm with state-of-the-art identity anonymiza-
tion algorithms on the CelebA-HQ dataset for bounding box distance predic-

tion using MtCNN.
Anonymization Bounding Box
Distance

DeepPrivacy Hukkelas ef al. (2019) 4.65

CIAGAN Maximov et al. (2020) 20.38

FIT Gu et al. (2020) 7.87

RIDDLE Li et al. (2023a) 3.82

FALCO Barattin et al. (2023) 7.88

Dift-Privacy He et al. (2024) 5.83

Proposed + £, 2.65

3.5.4 User Study

To evaluate the effectiveness of the proposed algorithm, we have performed a user study
with 10 subjects (ages varying between 21 to 60 years, 4 males and 6 females) on 50 ran-
domly chosen pairs of original and their corresponding perturbed images. These pairs
consisted of both familiar and unfamiliar identities. The users were asked to perform
two different tasks: 1) identify the original and perturbed image (generated through
the Prldentity algorithm) among the pairs and 2) identify if the original and their cor-
responding perturbed images belong to the same identity or not. Here, the first task
measures the effectiveness of the proposed algorithm for data utility, while the second

task measures the effectiveness for privacy.

For the first task, users could identify the original / perturbed images with an accu-
racy of 50%; interestingly, the errors are observed for both the classes, implying that
the perturbations are not perceptible and the users are making a random guess. For the
second task, the users were able to correctly identify all the pairs with a 100% matching
rate since visual appearance is preserved after adding the learnt perturbations. It is im-
portant to note that the objective of the proposed algorithm is not to fool the human but
to fool the face recognition models for privacy preservation. In several real-world ap-
plications like social media, it is important that the anonymized images are identifiable
by humans. The results indicate that the proposed algorithm successfully incorporates

privacy as well as data utility.

52



3.6 Identity Drift in Feature Space

Although the learned perturbation successfully removes the original identity informa-
tion under an £,-norm constraint, the anonymized embeddings may, in some cases,
drift toward the feature regions of other real identities. This can lead to unintended
identity associations or partial re-identification. Future work could investigate mech-
anisms to explicitly regularize the perturbation so that the anonymized representation
moves toward unoccupied or synthetic “identity-free” subspaces. Incorporating addi-
tional objectives such as a triplet loss, where the anonymized embedding is enforced to
be distant from both the original and all known identities, could help constrain this drift.
Furthermore, adversarial or disentanglement-based regularization may be explored to
ensure the anonymized embeddings remain distinct from any existing identity clusters

in the feature space.

3.7 Summary

This research presented a novel privacy-preserving identity anonymization (Prldentity)
algorithm that suppresses identity information by learning and adding a perturbation
using £, norm in the given image. To showcase the effectiveness of our proposed al-
gorithm, single and multiple image anonymization experiments are performed on the
popular LFW, CelebA, CelebA-HQ datasets. It is observed that the proposed Prldentity
algorithm maintains a good balance between privacy and data utility. We have empir-
ically shown that on learning the appropriate value for p, the proposed algorithm can
successfully anonymize the identity of the given image and generalize well across un-
seen target deep models. The proposed Prldentity algorithm can also be extended to a
weighted scheme between privacy and data utility in future. This scheme will be highly
beneficial for different organizations that outweigh one over the other. For instance, an
organization would prefer data utility over privacy; however, a law-enforcement agency
would opt for privacy. The proposed algorithm can be further extended for a dual ob-
jective, where the algorithm will be responsible for anonymizing identities as well as

facial attributes.
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Chapter 4

Low Quality Deepfake Detection via Unseen Artifacts

4.1 Introduction

With the significant increase in usage of social media platforms, millions of images and
videos are shared by users on a daily basis. Nowadays, social media has become the pri-
mary source of information and is believed to circulate information faster than any other
media. This encourages miscreants to indulge in generating and pushing fake content
online for malicious gain. The recent advancements in Al-based systems have made the
task of manipulating and generating high-quality fake videos with the desired content,
much easier and more accessible. As a result, it has become very difficult for an ordi-
nary person to distinguish between a real and a fake video with the naked eye. Recently,
autoencoders and Generative Adversarial Networks (GANs) based techniques have be-
come popular for generating high-quality synthetic videos which are also known as
Deepfakes (Verdoliva, 2020). These techniques include face-swapping where the face
of the person in the video is swapped with the target face and facial reenactment where
the expression of one person is animated to another person. The ease of creating Deep-
fakes has also resulted in the misuse of Al technology. For example, the video of the
former president of the US, Barack Obama posted by Buzzfeed on YouTube went viral
in which he was seen to be speaking gibberish and yet, looked completely real (Buz-
zFeedVideo, 2018). Another example of misuse is an application called DeepNude,
which went viral for automatically generating nude images. These examples showcase
the need for a mechanism to identify manipulated media and prevent its misuse as it
may pose a serious threat to the privacy and safety of individuals, as well as society at

large.

Several researchers have developed algorithms to identify fake videos. In a real-
world scenario, images and videos shared on social media platforms such as Face-
book and WhatsApp undergo different kinds of compression to create medium or low-
resolution videos, easy for transmission. Earlier research focused majorly on train-

ing and testing real and fake videos on the same compression factors. Kumar et al.
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Figure 4.1: The Class Activation Maps (CAMs) shown in (a) depict that the conven-
tional algorithms fail to focus properly after compression while the focus
of the proposed algorithm stays consistent before and after compression.
(b) shows that the proposed algorithm performs significantly better when
trained on raw videos and tested on raw and compressed videos.

(2020) showed that the performance of the model trained on high-quality videos be-
comes worse when evaluated on low-quality or highly compressed videos. The low
performance of the model in highly compressed videos is observed due to 1) loss or
change of artifacts learned by the model in high-quality videos after compression and
2) new artifacts introduced because of compression. This makes the task of classifica-

tion of real and fake videos difficult.

In general, the learning of a model is biased towards those artifacts or discriminative
features which maximize the classification accuracy (Ilyas et al., 2019). We hypothesize
that these models learn features/artifacts that may get suppressed during compression.
It is possible to improve the performance of such models by learning from other (more)
artifacts as well. These unseen imperceptible artifacts can be potentially helpful in
the detection of low-quality Deepfakes, as they reduce the chances of losing relevant
features during high compression. In this research, we propose a novel algorithm for
Deepfake video detection which is robust under different compression levels as illus-
trated in Figure 4.1. The proposed algorithm enforces the model to learn the unseen
artifacts while maximizing the classification accuracy. In order to learn the unseen ar-
tifacts, we introduce a uniform visibility matrix v for a given dataset which is learned
such that it represents the importance of different artifacts over the entire dataset. The
visibility matrix is used to increase the importance of unseen imperceptible artifacts,

which is then used for training the model.

In literature, the concept of Universal Perturbations (Moosavi-Dezfooli et al., 2017)

have been proposed, where the aim is to degrade the model performance through ad-
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versarial attack. The universal adversarial perturbation introduces the artifacts in the
images against the models that are already trained and are not robust, thereby results in
degraded performance. Same is the case with low-quality Deepfakes where the com-
pression algorithm introduces the compression artifacts, resulting in degraded perfor-
mance of the trained models. On the contrary to the universal perturbation, the proposed
algorithm improves the model performance on the compressed images by enhancing the
unseen artifacts in the dataset using a visibility matrix. With the aid of this matrix, the
proposed algorithm enhances the unseen features in the dataset to improve the model
performance and enhance its robustness. The key highlights of this research are:

* A novel algorithm is proposed for Deepfake video detection by learning the un-
seen imperceptible artifacts.

* Introduced a uniform visibility matrix v which represents the importance of the
pixels towards the model for a given dataset. This matrix is utilized to increase
the importance of unseen imperceptible artifacts, which is then used to train the
model.

* The experiments on intra- and inter-compression experiments conducted on mod-
els trained and tested for different quality of videos show that the proposed algo-
rithm is robust under different compression factors.

4.2 Related Work

In the literature, researchers have proposed various algorithms for the generation and
detection of manipulated images and videos. The traditional methods for generating
fake images involve techniques such as copy-move forgery (Li et al., 2014; Christlein
et al., 2012; Bianchi and Piva, 2012), splicing (Ng and Chang, 2004), and phylogeny
(Dias et al., 2011, 2013). With the advancements in machine learning and deep learning
algorithms, the task of generating manipulated images and videos has become much
easier. Dale et al. (2011) proposed a method to replace a face in the target video with
the face in the source video. Their face replacement method uses a 3D multilinear
model for facial tracking in both source and target videos and further warps the source
video to the target video. Thies er al. (2016) proposed face2face approach for facial
reenactment in real-time videos. They used a dense photometric consistency measure
to capture facial expressions and performed reenactments by transferring deformation

between the source and the target video. Kim ez al. (2018) extended the work of Thies
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Original FaceSwap Face2Face DeepFake Neural
Textures

Figure 4.2: Samples from FaceForensics++ dataset manipulated using different tech-
niques at easy, hard and no compression.
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et al. (2016) by transferring full head 3D head position, head rotation, face expression,
eye gaze, and eye blinking from source video to target video. More recently, GANs
have been used to generate high-quality Deepfakes such as face swap (MarekKowalski
(2016); DeepFakes (2017)), facial attribute manipulation (Choi et al., 2018; Liu et al.,
2019; Shen and Liu, 2017), and self-reenactment (Thies et al., 2016, 2019).

In order to obtain a better understanding of Deepfakes, researchers have created
different datasets. FaceForesnics++ (Rossler et al., 2019) dataset is proposed as an ex-
tension of FaceForensics (Rossler et al., 2018). Four face manipulation techniques are
applied to 1000 videos downloaded randomly from YouTube. The approaches used
for generating these manipulations are Face2Face, FaceSwap, DeepFake, and Neural-
Textures are shown in Figure 4.2. Li et al. (2019) created the Celeb-DF dataset which
consists of 590 real videos and 5,639 Deepfake videos (with over 2 million frames). The
real videos are taken from publicly available YouTube videos of celebrity interviews.
The 59 celebrities in the videos have been selected considering diversity in terms of
age, gender, and ethnicity. The videos also capture a wide variety of differences in
lighting conditions, orientations, and size of subjects’ faces. Zi et al. (2020) proposed a
WildDeepfake dataset, which consists of 707 deep fake videos. This dataset is collected

from the internet.

With continued improvement in the generation of fake videos, various algorithms

have been proposed for detection (Rana et al., 2022), (Wang et al., 2024). Afchar et al.
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(2018) proposed two concise deep learning networks designed to detect tampered faces
in videos and showed how the mouth and eye regions played an important role in clas-
sification. Fernando et al. (2019) proposed a socio-cognitive approach to the problem
of Deepfakes by using machine learning techniques inspired by how humans detect
fake faces from real ones. They propose a Hierarchical Memory Network which uti-
lizes previous knowledge of human faces as well as other visual cues, for classification.
Li and Lyu (2018) use a deep learning approach to focus on face-warping artifacts in-
duced by fake video generation methods. To train the network, they generate negative
examples (fakes) using image processing techniques. Some popular algorithms use bi-
ological indicators such as eye blinking patterns to discriminate between real and fake
media (Li et al., 2018). Agarwal et al. (2019) utilized a person’s speaking patterns
through facial expressions and movements for classification. Mittal et al. (2020) pro-
posed a multimodal-based approach i.e. audio and video for the detection of Deepfakes.
Chen et al. (2021b) proposed a mask-guided detection and reconstruction pipeline for
defending the adversarial attacks to Deepfakes. Sun er al. (2021) proposed a robust
and efficient framework named LRNet that captures temporal artifacts via geometric
features for detecting Deepfakes. Zhao et al. (2021) proposed a multi-attentional Deep-
fake detection framework that enforces the network to learn from regions other than
high-response regions. Wang and Dantcheva Wang and Dantcheva (2020) analyzed the
state-of-the-art video CNNs to detect deep fake videos. They performed experiments
on cross-manipulation techniques and concluded that the algorithms require a better un-
derstanding of manipulation techniques to detect unseen Deepfakes. Cao et al. (2022)
proposed a reconstruction-classification learning (RECCE) framework To detect forged
face images. The proposed reconstruction-based encoder-decoder framework models
the genuine face distribution that is aware of the unknown forgery patterns. Liu et al.
(2021) proposed a Spatial-Phase Shallow Learning (SPSL) method, which leverages

the phase and spatial spectrum to capture artifacts for forgery detection.

Yan et al. (2023) proposed a disentanglement framework to address overfitting
in Deepfake detection by separating forgery-irrelevant, method-specific, and common
forgery features. Using multi-task learning and contrastive regularization, it enhances
generalizability by leveraging only the common forgery features for detection. Yang
et al. (2023) formulated Deepfake detection as a fine-grained classification task and pro-

posed a multi-attentional network with spatial attention heads, textural feature enhance-

58



ment, and feature aggregation. Dong et al. (2023) identified implicit identity leakage
as a key factor limiting the generalization of Deepfake detection models, where classi-
fiers unintentionally learn identity-related features. To address this, it proposed the ID-
unaware Deepfake detection model, which mitigates identity influence and enhances
detection robustness. Le and Woo (2023) introduced QAD (Quality-Agnostic Deep-
fake Detection), a universal intra-model collaborative learning framework that enables
effective detection across varying Deepfake quality levels. Ju et al. (2024) introduced
novel loss functions to improve Deepfake detection fairness, addressing both scenarios
with and without demographic information (e.g., race and gender). It aims to enhance
detection accuracy while promoting fairness across diverse groups. Tan et al. (2024)
revised CNN-based generator architectures to create a generalized representation of
synthetic artifacts, revealing that upsampling operators produce both frequency-based
and generalized forgery artifacts. It emphasizes the local interdependence of image pix-
els caused by upsampling in GAN or diffusion-generated images. Pellicer et al. (2024)
proposed Prototype-based Unified Framework for Deepfake Detection (PUDD), which
uses similarity-based video classification to identify Deepfakes and new classes by ana-
lyzing similarity drops. Shao et al. (2025) introduced DeepFake-Adapter, a parameter-
efficient approach for Deepfake detection that adapts high-level semantics from pre-
trained ViTs using lightweight dual-level adapter modules. It combines globally-aware
and locally-aware adapters to capture both global and local forgery cues, improving

detection by leveraging high-level features and low-level Deepfake patterns.

Based on the literature review, it is observed that the majority of the algorithms focus
on the detection of Deepfakes assuming the test input would be of the same quality on
which the model is trained. Kumar et al. (2020) showed that the performance of the
model trained on high-quality videos becomes worse when evaluated on low-quality
or highly compressed videos. The reason behind this is the loss or change of artifacts
because of compression showcasing the urgent need for an algorithm that is robust

under different compression factors.
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Figure 4.3: Illustrating the steps involved in the proposed algorithm. (a) The visibility
matrix v is learned over a randomly sampled batch of images to enhance the
visibility of unseen artifacts. (b) A new dataset with enhanced visibility of
artifacts is created and augmented with the original dataset. The model is
re-trained over the new dataset. Steps (a) and (b) are performed iteratively.

4.3 Proposed Algorithm

Various artifacts are introduced while generating high-quality fake images/videos. In
general, the artifacts that are sufficient for performing confident classification between
real and fake are utilized by the model. This results in limited learning of the model as
many other artifacts are left unseen by the model. During compression, the artifacts that
are already learned by the model may be lost due to quality degradation which is the
primary reason for the low performance of existing approaches (Kumar et al., 2020).
Hence, it is important to learn more artifacts (unseen imperceptible) apart from the ones
that have been previously learned. To force the model to learn more (unseen impercep-
tible) artifacts, we propose a novel algorithm that learns artifacts that persist even after
compression. This leads to a robust, generalizable model that performs well even for
lower-quality images/videos. To compute and enhance the visibility/importance of the
artifacts, we introduce a uniform visibility matrix v which represents the importance of
the pixels in any given image of the dataset. The aim is to enhance the visibility of the
unseen imperceptible artifacts present in the input images for better classification and

Figure 4.3 shows the steps involved in the proposed algorithm.
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Let D be the dataset with m number of high-quality frames of different videos.

D = {(z1,y1), (x2,92), -+, (T, Ym) } 4.1)

Here, x; represents a video frame and y; represents the label of a video frame encoded
in one hot form. y; can be either real or fake i.e., 0 or 1. The proposed algorithm
is categorized into two stages: 1) Learning visibility matrix for unseen imperceptible
artifacts and 2) Training with unseen artifacts. The details of both stages are discussed

below.

4.3.1 Learning Visibility Matrix for Unseen Imperceptible Artifacts

Let v be the uniform visibility matrix for a given dataset . Each element in the visi-
bility matrix v is initialized with one. The size of the visibility matrix v is the same as
the size of an input image x;. Let D,, be the dataset with enhanced visibility of unseen

imperceptible artifacts generated by multiplying v with dataset D.

Dey = {(vz1,y1), (vT2,Y2), oy (VT, Ym) } 4.2)

where, vz; is the element-wise multiplication of v and x;. As mentioned above, all
the elements of the visibility matrix are initialized with one. Hence, in the initial step,
D., = D. In order to learn the visibility matrix v for any model, the first step is to train
the model with dataset D for a few epochs. Let fy, is the trained model on dataset D

with parameters 6;. For a given input image z;, the output of the model is written as:

p(yilwi) = fo, (z:) (4.3)

where, p(y;|x;) represents the output predicted score for a given input image ;. The
model targets to minimize the distance between the predicted score and the true label.
Since our aim is to learn the visibility matrix v, therefore the distance between true class
and predicted score is minimized by freezing the model fj, and updating the matrix v

only. Mathematically, it is written as:

IIlvin Bz, y)~D Lv (f91(vxi)7 yl) “44)
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where L, () represents the function to compute the distance between the predicted class
score and true class. Since the elements in visibility matrix v are initialized with one,
minimizing the above equation would result in the visibility matrix v with values less
than or equal to one, and greater than one. The values in v greater than one corresponds
to the combination of pixels the model has learned as an artifact. On the other hand, the
values less than or equal to one corresponds to pixels the model is enforcing towards
zero. Therefore, the term vx; in the above loss function results in the suppression of a
few pixels of z; towards zero for the values in v less than one and scaling of the rest
of the pixels towards higher values for values in v greater than one. It depicts that the
model is primarily learning the artifacts from a few pixels only corresponding to values

that are greater than one in the matrix v while enforcing other pixels towards zero.

In Eq. 4.4, the function L, () is updated to minimize the distance between predicted

class scores and true class.
mvin E(z,y)~p maz(0,1 — fgl(vxi)yi) 4.5)

where, the product of fp, (vz;) and y; outputs the true class score. Using Eq. 4.3, the

above equation is updated as:

H%Uin E (s, y:)~p maz(0,1 — p(yi\vxi)yi) (4.6)

In this research, the visibility matrix v is learned over randomly sampled multiple
batches of images. Let n be the number of images in a particular batch b. Thus, the

above equation is written as:

mvin Z maz(0,1 — p(y;lvz;)y) 4.7)
=1

Once the visibility matrix v is learned, the next task is to enhance the unseen artifacts
in the input images using v and further train the model. It is our hypothesis that the
unseen artifacts are present in the pixel regions which are suppressed by the model. In
other words, the unseen artifacts lie in the region corresponding to values less than one
in v. Hence, to enhance the unseen artifacts, we want to suppress pixels corresponding

to v whose values are greater than one and upscale those pixels whose values are less
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Algorithm 1: Model training algorithm

Input: Trained model fy,, Dataset D Output: Trained model fy,, uniform visibility matrix v
Parameters: Number of Epochs: e, Number of iterations: t, Number of Steps: s Initialize:

De, = D, fy, = fo, for Steps = 1 to s do

v = compute_visibility_matrix(Dey, fo,) v = Clip{—X(v —1) + 1}

Dy = (vz1,21), (vE2,Y2), ..., (VEm, Ym) Augmented Dataset Dyyg = {Dev, D}
for Epochs = 1 to e do
for every batch of size a do
Forward pass fg, (D), fo,(D.,) Calculate loss:
—y; (log(p(y;|va;)) + log(p(yi|z;))) Calculate gradient and update 6o

end
end

end

Function compute_visibility_matrix
Initialize: visibility matrix v = 1, Freeze model fy,
for iterations = 1 to t do
Randomly select batch b of size n Forward pass fy, (D.,) Calculate loss: =
> max(0,1 — p(y;|vx;)y;) Calculate gradient and update v
end
end

than one in v. To achieve this, we update v using the following function:

v=Clip{—\v—1)+ 1} (4.8)

where, A is a hyperparameter. The term v — 1 outputs the difference between the ini-
tial visibility matrix which is initialized to one and the learned visibility matrix v. The
output difference will be centered around zero. Multiplying this output term with A
strengthens the visibility and multiplying with —1 suppresses the enhanced visibility.
On adding the output with 1 shift the difference to be centered around 1. For enhance-
ment of unseen imperceptible artifacts using updated visibility matrix v, Equation 4.2

is employed.

4.3.2 Training with Unseen Imperceptible artifacts

Once the dataset D., with enhanced visibility of unseen artifacts is obtained, the next
step is to train the model fy, with D,,. The model fy, is pre-trained on dataset D with

parameters 6; and the cross entropy loss is minimized.

r%in E (v y:)~Dev — Vi log( fo, (v;)) (4.9)
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where, fy, is the updated model with parameters #,. Here, y; is in one hot form and
only one element in the y; vector will be non-zero. Therefore, the cross-entropy loss is
minimized only for true class-predicted scores. Using equation 4.3, the above equation

is also written as:

min B, )b, — yil0g(p(yilvei)) (4.10)

However, it is important that while learning model fj,, the artifacts learned by the model
fo, should not be forgotten. Therefore, the model fy, is learned over D., along with the
augmented original dataset D as well to retain the artifacts learned by fp,. Thus, the

above equation is updated as:

H;in E iy~ E(us yi)~Dev — Yilog(p(yilvz:)) + log(p(yilzi))) (4.11)
It is important to note that stages 2 and 3 are performed iteratively. The training

procedure for learning v and fj, iteratively is shown in Algorithm 1.

4.4 Datasets and Experimental Details

The experiments are performed on the FaceForensics Rossler et al. (2018), FaceForen-
sics++ Rossler er al. (2019), and Celeb-DF Li et al. (2020) datasets. The details of all

the datasets and their protocol are discussed below.

FaceForensics (Rossler et al., 2018): The facial expression manipulation is per-
formed using the Face2Face approach Thies et al. (2016). This dataset contains 1004
original and altered videos with 704 videos for training, 150 videos for validation, and
150 videos for testing. For each video, 10 frames are randomly sampled from both orig-
inal and altered videos to evaluate the performance using the standard protocol defined

by Rossler ez al. (2018).

FaceForensics++ (Rossler et al., 2019): The dataset consists of 1,000 original and
altered videos with 720 videos for training, 140 videos for validation, and 140 videos for
testing. These videos are downloaded randomly from YouTube. In this dataset, three
different face manipulation techniques are applied namely, Face2Face (Thies et al.,

2016), FaceSwap (MarekKowalski, 2016), and DeepFake (DeepFakes, 2017). Each
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Table 4.1: Details of the experiments to showcase the effectiveness of the proposed al-

gorithm.
Models Models
Experiment Datasets
Trained on | Evaluated on
FaceForensics,
Intra-
FaceForensics++ c-40 c-40
Compression
Celeb-DF
FaceForensics, c-0 c-23, c-40
Inter-
FaceForensics++ c-23 c-0, c-40
Compression
Celeb-DF c-40 c-0, c-23

video is compressed with three different compression factors, similar to the FaceForen-

sics dataset. The standard pre-defined protocol is followed for the experiments.

Celeb-DF-v2 (Li ef al., 2020): The dataset consists of 590 original videos, 5639
altered videos, and additional 300 original YouTube videos. For training, the dataset is
splitinto 6,011 train videos and 518 test videos using the standard protocol. Each video
in this dataset is compressed with three different compression factors as present in the

FaceForesics and FaceForensics++ datasets.

It is important to note that all the training and evaluations are performed on the
FaceForensics, FaceForensics++, and Celeb-DF datasets corresponding to c-0, c-23,
and c-40 compressions. The c-0 refers to no-compression which are the high-quality
videos without any compression. “c-23” involves light compression (constant rate quan-
tization parameter equal to 23) while “C-40” involves hard compression resulting in a
low-quality video (LQ) (constant rate quantization parameter equal to 40). These are
the standard compression factors used in Rossler er al. (2018); Rossler et al. (2019); Li

et al. (2020) for the training and evaluation.

To evaluate the performance of the proposed algorithm, we have performed two ex-
periments, namely: 1) Intra Compression and 2) Inter Compression. Table 4.1 shows
the details of both experiments. The first experiment represents the scenario where the
model trained with specific quality/compression of videos is evaluated for videos with
the same quality/compression factor. For intra-compression, Kumar et al. (2020) and
Rossler et al. (2019) have demonstrated that very high performance has been achieved

for c-0 (no compression) and c-23 (light-compression) videos. However, c-40 (hard
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Table 4.2: Classification accuracy (%) on FaceForensics and FaceForensics++ dataset
for intra compression experiment at c-40 (hard compression).

FaceForensics FaceForensics++
Methods Face2Face Methods DeepFake | Face2Face | FaceSwap
Bayar and Stamm (2016) 73.63 Bayar and Stamm (2016) 77.30 76.83 72.38
Han et al. (2017b) 86.83 Rahmouni et al. (2017) 62.33 67.08 62.59
Afchar et al. (2018) 83.20 Afchar et al. (2018) 89.52 84.44 83.56
Kumar et al. (2020) 91.20 Sabir et al. (2019) 96.90 94.35 96.30
Proposed + XceptionNet 94.00 SSTNet (Wu et al. (2020)) 95.33 90.48 94.09
Proposed + ResNet50 94.33 WildDF (Zi et al. (2020)) 90.11 -
I3D (Wang and Dantcheva (2020)) 95.13 90.27 92.25
SPSL (Liu et al. (2021)) 93.48 86.02 92.26
Proposed + XceptionNet 95.71 90.35 94.29
Proposed + ResNet50 97.14 91.79 93.57

compression) is still a challenging task. Therefore, in this research, we particularly fo-
cus on c-40 compression. In the second experiment, the model is trained with specific
quality/compression and evaluated for other compression factors. This experiment is
performed for all three compression factors i.e., c-0 (no compression), c-23 (light com-
pression), and c-40 (hard compression) videos. On the Celeb-DF dataset, an additional
experiment cross-dataset + inter-compression is performed to showcase the effective-

ness of the proposed algorithm by comparing the results with existing algorithms.

For both the experiments, XceptionNet (Chollet, 2017) and ResNet50 (He et al.,
2016) models, pre-trained on the ImageNet (Krizhevsky et al., 2012) dataset, are used
as the base model. These models are chosen for the experiments to follow the standard
protocols as described in (Rossler et al., 2018; Rossler et al., 2019). In the first ex-
periment, the performance of the proposed algorithm is evaluated on all three datasets
and the results are compared with existing algorithms on both FaceForensics and Face-
Forensics++ datasets. In the second experiment, the performance of the proposed and
existing algorithms are compared on the FaceForensics and Celeb-DF datasets. For the
FaceForensics++ dataset, the performance is compared with fine-tuned models since no

existing approaches have shown their results for inter-compression on this dataset.

4.4.1 Implementation Details

All the experiments are performed on a Intel Xeon processor based workstation with

128GB RAM and Nvidia GeForce RTX 2080Ti GPU. The proposed algorithm is im-

66




plemented in Tensorflow 2.0. Images are resized to 128 x 128 resolution. For both the
experiments, XceptionNet (Chollet, 2017) and ResNet50 (He et al., 2016) pre-trained
models are used as the base model. For fine-tuning of base models ResNet50 and Xcep-
tionNet, two fully connected layers of dimension 512 followed by a softmax layer are
added to the pre-trained model and fine-tuned for 20 epochs. The learning rate is set
to 0.0001 and after 10 epochs, the learning is reduced to 0.00001. A batch size of
32 is chosen. The hyperparameters for all the experiments are optimized using a grid
search approach. The parameters used for intra- and inter-compression experiments are

discussed below.

Intra-Compression: Initially, the models are fine-tuned for 20 epochs with a batch
size of 32. The learning rate is set to 0.0001 and reduced to 0.00001 after 10 epochs.
These models are treated as pre-trained models for the proposed algorithm, which are
further trained by setting the number of steps to 6 and epochs to 4. The learning rate is
set to 0.0001 and reduced to 0.00001 after the second epoch. For computing visibility
matrix v, the number of iterations is set to 3 and a batch size of 100 is used. The
hyperparameter \;,;; is initialized with 1.3 and increased to A = \;,;; X steps. The

clipping value of the visibility matrix is set to 2.

Inter-Compression: Model training parameters are the same as those for the Intra-
Compression experiment. For computing the visibility matrix v, the number of itera-
tions is set to 10 and a batch size of 50 is used. The hyperparameter \;,;; is initialized
with 10 and increased to A = \;,,;; X steps. The clipping value of the visibility matrix

1s set to 2.

Computational Runtime of the Proposed Algorithm: As mentioned in the section
4.3, the proposed algorithm is categorized into two stages: 1) Learning visibility ma-
trix for unseen imperceptible artifacts and 2) Training with unseen artifacts. When the
model is trained with the dataset D, each epoch takes 56 seconds. In the first stage, the
visibility matrix is learned to enhance the visibility of unseen imperceptible artifacts.
The total time for learning the visibility matrix is 10 seconds. In the next stage, the
model is trained with the original dataset D and the dataset D.v with enhanced visibil-
ity of unseen imperceptible artifacts. In this stage, each epoch takes 110 seconds as the
size of the dataset gets doubled. In the training process, initially the model is trained

for few epochs, while stage one and two are repeated iteratively. The total time spent
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Table 4.3: Classification accuracy (%) on c-0, c-23, and c-40 videos for inter compres-
sion experiment on the FaceForensics dataset.

Kumar et Proposed + | Proposed +
Train | Test
al. Kumar ef al. (2020) | XceptionNet | ResNet50
c-23 58.26 92.00 92.33
c-0 c-40 52.66 70.00 78.00
Overall 55.46 81.00 85.16
c-0 99.56 96.00 96.33
c-23 c-40 5543 88.00 83.67
Overall 77.49 92.00 90.00
c-0 96.73 96.00 95.00
c-40 c-23 95.76 96.00 95.00
Overall 96.24 96.00 95.00

on the training of an intra-compression model is 62 mins 58 seconds while the training

time for an inter-compression model is 63 mins 40 seconds, respectively.

4.5 Experimental Results and Analysis

The experimental protocol for both intra-compression and inter-compression experi-
ments is summarized in Section 4.4. The detailed results of the experiments and their

analysis are discussed in the following subsections.

4.5.1 Intra-Compression

In this experiment, we trained various models on c-40 compressed images/videos and
evaluated them on the same compression. In general, it is observed that the detection ac-
curacy on c-40 (highly compressed) videos is comparatively lower than the detection ac-
curacy on c-0 and c-23 videos Rossler et al. (2019); Kumar et al. (2020). The proposed
algorithm yields an accuracy of 94% and 94.33% with XceptionNet and ResNet50 as
the base models respectively on the FaceForensics dataset. Similarly, the proposed algo-
rithm yields an accuracy of 88.88% and 82.43% respectively on the Celeb-DF dataset.

In the case of the FaceForensics++ dataset, the classification accuracy obtained using
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Table 4.4: Classification accuracy (%) on c-23, and c-40 videos when the model
is trained on c-0 videos for inter-compression experiment on the Face-
Forensics++ dataset. The classification accuracy corresponds to Deepfake
(DF), Face2Face (F2F), and FaceSwap (FS) alterations with XceptioNet and
ResNet50 as a base model.

XceptionNet ResNet-50

Manipulation

T Fine-tuned Proposed Fine-tuned Proposed

ype

c-23 | ¢c40 | ¢c23 | c40 | ¢c-23 | c-40 | c-23 | c40

DeepFake 81.07 | 65.71 | 94.64 | 95.00 | 91.43 | 69.29 | 93.57 | 93.21
Face2Face 87.14 | 51.07 | 94.64 | 73.21 | 94.29 | 55.71 | 93.57 | 77.50
FaceSwap 92.50 | 58.57 | 95.00 | 91.79 | 94.29 | 68.21 | 94.29 | 92.14

Mean 72.68 90.71 78.87 90.71

Table 4.5: Classification accuracy (%) on c-0, and c-40 videos when the model is
trained on c-23 videos for inter-compression experiment on the FaceForen-
sics++ dataset. The classification accuracy corresponds to Deepfake (DF),
Face2Face (F2F), and FaceSwap (FS) alterations with XceptioNet and
ResNet50 as a base model.

XceptionNet ResNet-50
Manipulation
Fine-tuned Proposed Fine-tuned Proposed
Type
c-0 | c-40 c-0 | c-40 c-0 | c40 | c-0 c-40
DeepFake 97.50 | 87.50 | 94.29 | 95.36 | 97.14 | 92.50 | 94.29 | 93.93
Face2Face | 97.14 | 67.86 | 96.43 | 83.21 | 98.21 | 69.29 | 95.71 | 88.57
FaceSwap 98.57 | 85.36 | 94.29 | 91.07 | 97.86 | 86.07 | 96.79 | 92.14
Mean 88.99 92.44 90.18 93.57

the proposed algorithm varies from 90.35% to 97.14% for different alterations. The
higher performances on these datasets showcase the effectiveness of the proposed algo-

rithm when models are trained and evaluated on highly compressed images/videos.

We have also compared the performance of the proposed algorithm with various
existing algorithms on both FaceForensics and FaceForensics++ datasets, respectively.
Existing algorithms primarily focus on designing different deep model architectures and
feature extraction techniques for Deepfake detection. For instance, Sabir et al. (2019)
explored different combinations of recurrent convolutional models to exploit temporal
artifacts for Deepfake detection. Wu et al. (2020) proposed an SSTNet framework,

which extracts spatial and temporal features for face manipulation detection.Liu et al.
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Table 4.6: Classification accuracy (%) on c-0, and c-23 videos when the model is
trained on c-40 videos for inter-compression experiment on the FaceForen-
sics++ dataset. The classification accuracy corresponds to Deepfake (DF),
Face2Face (F2F), and FaceSwap (FS) alterations with XceptioNet and
ResNet50 as a base model.

XceptionNet ResNet-50

Manipulation
Fine-tuned Proposed Fine-tuned Proposed

c-0 c-23 c-0 c-23 c-0 c-23 c-0 c-23

Type

DeepFake 91.79 | 92.14 | 94.64 | 94.28 | 96.79 | 95.71 | 96.07 | 95.00

Face2Face | 92.86 | 90.71 | 92.14 | 91.07 | 92.86 | 91.07 | 92.86 | 91.78

FaceSwap 94.29 | 89.64 | 93.21 | 91.07 | 94.64 | 91.07 | 93.21 | 93.57
Mean 91.91 92.74 93.69 93.75

(2021) proposed a method to learn artifacts from the phase and spatial spectrum for face
forgery detection. The comparison of the results with existing algorithms is shown in
Table 4.2. It is observed that the proposed algorithm achieves state-of-the-art results
among the top-performing existing algorithms, on the FaceForensics dataset for both
the base models. On the FaceForensics++ dataset, the proposed algorithm achieves
state-of-the-art performance for Deepfake alteration and the second-best performance
for Face2Face alteration. The results indicate that the proposed algorithm is able to
enhance and learn the unseen/suppressed artifacts in low-quality videos which shows

the effectiveness of the algorithm in detecting low-quality manipulated videos.

In general, several artifacts may be introduced while generating fake videos. Only
some of these artifacts are visually perceptible and interpretable by humans Ilyas et al.
(2019). Figure 4.4(a) shows samples for Face2Face alteration with visually percepti-
ble artifacts highlighted around the face contour. It is important to mention here that
deep models do not necessarily learn visually perceptible and human interpretable fea-
tures for detection, and might learn other features (non-interpretable) as well Ilyas et al.
(2019). Figure 4.4(b) shows the visualization of the visibility matrices learned corre-
sponding to the XceptionNet model at two different steps. In step 1, the model learns
artifacts present around the face contour along with other artifacts. However, in step 2,

these artifacts are suppressed and other unseen artifacts are enhanced by the model.
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Table 4.7: Mean NIQE quality scores on the FaceForensics++ dataset corresponding to
c-0, c-23, and c-40 compressions, respectively. Lower scores represent better

quality.
Original | Face2Face | Deepfake | FaceSwap
c-0 40.39 41.43 43.22 39.86
c-23 | 40.89 41.51 43.31 40.97
c-40 | 4529 46.24 47.25 45.95

4.5.2 Inter Compression

This experiment addresses the scenario where the model is trained on specific quality
and evaluated on other quality images/videos. It is performed for all three compres-
sion factors. In order to measure the performance of the models, individual and overall
classification accuracy metrics are used. Individual classification accuracy represents
the accuracy obtained on a specific compression while the overall classification accu-
racy represents the mean of the individual classification accuracies obtained on all three
compressions corresponding to the model trained on a specific quality/compression. We
will first discuss the results on the FaceForensics dataset followed by the results on the

FaceForensics++ and Celeb-DF datasets.

Performance on FaceForensics: Table 4.3 shows the classification accuracy obtained
using the proposed algorithm. Generally, it is observed that models trained on low-
compression images/videos do not perform well on high-compression images/videos
Kumar et al. (2020). This is due to the suppression of artifacts after compression. It
is observed from Table 4.3 that the proposed algorithm with ResNet50 gives classifi-
cation accuracy between 78% and 92% when the model is trained on low-compression
images and tested for high-compression images. On comparing the overall classifica-
tion accuracy, the proposed algorithm outperforms the existing algorithm Kumar et al.
(2020) when the models are trained on c-0 and c-23 videos while achieving comparable
performance for models trained on c-40 videos. For instance, the overall classification
accuracy obtained corresponding to the model trained on c-0 videos using the proposed
algorithm with XceptionNet as the base model is 81%, which is 25.54% higher than
Kumar et al. (2020). A similar observation is made for c-40 videos when ResNet50 is

used as the base model and trained on c-0 videos.
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Step 1 (b) Step 2

Figure 4.4: Samples with highlighted artifacts corresponding to Face2Face alteration
on the FaceForensics++ dataset. (a) shows the samples with visually im-
perceptible artifacts in the bounding box. (b) shows the visualization of the
visibility matrices in the jet colormap at step 1 and step 2.

As mentioned earlier, the aim is to enhance the performance of the model for low-
quality videos when the model is trained on high-quality videos. The high performance
of the proposed algorithm on low-quality videos demonstrates that the proposed al-
gorithm is able to learn the unseen artifacts from high-quality/no-compression videos

which are also present in low-quality/hard-compression videos.

Performance on FaceForensics++: Tables 4.4, 4.5, and 4.6 show the classification ac-
curacy obtained using the proposed algorithm for Deepfake, Face2Face, and FaceSwap
alterations with XceptionNet and ResNet50 as the base models. The results are com-
pared with the models fine-tuned for the same. For the Deepfake alteration, we observe
that the proposed algorithm performs exceptionally well when trained on lower com-
pression and tested on higher compression 4.5, and 4.6. The proposed algorithm outper-
forms the fine-tuned model by approximately 30% when trained with c-0 images/videos
and evaluated on c-40 images/videos with XceptionNet as the base model. While eval-
uating the performance for the Face2Face alteration, it is observed that the fine-tuned
model gives close to random performance when trained with c-0 and evaluated on c-40
images/videos, respectively. This showcases that the artifacts learned by the fine-tuned
models on c-0 images/videos get lost during compression, leading to poor performance.
However, the proposed algorithm performs significantly better by 22.14% and 21.79%
when XceptionNet and ResNet50 are used as the base models. This is because the pro-
posed algorithm learns artifacts that persist even after compression. This exhibits the

applicability of the proposed algorithm in real-world scenarios.

On comparing the overall performance of the proposed algorithm with the fine-
tuned models from Table 4.4, 4.5, and 4.6, it is observed that the proposed algo-

rithm outperforms the fine-tuned models across all alterations with XceptionNet and
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Figure 4.5: UMAPs depicting the separation between real and fake images in c-40
videos. The fine-tuned and proposed models are trained on c-0 and c-23
individually.

ResNet50 as the base models. For instance, the overall classification accuracy obtained
using the proposed algorithm for the models trained on c-0 videos, across all the alter-
ations and compression factors is 90.71%, which is 11.84% higher than the fine-tuned
models as shown in Table 4.4. A significant performance enhancement is observed us-
ing the proposed algorithm which showcases its efficacy. With ResNet50 as the base
model, the fine-tuned models give an overall classification accuracy of 78.87%, 90.18%,

and 93.69% respectively on c-0, c-23, and c-40 videos, and the proposed algorithm

Deepfake Face2Face FaceSwap

True Positive Rate

0 01 02 03 04 05 06 07 08 09 1 0 01 02 03 04 05 06 07 08 09 1 0 01 02 03 04 05 06 07 08 09 1

False Positive Rate

Figure 4.6: ROC curves comparing the performance of the fine-tuned model and the
proposed algorithm on c-40 videos. The models are trained using c-0 videos
with XceptionNet as the base model.
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Table 4.8: Classification accuracy (%) on c-0, c-23, and c-40 videos corresponding to
the proposed algorithm for the inter-compression experiment on the Celeb-

DF dataset.
Proposed + | Proposed +
Train on | Test on
XceptionNet | ResNet50

c-23 94.20 93.82

c-0 c-40 83.01 85.90

Overall 86.60 89.86

c-0 93.82 93.62

c-23 c-40 88.03 87.45

Overall 90.92 90.53

c-0 87.64 88.03

c-40 c-23 86.67 87.06

Overall 87.83 87.54

gives an overall classification accuracy of 90.71%, 93.57%, and 93.75%, respectively.
The high performance of the proposed algorithm for both XceptionNet and ResNet50
showcases the generalizability of the proposed algorithm across different deep models,
as well. The performance of the proposed algorithm is further analyzed using different

visual representations and compared with the fine-tuned models.

Figure 4.5 shows the Uniform Manifold Approximation and Projection (UMAP) vi-
sualizations of the output feature representations obtained using the proposed algorithm
and the fine-tuned models for Face2Face alteration. These visualizations correspond to
¢-40 videos when the model is trained on c-0 videos and c-23 videos. The visualization
shows that the proposed algorithm yields better results by reducing the overlap between
original and altered representations. Figure 4.6 shows the ROC curves obtained using
the proposed algorithm and fine-tuned models for all three alterations, with Xception-
Net as the base model. These ROC curves correspond to c-40 videos when the model
is trained on c-0 videos. It is observed from Figure 4.6 that the proposed algorithm
enhances the performance of the model for all three alterations which showcases the
generalizability of the proposed algorithm across different alterations. From these ROC
curves, it can also be inferred that Face2Face manipulations are more sensitive to com-

pression artifacts compared to Deepfake and FaceSwap manipulations.

To estimate the quality of the dataset used for training and evaluation of the proposed
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CAM Original
Fine-tuned Frames

CAM
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Figure 4.7: Class Activation Maps for some samples that are misclassified as real by
the fine-tuned model but correctly classified by the proposed model. (a) is
original image classified as Deepfake while (b) and © are Deepfake images
classified as original.

Bright lllumination Low Resolution Rotation
Variations and Blur

Figure 4.8: Samples misclassified by the proposed algorithm on the FaceForensics++
dataset.

algorithm, we computed the mean NIQE quality Mittal et al. (2012) on the FaceForen-
sics++ dataset for different alteration methods corresponding to c-0, c-23, and c-40
compressions, respectively. The NIQE quality scores are shown in Table 4.7. From
Table 4.7, we have observed the following:

* The quality degradation of the images/videos is minimal for the original and all
alteration methods when comparing the quality scores of c-23 against c-0.

* There is a significant drop in the quality scores for the c-40 compression, which
is the primary root cause for the degradation of the model’s performance trained
on either c-0 or c-40 compression images.

* The mean quality scores of the Face2Face and Deepfake methods are lower than
the original. On the other hand, the quality scores of the faceswap method are

75



ALLEGIANCE TO
IMPRESSIONISTS.

Figure 4.9: Illustration of Deepfakes publicly circulated on different social media plat-
forms. Typically, on social media platforms, videos undergo different levels
of compression. The proposed algorithm successfully identifies the above
in-the-wild samples to be fake.

comparable to the original for all the compressions.

The class activation maps obtained using GradCAM Selvaraju et al. (2017) of some
altered frames misclassified as original frames using the fine-tuned model that are cor-
rectly classified using the proposed algorithm are shown in Figure 4.7. The result cor-
responds to the model trained on c¢-0 videos and evaluated on c-40 videos for FaceSwap
alteration using ResNet50 as the base model. It is observed that the proposed algorithm
focuses on the nose and lips to extract distinguishable features for differentiating orig-
inal and altered frames. From all these analyses, it is clear that the proposed algorithm
is generalizable across different models as well as different alterations. This shows the

applicability of the proposed algorithm for detecting altered videos.

We also analyze the proposed algorithm on some failure cases illustrated in Figure
4.8. Based on the visual inspection, we found that the images impacted by the bright
illumination variations, pose, rotation, low resolution, and blur are misclassified by the

proposed algorithm. These samples are out-of-distribution for the proposed algorithm.
Performance on Celeb-DF: We next evaluate the effectiveness of the proposed algo-
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Table 4.9: AUC scores (%) on different compression factors on the Celeb-DF dataset.
The scores are reported for cross dataset+inter-compression experiment.
The model is trained on the FaceForensics++ dataset and evaluated on the

Celeb-DF dataset.

Methods c-0 c-23 | c-40

Two-stream Zhou et al. (2017) 53.80 - -

Mesolnceptiond Afchar et al. (2018) | 53.60 - -

Multi-task Nguyen et al. (2019a) 54.30 - -

Meso4 Afchar et al. (2018) 54.80 - -
FWA Li and Lyu (2018) 56.90 | 54.60 | 52.20
Capsule Nguyen et al. (2019b) 57.50 - -

EfficientNet-B4 Tan and Le (2019) 64.29 - -

XceptionNet-c23 Li et al. (2020) 65.30 | 65.50 | 52.50

XceptionNet-c40 Li et al. (2020) 65.65 | 65.40 | 59.40

DSP-FWA Li and Lyu (2018) 64.60 | 57.70 | 47.20
F3-Net Qian ez al. (2020) 65.17 - -
Add-Net Zi et al. (2020) 65.29 - -
MultiAtt Zhao et al. (2021) 67.02 - -
RECCE Cao et al. (2022) 68.71 - -
Proposed + XceptionNet-c0 73.76 | 72.38 | 63.08
Proposed + XceptionNet-c23 74.45 | 73.26 | 63.00
Proposed + XceptionNet-c40 69.46 | 69.39 | 62.65

rithm on the Celeb-DF dataset under the two scenarios- 1) inter-compression and 2)
cross-dataset + inter-compression. Similar to other datasets, high performance is ob-
served on the Celeb-DF dataset for the inter-compression experiment. Table 4.8 shows
the results of the inter-compression experiment on the Celeb-DF dataset. For c-0 com-
pression factor, the overall classification accuracy is 86.60% and 89.96% with Xcep-
tionNet and ResNet50 as the respective base models. The high performance on the
Celeb-DF dataset indicates that the proposed algorithm performs well across different

datasets and deep models.

In the cross-dataset-+inter-compression experiment, we evaluate the performance of
the algorithm on the Celeb-DF dataset with the models trained on the FaceForensics++

dataset. These models are evaluated on c-0, c-23, and c-40 compression factors on the
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Celeb-DF dataset and the results are compared with existing algorithms. Table 4.9 com-
pares the AUC scores (%) for the cross-dataset + inter-compression experiment. The re-
sults show that the proposed algorithm outperforms the existing algorithms for all three
compression factors and achieves state-of-the-art results on the Celeb-DF dataset. Since
the model is learning unseen imperceptible artifacts from the FaceForensics++ dataset
for increasing the robustness against compression artifacts, it implicitly increases the
probability of better generalization over the out-of-distribution unseen Celeb-DF test
set. This shows the applicability and generalizability of the proposed algorithm across

different datasets for different compression factors.

Most of the existing algorithms work very well on the high quality videos but suffer
with high compression ratios. For instance, the proposed algorithm and motion mag-
nification approach (Mehra et al., 2023) yield 72.38% and 72.34% AUC, respectively
when evaluated on Celeb-DF and trained on FaceForensics++ with ¢23 compression.
When the compression is increased to c40, the proposed algorithm outperforms the mo-
tion magnification approach by over 20%. This is because the compression artifacts are
also amplified by the motion magnification step which reduces the gap between real
and fake classes. Further, Figure 4.9 shows the results of proposed algorithm on Deep-
fake samples available in the wild!. These videos are taken from different social media
platforms which employ different levels of compression. The proposed algorithm suc-
cessfully identifies these videos to be fake. This shows the applicability of the proposed

algorithm in real-world scenarios.

The proposed algorithm assumes that all the unseen artifacts are equally important
and contribute to improving the model’s performance. However, this assumption may
not always be valid, and it requires us to compute the importance of each artifact when
compared to seen artifacts. Further, the proposed algorithm is not robust to natural
covariates such as pose and tilt. We plan to address these limitations to improve the

proposed algorithm in future work.

1 https://tinyurl.com/2hk3shay, https://tinyurl.com/3ptz6smc, https://tinyurl.com/3rSewha3, https://tinyurl.com/567wkbh3, https://tinyurl.com/4t2ra2eu,
https://tinyurl.com/7272pvpn, https://tinyurl.com/4zdnt9am, https://tinyurl.com/47bc94t9, https://tinyurl.com/3zrhzvzu, https://tinyurl.com/2hxhbbkb,
https://tinyurl.com/28m4xxze, https:/tinyurl.com/3enacy3h, https://tinyurl.com/rtdmk73m, https://tinyurl.com/ywjr8yys
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4.6 Model Robustness to Image Degradations

Although most deepfake detection methods are sensitive to variations in input quality,
the proposed algorithm is expected to remain robust under common image degradations
such as resizing, blurring, or downsampling. This is because the model does not explic-
itly rely on compression-specific or pixel-level artifacts but instead captures higher-level
inconsistencies that are intrinsic to synthetic content generation. Since these inconsis-
tencies persist across different spatial resolutions and degradation levels, the model’s
decision boundary should remain largely unaffected. Nevertheless, a systematic eval-
uation under diverse image degradation settings would provide a more comprehensive
understanding of its generalization ability and confirm the degradation-independence of

the proposed approach.

4.7 Summary

With advancements in deep learning approaches, synthesizing fake or manipulated im-
ages and videos have become an easy task. These fake or manipulated media can be
misused in various ways and therefore, it is important to build classification techniques
that can differentiate real content from fake image/video content. In this research, we
proposed an algorithm that detects fake content by learning hidden artifacts using the
proposed “visibility matrix”. The model built using the visibility matrix is robust to loss
of information due to compression. The results demonstrate that the proposed algorithm
performs well on compressed images and videos while being trained on high-quality
data, thereby being useful for detection at any compression level, once trained. The
proposed algorithm can also be useful for various other problems like Deepfake source
identification as well as Deepfake duplicacy detection and these problems become more
challenging when tested on compressed data. The aforementioned research directions
require the attention of the research community to prevent Al from being misused and

build trusted Al systems.
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Chapter 5

Data Fine-tuning

5.1 Introduction

With the advancements in machine learning (specifically deep learning), ready to use
Commercial Off-The-Shelf (COTS) systems are available for automated face analysis,
such as face recognition (Ding and Tao, 2018), emotion recognition (Fan et al., 2016),
and attribute prediction (Hand et al., 2018). However, often times the details of the
model are not released which makes it difficult to update it for any other task or datasets.
This renders the model’s effectiveness as a black-box model only. To illustrate this, let
X be the input data for a model with weights W and bias 0. This model can be expressed

as:

H(WX +b) (5.1)

If the source of the model is available, model fine-tuning is used to update the parame-
ters. However, as mentioned above, in black box scenarios, the model parameters, W

and b cannot be modified, as the user does not have access to the model.

“Can we enhance the performance of a black-box system for a given dataset?” To
answer this question, in this research, we present a novel concept termed as Data Fine-
tuning (DFT), wherein the input data is adjusted corresponding to the model’s unseen
decision boundary. To the best of our knowledge, this is the first work towards data fine-
tuning to enhance the performance of a given black box system. As shown in Figure 5.1,
the proposed data fine-tuning adjusts the input data X whereas, in the model fine-tuning

approach (MFT), the parameters (W, b) are adjusted for optimal classification.

Mathematically, model fine-tuning is:

MFT

H(WX +b) X p(W'X + V) (5.2)
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Figure 5.1: Illustration of model fine-tuning and data fine-tuning: (a) represents the data
distribution with two classes. (b) represents Model Fine-tuning where the
model’s decision boundary shifts corresponding to the input data, and (c)
represents Data Fine-tuning where the input data shifts corresponding to
model’s decision boundary.

and data fine-tuning can be written as:
H(WX +b) 25 ¢(WZ + b) (5.3)

where, MFT and DFT are model fine-tuning' and data fine-tuning, respectively. (W’,b’)
are the parameters after MFT and Z is the perturbed version of input X after data fine-

tuning.

In this research, the proposed data fine-tuning is achieved using adversarial pertur-
bation. For this purpose, samples in the training data are uniformly perturbed and the
model is trained iteratively on this perturbed training data to minimize classification
loss. After each iteration, optimization is performed over the perturbation noise and
added to the training data. At the end of the training, a single uniform perturbation is
learned corresponding to a dataset. As a case study, the proposed algorithm is evaluated

for facial attribute classification. It learns a single universal perturbation for a given

"Various data augmentation techniques have also been used for model fine-tuning (Salamon and Bello,
2017; Um et al., 2017; Wu et al., 2018a)
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Attack on Deep learning models Proposed: Data Fine-tuning
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Figure 5.2: Comparing the concept of adversarial perturbation with data fine-tuning. (a)
Adversarial perturbation: shows the application of perturbation in attacking
deep learning models (Xie et al., 2017). (b) Privacy preservation: pertur-
bation can be used to anonymize the attributes by preserving the identity
of the input image (Chhabra et al., 2018). (c) Data Fine-tuning: illustrates
the proposed application of perturbation in enhancing the performance of a
model.
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dataset to improve facial attribute classification while preserving the visual appearance
of the images. Experiments are performed on three publicly available datasets and re-

sults showcase enhanced performance of black box systems using data fine-tuning.

5.1.1 Related Work

In the literature, perturbation is studied from two perspectives: (i) privacy preservation
and (ii) attacks on deep learning models. For privacy preservation, several techniques
utilizing data perturbation are proposed. Jain and Bhandare (2011) proposed min max
normalization method to perturb data before using in data mining applications. Last
et al. (2014) proposed a data publishing method using NSVDist. Using this method, the
sensitive attributes of the data are published as the frequency distributions. Recently,
Chhabra et al. (2018) proposed an algorithm to anonymize multiple facial attributes in
an input image while preserving the identity using adversarial perturbation. Li and Zhou
(2018) proposed Random Linear Transformation with Condensed Information-Support
Vector Machine to convert the condensed information to another random vector space

to achieve safe and efficient data classification.

Szegedy et al. (2013) demonstrated that application of imperceptible perturbation
could lead to the misclassification of an image. Papernot et al. (2016b) created an ad-

versarial attack by restricting /p-norm of the perturbation where only a few pixels of an
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image are modified to fool the classifier. Carlini and Wagner (2017) introduced three
adversarial attacks and showed the failure of defensive distillation Carlini and Wagner
(2016) for targeted networks. By adding perturbation, Kurakin ez al. (2016) replaced the
original label of the image with the label of least likely predicted class by the classifier.
This lead to the poor classification accuracy of Inception v3. Su et al. (2017) proposed
a one-pixel attack in which three networks are fooled by changing one pixel per image.
Universal adversarial perturbation proposed by Moosavi-Dezfooli et al. (2017) can fool
a network when applied to any image. This overcomes the limitation of computing per-
turbation on every image. Goswami et al. (2018) proposed a technique for automatic
detection of adversarial attacks by using the abnormal filter response from the hidden
layer of the deep neural network. Further, a novel technique of selective dropout is pro-
posed to mitigate the adversarial attacks. Goel et al. (2018) developed SmartBox tool-
box for detection and mitigation of adversarial attacks against face recognition. Wei
et al. (2023) introduce a single adversarial patch designed to simultaneously deceive
both visible and infrared object detectors by optimizing the patch’s shape and leverag-
ing score-aware iterative evaluation. Fan et al. (2024) proposed a method leveraging
locally estimated global perturbations to enhance adversarial effectiveness in federated
learning scenarios. Gao et al. (2024) introduce a label-free white-box attack target-
ing Vision Transformer (ViT) models by exploiting the feature collapse phenomenon,
where attention mechanisms overly depend on low-frequency components, leading to

similar features in deeper layers.

Existing literature demonstrates the application of adversarial perturbation for per-
forming attacks on deep learning models and in privacy preservation (Figure 5.2(a) and
(b)). However, data fine-tuning using adversarial perturbation (Figure 5.2(c)) for en-

hancing the performance of a model is not yet explored.

5.2 Proposed Approach: Data Fine-tuning

Considering a black-box system as a pre-trained model, the problem statement can be
defined as “given the dataset D and pre-trained model M, learn a perturbation vector
N such that adding noise N to D improves the performance of the model M on D”.

There are two important considerations while performing data fine-tuning:
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Figure 5.3: (a) Block diagram illustrating the steps of the proposed algorithm. In the
first step, perturbation is initialized with zero image and added to the origi-
nal training data. In the next step, perturbed training data is given as input to
the (attribute prediction) model followed by the computation of loss. After
that, optimization is performed over perturbation and added to the training
data. (b) Some samples of the learned perturbation using the proposed al-
gorithm. The first two visualizations correspond to the perturbation learned
for ‘Smiling” attribute of LFW and CelebA datasets, respectively. The third
visualization corresponds to the ‘Gender’ attribute of the MUCT dataset.

1. To learn a single universal perturbation noise for a given dataset.

2. The visual appearance of the image should be preserved after performing data

fine-tuning.

The block diagram illustrating the steps involved in the proposed algorithm is shown
in Figure 5.3. The optimization process for data fine-tuning using adversarial pertur-

bation with applications to facial attribute classification is discussed below. This same

approach can be extended for other classification models.

Given the original training set X with m number of images where each image, Xy
has pixel values in the range {0, 1}, i.e., Xx € [0, 1]. Let Z be the perturbed training set
generated by adding model specific perturbation noise N such that the pixel values of

each output perturbed image Z) ranges between 0 to 1, i.e., Zy € [0, 1]. Mathematically,

it is written as:

Zy = f(Xx +N)
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such that f(Xy + N) € [0, 1]

where, f(.) represents the function to transform an image in the range of O to 1. In order
to satisfy the above constraint, inspired by Carlini and Wagner (2017), the following

function is used:

Zo — %(mm(xk AN+ 1) (5.5)

For each image Xy there are n number of attributes in the attribute set A, where each
attribute A; has C; number of classes. For example, ‘Gender’ attribute has two classes
namely {Male, Female} while ‘Expression’ attribute has three classes namely {Happy,

Sad, Anger}. Mathematically, it is written as:

A ={A;(C1), A2(Cy), .. An(C)} (5.6)

The pre-trained attribute prediction model for attribute A; is represented as
o4,( Xk, W, b), where W is the weight matrix, and b is the bias. The output attribute

score of any image Xy is written as:

P(A1|Xk) = ¢Ai (Xk7W7 b) (57)

where, P(A;|Xy) represents the output attribute score of the input image Xy for at-
tribute A;. In order to perform data fine-tuning, perturbation N is added to each input
image Xy to get the output perturbed image Zj using Equation 5.5. Here, N is the
perturbation variable to be optimized. The output attribute score of the perturbed image

7y is represented as:

P(A1|Zk) = QbAi(Zk; W7 b) (58)

In order to enhance the model’s performance for attribute A;, the distance between the
true class and attribute predicted score of the perturbed image is minimized which is

expressed as:

ml\iln F(Yi,ka P(A1|Zk)) (59)
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where, F(.,.) represents the function to minimize the distance between the true class
and the predicted class. y; x represents the true class of attribute A; in one hot encoding
form of the original image Xy. To preserve the visual appearance of the output per-
turbed image Zy, the distance between original image Xy and the perturbed image Zy

is minimized. Thus, the above equation is updated as:

ml\iTn }—(yhkv P(Al\Zk)) + H(Xk, Zk) (510)

where, H represents the distance metric to minimize the distance between Xy and Z.
In this research, Euclidean distance metric is used to preserve the visual appearance of

the image. Therefore,

min F(yix P(Ai]Zy)) + || Xy — Zu| |7 (5.11)

Since the output class score ranges between 0 and 1, the objective function in Equa-

tion (5.9) is formulated as:
F(yi, P(A4]Z)) Z maz(0,1 -y P(Ai]Zy)) (5.12)

where, i € {1,...,n}, and the term y; P(A;|Zy) outputs the attribute score of the true
class. As the above function F(y;, P(A;|Z)) is to be minimized, the term max (0,1 —
yirP(Ai|Zy)) enforces the output attribute score of the true class of the perturbed

image Zy towards one.

Figure 5.4 illustrates the proposed algorithm with an example. Let D be the dataset
with two classes in the input image space (Figure 5.4(a)) and it is used to train a model,
M. Model M; computes the decision boundary and projects the output class scores cor-
responding to the input data D, as shown in Figure 5.4(b). It is observed that the output
class scores are well separated across the decision boundary for the dataset D;. Now,
the pre-trained model M is used for projecting the input dataset X (Figure 5.4(c)). The
decision boundary of the model M; remains fixed. The projected output class scores of
the input data X are shown in Figure 5.4(d). It is observed that most of the data points
of both the classes are projected on the same side of the decision boundary resulting

in a high classification error. This is due to the change in the data distribution of the
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Figure 5.4: Illustration of the proposed DFT algorithm. Figure (a)-(b) represents the
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training of attribute prediction model using dataset D;. (c)-(d) shows the
performance of the trained attribute prediction model on dataset X. (e)-(f)
shows the performance of the fine-tuned dataset Z by adding perturbation
on trained attribute prediction model.

Smiling Pale Skin
attribute

attribute Bushy Eyebrows attribute
A )

-

kT

Not Smiling Smiling

\

LI
T2 B §=
i DA

Smiling th Smiling Bushy Eyebrows Not Bushy Eyebrows

Bushy Eyebrows Not Pale Skin Pale Skin

Not Bushy Eyebrows

Figure 5.5: Misclassified samples that are correctly classified after data fine-tuning.

First row shows the images misclassified before data fine-tuning while the
second row represents their correct classification after data fine-tuning. The
first block of images correspond to the ‘Smiling’ attribute, second block cor-
responds to ‘Bushy Eyebrows’, while the third block corresponds to ‘Pale
Skin’ of the LFW dataset.

input dataset X. To overcome this problem, input dataset X is fine-tuned by adding

perturbation noise. Figure 5.4(e) shows the fine-tuned dataset Z that is given as input to

the model M;. The projection of the fine-tuned dataset Z is shown in Figure 5.4(f). On

comparing the output class scores of the projection of input data X and fine-tuned data

Z, it is observed that several misclassified samples from X are correctly classified with

the fine-tuned dataset Z.
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Table 5.1: Details of the experiments to show the efficacy of the proposed data fine-
tuning for facial attribute classification.

Data Fine-tuning | Model Training

Experiment
Attribute Database Database
MUCT MUCT
Black Box
Gender LFW LFW
Data
CelebA CelebA

Fine-tuning:
Smiling, Bushy
Intra Dataset

Eyebrows LFW LFW
Pale Skin
Smiling, Attractive,
CelebA CelebA
Wearing Lipstick
MUCT LFW, CelebA
Black Box
Gender LFW MUCT, CelebA
Data
CelebA MUCT, LFW
Fine-tuning:
Smiling, Bushy
Inter Dataset
Eyebrows, LFW CelebA
Pale Skin
Smiling, Attractive,
CelebA LFW

Wearing Lipstick

5.3 Datasets Protocol and Experimental Details

The proposed algorithm is evaluated on three publicly available datasets for facial at-
tribute classification: LFW Huang et al. (2008), CelebA Liu et al. (2015a), and MUCT
Milborrow et al. (2010b). A comparison has also been performed between Data Fine-
tuning and Model Fine-tuning. The details of each dataset and its protocol are described

below :

LFW dataset consists of 13,133 images of 5,749 subjects. Total 73 attributes are
annotated with intensity values for each image. The attributes are binarized by consid-
ering positive intensity values as attribute present with label 1 and negative intensity
values as attribute absent with label 0. The dataset is partitioned into 60% training set,

20% validation set, and 20% testing set.

CelebA dataset consists of 202,599 face images of more than 10,000 celebrities.
For each image, 40 binary attributes are annotated such as Male, Smiling, and Bushy

Eyebrows. Standard pre-defined protocol is followed for experiments and the dataset
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Table 5.2: Classification accuracy (in %) of before and after Data Fine-tuning(DFT) for
‘Gender’ attribute on LFW, CelebA, and MUCT datasets.

Before DFT | After DFT

LFW 87.94 91.17
CelebA 82.13 83.08
MUCT 91.67 94.31

Table 5.3: Classification accuracy (in %) before and after performing data fine-tuning
for three attributes on the LFW and CelebA datasets.

Smiling Bushy Eyebrows Pale Skin
LFW Before | After | Before After Before After
76.18 | 82.42 | 68.34 69.98 72.83 74.81

Smiling Attractive Wearing Lipstick
CelebA | Before | After | Before | After | Before After
67.82 | 71.30 | 70.48 70.54 80.95 81.29

is partitioned into 162,770 images in the training set, 19,867 into validation set, and

19,962 images in the testing set.

MUCT dataset consists of 3,755 images of 276 subjects out of which 131 are male
and 146 are female. Viola-Jones face detector is applied on all the images, and the
detector failed to detect 49 face images. Therefore, only 3,706 images are considered
for further processing. These images are further partitioned into 60% training set, 20%

validation set, and 20% testing set corresponding to each class.

To evaluate the performance of data fine-tuning, two experiments are performed, (i)
Black Box Data Fine-tuning: Intra Dataset and (ii) Black Box Data Fine-tuning: Inter
Dataset. Both the experiments are performed on all the three datasets. Classification
performance of the attributes is enhanced corresponding to the attribute classification
model. To train the attribute classification model, pre-trained VGGFace Parkhi et al.

(2015) + NNET is used. Experimental details are also shown in Table 5.1.

5.3.1 Implementation Details

The implementation details of training attribute classification model, perturbation learn-

ing, and model fine-tuning are discussed below.
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Figure 5.6:

Table 5.4: Confusion matrix of the LFW dataset for three attributes:

0 0.1 0.2

Smiling
Not Smiling

0.3 0.4 0.5

0.6 0.7 0.8

0.9 1

Smiling
Not Smiling

szl

0.7 08 0.9

1

Score

Smiling attribute score distribution pertaining to before and after perform-
ing data fine-tuning on the LFW dataset. The left graph represents the score
distribution before data fine-tuning and right graph represents the score dis-
tribution after data fine-tuning.
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Training Attribute Classification Model: To train attribute classification model pre-

trained VGGFace+NNET is used. Two fully connected layers are used for training

NNET of 512 dimensions. Each model is trained for 20 epochs with Adam optimizer,

and learning rate is set to 0.005.

Perturbation Learning: To learn the perturbation for a given dataset, learning rate is

set to 0.001 and the batch size is 800. The number of iterations used for processing each

batch is 16, and the number of epochs is 5.

Model Fine-tuning: To fine-tune the attribute classification model, Adam optimizer is

used with learning rate set to 0.005. The model is trained for 20 epochs.
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Figure 5.7: ROC plots showing before and after data fine-tuning results of Black box
Data Fine-tuning: Inter Dataset Experiment. First three ROC curves shows
the result on the LFW dataset using a model trained on the CelebA dataset.
Last three ROC curves shows the result on the CelebA dataset using a model
trained on the LFW dataset.

5.4 Performance Evaluation

The performance of the proposed algorithm is evaluated for Black Box Data Fine-
tuning: Intra Dataset Experiment, where the dataset used for data fine-tuning is same
on which the pre-trained model is trained. On the other hand, in Black Box Data Fine-
tuning: Inter Dataset Experiment, the training data used to perform data fine-tuning is

different from the training data used to train the pre-trained model.

5.4.1 Black Box Data Fine-tuning: Intra Dataset Experiment

The proposed algorithm is evaluated on LFW, CelebA, and MUCT datasets for enhanc-
ing the performance of black box models. ‘Gender’ is the common attribute among all
three datasets. Table 5.2 shows the classification accuracy pertaining to before and after
data fine-tuning for ‘Gender’ attribute. For all three datasets, the classification accuracy
improves by 1% to 3% using data fine-tuning. Specifically, the classification accuracy
increases by 2.64% for MUCT dataset whereas, for LFW dataset, the accuracy increases
by 3.21%.

Three additional attributes, namely LEW-{ ‘Smiling’, ‘Bushy Eyebrows’, ‘Pale Skin’},
CelebA-{‘Smiling’, ‘Attractive’, ‘Wearing Lipstick’} are also evaluated. Table 5.3
shows the classification accuracy corresponding to these attributes. Similar to the re-
sults on ‘Gender’ attribute, data fine-tuning leads to an overall increase in the classifica-
tion accuracies of all the attributes for both the datasets. The classification accuracy of
‘Smiling’ attribute increases by approximately 6% for LFW dataset and 4% for CelebA
dataset. This shows the utility of data fine-tuning in enhancing the model’s performance

trained on the same dataset.
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Table 5.5: Classification accuracy(%) of Black box Data Fine-tuning: Inter Dataset ex-
periment for ‘Gender’ attribute on the MUCT, LFW, and CelebA datasets.

Dataset used to train the model

MUCT LFW CelebA
Before | After | Before | After | Before | After
MUCT - - 57.84 | 83.65 | 80.27 | 92.84
Dataset | LFW 63.09 | 80.45 - - 56.01 | 86.33
CelebA | 49.14 | 7473 | 67.53 | 76.59 - -

Table 5.6: Classification accuracy(%) of Black box Data Fine-tuning: Inter Dataset ex-
periment.

Pre-trained Model trained on CelebA

Smiling Bushy Eyebrows Pale Skin

LFW | Before | After | Before | After | Before | After

55.29 | 78.61 | 45.40 68.91 56.62 84.21
Pre-trained Model trained on LFW

Smiling Attractive Wearing Lipstick
CelebA | Before | After | Before | After | Before After
49.07 | 66.97 | 49.71 66.60 60.25 77.15

Figure 5.5 shows some misclassified samples of LFW dataset corresponding to
‘Smiling’, ‘Bushy Eyebrows’, and ‘Pale Skin’ attributes that are correctly classified
after data fine-tuning. It is also observed that the visual appearance of the images is pre-
served. The score distribution of ‘Smiling’ attribute, before and after data fine-tuning
is shown in Figure 5.6. It is observed that the overlapping region between both the
classes is reduced, and the confidence of predicting the true class scores is increased
after data fine-tuning. The confusion matrix corresponding to the three attributes of the
LFW dataset is shown in Table 5.4 which indicates that the True Positive Rate (TPR)
and True Negative Rate (TNR) is improved for all three attributes. For instance, the
TPR of ‘Smiling’ attribute is increased by approximately 8% and TNR is increased by

approximately 5% showcasing the efficacy of the proposed technique.

5.4.2 Black box Data Fine-tuning: Inter Dataset Experiment

This experiment is performed considering the real world scenario associated with Com-

mercial off-the-shelf (COTS) systems where the training data distribution of the system
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Figure 5.8: Score distributions pertaining to before and after performing data fine-
tuning. Top three graphs from the left represent the distribution of the LFW
dataset predicted using a model trained on the CelebA dataset. Bottom
three graphs from the left represent its corresponding distribution after data
fine-tuning. Similarly top three graphs from the right represent the score
distribution on the CelebA dataset predicted using a model trained on the
LFW dataset. Bottom three graphs from the right represent its correspond-
ing distribution after data fine-tuning.

is unknown to the user. The performance is evaluated for ‘Gender’ attribute on all
three datasets and the other three attributes used in Experiment 1 for LFW and CelebA

datasets.

Table 5.5 shows the classification accuracies for ‘Gender’ attribute. It is observed
that the classification accuracies increase by 12% to 30% on all three datasets. For
other attributes on LFW and CelebA datasets, data fine-tuning is performed on the
LFW dataset using a model trained on the attributes of the CelebA dataset and vice
versa. Classification accuracies in Table 5.6 show the significant enhancement in the
performance of the black box system using data fine-tuning. For instance, the accuracy
on ‘Bushy Eyebrows’ of the LFW dataset increases by approximately 23%. Similarly,
there is an improvement of 17% on the attribute ‘Attractive’ of the CelebA dataset. Fig-
ure 5.7 shows the ROC plots of all three attributes of LFW and CelebA datasets. The
significant difference in the curves for all the attributes clearly demonstrates that the
proposed algorithm is capable of improving the performance of the model with a large
margin. Figure 5.8 shows the score distribution before and after applying data fine-
tuning. It is observed that before data fine-tuning, there is a huge overlap among the dis-
tributions of both the classes. For instance, the distribution of the attribute ‘Bushy Eye-
brows’ before perturbation for both the classes is on the same side resulting in higher
misclassification rate. After data fine-tuning, the distribution of both the classes is well

separated. This illustrates that data fine-tuning is able to shift the data corresponding to
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Figure 5.10: Comparing the results of Data Fine-tuning versus Model Fine-tuning on
the LFW dataset using a model trained on the CelebA dataset.

the model’s unseen decision boundary.

5.4.3 Model Fine-tuning versus Data Fine-tuning

This experiment is performed to compare the performance of model fine-tuning, where
the model acts as a white box versus data fine-tuning where the model is a black box.
For the experiments related to data fine-tuning, the procedure of ‘Black Box Data Fine-
tuning: Inter Dataset Experiment’ is followed. For model fine-tuning, the attribute
classification model trained on the CelebA dataset is fine-tuned with MUCT and LFW
dataset. Figure 5.9 shows the comparison of data fine-tuning with model fine-tuning for
‘Gender’ attribute. In this experiment, the pre-trained model is trained on the CelebA
dataset. On comparing the results on MUCT and LFW datasets, it is observed that data

fine-tuning performs better than model fine-tuning for both the datasets. Experimental
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results obtained with other three attributes are shown in Figure 5.10, which also indicate
that data fine-tuning outperforms model fine-tuning. Experiments are also performed
by combining model fine-tuning with data fine-tuning. For this purpose, an iterative
approach is followed, where data fine-tuning and model fine-tuning are performed it-
eratively. It is observed that the combination of model fine-tuning and data fine-tuning
further enhances the results. However, such a combination is not useful for black-box

systems where model fine-tuning is not possible.

5.4.4 Robustness against New Biases and Distortions

DFT is designed not only to improve model performance but also to safeguard against
bias or distortion. In DFT, a single universal perturbation is learned per dataset to uni-
formly nudge all samples toward better alignment with the model’s decision boundary.
The perturbation is constrained to be imperceptible, preserving the visual fidelity of at-
tributes (e.g., a “Bushy Eyebrows” sample remains visually bushy, while only classifier
confidence improves). By avoiding per-sample optimization, DFT minimizes the risk
of distorting minority subgroups disproportionately, and experiments show that class

score distributions become more separable without altering attribute semantics.

5.5 Model Transferability of Learned Perturbation

The proposed data fine-tuning framework learns a universal perturbation tailored for
a specific model retrained on a given dataset to enhance its performance on a target
dataset. However, the learned perturbation is inherently model-dependent and may
not generalize well to other architectures or classifiers. Since different models often
exhibit distinct feature representations and decision boundaries, the perturbation op-
timized for one model may not yield similar improvements when applied to another.
Investigating the cross-model transferability of the learned perturbation and developing
model-agnostic or ensemble-based fine-tuning strategies represent promising directions

for future research.
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5.6 Summary

Increasing demands of automated systems for face analysis has led to the development
of several COTS systems. However, COTS systems are generally provided as black box
systems and the model parameters are not available. In such scenarios, enhancing the
performance of black-box systems is a challenging task. To address this situation, in
this research a novel concept of data fine-tuning is proposed. Data fine-tuning refers
to the process of adjusting the input data according to the behavior of the pre-trained
model. The proposed data fine-tuning algorithm is designed using adversarial perturba-
tion. Multiple experiments are performed to evaluate the performance of the proposed
algorithm. It is observed that data fine-tuning enhances the performance of black box
models. A comparison of data fine-tuning with model fine-tuning is also performed.
We postulate that data fine-tuning can be an exciting alternative to model fine-tuning,

particularly for black-box systems.
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Chapter 6

Feature Guided Perturbation for Facial Attribute

Classification

6.1 Introduction

With increasing applications of machine learning and deep learning, addressing data-
shift is of paramount importance. Pre-trained models generally do not yield good per-
formance if the target dataset is different from the pre-training dataset. In order to
address the problem of data shift, several techniques such as metric learning and trans-
fer learning are used to optimize the feature space by updating the model on the target
dataset. However, updating deep models require millions of parameters update and are

computationally expensive.

In our previous research, the concept of data fine-tuning has been presented, where
the input data is adjusted corresponding to the model’s unseen classification decision
boundary (Chhabra et al., 2019). Motivated by this, in this research, we postulate that
“feature space of a pre-trained model can be optimized without updating model param-
eters”. To achieve this, we propose an algorithm to learn a single uniform perturbation
for a given dataset. The learned perturbation, when added to the input dataset and given
as input to the pre-trained model, results in an optimized feature space. In this research,
the data obtained after adding the learned perturbation is termed as Feature Guided
Perturbed (FGP) data. Also, the FGP data obtained using the proposed algorithm acts

as a supplement to model fine-tuning to boost the classification performance.

Figure 6.1 illustrates the concept of data shift on a synthetically generated 2D
dataset. As shown in Figure 6.1, Dataset B in the input space results in overlapped
feature space. However, the addition of a learned perturbation (obtained using the pro-
posed algorithm) to Dataset B shifts the data in the input space toward the region where
the output features are separable. The proposed algorithm learns the perturbation corre-

sponding to a loss function which pulls the samples of the same class towards its class



Dataset A
in Input Space

Dataset A Dataset B Add Perturbation. FGP Dataset
in Input Space in Input Space in input space

! 1 ! I
! 1 ! 1
|
| ! | 2 >0 > !
: 2 | 1 z z I
o o
X 10 | :gm _ce 'UB 1
¢ c = c
= g : : |
If4 : | O o ¢ o ¢ X
19 = S: c 2
1@ o ! K] =2 0 O, !
g | (] @’ 2, I
| 2 -5 S 5 -
= I I'g. g 3 I
I‘é’ I o ry s m s o 0 s ° 0 1
= |
@ | I
|
| ! I !
c 1 L o o |
1= 1 © (e} [e}
£ ! S 5t b5t 1
I's 1 I © © © 1
o © i e
= | (= 2 £~3 1
= < < 13
i} \ o W w wi |
°
I's I e L < I
= - 2 2 '
| ©
1 Output 1 I‘-“L-) 2 £ 1
1 Layer I 1
I
I ! 1
e - - - = 1 ! 1
_____________ | | |
1 ! 1
| 0
| I
vl I
o)
Hidden | I X !
Layerl | | | E :
— Z, o
Hidden | v v |
Layer 2 R + \
1 1 50 |
Output : 1 |
Layer | 1 100 10 1
100 5 o ) ) 10 0 0 % 0
_____________ a e S |

Figure 6.1: Illustrating the concept of data shift in the input space on a synthetically
generated 2D dataset. (a) Demonstrates the model training on Dataset A
with three classes. (b) Shows Dataset A with decision boundaries in the in-
put space corresponding to the pre-trained model and t-SNE representation
of the features obtained using the pre-trained model. (c) A new two-class
Dataset B with unseen decision boundaries in the input space along with
t-SNE representation corresponding to the pre-trained model (on Dataset
A). (d) Shows the Feature Guided Perturbed (FGP) dataset obtained after
adding the learned perturbation to the Dataset B mentioned in (c) along
with its t-SNE representation.

center and pushes away the other class centers in the feature space. In addition to this,
a method termed as Feature Drop is proposed to minimize the effect of outliers while
computing the class center. The novelty of the proposed algorithm is that is optimizes

the feature space without updating model parameters. The key contributions are:

* A novel algorithm is proposed to shift the input data via perturbation learning
(FGP data) for feature space optimization. The proposed algorithm extends the
role of adversarial perturbation and shows that perturbations can be used to im-
prove the performance of pre-trained models without fine-tuning them. Also, the
proposed algorithm acts as a supplement to model fine-tuning to further boost the
overall performance.

* Class center in feature space is generally computed by taking the mean output
feature representation of a class. However, the presence of outliers can affect
the mean of a particular class. Therefore, to minimize the effect of outliers, we
propose “Feature Drop,” in which the output feature representations in the feature
space are randomly dropped to compute the center towards the denser region.
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* The number of learned parameters for obtaining the FGP data is equal to the size
of the input image.

* The performance of the proposed algorithm is evaluated for facial attribute clas-
sification. The proposed algorithm not only improves the performance of models
for single attribute classification but also shows improvement for multiple at-
tribute classification.

6.2 Literature Review

The proposed research relates to three areas in the literature: (i) feature space opti-
mization, (i1) perturbation learning, and (iii) facial attribute classification. We have

summarized the literature in the following subsections.

6.2.1 Feature Space Optimization

For feature space optimization, different techniques have been proposed, such as pro-
jection, manifold learning, metric learning, and deep neural networks, to transform the
data from input space to a different feature space where the classes are separable. In
deep learning research, Schroff er al. (2015) proposed FaceNet to learn a mapping from
face images to a compact Euclidean space where distances directly correspond to a
measure of face similarity. Kundu er al. (2016) optimized the mapping of pixels to
a Euclidean feature space to minimize the distance between the corresponding points
for semantic video segmentation. Shi ef al. (2016) proposed a class-encoder, which
incorporates supervised information into an autoencoder. The aim is to minimize the
intra-class variations in the feature space and to learn discriminative manifolds of data.
Em et al. (2017) proposed Group Sensitive TRiplet Sampling for improving the per-
formance of fine-grained recognition by incorporating the intra-class variance structure
into triplet embedding. Wang and Kosinski (2017) proposed a novel angular loss for
learning the similarity metric. The proposed loss function takes the angle relationship
into account and aims at constraining the angle at the negative point of triplet triangles.
It is observed that the proposed algorithm is scale-invariant, captures the local structure
of triplet triangles, and achieves better convergence. Wang et al. (2018) proposed a
novel large margin cosine loss to reduce intra-class variance and maximize inter-class

variance by normalization and cosine decision margin maximization.
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Another popular approach for feature space optimization is using transfer learning,
where the aim is to fine-tune a model trained on one task to a different but related task
Pan et al. (2010). Jung et al. (2015) performed joint fine-tuning of two deep networks
for facial expression recognition. The first network extracts temporal appearance fea-
tures, while the second network extracts temporal geometry features. The two networks
are combined with a new integration method proposed by the authors. Akata et al.
(2015) have shown that improved performance can be achieved on unlabelled data. The
authors proposed an algorithm to learn a compatibility function by assigning a higher
score to matching embeddings than mismatching ones. An [;; norm-based discrimi-
native robust kernel transfer learning is proposed by Zhang et al. (2017) for high-level
recognition tasks. Ding and Fu Ding and Fu (2017) developed a robust transfer metric
learning framework by transferring the knowledge from a labeled source domain to the
unlabeled target domain. Wen et al. (2016) proposed center loss for improving the per-
formance of face recognition. This loss function enhances the discriminative power of
the network by learning the class centers of the output features and penalizes the dis-
tance among class centers. Qi and Su (2017) proposed contrastive center loss to reduce
intra-class variation and increase inter-class separability simultaneously. Kazemi et al.
(2018) proposed attribute-centered loss for face sketch photo recognition. It incorpo-
rates attribute information in the loss function to enhance the performance of recogni-
tion. Existing literature shows that the algorithms used for feature space optimization

require model training.

6.2.2 Perturbation Learning

Several attack algorithms have been proposed by researchers to showcase the vulner-
ability and limitation of the models. Szegedy et al. (2013) first discovered that deep
neural networks are vulnerable to small perturbations which are imperceptible to the
human eye.Goodfellow e al. (2014) utilize the linearity of deep neural networks in
higher dimensional space and proposed fast gradient sign method to generate adversar-
ial examples. Papernot ef al. (2016b) showed that perturbing only 4.02% of the input
results in a 97% adversarial success rate. Moosavi-Dezfooli et al. (2016) proposed the
DeepFool algorithm to compute the accurate perturbation and evaluate the robustness of

state-of-the-art classifiers. The perturbations learned using these approaches are image-
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Figure 6.2: Illustration of the proposed algorithm. (a) Represents the steps involved
in learning the perturbation to be added to the input data for obtaining FGP
data. (b) Represents the feature space obtained using original and FGP data.

specific and require solving an optimization problem for every new image. To overcome
this challenge, Moosavi-Dezfooli ef al. (2017) proposed an image agnostic algorithm
that learns a single universal perturbation corresponding to each model to fool deep

neural networks.

Several researchers studied the geometrical properties of deep neural networks and
later used them to develop attack and defense algorithms against adversarial attacks.
Poole et al. (2016) used Riemannian geometry with mean-field theory to study the im-
pact of width vs. depth on the curvature of classification decision boundary in deep
networks. Later, Fawzi et al. (2018) used this concept and empirically showed that
adversarial training reduces the curvature of the classification boundary in the input
space. They also provided the analysis of the topology of decision boundary in input
space. Carlini and Wagner Carlini and Wagner (2017) proposed three attacks, i.e., Ly,
L., and Ly based on the distance metrics. Yao et al. (2019) claimed that the existing
attack methods such as C & W are time-consuming and require many iterations with
hyper-parameter tuning. This makes the learning of perturbation inefficient. Therefore,
they proposed an efficient trust region-based attack method that achieves comparable
results to existing attack methods and is 37x time efficient. Sayles et al. (2021) pro-
posed a method to generate physical adversarial examples via making modifications in
the light that illuminates the object. These physical adversarial examples have invisible

perturbations. The literature shows that the applicability of perturbation learning meth-
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ods beyond attack has been less explored. In this research, we have shown that these

methods can be used to address the problem of facial attribute classification.

6.2.3 Facial Attribute Classification

Researchers have proposed various algorithms Mao et al. (2020); Zheng et al. (2020b);
Thom and Hand (2020) for the prediction and recognition of facial attributes. The re-
search on facial attribute classification gained impetus in 2009, with the release of the
PubFig dataset by Kumar e al. (2009), where features extracted from facial regions
are used to train a Support Vector Machine for attribute classification. In 2013, Berg
and Belhumeur (2013) proposed a framework to learn discriminative intermediate-level
features for a set of parts called Part-based One-vs-One Features (POOFs). Learned
features are used to train SVMs for attribute classification. It is shown that POOFs do
not require a large training set and can be used as an effective feature for attribute la-
beling in the facial domain. These methods depend on the landmark detector to detect
facial landmarks. In cases of occlusion or noise, if the detector fails, then these methods
would also fail. To address these challenges in unconstrained images, Liu et al. (2015b)
proposed a a deep learning-based framework. LNet and ANet are cascaded together
to improve face localization and attribute prediction. Ehrlich et al. (2016) proposed a
Multi-Task Restricted Boltzmann Machine for attribute classification by learning joint
feature representation. Kalayeh et al. (2017) trained attribute prediction model in con-
junction with a semantic segmentation model to guide the network to pay more atten-
tion to local attributes-related regions. Han et al. (2017a) proposed a DMTL approach
to combine attribute correlation and attribute heterogeneity in a single convolutional
neural network. Zhong et al. (2016a) have shown that CNN models trained for face
recognition can be used to build facial descriptors for attribute classification. Another
work by Zhong et al. (2016b) demonstrated that mid-level representations achieves bet-
ter accuracy than a high-level abstraction for attribute classification. Hand and Chel-
lappa (2017) proposed a Multi-Task Deep CNN for improving attribute classification

by taking advantage of attribute relationships.

In 2018, Sethi et al. (2019) proposed a novel autoencoder-based deep learning for-
mulation called R-Codean autoencoder for attribute prediction. He et al. (2018) pro-

posed a dual-path facial attribute recognition network. The network utilizes local facial

102



parts and facial texture information to generate an abstraction image using the Genera-
tive Adversarial Network. Rozsa et al. (2019) examined the representational stability of
existing algorithms by generating adversarial examples and showed that the robustness
of DNNs varies between facial attributes. These methods require a large number of pa-
rameter learning and are not suitable for mobile devices. Saxen et al. (2019) evaluated
MobileNetV2 and NasNet-Mobile lightweight CNN architecture with respect to speed
and accuracy for facial attribute prediction. They observed that these two lightweight
CNN architectures yield comparable performance to current state-of-the-art models and
thus are suitable for mobile devices. Rose and Bourlai (2019) addressed the challenges
associated with image quality. These works are dependent on global feature represen-
tation ignoring the local features at low levels for attribute prediction. To overcome
this limitation, Zheng et al. (2020b) proposed a novel Bi-directional Ladder Attentive
Network (BLAN) that exploits both global and local features for attribute prediction.
A detailed survey on facial analysis is provided by Zheng et al. (2020a). The litera-
ture shows that these methods focused on optimizing the model and feature space for
attribute prediction. However, our proposed algorithm leverage the input space to opti-

mize the feature space for attribute prediction.

6.3 Proposed Approach

Pre-trained models generally do not yield good performance if the dataset to be eval-
uated is different from the pre-training dataset. In order to enhance the performance
of pre-trained models on new datasets, this research proposes an algorithm to shift the
data (new dataset) in the input space via perturbation learning for optimizing the feature

space.

Figure 6.2(a) illustrates the proposed algorithm with an example in the 2D feature
space. Here, we assume that the pre-training dataset and the dataset on which the pro-
posed algorithm is applied contain face images. Also, the pre-training dataset is more
non-linear than the dataset used for perturbation learning. Let N be the noise, initial-
ized with zeros, added to input face images. The resultant perturbed images are given
as input to a pre-trained model ¢. The model ¢ outputs the feature representation of

the perturbed images. Next, the center of each class is computed in the feature space.
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The intra-class distance and inter-class distance are optimized over noise N. Figure
6.2(b) shows the feature space obtained using a pre-trained model ¢ on the original in-
put and FGP data. It can be observed that classes are overlapped in the feature space
when original input data is used to extract features. However, the overlap decreases,
and the compactness among the classes increases when features are extracted from the

FGP data. The details of the proposed algorithm are discussed below:

Considering a pre-trained model with frozen convolutional layers as a feature ex-
tractor, the problem can be defined as “given a pre-trained model ¢ and a dataset X,
learn a single uniform perturbation N such that adding IN to X in the input space im-

prove the separability in the feature space”.

Let X be the original training set in the input space with £ number of attributes,

where each attribute A ; has ¢; number of classes. Mathematically, it is represented as:

A = {Ai(1h), As(ts), ... Ax(ty)} 6.1)

Let P be the perturbed training set obtained after adding uniform noise N to the
original training set X, such that the pixel values of each perturbed image (X; + N)
is in the range of 0 to 1. In order to satisfy this constraint, tanh function is applied as
follows:

P, — %(mm(xi N4 1) 6.2)

As mentioned above, the aim is to learn a single uniform perturbation to optimize
the feature space of a pre-trained model ¢. Let ¢4, (X;, W, b) represent a pre-trained

model with input as X; and attribute A ;, and outputs its corresponding features Zx, 4 ;.

ZXuAj = ¢Aj (XM W7 b) (6.3)

Similarly, for any perturbed image P;, Zp, Ao, = ¢4, (P;, W,b) where, Zp,, A, Tep-
resents the features of perturbed image P; with attribute A ;. After obtaining the rep-
resentation corresponding to each perturbed image P;, the next task is to increase the
inter-class distance and decrease the intra-class distance corresponding to each attribute

A ;. The objective function is written as:
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ml\iTn .F(ZRA) (64)

where, F (., .) represents the function to minimize the intra-class distance and maximize
the inter-class distance in the feature space. The above objective function is optimized

over perturbation N.

Let [ be any class of attribute A;, where [ € {1,2,...,¢;} and there are h number
of samples corresponding to class [ in mini-batch M for attribute A ;. To optimize the

feature space, the following loss function for class / in mini-batch M is optimized:

h
F(Zpa,) =Y {D(Zp.a,,.Ca,)} —D(Ca,,Ca,,) Vgandl#q  (6.5)

i=1

where Zp 4, is the feature representation of the perturbed image P; with attribute A;
and class [. D(.) represents the distance metric and C,4,, and Cy;, , represent the center
of attribute A ; with class [ and g, respectively. The first term minimizes the intra-class
distance between the feature representation Zp,  ;, and center C 4, of the same class.
While the second term maximizes the inter-class distance between the center of class [
and other class ¢. It is important to note that the center of each class is computed over a
mini-batch M. In this research, Euclidean distance is used as the distance metric. Thus,

the above equation is updated as:

h
F(Zpa,) = maz (0,3 {|[(Ze,a,, — Ca,,)ll2}
=1

~1I(Ca = Ca,llz) Vaandl#£q (66)

In order to control the separation among different classes, a margin parameter « is

introduced.

h
F(Zpa,,) = maz (0, {(Z,a,, — Ca, )}
=1

~1[(Ca, = Cay)llz+a) Vgandi#q (67)

Eq. 6.7 is optimized corresponding to a single class [. To optimize it for all the
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Figure 6.3: t-SNE visualization corresponding to the ‘Smiling’ attribute of the LFW
dataset along with the centers computed using conventional mean and fea-
ture drop with 0.1 drop rate.

classes, it is updated as:

t] h
F(Zpa,) = > maz(0. 3 {Il(Zp,a, ~ Ca,)ll2}
=1 i=1

~1[(Ca, = Cay)llz+a) Vgandi#q (68)

The above loss function optimizes the feature space via learning a perturbation N. The

learned perturbation is added to the input data for obtaining FGP data.

Feature Drop: Generally, the center of a class in feature space is computed by tak-
ing the mean of the output feature representation of that class. However, the mean can
be affected by outliers present in the class. Therefore, a novel technique inspired by
dropout Srivastava et al. (2014) is proposed to shift the center towards the denser region
of a class. In conventional dropout, nodes are randomly dropped to enhance the per-
formance of neural networks. In this research, the output feature representations in the

feature space are randomly dropped to compute the center towards the denser region.

Let the probability of feature drop rate for minimizing the effect of outliers is repre-
sented by 6, which is sampled using Bernoulli distribution. As mentioned earlier, there
are h samples in a class [ of mini-batch M, the corresponding dropout mask vector v
for class [ is of dimension & x 1 and the dropout mask for any sample ¢ is written as

v; ~ Bernoulli(6). The center corresponding to class [ using the proposed feature drop
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is computed as:

h
Ez‘:l UiZPi:Aj,l
Z?:l Ui

Figure 6.3 shows the t-SNE visualization corresponding to the ‘Smiling’ attribute of

Ca,, = (6.9)

the LFW dataset along with the centers computed using conventional mean and after
applying feature drop with 0.1 drop rate. It is observed that feature drop shifts the

center towards the denser region while the conventional mean is affected by outliers.

For facial attribute classification, there can be multiple cases for uniform perturba-

tion learning, as discussed below:

Single Attribute Perturbation Learning: This case describes the scenario where a
uniform perturbation is learned corresponding to a single facial attribute such as ‘Gen-
der’. In this case 7 = 1. To optimize a uniform perturbation for a single attribute, the

following loss function is optimized:

t1 h
F(Zea,) =y maz (0,3 {l(Ze,a,, — Ca,)ll2}
=1 =1

t1
= (ICa, ~ Ca )l +a) Vgandl#g (6.10)
g=1

Multiple Attributes Perturbation Learning: This case describes the scenario where
a single uniform perturbation is learned for multiple facial attributes such as ‘Gender’,
‘Age’, and ‘Smiling’. For multiple attributes, the uniform perturbation is optimized

using the following loss function:

F(Zpa) =

kot

h
> > mar(0. Y {1I(Ze, a0 — Ca i)

=1 I=1
tj

S (ICa,, — Cay s + a) Vgandl#q (6.11)

q=1

During testing, the learned perturbation is added to the test image to shift the input

image to obtain the FGP data.
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6.4 Experiments and Results

Data shift in the input space reduces the performance of pre-trained models. However,
it is hypothesized that if the data in input space is shifted towards a region where the
features are separable in feature space, then the performance of the pre-trained models
is enhanced. In order to validate the hypothesis, experiments are performed using VG-
GFace model Parkhi et al. (2015). This model is pre-trained on the VGGFace dataset
Parkhi et al. (2015) for the task of face recognition, and we have optimized its feature
space for the task of facial attribute classification on three different datasets, namely
LFW Huang et al. (2008), CelebA Liu et al. (2015a), and MUCT Milborrow et al.
(20100).

In this research, two experiments are performed (Table 6.1): (i) Single Attribute
Classification and (ii) Multiple Attributes Classification and the results are compared
with Data Fine-tuning (DFT) Chhabra ef al. (2019). In the first experiment, a single
perturbation is learned for each attribute, while in the second experiment, a single per-
turbation is learned for multiple attributes. It is important to note that the proposed

algorithm does not require model training/fine-tuning to optimize the feature space.

The effectiveness of the proposed algorithm is shown by evaluating the performance
of the pre-trained VGGFace model on the original and FGP data. For this purpose,
features extracted using the pre-trained VGGFace model corresponding to the original
and FGP data are matched using cosine distance. We termed this experiment as Without
Model Fine-tuning (MFT). Further, to showcase that the proposed algorithm acts as a
supplement to conventional model fine-tuning to boost the overall performance, we have
trained the dense/convolutional+dense layers with FGP data and compared the results
with model fine-tuning on original data. Therefore, the experiments are performed
under two scenarios.

1. Model Fine-tuning (MFT) Type I: Dense Layers: In Model Fine-tuning Type I,

fine-tuning is performed by freezing the convolutional layers and updating only
the dense layers (NNET)

2. Model Fine-tuning Type (MFT) II: Convolutional Layers + Dense Layers: In
MFTType 11, the last few convolutional layers along with the dense layers are
updated.
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Table 6.1: Summarizing the experiments performed to evaluate the proposed algorithm
for facial attribute classification.

Exp. Scenario Dataset Attributes
Single MFT Type I: Dense Layers, MUCT Gender
Attribute MFT Type II: Convolutional LFW Smiling, Bushy Eyebrows, Pale Skin, Oval Face, Bags Under Eyes
Layers + Dense Layers CelebA Smiling, Attractive, Wearing Lipstick, Heavy Makeup, High Cheekbones

{Smiling, Bags Under Eyes}, {Oval Face, Bags Under Eyes, Pale Skin},{Bushy Eyebrows,

Pale Skin}, {Smiling, Bushy Eyebrows, Pale Skin},{Oval Face, Bags Under Eyes}

MEFT Type I: Dense Layers CelebA {Heavy Makeup, Smiling}.{ Attractive, Heavy Makeup, High Cheekbones}, {High Cheekbones,
Smiling},{ Attractive, Smiling, Wearing Lipstick},{ Attractive, Wearing Lipstick},

LFW

Multiple
AttribIl)nes LEW ;Bu;hy Eyebr};)w: P;le Sbkin), g)legace,f?gsS]Ijnder gyeT,FPale ;kin),[{JS:iligg. Bushy
o
Layers + Dense Layers CelebA {Attractive, Smiling}, {Heavy Makeup, Hig eekbones, Smiling ractive, Wearing

Lipstick}, {Heavy Makeup, High Cheekbones} {Attractive, Heavy Makeup, Wearing Lipstick},

Table 6.2: Classification accuracy (%) on five attributes obtained using original and
FGP data corresponding to Without MFT.

LFW CelebA
Attributes Original FGP FGP Data with Feature Drop Attributes Original FGP FGP Data with Feature Drop
Data Data 0.05 0.1 0.2 Data Data 0.05 0.1 0.2
Sm 61.87 83.37 83.37 81.73 84.32 Sm 55.78 80.22 81.81 81.75 81.77
BE 56.65 72.67 74.23 74.01 7241 Att 59.07 63.01 65.17 65.27 64.97
PS 58.63 8527 86.33 86.94 87.17 WL 67.69 77.70 81.35 82.12 79.05
OF 57.99 66.70 67.38 67.16 66.81 HM 66.03 77.65 77.36 79.26 77.52
BUE 63.05 72.90 71.53 74.01 72.67 HC 56.10 71.94 73.69 74.47 73.44

6.4.1 Datasets & Protocol

The protocol and details of each dataset are as follows:

LFW (Huang et al., 2008) contains 13,143 images of 5,749 subjects. For experiments,
five attributes, namely, ‘Smiling’ (Sm), ‘Bushy Eyebrows’ (BE), ‘Pale Skin’ (PS),‘Oval
Face’ (OF), and ‘Bags Under Eyes’ (BUE) are selected. The dataset is partitioned into
60% training, 20% validation, and 20% testing sets.

CelebA (Liu ef al., 2015a) contains a total of 202,599 face images of more than 10,000
celebrities with 40 annotated binary attributes. Five attributes, namely, ‘Smiling’ (Sm),
‘Attractive’ (Att), ‘Wearing Lipstick’ (WL), ‘Heavy Makeup’ (HM), and ‘High Cheek-
bones’ (HC) are randomly selected, and the standard pre-defined protocol is followed
for experiments. The dataset is partitioned into 162,770 images in the training, 19,867

into validation, and 19,962 images in the testing sets.

MUCT (Milborrow et al., 20106) contains 3,755 images of 131 male and 146 female
subjects. The facial region is segmented using Viola-Jones face detector Viola and Jones
(2001). For each class, the dataset is partitioned into 60% training, 20% validation, and
20% testing.
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Table 6.3: Classification accuracy (%) on five attributes corresponding to MFT Type I
and comparison with the results of DFT Chhabra et al. (2019).

LFW CelebA
Attributes Original FGP FGP with Feature Drop DFT Attributes Original FGP FGP with Feature Drop DFT
Data Data 0.05 0.1 0.2 Data Data 0.05 0.1 0.2
Sm 76.03 87.02 87.37 86.38 87.56 82.42 Sm 68.14 86.79 87.50 87.15 87.34 71.30
BE 68.53 80.37 81.01 80.97 79.53 69.98 Att 70.21 72.27 73.02 73.76 73.11 70.54
PS 72.11 88.66 89.69 90.07 89.69 74.81 WL 79.92 85.28 87.90 88.04 86.68 81.29
OF 68.38 74.39 74.70 74.20 73.63 69.59 HM 77.65 83.80 83.64 84.42 83.51 78.27
BUE 71.35 77.36 77.97 78.69 78.31 72.43 HC 67.70 80.07 81.23 81.50 80.63 75.38
a
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Figure 6.4: t-SNE visualization obtained using pre-trained VGGFace model pertaining
to the original and FGP data corresponding to the ‘Smiling’ and ‘Bushy
Eyebrows’ attributes of the LFW dataset.

6.4.2 Implementation Details

All the experiments are performed on the NVIDIA Tesla P100 server with 96GB RAM
and 16GB GPU memory. Images are resized to 64 x 64. Implementation details of

perturbation learning and model fine-tuning are given below.

Perturbation learning: The proposed algorithm to learn a single uniform perturbation
for a given dataset is implemented in Tensorflow v1.9.0. During training, the learning
rate is set to 0.01, and the perturbation is trained for 800 iterations corresponding to
each attribute of a given dataset. A batch size of 200 is chosen for the CelebA, LFW,

and MUCT datasets. The margin « 1s set to 2 during the experiments.

Model Fine-tuning: Pre-trained VGGFace + Neural Network (NNET) classifier is used
for both the experiments. To train NNET classifier for the MFT Type I, the learning rate
is set to 0.01 for the first 10 epochs and gradually reduced by a factor of 0.1 in every

Sth epoch. The model is trained using Adam optimizer for 20 epochs with a batch size
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Figure 6.5: Standard deviation of five fold experiments corresponding to MFT Type I
on the (a) LFW and (b) CelebA datasets.

of 32. For the MFT Type 11, the last two convolutional layers along with the NNET of
the pre-trained VGGFace model is fine-tuned. In this experiment, the model is trained
for 20 epochs with a learning rate of 0.001 for first 10 epochs and gradually reduced by

a factor of 0.1 every 5th epoch.

6.4.3 t-SNE Visualization

The t-distributed Stochastic Neighbor Embedding (t-SNE) visualization of output rep-
resentation using the pre-trained model corresponding to the original and FGP data
of the LFW dataset is shown in Figure 6.4. It is observed that the overlap among the
classes in feature space is reduced when the FGP data is given as input to the pre-trained
model. This showcases that a better feature representation of a pre-trained model can
be obtained by updating the number of parameters equal to the size of the input image

ie., 12,288 (64 x 64 x 3).
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Figure 6.6: Score distribution of ‘Gender’ attribute pertaining to the original and FGP
data of the MUCT dataset.

6.4.4 Single Attribute Classification

In this experiment, the performance of the proposed algorithm is evaluated for Without
MFT, MFT Type I, and MFT Type I1. Five-fold experiments are performed on the LFW,
CelebA, and MUCT datasets with pre-defined protocols using original and FGP data.

The results of all the experiments are discussed below.

Without Model Fine-tuning

Table 6.2 shows the comparison of the classification accuracy obtained using original
and FGP data on the LFW and CelebA datasets. It is observed that the FGP data en-
hances the performance of the pre-trained model. For instance, the pre-trained model
achieves 61.87% and 83.37% accuracy corresponding to the ‘Smiling’ attribute using
original and FGP data, respectively, on the LFW dataset. Similarly, on the CelebA
dataset, the model achieves an accuracy of 55.78% and 80.22%, corresponding to the
‘Smiling’ attribute using original and FGP data, respectively. This showcases that the
proposed algorithm is able to enhance the performance of the pre-trained model without

fine-tuning.

Model Fine-tuning Type I

In this scenario, model fine-tuning is performed by freezing the convolutional layers
and updating only the dense layers. Table 6.3 shows the classification accuracy us-

ing original and FGP data on five attributes of the LFW and CelebA datasets. It is
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Figure 6.7: Perturbation visualization corresponding to the ‘Bags Under Eyes’, ‘Pale
Skin’, and ‘Oval Face’ attributes of the LFW dataset at different iterations
during training.

observed that model fine-tuning using FGP data enhances the performance for all the
attributes of both datasets. For instance, the classification accuracy corresponding to
the ‘Smiling’ attribute of the LFW dataset increases by approximately 11%. Similarly,
the classification accuracy increases from 67.70% to 80.07% corresponding to ‘High
Cheekbones’ attribute of the CelebA dataset. The significant enhancement in the clas-
sification accuracies showcases the effectiveness of the proposed algorithm. In order
to further enhance the performance by minimizing the effect of outliers, Feature Drop
is applied with the proposed algorithm. For this purpose, experiments are performed
with drop rate 6 = 0.05,0 = 0.1, and § = 0.2. From Table 6.3, it is observed that
Feature Drop further enhances the performance by approximately 0.31% to 1.41% on
the LFW dataset and 0.36% to 2.76% on the CelebA dataset for different drop rates.
Figure 6.5 shows the standard deviation of the five-fold experiments on the LFW and

CelebA datasets.

A comparison is also performed with data fine-tuning (DFT) (Chhabra et al. (2019)).
It is observed that the proposed algorithm outperforms DFT for all five attributes. For
instance, the classification accuracy corresponding to the ‘Smiling’ attribute of the
CelebA dataset is 87.50% using FGP data with Feature Drop, which is 16.20% higher
than DFT. Higher performance is achieved because the proposed algorithm shifts the

data for feature space optimization.

To observe the performance of the proposed algorithm along with Feature Drop

on a small dataset, the classification accuracy corresponding to the ‘Gender’ attribute
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Table 6.4: Classification accuracy (%) using original and FGP data on five attributes
corresponding to MFT Type II.

LFW CelebA
. Original FGP FGP Data with Feature Drop . Original FGP FGP Data with Feature Drop
Attributes Attributes
Data Data 0.05 0.1 0.2 Data Data 0.05 0.1 0.2

Sm 87.25 88.70 88.77 88.20 88.05 Sm 78.43 88.54 88.7 88.90 88.65
BE 76.33 82.08 82.08 81.66 81.70 Att 71.37 75.23 74.65 74.92 74.69
PS 74.85 90.37 90.30 90.30 90.98 WL 84.88 88.67 89.44 89.50 88.76
OF 70.40 76.45 76.18 76.60 74.89 HM 81.02 85.32 85.55 85.84 85.24
BUE 74.81 78.58 78.16 78.92 79.30 HC 72.56 82.54 83.06 83.43 82.80
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Figure 6.8: Standard deviation of five fold experiments corresponding to MFT Type 11
on the (a) LFW and (b) CelebA datasets.

of the MUCT dataset is also computed. The accuracy corresponding to this attribute
increases from 87.57% to 94.19%, and the standard deviation reduces from 0.17% to
0.08% using FGP data. While using Feature Drop with 0.05, 0.1, and 0.2 drop rates, a
classification accuracy of 93.78%, 94.05%, and 94.32% along with standard deviation
0of 0.09%, 0.06%, and 0.07% is achieved. Figure 6.6 shows the output score distribution
corresponding to the original and FGP data of the ‘Gender’ attribute. It is observed that
model fine-tuning using FGP data reduces the overlap between the classes and increases
the confidence of predicting the true class scores. These experiments show the general-
izability of the proposed algorithm for small as well as large-scale datasets. Figure 6.7
shows the perturbation visualization corresponding to ‘Bags Under Eyes’, ‘Pale Skin’,
and ‘Oval Face’ attributes of the LFW dataset at different iterations during training. It is

observed that the model focuses on attribute-specific regions with increasing iterations.
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Table 6.5: Comparing the number of parameters and computational time with mean
classification accuracy (%) corresponding to the five attributes of the CelebA
and LFW datasets using the original and FGP data.

f Time i L Mean A
Model Fine-tuning Number o ime in Sec ean Accuracy

Parameters | CelebA | LFW | CelebA | LFW
Typell 5.25M 14500 | 6.00 | 7765 | 76.73
(Original Data)
Typel 0.54M 11405 | 504 | 81.64 | 81.56
(FGP Data)

Table 6.6: Comparing the performance with pre-trained VGGFace model on multiple
attributes (combination of two and three attributes).

Two Attributes
LFW
Attributes Sm | BUE BE PS OF | BUE
Original Data | 61.87 | 63.05 || 56.65 | 58.63 || 57.99 | 63.05
FGP Data 78.57 | 66.93 || 63.81 | 78.76 || 60.54 | 66.93
CelebA
Attributes HM Sm Att WL HC Sm
Original Data | 66.03 | 55.78 || 59.07 | 67.69 | 56.10 | 55.78
FGP Data 71.76 | 69.06 || 63.00 | 73.63 || 70.98 | 78.34
Three Atributes
LFW
Attributes Sm BE PS OF | BUE | PS
Original Data | 61.87 | 56.65 | 58.63 || 57.99 | 63.05 | 58.63
FGP Data 68.60 | 62.36 | 74.92 || 56.50 | 64.23 | 72.75
CelebA
Attributes Att HM HC Att Sm WL
Original Data | 59.07 | 66.03 | 56.10 || 59.07 | 55.78 | 67.69
FGP Data 63.75 | 72.58 | 63.21 || 63.30 | 65.90 | 72.99

Model Fine-tuning Type II

In this scenario, the pre-trained model is fine-tuned by training the last two convo-
lutional layers along with the dense layers corresponding to the LFW and CelebA
datasets. For the MUCT dataset, only the last convolutional layer is trained along with
the dense layers. The classification accuracy using the fine-tuned models corresponding
to the original and FGP data of the LFW and CelebA datasets is shown in Table 6.4.
Similar to MFT Type I, the classification performance is improved, corresponding to all
the attributes of both datasets. For instance, the classification accuracy corresponding to

‘Bushy Eyebrows’ and ‘Pale Skin’ attributes of the LFW dataset increases by 5.75% and
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Table 6.7: Classification accuracy (%) on multiple attributes (combination of two and
three attributes) corresponding to MFT Type 1.

Two Attributes
LFW

Attributes Sm | BUE BE PS OF | BUE
Original Data | 76.03 | 71.35 || 68.53 | 72.11 || 68.38 | 71.35

FGP Data 84.25 | 75.11 || 75.46 | 86.34 || 70.43 | 74.81
CelebA

Attributes HM Sm Att WL HC Sm
Original Data | 77.65 | 68.14 || 70.21 | 79.92 || 67.70 | 68.14

FGP Data 80.41 | 80.09 || 72.39 | 82.87 || 79.45 | 85.27
Three Atributes

LFW

Attributes Sm BE PS OF BUE PS
Original Data | 76.03 | 68.53 | 72.11 || 68.38 | 71.35 | 72.11

FGP Data 80.94 | 74.32 | 83.60 || 67.28 | 72.22 | 83.87
CelebA

Attributes Att HM HC Att Sm WL
Original Data | 70.21 | 77.65 | 67.70 || 70.21 | 68.14 | 79.92

FGP Data 71.20 | 79.63 | 73.90 || 71.81 | 78.11 | 81.60

15.52%, respectively. Similarly, the classification accuracy corresponding to the ‘Gen-
der’ attribute of the MUCT dataset increases from 94.32% to 96.08%, and the standard
deviation decreases from 0.12% to 0.07%. This demonstrates that the data shift using
the proposed algorithm acts as a supplement for traditional model fine-tuning. Similar
to MFT Type 1, Feature Drop is applied with the proposed algorithm with the same drop
rates. It is observed that Feature Drop marginally improves the performance. The stan-
dard deviation of the five-fold experiments on the LFW and CelebA datasets are shown

in Figure 6.8.

Apart from this, a comparison of the number of parameters updated during MFT
Type II (conv + dense layers) using original data and MFT Type I (dense layers) using
FGP data is performed. Table 6.5 shows the classification accuracy for the same. It is
observed that model fine-tuning using original data results in 5.25M parameters (conv +
dense layers) update and achieves a mean classification accuracy of 77.65% and 76.73%
corresponding to the CelebA and LFW datasets, respectively. However, model fine-
tuning using FGP data achieves better performance by only updating 0.54M parameters
(dense layers + perturbation). We have also compared the computational time. It is
found that model fine-tuning using original data takes 145.00 seconds for one epoch

(conv + dense layers) on the CelebA dataset, while MFT using FGP data takes only
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Table 6.8: Classification accuracy (%) on multiple attributes (combination of two three
attributes) corresponding to MFT Type 1I.

Two Attributes
LFW

Attributes BE PS OF BUE Sm BE
Original Data | 76.33 | 74.85 || 70.40 | 74.81 || 87.25 | 76.33

FGP Data 79.07 | 89.00 || 74.12 | 76.90 || 87.60 | 81.85
CelebA

Attributes Att WL HM HC Att Sm
Original Data | 71.37 | 84.88 || 81.02 | 72.56 || 71.37 | 78.43

FGP Data 74.56 | 87.41 || 83.13 | 81.07 || 74.05 | 87.02
Three Atributes

LFW

Attributes OF BUE PS BE OF PS
Original Data | 70.40 | 74.81 | 74.85 || 76.33 | 70.40 | 74.85

FGP Data 71.16 | 75.88 | 88.01 || 78.20 | 70.17 | 87.40
CelebA

Attributes Att HM WL HM HC Sm
Original Data | 71.37 | 81.02 | 84.88 || 81.02 | 72.56 | 78.43

FGP Data 74.83 | 84.44 | 87.80 || 83.51 | 81.66 | 86.85

114.05 seconds for one epoch (dense layers + perturbation).

6.4.5 Multiple Attributes Classification

In this experiment, the combination of attributes is taken together for perturbation learn-
ing. As shown in Table 6.1, the performance of the proposed algorithm for multiple
attributes is evaluated on a combination of two and three attributes from the LFW and
CelebA datasets for Without MFT and MFT Type I and Type II. Similar to Single At-
tribute Classification, the proposed algorithm is evaluated for Without MFT, MFT Type
I, and MFT Type II.

Without MFT

The classification accuracy obtained using original and FGP data on the LFW and
CelebA datasets is shown in Table 6.6. The results showcase that the proposed algo-
rithm enhances the performance of the pre-trained model using FGP data. For instance,
the accuracy for the combination of {‘High Cheekbones’, ‘Smiling’} of the CelebA
dataset increases from 56.10% and 55.78% to 70.98% and 78.34%.
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Table 6.9: Comparison of the classification accuracy (%) of the proposed algorithm
with FLDA on the LFW and CelebA datasets.

LFW CelebA
Attributes | FLDA | FGP || Attributes | FLDA | FGP
Sm 75.72 | 87.02 Sm 66.01 | 86.79
BE 67.69 | 80.37 Att 68.93 | 72.27
PS 7191 | 77.36 WL 76.50 | 85.28
OF 67.31 | 88.66 HM 75.16 | 83.80
BUE 71.57 | 74.39 HC 65.44 | 80.07

Table 6.10: Analyzing the effect of varying batch size at learning rate = 0.01 and o =
2.0 on the LFW dataset.

MFT: Type I
50 100 | 200 | 300
Sm 85.19 | 87.29 | 87.02 | 86.83
BE 79.22 | 79.37 | 80.37 | 81.12
PS 87.29 | 87.82 | 88.66 | 88.58
OF 70.28 | 72.14 | 74.39 | 73.63
BUE 75.19 | 7598 | 77.36 | 77.09
MFT: Type 11
50 100 | 200 | 300
Sm 87.13 | 89.11 | 88.70 | 88.50
BE 81.27 | 81.27 | 82.08 | 82.61
PS 89.57 | 89.42 | 90.37 | 89.65
OF 73.85 | 75.41 | 76.45 | 75.49
BUE 76.82 | 76.97 | 78.58 | 78.23

Attributes

Attributes
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Table 6.11: Analyzing the effect of varying learning rate at batch size = 200 and o =

2.0 on the LFW dataset.
Attributes MFT: Type
0.0001 | 0.005 | 0.001 | 0.01
Sm 79.64 | 87.40 | 82.95 | 87.02
BE 69.14 | 79.71 | 72.41 | 80.37
PS 73.97 | 87.17 | 81.27 | 88.66
OF 69.74 | 73.21 | 68.49 | 74.39

BUE 72.37 | 76.67 | 73.89 | 77.36

Attributes MFT: Type Il
0.0001 | 0.005 | 0.001 | 0.01
Sm 88.24 | 88.88 | 87.59 | 88.70
BE 77.58 | 81.20 | 77.35 | 82.08
PS 77.54 | 89.19 | 83.44 | 90.37

OF 74.35 | 74.84 | 72.90 | 76.45
BUE 77.24 | 78.69 | 77.35 | 78.58

Model Fine-tuning Type I and Type I1

Table 6.7 shows the classification accuracy using original and FGP data for the com-
bination of two and three attributes, respectively, corresponding to MFT Type I on the
LFW and CelebA datasets. It is observed that model fine-tuning using FGP data out-
performs for all the combinations of attributes. For instance, the classification accuracy
for the combination of { ‘Bushy Eyebrows’, ‘Pale Skin’} of the LFW dataset increases
from 68.53% and 72.11% to 75.46% and 86.34%. For the CelebA dataset, FGP data en-
hances the performance by 11.75% and 17.72% for the combination of { ‘High Cheek-
bones’,‘Smiling’}. A similar performance boost is observed for the combination of
three attributes for both datasets. The results for MFT Type II are shown in Table 6.8.
It is found that FGP data enhances the classification performance for MFT Type 1II as
well. The enhanced performance showcases the capability of the proposed algorithm in
learning better feature representation. It is also observed that on increasing the number
of attributes, the performance of the proposed algorithm decreases. It is our assertion

that on increasing the number of facial attributes, the joint optimization by learning a
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Table 6.12: Analyzing the effect of varying « at batch size = 200 and learning rate =
2.0 on the LFW dataset.

MFT: Type I
1.0 1.5 2.0 2.5
Sm 86.11 | 87.90 | 87.02 | 87.10
BE 79.79 | 79.03 | 80.37 | 79.76
PS 88.77 | 88.50 | 88.66 | 88.01
OF 73.17 | 72.95 | 74.39 | 72.98
BUE 77.02 | 76.41 | 77.36 | 76.14

Attributes

MFT: Type 11

1.0 1.5 2.0 2.5
Sm 88.77 | 87.76 | 88.70 | 89.04
BE 80.82 | 79.79 | 82.08 | 80.93
PS 90.47 | 89.46 | 90.37 | 89.88
OF 75.45 | 75.49 | 76.45 | 74.24

BUE 79.19 | 78.31 | 78.58 | 78.31

Attributes

single uniform perturbation becomes difficult.

In order to showcase the effectiveness of the proposed algorithm, results are com-
puted on all the attributes of both LFW and CelebA datasets. The performance of the
proposed algorithm is compared with existing algorithms. The average classification
accuracy corresponding to the LFW and CelebA datasets are 86.30% and 90.90%, re-
spectively. Figure 6.9 shows the bar graph for the comparison with state-of-the-art
algorithms for the LFW dataset. The proposed algorithm achieves second-best perfor-
mance. Existing algorithms primarily focus on designing different deep model architec-
tures and feature extraction techniques for attribute classification. For instance, Hand
and Chellappa Hand and Chellappa (2017) proposed a Multi-Task Deep CNN for im-
proving attribute classification by taking advantage of attribute relationships. Similarly,
a dual-path facial attribute recognition network is proposed by He et al. (2018). On
the other hand, Zhong et al. (2016b) proposed to leverage mid-level feature represen-
tation from deep CNN for attribute classification. However, the proposed algorithm is

independent of network architecture and the feature extraction technique.
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Table 6.13: Classification accuracy (%) of the proposed algorithm with feature drop
(best performance), median, and interquartile range corresponding to MFT:
Type I and MFT: Type Il on the LFW dataset and CelebA dataset.

LFW
Attributes | Feature Drop | Median | Inter-quartile
Sm 87.56 85.08 84.70
BE 81.01 77.51 73.82
PS 90.07 83.40 81.54
75_ OF 74.70 71.88 71.08
5 BUE 78.69 74.20 73.59
E CelebA
Sm 87.50 78.59 74.18
Att 73.76 72.44 70.45
WL 88.04 83.00 80.86
HM 84.42 79.65 78.64
HC 81.50 75.14 72.34
LFW
Sm 88.77 87.59 87.59
BE 82.08 80.86 78.50
PS 90.98 86.45 84.09
= OF 76.60 73.28 75.38
% BUE 79.30 76.21 76.06
é CelebA
& Sm 88.90 85.27 83.89
Att 74.92 75.01 74.87
WL 89.50 87.41 86.58
HM 85.84 83.75 82.82
HC 83.43 80.74 79.26
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Figure 6.9: Summarizing the results of the proposed algorithm and state-of-the-art al-
gorithm on the LFW dataset with 40 attributes.

6.4.6 Comparison with Existing Algorithms

The proposed algorithm shifts the data through a learned linear operation, i.e., adding
(learned) perturbation noise N to the dataset X, by invoking the Fisher criterion. There-
fore, we have compared the proposed algorithm with Fisher Linear Discriminant Anal-
ysis (FLDA) as a baseline comparison. The results are summarized in Table 6.9 shows
that the proposed algorithm outperforms FLDA for all the attributes on both datasets.
We would like to mention that the proposed algorithm is a learning algorithm that learns
or captures the shifts required in the input space such that the output feature space is
optimized. For optimizing the feature space, we use a loss function that provides su-
pervision in the input space to learn perturbation by minimizing the intra-class distance
and maximizing the inter-class distance in the feature space. It is our assertion that the
low performance of FLDA is due to dimensionality reduction while projecting the data
linearly. Dimensionality reduction leads to information loss, which in turn affects the

overall performance.

6.4.7 Choice of Hyperparameters

To analyze the effect of hyperparameters while perturbation learning, we have per-

formed experiments by varying the batch size, learning rate, and «. The results are
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reported in Tables 6.10, 6.11, and 6.12. It is observed that the classification performance
decreases when the perturbation is learned using a small batch size. For instance, the
classification accuracy decreases from 74.39% to 70.28% for the ‘Oval Face’ attribute
when the batch size is reduced from 200 to 50, corresponding to MFT Type I. Similarly,
on decreasing the learning rate, it is found that the classification accuracy decreases. On
analyzing the effect of varying «, it is found that the best classification performance is

achieved at o = 2.0 for the majority of the attributes.

6.4.8 Effectiveness of Feature Drop

The objective of using the feature drop method with the proposed algorithm is to min-
imize the effect of outliers and move the center towards the denser region. In order to
analyze the effect of the feature drop method, we have compared the performance of
the feature drop technique with median and interquartile ranges. Table 6.13 shows the
comparison of results corresponding to both MFT Type I and Type II, respectively. It is

observed that the proposed feature drop technique outperforms other approaches.

6.4.9 Robustness against New Biases and Distortions

In FGP, safeguards against biases and distortions are built into the feature-level opti-
mization. Perturbations are guided by feature embeddings to cluster same class sam-
ples and separate different classes, while a Feature Drop mechanism discards outliers
when computing class centers. This prevents the perturbation from being driven by
anomalous or biased samples, ensuring it reflects the dense, representative structure of
the class. Like DFT, the perturbation is applied uniformly across the dataset, avoiding
sample-specific distortions. Evaluations across CelebA, LFW, and MUCT demonstrate
that improvements generalize across demographic attributes, providing evidence that
the proposed method enhances robustness and separability in feature space without in-
troducing spurious correlations or dataset-specific artifacts. Together, these safeguards
ensure that performance gains are achieved while maintaining fairness, semantic in-

tegrity, and generalization.
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6.5 Summary

Predicting facial attributes plays a key role in various applications ranging from targeted
advertisements to security and surveillance. It has inspired many industries and gov-
ernment organizations to develop and deploy sophisticated systems for facial attribute
classification. However, these models generally do not perform well in real-world sce-
narios when there is a data shift between training and testing sets. In this research, we
present a novel algorithm to address data shift by shifting the data in input space to
obtain Feature Guided Perturbed (FGP) data by adding a uniform perturbation to the
input data. Perturbation is learned by bringing the samples of the same class towards
its class center and pushing away from other class centers in the feature space. Tra-
ditionally, perturbations are added to reduce the performance, whereas the proposed
algorithm incorporates it for performance improvement. Another major contribution
of this research is to minimize the effect of outliers while computing class centers in
feature space using the proposed Feature Drop method. The proposed method uses a
hyperparameter p to randomly drop features. Multiple experiments are performed to
evaluate the efficacy of the proposed algorithm for single and multiple attribute classifi-
cation. It is observed that classes are better separated in the feature space by adding the

learned uniform perturbation, thereby improving the overall classification performance.
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Chapter 7

DIVINE: Diverse-Inconspicuous Feature Learning to

Mitigate Abridge Learning

7.1 Introduction

Deep learning algorithms have achieved tremendous success in several tasks including
image classification (Taesiri et al., 2024), (Dehghani et al., 2023), (Su et al., 2023),
object detection (Wang et al., 2023b), (Zong et al., 2022), (Tan et al., 2020), and seg-
mentation (Fang et al., 2023), (Xie et al., 2020). However, the robustness and generaliz-
ability of these algorithms in real-world scenarios is still an open problem. Supervised
learning tasks in deep neural networks primarily focus on maximizing the classifica-
tion accuracy by learning the easiest solutions/patterns that exist in the entire dataset
(Geirhos et al., 2020). In other words, models take shortcuts by learning only the dom-
inant input features that are sufficient for confident classification (Dogra et al., 2024),
(Li et al., 2023c¢),(Ilyas et al., 2019), (Pezeshki et al., 2021). This results in ignorance
of other useful and distinct features that can be helpful in classification. Therefore, as

shown in Figure 7.1, these models often fail to classify out-of-distribution samples.

In this research, we termed the above-mentioned learning process as “Abridge Learn-
ing". Formally, Abridge Learning (AL) is defined as the “learning process in which a
model learns only the dominant input features while failing to learn other useful input
features for the target task". The solution obtained by Abridge learning process lacks
generalizability and is not suitable for deployment in real-world scenarios. To mitigate
the problem of Abridge Learning, one solution is to identify the inconspicuous discrim-
inative input features and use them to learn a diverse unified model that is generalizable
to unseen real-world datasets. In an ideal training process, a model should identify and
learn all the input features present; however, the identification of all the input features
is intractable. Therefore, it is important to identify a set of diverse input features that

can provide a generalized solution.
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Figure 7.1: Illustration of the Abridge Learning (AL) and the proposed method. Model
obtained with AL learns only ‘paw’ input feature and ignore other features.
This results in failure of the model on the image with missing ‘paw’ fea-
ture. The Proposed DIVINE learns ‘paw’ along with feature ‘ear’ as well.
This results in successful classification of the image where ‘paw’ feature is
missing and the ‘ear’ feature is present.

Research Contributions: Existing methods address the problem of robustness and lack
of generalizability in models; however they do not explicitly focus on learning the in-
conspicuous features from the dataset that are also discriminative in nature. This leads
to learning of shortcut features that only work well for a given task on the given data but
cannot sustain under real-world variations in data. To abridge this gap, we propose a
novel learning method termed as DIVINE i.e., Diverse-Inconspicuous Feature Learning
which mitigates this problem by removing the shortcuts and learning a diverse set of in-
put features. The objective of the proposed method is two-fold: (a) identification of the
minimum number of diverse inconspicuous discriminative input features as illustrated
in Figure 7.1 and (b) train a unified model to learn the identified features for enhancing
generalizability. The diverse features identified using the proposed method are disjoint,
which in turn maximizes diverse learning of the model. Experiments for image classi-
fication tasks on CIFAR10, MNIST, CIFAR10-C, and CIFAR100-C datasets show that,

DIVINE is generalized and can be applied to different machine learning tasks.
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7.2 Related Work

The notion of “Abridge Learning" is excessively applicable to train deep learning mod-
els. This learning schema has been termed as shortcut learning!(Geirhos et al., 2020)
where the model finds shortcuts to minimize the loss, primarily by picking up only the
dominant features in the input. This has been the traditional way of training the models.
Carter et al. (2021) have shown that only 5% spurious pixel subsets are enough for con-
fident prediction leading to over-interpretation of pixels resulting in shortcut learning.
Such shortcuts were also recently identified in a medical imaging task (Oakden-Rayner
et al., 2020) where the model picked undesired tumor patterns in the dataset. It gave
a falsely reasonable performance, which went undetected because of the chosen evalu-
ation metric. This implies that such spurious correlations can also remain unobserved
because of the selected evaluation metrics. Lapuschkin et al. (2019) discussed Clever
Hans strategies in the domain of Computer Vision and Arcade Gaming. They generated

heatmaps and showed the patterns focused by the model while taking shortcuts.

Various drawbacks of shortcut learning process have recently been identified and
addressed by the community. One such learning process termed as Gradient Starvation
(Pezeshki et al., 2021) showed that the deep learning model extracts a subset of features
to minimize the loss for training, while the gradients from other potentially essential
features starve. Du et al. (2020) proposed a CREX method to avoid shortcuts. This
method regularizes the subset of features annotated by experts. Wang et al. (2023a)
proposed DFM-X, which use the prior knowledge from the previous models to train
the target model to enhance the generalizability and robustness of the model. Zhang
et al. (2023) proposed SADA method to generate images for the data augmentation
corresponding to highly sensitive frequencies. Gao et al. (2023) proposed DDA based
adaptation method, which learns the diffusion model on the source data and projects the
target input to the source during testing. Guo et al. (2023) proposed a method to reduce
the sensitivity of vision transformer against patch based corruptions. Ross and Doshi-
Velez (2018) found that the networks trained with input gradients are more robust and
generalizable. A similar approach to make models more robust involves regularizing
the gradient norm of the model output with respect to the inputs. These Jacobian-based
regularizers have been shown to significantly improve classification accuracy (Varga

et al., 2017). Another approach incorporating the Jacobian in deep models is Jacobian
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Adversarially Regularized Networks (JARN), where the model’s Jacobian is optimized
by adversarial regularization (Chan et al., 2020). Similar insights have been utilized
to evaluate the robustness of deep models on data containing random and adversarial
input perturbations (Hoffman et al., 2019). The input perturbations and corruptions in
the data are widely studied in the literature to evaluate the robustness of models (Rusak
et al., 2020) (Taori et al., 2020). Different approaches (Bai et al., 2021; Strisciuglio and
Azzopardi, 2022; Krueger et al., 2021; Benkert et al., 2022; Machireddy et al., 2022;
Timpl et al., 2022; Chefer et al., 2022) are used to mitigate the effect of such distribution
shifts. For example, Hendrycks et al. (2021) proposed a data augmentation method to
address this problem, which includes geographic location as well as camera operation.
Another work discusses the impact of manipulating batch normalization statistics for

corrupted data to improve model performance (Schneider et al., 2020).

Several data augmentation based methods have been proposed in the literature to
directly or indirectly address the problem of shortcut learning Jin ef al. (2024). DeVries
(2017) proposed a method CutOut which randomly mask out the square regions in the
input during model training to improve the model robustness. Zhong et al. (2020) ex-
tended the work of DeVries (2017) and assigns the random pixel value to the masked
region to improve model performance. Cutmix replaces the region of an image with
a region of different image (Yun et al., 2019). Zhang et al. (2018) proposed similar
work, where the model is trained in convex combination of pairs of images and their
corresponding labels rather than replacing a portion of one image with portion of an-
other image. Hendrycks et al. (2019) proposed data augmentation technique AugMix
which utilizes stochasticity and diverse augmentations to produce a high diversity of
augmented images to improve model robustness. Huang et al. (2023) proposed a simple
data augmentation IPMix, which integrates pixel-based, patch-based, and image-based
data augmentation into a single framework to achieve model robustness. NoisyMix
proposed by Erichson et al. (2024) used noisy augmentations in both input and feature
space to improve model robustness. To address the problem of label ambiguities in-
curred during data augmentation with combining multiple images, Islam et al. (2024a)
proposed DIFFUSEMIX method which leverages stable diffusion for data augmenta-
tion. Authors have extended their work and proposed GenMix (Islam et al., 2024b) a

prompt guided data augmentation method to enhance model robustness.
Recently, Li et al. Li et al. (2023¢) proposed a Last Layer Ensemble (LLE) method
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to mitigate the multiple shortcuts present in the dataset. The authors stated in the paper
that the previous methods were amplifying the reliance of the models on other short-
cuts while mitigating one shortcut and their proposed method is able to mitigate the
multiple shortcuts. However, these shortcuts should be prior known for mitigation.
Yang et al. (2024b) made multiple contributions to identify the mitigate spurious cor-
relations. The authors showed that the gradient based methods can be used to identify
spurious correlations in the initial training phase. The authors proposed SePArate early
and REsample (Spare) method, which leverage importance sampling method to miti-
gate shortcuts. Zhao et al. (2024) proposed a mthod COMI (COrrect and Mltigate) to
address the problem of shortcut learning. The proposed method reduces the dependency
of models on shortcuts and extracts meaningful features integrated with standard Em-
pirical Risk Minimization (ERM). Deng et al. (2024) showed that the imbalanced data
group are more easily learned rather than core feature and overshadows the earning of
core features by spurious feature. The authors porposed Progressive Data Expansion
(PDE) training algorithm, which identifies and uses the group information to improve
the model’s robustness against shortcuts. Other approaches (Ling et al., 2024), (Kwon
et al., 2024) mitigate shortcuts for specific applications such privacy preservation and

semantic segmentation.

7.3 Diverse-Inconspicuous Feature Learning

As shown in Figure 7.2, the proposed DIVINE algorithm is a two-part learning ap-
proach. In the first learning part, the proposed algorithm identifies and then suppresses
the learned input features via a dominance feature map to identify other inconspicuous
input features. The dominance feature map represents the dominance of the identified
input features for classification. Further, in the second part, a unified model is trained
using these dominance feature maps to learn all the identified input features for en-
hancing generalizability. It should be noted that the problem of identification of all the
inconspicuous features is intractable, and hence, the proposed method identifies a set

of diverse inconspicuous features that maximize the learning of the model. As a result,

'In the literature, Shortcut Learning is referred to as the broad term for various ways in which a model
takes shortcuts by learning unintended strategies to minimize the loss. Abridge Learning is a sub-problem
of Shortcut Learning that deals only with the problem where the model picks up only dominant cues and
ignores other relevant features from the input data.
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Figure 7.2: Pipeline of the proposed diverse and inconspicuous feature learning method.
(a) Shows the steps to identify the inconspicuous input features. In steps
1 and 2, the model is trained with original images by minimizing cross-
entropy loss function. Steps 3 and 4 shows the computation of the dom-
inance matrix corresponding to each image. In step 5, feature-suppressed
dataset is obtained via the dominance matrix and dominance feature maps.
In the final step, the feature-suppressed dataset is used for training the model
to identify the inconspicuous input features. (b) Shows the unified diverse
model training with original images.

the proposed algorithm is able to alleviate the problem of Abridged Learning, and the

generalizability towards the out-of-distribution data samples.

Let X = {(z1,v1), (x2,%2), ..., (Tn, yn) } be a dataset with original training images
and their corresponding labels. For simplicity, let = is an image of the dataset X with
label y in one-hot form. Consider a model fx(.;0) with parameters 6. This model is
trained on the dataset X using cross entropy loss function, optimized over parameters

6.

min B ) x[~y" log fx(x; 0)] (7.1)

where, fx(x;0) outputs the probability vector for a given input image x. As mentioned
earlier, the objective is to identify diverse inconspicuous input features via dominance
feature maps followed by training a unified diverse model for enhancing generalizabil-
ity. Here, we will first discuss the method for identification of inconspicuous features

followed by training of the unified model.
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7.3.1 Identification of Inconspicuous Input Features

Let F(x) = {Fi(z), F3(x),...F.(x)} be the set of all input features present in the image
x that can be learned by the model using the loss function in Eq. 7.1. Each feature
F;(z) in the feature set F is the combination of input image pixels that can be learned
by the model for classification. For example, in Figure 7.1, one of the image features (in
the feature set learned by the model) constitutes of pixels of the paw region. From the
literature (Geirhos et al., 2020) (Pezeshki et al., 2021), it is known that during training,
a model learns the most dominant input features present in the dataset. Hence, the first
step is to identify the dominance of each pixel in an input image « for classification. For
this purpose, we have used input-output Jacobian method (Chan et al., 2020) (Hoffman
et al., 2019) that computes the dominance of each input image pixel on the model’s
output decision. Mathematically, for a given image x with input perturbation ¢, the

Taylor series expansion of the function f(z + ¢; 0) is defined as:

flzx+¢€0)= f(x;0) +6M + O(é?)

Ix (7.2)

The higher-order terms can be neglected for very small perturbations. Hence, the

above equation is updated as:

df (x; 0
flz+¢60)~ f(x;0) + GM (7.3)
dx
where, term % represents the input-output Jacobian matrix. Since we are computing

Jacobians with respect to the true class only, we term the output matrix as Dominance

matrix denoted by D;(x) = W. Large values (both +ve and -ve) in the dominance
matrix represent higher dominance of the corresponding image pixels in the input image
x. In other words, the model’s decision is highly dependent on the input image pixels

with high dominance values in the dominance matrix.

Once we obtain the dominance matrix, the next step is to identify the image pixels
with higher dominance values. Let p be the percentage of the most dominant image
pixels. The combination of these identified pixels represents the first identified input

feature F(z). To obtain F}(x), a mask M (x) is created using the following function:
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1 it D) >t
My(z) = (7.4)

0 otherwise

Here, t is the threshold obtained by sorting the dominance values of the dominance
matrix for top p percentage of pixels. Next, we compute the element-wise multiplication
of the mask with the input image = for obtaining feature F)(x). Mathematically, it is
written as:

Fi(x) =M (z)©z (7.5)

After obtaining the feature F(x), the next step is to compute the dominance feature
map D,,, (z) corresponding to the identified feature F}(z). These maps are used during
unified model training. Here, dominance feature map D,,, () represents the dominance
values of identified feature Fi(z) i.e., the combination of identified dominant pixels.

The dominance map D,,, (z) is obtained by:

Dy, (x) = My(z) ® Dy(x) (7.6)

Next, we identify other diverse inconspicuous input features. Conceptually, diver-
sity can be achieved by identifying features that are completely different from one
another. Thus, we enforced identified features to be disjoint, i.e., F;(z) N F;(z) =
¢, for i # j. For this purpose, we have suppressed the identified input feature F}(z) in
the input image x. This is done by setting the input image pixels to zero corresponding
to the non-zero dominance values in the dominance feature map D,,, (x). Mathemati-

cally, it is written as:

z if |Du,(2)] =0
2y, = (1.7)

0 if [Dp, ()] #0

where, z,, is the output image with suppressed feature F’(z). The above-mentioned
process is applied to all the training images in the dataset X. This results in a new
dataset X, with suppressed features obtained corresponding to all the images. It is

important to note that suppressing the identified features corresponding to all the images
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in the dataset X will enforce the model to learn other features.

To identify other input features, we use the feature-suppressed dataset X, . For this
purpose, we have trained a separate model using the loss function mentioned in Equa-
tion 7.1. Then, the process from Equations 7.2 to 7.7 is repeated using X, in place of
X to obtain X,. This process is repeated to identify input features until the stopping
criteria is achieved. Figure 7.3 shows samples of the original and feature-suppressed
datasets corresponding to MNIST dataset. The details of the stopping criteria are dis-

cussed in Subsection 7.4.4.

7.3.2 Diverse Unified Model Learning

Once the input features are identified, the next objective is to train a unified model that
learns all the identified input features. For this purpose, we have used the dominance
feature maps corresponding to all the identified features. Let k£ be the number of input
features identified for each image x. This means we have £ number of dominance
feature maps i.e., D, (), Dy, (), ..., Dy, (). To provide supervision during training,
all the dominance feature maps are combined into a single unified map by adding them

together. Mathematically, it is written as:
D, (z) = Dy (2) + Dy, (2) + ... + Dy, () (7.8)

where, D,,(x) is the unified dominance feature map. Let f,(.; #) be the unified model
with parameters 6 to be trained on the dataset X with original images. In order to en-
force the model to learn all the identified input features, the following objective function
is used.

mein E(y)~x[—y" log fu(z;0) + Lp(z)] (7.9)

Here, the first term represents the standard cross-entropy loss while the second term
Lp(x) represents the dominance loss. The dominance loss enforces the model to focus
on the identified input features. Let D, (x) be the Dominance matrix with dominance
values corresponding to the unified model f,(x;#). Then, in order to compute the
dominance loss, the squared Euclidean distance between the unified dominance feature

map D,,(z) and the dominance matrix D, (x) is minimized. Mathematically, the loss

133



Lp(x) is written as:

Lp(x) = ||Dp(x) — Dy(x)|[3 (7.10)

Therefore, the final objective function is written as :

min B g)x[~4" 108 £u(2:6) + || Don(x) = Du(2)3} (7.11)

Since the unified model learns inconspicuous and diverse input features, thereby,
it not only alleviates the effect of Abridged Learning but also enables the model to

generalize over out-of-distribution samples.

7.4 Experimental Setup

The primary objective of this research is to remove the shortcuts learned by the model
via learning inconspicuous and diverse input features. Our hypothesis is based on the
observation that existing algorithms learn dominant features while ignoring other rel-
evant features from the dataset within a distribution. The performance of the models
suffers when dominant features are distorted/suppressed. This is because the inductive
bias of the model is based on the dominant feature only. To address this, the proposed
DIVINE algorithm is designed to learn the dominant features along with inconspicuous
features reducing the dependence on the dominant feature only. Since the proposed
learning process introduces the model to suppressed features as well, making the train-
ing diverse in nature. This ensures the generalized inductive bias of the final trained
model. In order to validate this hypothesis, the experiments are performed for Abridged
Learning on the feature-suppressed datasets corresponding to MNIST (LeCun et al.,
1998), CIFARI10 (Krizhevsky et al., 2009), and TinylmageNet (Le and Yang, 2015)
datasets. These feature-suppressed datasets are obtained by suppressing the identified

input features (described in Section 7.3.1).

To further analyze the applicability of the proposed algorithm in real-world scenar-
10s, we perform the experiment by evaluating the unified model on out-of-distribution
samples. These samples are taken from the corrupted datasets CIFAR10-C, CIFAR100-
C, TinyImageNet-C and perturbed datasets CIFAR10-P, CIFAR100-P, and TinyImageNet-

P. The corrupted datasets contain 15 different corruptions corresponding to the CI-
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FAR10, CIFAR100, and TinylmageNet datasets, respectively. We discuss the details

of the corruption and perturbed datasets employed for evaluation below:

MNIST (LeCun et al., 1998) consists of 60,000 training images and 10,000 test-
ing images, of handwritten digits from 10 different classes (0-9). Each image is a
grayscale image of 28 x 28 resolution. The standard pre-defined protocol is used
for evaluation.

CIFAR10 (Krizhevsky et al., 2009) contains 60,000 32 x 32 color images of 10
different classes with 50,000 images in training set and 10,000 images in testing
set. The standard pre-defined protocol is used for evaluation.

TinylmageNet (Le and Yang, 2015) is a large-scale dataset consisting of 100,000
images of 200 classes (500 for each class). The dataset consists of color images
of 64 x 64 resolution. The standard pre-defined protocol is used for evaluation.

CIFAR10-C (Hendrycks and Dietterich, 2019a) contains 15 corruptions on the
CIFAR10 dataset - defocus blur, contrast, pixelate, snow, fog, glass blur, bright-
ness, elastic transform, frost, jpeg compression, shot noise, impulse noise, zoom
blur, Gaussian noise, and motion blur. The images are corrupted at five different
levels with increasing severity.

CIFAR100-C (Hendrycks and Dietterich, 2019a) contains 15 corruptions on
the CIFAR100 dataset. The corruptions used on the CIFAR10-C dataset are also
used on this dataset. The images are corrupted at five different levels with in-
creasing severity.

TinylmageNet-C (Hendrycks and Dietterich, 2019b) contains 15 corruptions
on the TinyImageNet dataset. The corruptions used in CIFAR10 and CIFAR100
datasets and also used in this dataset. The images are corrupted at five different
levels with increasing severity. This results in a total of 75 distinct corruptions.

CIFAR10-P, CIFAR100-P, and TinyImageNet-P (Hendrycks et al., 2019):
The perturbed datasets CIFAR10-P, CIFAR100-P, and TinyImageNet-P modify
the original CIFAR and ImageNet datasets. These datasets have smaller pertur-
bations compared to corruption datasets and are used to measure the model’s
prediction stability. Each example in these datasets is a video and we measure the
model’s prediction consistency. Ideally, the model should not change the predic-
tion with the increase in perturbation intensity.

7.4.1 Comparison with Existing Approaches

Since the proposed method involves the suppression of different input pixels under the

supervision of dominance maps, we have performed random suppression of input fea-

tures for comparison. In the random suppression (RS) method, we randomly drop p%

pixels during training. Further, we have compared our method with Jacobian Regular-

ization. In literature, Jacobian Regularization (Chan et al., 2020) is primarily used for
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reducing the sensitivity of input image pixels to enhance the robustness of the models.

We have used this regularization method with the standard cross-entropy loss function.

Why we are not comparing DIVINE with existing Data Augmentation methods on
corrupted datasets?: In the literature, various data augmentation based techniques
(Hendrycks et al., 2019; Yun et al., 2019; Zhang et al., 2018) have been presented to
make the model robust on OOD samples. The results are presented on the corrupted
datasets CIFAR10-C, CIFAR100-C, and TinyImageNet-C. Even though the DIVINE
algorithm is evaluated on these corrupted datasets, however, it would be unfair to make
comparison of the DIVINE with existing data augmentation based techniques due to

the following reasons:

1. DIVINE identifies and suppresses dominant features iteratively during training,
actively encouraging the model to learn inconspicuous features. It uses dom-
inance matrices and a structured learning approach, fundamentally altering the
model’s training dynamics. However, data augmentation modifies the dataset to
introduce diversity without addressing the model’s inherent reliance on dominant
features or its inductive biases.

2. DIVINE directly addresses the learning process to correct biases, ensuring mod-
els do not overly rely on dominant features. On the other hand, data augmentation
assumes that more diverse data leads to better generalization. This approach does
not explicitly consider the model’s inherent biases toward dominant features.

3. Comparing DIVINE to data augmentation techniques can mislead the interpreta-
tion of results. It might imply that DIVINE competes with augmentation meth-
ods, while in reality, the two approaches serve complementary purposes. Data
augmentation techniques can potentially be combined with DIVINE to further
enhance robustness and generalization, rather than being viewed as alternatives.

7.4.2 Evaluation Metrics

We compute the classification accuracy to evaluate model performance on the MNIST
and CIFARI10 datasets. To evaluate the performance on the corrupted images, we re-
port the Relative Corruption Error (Relative CE) and Relative Mean Corruption Error
(Relative mCE) (Hendrycks and Dietterich, 2018).

S Bl —FE!

s=1 "s,c original
(7.12)
Zi:l Eg,c - Eb

original

Relative CE/
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Original Images

Feature suppressed Images

Figure 7.3: Sample original images and the corresponding feature-suppressed images
on the MNIST dataset obtained using the proposed method.

where, f denotes the model to be evaluated, b denotes the baseline model obtained using

Abridge Learning (AL), E/_ and E”

clean clean

denote the error obtained corresponding to
the model to be evaluated and the AL model on original images. Ef . and Ef}c denote
error rates on corruption c at severity level s corresponding to the model to be evaluated
and the AL model, respectively. A lower Relative CE indicates a higher performance

over the baseline.

To evaluate the performance on the perturbed datasets, we measure the probability
that two consecutive frames with different intensity of perturbations, have “flipped” or
mismatched predictions. This is termed as mean Flip Rate (mFR) Hendrycks et al.

(2019).

7.4.3 Implementation Details

For the MNIST dataset, a Convolutional Neural Network (CNN) architecture is used.
The network consists of 5 convolutional layers, each followed by ReLLU activation and
maxpool. Two fully connected layers of dimensions 512 and 64 are added after the

convolutional block followed by softmax. ResNet50, XceptionNet, and DenseNet121
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Table 7.1: Classification accuracy (%) of existing and the DIVINE algorithm on the
original and feature-suppressed datasets.

Abridge Jacobian Random DIVINE
Learning | Regularization | Suppression
MNIST
Original 99.21 85.80 98.67 97.31
X, 66.53 76.52 85.56 91.41
X, 50.98 70.18 68.10 84.98
X, 40.87 62.97 54.24 75.20
Average 64.40 73.87 71.64 87.22
CIFAR10
Original 82.38 81.63 81.73 80.34
X, 64.16 65.90 63.97 67.41
X, 52.63 54.88 52.01 58.18
X, 44.45 46.87 45.19 51.83
Average 60.98 62.32 60.72 64.44
CIFAR100
Original 74.63 75.95 75.46 74.57
X5, 37.44 48.31 45.21 56.31
X, 27.84 39.61 36.86 49.79
X, 15.22 26.28 14.71 33.49
Average 39.23 44.64 43.06 53.54
Tiny-ImageNet
Original 60.59 49.06 51.66 54.59
X, 40.46 39.29 43.71 43.42
X, 27.35 31.91 33.92 32.67
X, 21.67 27.28 27.94 26.66
Average 37.51 36.88 39.30 39.33
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Original Images
Feature suppressed Images

Figure 7.4: Sample original images and the corresponding feature-suppressed images
on the CIFAR10 dataset obtained using the proposed method.

architectures are used for the CIFAR10, CIFAR100, and TinyImageNet datasets. Mod-
els are trained on the original and feature-suppressed datasets with a learning rate of
0.0001. For the CIFAR10 and CIFAR100 datasets, models are trained using Adam op-
timizer with a batch size of 32 whereas, models are trained using RMSProp optimizer
with a batch size of 64 for the TinyImageNet dataset. For the MNIST dataset, the mod-
els are trained for 10 epochs and the features are suppressed with p = 3%. The models

on the CIFAR10 and CIFAR100 datasets are trained for 20 epochs and p = 3% is used.

For both datasets, the architectures used to train the AL models are used for training
the unified model. The unified models are trained using Adam optimizer with a learning
rate of 0.0001 for 20 epochs and batch size of 32. Code is implemented in Tensorflow
2.3.1. The model trainings are performed on a DGX station with Intel Xeon CPU, 256
GB RAM, and four 32 GB Nvidia V100 GPU cards. The source code is available at

https://anonymous.4open.science/r/ID-Learning-7633.

7.4.4 Selection Criteria for Number of Feature Maps

In order to decide the number of features, we have computed the running average of the
classification accuracy obtained on the original and feature suppressed dataset using AL
method. We decided to iterate computing feature maps at most 3 times given the average
running classification should not be below 50 percent of the classification accuracy

obtained on the original dataset.
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7.4.5 Implementation Details

For the MNIST dataset, a Convolutional Neural Network (CNN) architecture is used.
The network consists of 5 convolutional layers, each followed by ReLLU activation and
maxpool. Two fully connected layers of dimensions 512 and 64 are added after the
convolutional block followed by softmax. ResNet50, XceptionNet, and DenseNet121
architectures are used for the CIFAR10, CIFAR100, and TinyImageNet datasets. Mod-
els are trained on the original and feature-suppressed datasets with a learning rate of
0.0001. For the CIFAR10 and CIFAR100 datasets, models are trained using Adam op-
timizer with a batch size of 32 whereas, models are trained using RMSProp optimizer
with a batch size of 64 for the TinyImageNet dataset. For the MNIST dataset, the mod-
els are trained for 10 epochs and the features are suppressed with p = 3%. The models

on the CIFAR10 and CIFAR100 datasets are trained for 20 epochs and p = 3% is used.

For both datasets, the architectures used to train the AL models are used for training
the unified model. The unified models are trained using Adam optimizer with a learning
rate of 0.0001 for 20 epochs and batch size of 32. Code is implemented in Tensorflow
2.3.1. The model trainings are performed on a DGX station with Intel Xeon CPU, 256
GB RAM, and four 32 GB Nvidia V100 GPU cards.

7.5 Results and Analysis

The proposed DIVINE algorithm is evaluated on two types of datasets: (i) feature-
suppressed datasets and (ii) corruptions. In the first set of evaluations, we validate our
assertion of “Abridge Learning” using the MNIST, CIFAR10, CIFAR100, and TinyIm-
ageNet datasets. For corruptions, we showcase results on CIFAR10-C, CIFAR100-C,
and TinyImageNet-C datasets. We further compare the DIVINE algorithm with an al-
gorithm proposed by Carter et al. (2021).

7.5.1 Evaluation on Feature-suppressed Datasets

This experiment is performed to validate that a model trained using conventional meth-

ods relies on the dominant features (which are easy to learn) during classification,
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Original Original  Feature Suppressed Original Original  Feature Suppressed
Digit 2 Digit 8 Digit 1 Digit 4 Digit 4

Figure 7.5: Visualizations of the semantically relevant features learned by the model.
(a) shows the strokes learned by the model, which distinguishes digit 8 from
2 and (b) shows the feature-suppressed image. Similarly (c) and (d) show
the distinguishing strokes learned by the model and the feature-suppressed
image.

(b)

(d)

thereby reducing the performance of the model when these dominant input features
are missing. The performance of the AL model trained on original images is evalu-
ated on the testing set of original and feature-suppressed datasets, i.e., X, Xy, , X, and
Xs,. Dataset X, has images with one suppressed dominant input feature in each im-
age. Similarly, datasets X, and X, have images with two and three suppressed dom-
inant input features in each image, respectively. Table 7.1 shows the performance of
the AL models corresponding to the MNIST, CIFAR10, CIFAR100, and TinyImageNet
datasets. It is observed that the performance of the AL models degrades significantly on
the feature-suppressed datasets. For instance, the performance of the AL model trained
on the MNIST dataset drops from 99.21% to 66.53% on feature-suppressed dataset X,
(32.68% drop), which further degrades to 50.98% on feature-suppressed dataset X, .
This shows that the performance of the models trained using conventional methods is
heavily dependent on the dominant input features. On the other hand, the performance
of the unified model drops by only 5.90% when evaluated on X, . As seen in Table 7.1,
the unified model trained using the proposed DIVINE algorithm performs well on the

feature-suppressed datasets.

Results of the unified model in Table 7.1 are compared with random suppression,
and the Jacobian regularization method (Chan et al., 2020). Both approaches are used
to enhance the robustness of the models. It is observed that existing approaches perform
better than the AL model, especially on the MNIST dataset. However, the performance
is not as good as that obtained using the unified model. In the random suppression
method, there is no supervision to the model for learning a diverse set of features.
While in the Jacobian regularization method, the model reduces its dependency on the

dominant features during training, it is not able to learn the inconspicuous features.
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Table 7.2: Comparison of relative corruption error obtained using existing and pro-
posed methods for each corruption type on the CIFAR10-C and CIFAR100-C

dataset.
CIFAR10-C CIFAR100-C
Corruptions Jacobian Random DIVINE Jacobian Random DIVINE
Regularization | Suppression Regularization | Suppression

Defocus Blur 102.35 108.77 92.90 105.88 108.38 102.08
Contrast 100.19 103.55 99.64 103.86 114.32 122.66
Pixelate 95.09 113.08 75.58 108.59 106.95 74.61
Snow 91.57 81.15 81.38 97.17 99.32 78.91
Fog 105.04 111.62 99.17 111.01 110.61 110.52
Glass Blur 96.11 87.62 73.69 98.51 98.49 82.99
Brightness 106.40 133.70 101.00 129.75 136.48 125.60
Elastic 103.84 109.48 97.95 107.35 106.55 96.89
Frost 100.47 113.05 88.12 104.53 111.80 83.74
JPEG 86.40 93.95 70.86 93.23 91.82 73.24
Shot Noise 95.65 111.77 72.62 101.47 107.27 76.46
Impulse Noise 91.70 92.17 73.02 105.16 96.99 78.15
Zoom Blur 99.16 111.06 95.85 97.47 98.42 89.50
Gaussian Noise 95.49 110.70 73.32 101.74 107.97 79.18
Motion Blur 105.37 116.31 99.40 107.86 113.26 98.38
Relative mCE 98.32 106.29 86.30 104.90 107.24 91.53

Figure 7.5 (a) & (b), show that the discriminative stroke of digit ‘8" (highlighted
in red) is the most dominant feature differentiating it from digit ‘2, and is therefore
suppressed. Similar observations can be made for digits ‘4’ and ‘1’ in Figure 7.5 ((c)
& (d)). Figure 7.4 effectively illustrates the core principle of the DIVINE algorithm:
iterative feature suppression forces the model to learn inconspicuous, diverse features
that enhance generalization and robustness. The key insights from the Figure 7.4 are as

follows:

1. The original images contain all features, including dominant and inconspicuous
ones, which the model initially uses for classification.

2. Feature-suppressed images represent the results of successive iterations of feature
suppression. Considering the first row representing the sample of a class horse:

(a) The image z,, represents that the model focuses on the body of the horse
(dominant feature), and this is removed in z, .

(b) After suppressing the first dominant feature, the model identifies and sup-
presses the second dominant feature i.e., parts of the horse’s legs, as shown in
T,

(c) In the third iteration, the next set of dominant features is suppressed,
which are other structural elements like part of the tail or mane, as shown in
Tsg-
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3. The features learned by the model during suppression are semantically meaning-

ful. For example: The model’s attention transitions from the horse’s body and
legs (dominant features) to the tail, mane, and even background details (incon-
spicuous features). This process ensures that the model does not overly depend
on any single set of dominant features for classification.

The visualization of the dominance matrix computed corresponding to both the AL

and unified models is shown in Figure 7.6. We have made the following observations

from Figure 7.6:

1.

The dominance matrices D;(x) corresponding to AL models are highly concen-
trated on specific dominant input features. This confirms that AL models primar-
ily rely on dominant features for making predictions, neglecting other potentially
useful inconspicuous features.

The matrices Dy () and D3(x), which correspond to models trained on feature-
suppressed datasets, show a shift in focus from dominant features to inconspicu-
ous features.

. The unified dominance matrix D, (x), representing the fully trained DIVINE

model, shows a balanced focus across all identified input features. This includes
both dominant and inconspicuous features, ensuring robustness and generaliza-
tion.

The broader focus in D, () aligns with the improved performance of DIVINE on
feature-suppressed datasets (as highlighted in Table 7.1) and on out-of-distribution
datasets.

Overall, Figure 7.6 provides a clear visualization of the progression from narrow

feature focus (AL) to comprehensive feature learning (DIVINE). The shift in domi-

nance matrices underscores the success of DIVINE in mitigating Abridge Learning by

promoting the learning of diverse and inconspicuous features. This balanced learning

enhances robustness and generalization, as demonstrated in the experimental results.

Ablation Study for parameter p: On updating the values of p from 3% to 10%,

the performance of the unified model degrades on feature-suppressed datasets. Since,

the model prediction is dependent only on a few input pixels, setting a higher value

of p results in suppressing of dominant as well as other input features, which in turn

decreases the performance of the unified model on the feature-suppressed datasets.
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Table 7.3: Classification accuracy (%) obtained using Jacobian Regularization (JR),
Random Suppression (RS), and DIVINE algorithm on the TinylmageNet-
C dataset for different corruptions.

Corruptions Jacobian Random DIVINE
Regularization | Supression
Defocus Blur 21.07 19.97 29.43
Contrast 12.37 12.51 18.70
Pixelate 27.98 31.79 39.53
Snow 25.16 26.83 32.8
Fog 21.46 23.37 33.09
Glass Blur 28.33 30.36 32.14
Brightness 27.02 28.33 36.14
Elastic 21.23 21.47 30.89
JPEG 26.30 29.07 37.25
Shot Noise 35.77 37.68 43.09
Impluse Noise 29.71 34.09 39.14
Zoom Blur 20.07 18.83 28.20
Gaussian Noise 34.75 36.99 41.84
Motion Blur 21.47 22.11 30.87
Mean 25.19 26.67 33.79

7.5.2 Evaluation on Corruptions and Perturbations

This experiment is performed to evaluate the generalizability and robustness of the pro-
posed unified model on out-of-distribution images. The performance on corruptions

and perturbations are discussed below:

Performance on Corruption We have reported the relative corruption error (Rel-
ative CE) and the relative mean corruption error (Relative mCE) on the CIFAR10-C
and CIFAR100-C datasets. The results are shown in Table 7.2. The proposed unified
model outperforms random suppression and Jacobian Regularization methods on the
corruption datasets. The proposed unified model gives a Relative mCE of 86.30 and
91.53 corresponding to the CIFAR10-C and CIFAR100-C datasets, respectively. On
comparing the performance of CIFAR10-C and CIFAR100-C datasets for individual
corruptions, the proposed unified model trained with the DIVINE method outperforms
other methods on 14 corruptions (excluding snow corruption on the CIFAR10-C and

contrast corruption on the CIFAR100-C) and gives a comparable performance on the
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Table 7.4: Classification accuracy (%) obtained using Abridged Learning and DIVINE
algorithm on the CIFAR10-P and CIFAR100-P datasets for different pertur-

bations.
nFR % CIFAR10 CIFAR100
Abridged Learning | DIVINE | Abridged Learning | DIVINE

Brightness 1.33 1.22 2.98 1.03
Gaussian Noise 5.21 3.86 15.3 2.21
Motion Blur 11.26 9.9 14.74 2.1
Rotate 8.29 6.24 11.12 3.09
Scale 9.55 7.99 13.2 4.87
Shot Noise 6.4 4.82 17.96 29
Snow 3.75 2.96 6.59 1.15
Tilt 3.13 2.49 5.52 1.55
Translate 15.63 13.53 28.34 11.79
Zoom Blur 0.79 0.67 1.78 0.32
Overall mFR 6.534 5.368 11.753 3.101

snow and contrast corruption corresponding to CIFAR10-C dataset, respectively.

Table 7.1 shows that the performance of all the existing methods is comparable to
the original images. However, random suppression and Jacobian regularization methods
fail to generalize well on out-of-distribution images as shown in Table 7.2 due to the
following reasons:

1. In case of random suppression, the model lacks supervision to focus on mean-

ingful inconspicuous features. This approach does not ensure that suppressed

features are either dominant or relevant, potentially leading to suboptimal learn-
ing.

2. In case of Jacobian Regularization (JR), it effectively reduces dependency on
dominant features, however, it does not actively guide the model to learn incon-
spicuous features, leaving a gap in robust feature learning.

To test our method on a large-scale dataset, we computed the performance on the
TinyImageNet-C dataset and report the results obtained in Table 7.3. On the TinyImageNet-
C dataset, DIVINE yields an absolute improvement of 25.54% and 19.02% over the ran-
dom suppression and Jacobian regularization methods, respectively as shown in Table
7.3. We observe the robustness of the proposed DIVINE algorithm against a variety of
corruptions. These results are illustrated for three different learning methods namely-

Jacobian Regularization, Random Suppression, and the proposed DIVINE algorithm.
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Figure 7.6: Illustration of dominant features and inconspicuous features obtained in the
MNIST dataset. Sample original images x and the corresponding domi-
nance matrices D;(z), Dy(x), D3(x), and D, (z). Di(z) and D, (z) are
obtained corresponding to the AL and unified model trained on the original
dataset. In contrast, Dy(z) and D3(x) are obtained corresponding to the
model trained on feature-suppressed datasets.

From the table, it is clearly visible that the proposed algorithm outperforms other al-
gorithms on all corruptions. We also achieve significantly better mean classification
accuracy using the proposed DIVINE algorithm. This clearly describes the applicabil-

ity of DIVINE algorithm on large-scale datasets as well.

Performance on Perturbations We have reported the Flip Rate (FR) and the Overall
mean flip rate (Overall mFR) on the CIFAR10-P, CIFAR100-P, and TinelmageNet-P
datasets. The results are shown in Table 7.4 and 7.5. The proposed unified model
outperforms abridge learning on the perturbed datasets. The proposed unified model
gives an overall mFR of 5.36 %, 3.10%, and 21.85% corresponding to the CIFAR10-P,
CIFAR100-P, and TinylmageNet-P datasets, respectively. On comparing the perfor-
mance of individual perturbations on all datasets, the proposed unified model trained
with the DIVINE method outperforms abridge learning. We have also compared the
performance of DIVINE with existing methods and the results are shown in the Table
7.6. The proposed algorithm DIVINE outperforms the second best algorithm IpMix
Huang et al. (2023) by mFR 1.2% and achieves the state-of-the-art (sota) results.

The visualization of the dominance matrix obtained corresponding to the unified
model and existing approaches on the corrupted images of the CIFAR10 dataset are
shown in Figure 7.7. We can see that the unified model focuses on multiple input
features/regions while the existing approaches fail to focus diversely. On observing
the relative corruption error corresponding to impulse noise corruption in Table 7.2, it
is found that the error for the proposed method is 73.02, which is 18.68 and 19.15 less

than Jacobian regularization and random suppression methods, respectively. This shows
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Figure 7.7: Sample images corrupted with impulse noise and the corresponding domi-
nance matrices obtained using Jacobian regularization, random suppression,
and the proposed unified model.

the applicability of the proposed method in real-world scenarios where external corrup-
tions are common. Additionally, the proposed method can be used in combination with

existing approaches for improving robustness.

Comparison with Carter et al. (NeurIPS 2021) (Carter et al., 2021): Carter et
al. Carter et al. (2021) have shown that only 5% spurious pixel subsets in an image are
enough for confident prediction. These pixel subsets may be meaningless to humans

and lead to over-interpretation by the model. This validates our assumption of abridge
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Figure 7.8: Plot representing the trend line of the average classification accuracy corre-
sponding to baseline and proposed algorithm on different values of p on the
MNIST dataset.
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Table 7.5: Classification accuracy (%) obtained using Abridged Learning and DIVINE
algorithm on the TinyImageNet-P dataset for different perturbations.

MFR % TinyImageNet
Abridged Learning | Unified Model

Brightness 12.09 9.53
Gaussian Noise 28.56 18.58
Gaussian Noise V3 56.82 42.36
Rotate 45.49 30.19
Shear 37.83 24.19
Shot Noise V2 41.11 26.99
Snow 15.66 11.26
Specekle Noise 26.4 15.26
Specekle Noise V3 53.97 38.08
Translate 41.92 31.51
Gaussian Blur 5.17 391
Gaussian Noise V2 47.06 32.98
Motion blur 7.66 5.36
Scale 40.3 29.87
Shot Noise 32.09 20.14
Shot Noise V3 50.29 34.85
Spatter 17.5 12.22
Specekle Noise V2 441 28.65
Tilt 25.26 15.45
Zoom Blur 8.73 5.74
Overall mFR 31.9005 21.856

learning during training of the model. The authors further used an ensemble method to
mitigate the problem of abridge learning. In order to showcase the effectiveness of the
proposed DIVINE algorithm, we have also compared its performance on CIFAR10-C
dataset. The DIVINE algorithm achieves a relative mCE of 86.30 which outperforms
the ensemble method (Carter et al., 2021) by a margin of 8.62. In general, ensemble
methods reduce overfitting and improve model performance. However, they do not nec-
essarily make the model robust towards out-of-distribution samples. By enforcing the
learning of inconspicuous input features, the DIVINE algorithm offers better robust-

ness.

Comparison with LLE Li ef al. (2023c): In the literature, Li et al. (2023c) pro-

posed a Last Layer Ensemble (LLE) method to mitigate the multiple shortcuts present
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Table 7.6: Comparison of Mean Flip Rate (mFR) of DIVINE with existing algorithms
on the CIFAR100-P dataset.

Method mFR %
MixUp Zhang et al. (2018) 8.9
CutOut DeVries (2017) 11.9
CutMix Yun et al. (2019) 12.0

AugMix Hendrycks et al. (2019) | 5.6

PixMix Hendrycks et al. (2022) | 5.6

IpMix Huang et al. (2023) 4.3
DIVINE 3.1

in the dataset, which is also one of the objectives of the proposed DIVINE algorithm.
However, there are several fundamental differences between DIVINE and LLE Li ez al.

(2023¢), which makes DIVINE better. These differences are as follows:

1. DIVINE effectively balances the learning of dominant and inconspicuous fea-
tures, ensuring generalization even under severe perturbations. On the other hand,
LLE focuses on mitigating shortcut reliance, which does not explicitly guarantee
balanced feature learning.

2. LLE is primarily evaluated on two new datasets, UrbanCars with controlled spu-
rious cues like background and co-occurring objects) and ImageNet-W (an Ima-
geNet variant with watermarked images) and included a wide range of baseline
methods. On the other hand, DIVINE has been evaluated on a more diverse
set of datasets, including MNIST, CIFAR10, CIFAR100, TinylmageNet, and
their corrupted and perturbed counterparts (CIFAR10-C, CIFAR10-P, CIFAR100-
C, CIFAR100-P, TinyImageNet-C, and TinylmageNet-P). This broad range of
datasets ensures robustness and generalizability across various real-world condi-
tions, making our evaluation more extensive in terms of dataset variety.

3. Unlike LLE, which introduces additional classifiers and a distributional shift clas-
sifier, DIVINE provides a simpler and more efficient framework that can be easily
integrated into existing training pipelines. Furthermore, our work outperforms
state-of-the-art data augmentation techniques (e.g., MixUp, CutMix, AugMix,
PixMix, and IpMix) in terms of mean flip rate (mFR), demonstrating its robust-
ness without relying on data augmentation alone.

4. LLE is applicable to scenarios where the shortcuts are known as given in Urban-
Cars and ImageNet-W datasets. Manually identifying the shortcuts in the dataset
is a tedious task and non-scalable. In real-word scenarios, the shortcuts present
in the dataset and learned by the models are unknown. On the other hand, the
proposed DIVINE is not dependent on the known shortcuts and is able to handle
multiple unknown shortcuts.

5. While DIVINE incurs additional computational costs due to Jacobian computa-
tions, the complexity of maintaining ensemble classifiers in LLE may lead to
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Table 7.7: Training time of Abridged Learning and proposed DIVINE method on CI-

FAR10 dataset.
Abridged Learning | DIVINE
Time per Epoch (in seconds) 73 177
Total Training Time (in minutes) 25 60

higher memory and computational overhead.

7.5.3 Ablation Experiment to Visualize the Trend of Parameter p

We conduct a series of experiments for varying values of p, specifically at 0.5%, 1.5%,
3%, 6%, and 10%. The trend observed in average classification accuracy for these
values is depicted in Figure 7.8, and detailed results are presented in Table 1. From this
representation, we notice a slight decrease in accuracy at p=0.5% and p=1.5% for the
baseline model, indicating that dominant features are still present in the datasets with
feature suppression at these lower p values. However, at p=3%, there is a noticeable
decline in the baseline model’s performance, highlighting the successful elimination of
dominant features in the dataset. Consequently, we have selected p=3% as the optimal

value for conducting our experiments.

7.5.4 Computational Runtime

We have calculated the temporal cost associated with the MNIST, CIFAR10, CIFAR100,
and TinylmageNet datasets during the first phase. In this phase, the model undergoes
training on the dataset with suppressed features, and this process is repeated three times.
The MNIST dataset requires 10 epochs for training, with each epoch taking approxi-
mately 14 seconds to complete. The entire training process for MNIST, therefore, takes
around 420 seconds, equivalent to 7 minutes. In the case of CIFAR10 and CIFAR100
datasets, each epoch lasts about 61 seconds, while for the TinyIlmageNet dataset, it is
around 935 seconds per epoch. These time durations present opportunities for optimiza-
tion, possibly through the application of methods like the one proposed by (Wang et al.,
2020), which involves pruning the network at the initial stage, prior to training. It is im-

portant to note that the time required for inference (testing) remains consistent between
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the proposed unified model and the AL model. Further, we compute the time complex-
ity of Abridge Learning and the proposed DIVINE algorithm for each epoch as well as
the total training time. From Table 7.7 we observe that overhead training time is 104
seconds for each epoch, which is mostly spent on the computation of Jacobians. Since,
the proposed DIVINE method increase the computation time over Abridge Learning,
we consider this a limitation of the proposed method the minimization of this overhead

can be explored in the future work.

7.6 Limitations

We highlight the following limitations of the proposed DIVINE algorithm:

* Though the proposed method mitigates Abridged Learning, it is computationally
expensive as it uses iterative suppression and retraining process to identify in-
conspicuous and diverse features and training of the models on the same data.
However, this iterative mechanism is fundamental to DIVINE’s ability to learn
both dominant and inconspicuous features, which significantly improves robust-
ness and generalization. To mitigate this limitation in future work, we are explor-
ing optimization strategies, such as gradient approximation techniques, selective
iteration schemes, and model pruning or early stopping.

* The proposed idea is validated only for the image modality in classification set-
ting. However, the proposed approach can be extended for more modalities and
different tasks.

* The proposed method DIVINE is not applicable to those abridge learning prob-
lems where the dominant features are not semantic. For example, in ColoredM-
NIST dataset, the spurious correlation is due to color attribute of the digits, which
is not a semantic feature and DIVINE is capable of only highlighting the semantic
features in the input data. While DIVINE is effective for scenarios where dom-
inant features are semantically relevant, addressing non-semantic biases requires
a different strategy. Future work could incorporate bias mitigation frameworks,
feature attribution analysis, and data augmentation methods to deal with non-
semantic features.

7.7 Summary

Conventional deep learning algorithms typically prioritize enhancing classification ac-
curacy, which can result in inadequate learning and poor generalization to out-of-dis-

tribution samples. In this research, we introduce a unique, holistic learning approach
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called Diverse and Inconspicuous Learning (DIVINE) which focuses on maximizing
learning from a given set of inputs and learning as many discriminative features as possi-
ble. We validate DIVINE’s effectiveness through extensive experiments across various
datasets, including MNIST, CIFAR10, CIFAR100, TinylmageNet, and their corrupted
and perturbed versions. The proposed approach consistently outperforms state-of-the-
art methods in robustness and out-of-distribution generalization. The results reveal that
the dominance maps generated via our method provide superior guidance for learning
a rich set of input features. Consequently, our model demonstrates enhanced gener-
alizability and robustness, particularly in the presence of out-of-distribution samples.
We posit that this comprehensive style of learning ensures more reliable model predic-
tions, especially in real-world situations where data corruption and distribution shifts

can significantly impair performance.
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Chapter 8

Conclusion

Artificial Intelligence (AI) has rapidly evolved into a transformative technology
shaping nearly every aspect of human life. Despite its immense potential, the widespread
deployment of Al systems has exposed several foundational challenges related to pri-
vacy, robustness, and trustworthiness. This thesis has undertaken a holistic exploration
of these challenges, presenting an integrated research framework that bridges privacy
preservation, media authenticity, model adaptability, and generalization. Collectively,
the contributions of this work form a cohesive effort toward designing Al systems that
are secure, interpretable, and ethically aligned with societal needs. Rather than treating
each challenge in isolation, the thesis demonstrates how privacy protection, robustness,
and generalization are interdependent aspects of building reliable Al and offers princi-

pled solutions that advance all these dimensions simultaneously.

This thesis has systematically addressed some of the most pressing issues, includ-
ing privacy breaches, the proliferation of fake media, and the limited robustness and
generalizability of AI models in real-world scenarios. Through novel contributions, we
have advanced the field’s understanding and proposed practical solutions to mitigate
these challenges effectively. The main contributions of the dissertation are summarized

below:

1. Attribute and Identity Anonymization for Privacy Preservation: Privacy con-
cerns in Al-powered face analysis are increasingly significant, especially with the
ease of extracting sensitive information from facial images. To address this, we
proposed a privacy-preserving algorithm that leverages adversarial perturbations
to selectively anonymize facial attributes and identity information while main-
taining visual integrity. Unlike existing methods, our approach does not rely on
reference images and offers precise control over which attributes are anonymized
or retained. This contribution empowers users with greater control over their
data, striking a balance between privacy and utility. Empirically, on the CelebA
dataset, the suppression of sensitive attributes such as Gender, Attractive, and
Smiling achieved over 96% suppression accuracy, with classifier accuracy for
attributes like Attractive dropping from 89.31% to 0.28% after anonymization.
For identity anonymization, the proposed algorithm achieved a true positive rate
(TPR) of 0.002 on the LFW dataset using the ArcFace model, establishing a new
state-of-the-art benchmark for identity suppression.



2. Low-Quality Deepfake Detection: The misuse of Deepfake technology has be-
come a significant threat, particularly with the dissemination of manipulated con-
tent on social media platforms that apply compression. Existing Deepfake detec-
tion algorithms often fail on low-quality, compressed media. To address this, we
proposed an algorithm that enhances previously unseen and imperceptible arti-
facts, learning from subtle features often lost during compression. By incorpo-
rating a visibility matrix, our method enhances detection capabilities, effectively
tackling the challenges posed by low-quality Deepfakes and ensuring media au-
thenticity. On the FaceForensics++ dataset under conditions of strong compres-
sion, the proposed algorithm, when trained on high-quality videos and evaluated
on low-quality counterparts, demonstrated a 17.34% increase in classification ac-
curacy relative to the approach of Kumar et al. (2020).

3. Data Fine-Tuning: In scenarios where commercial off-the-shelf (COTS) sys-
tems act as black boxes, fine-tuning model parameters is often infeasible due to
their inaccessibility. To overcome this, we introduced a data fine-tuning tech-
nique that adapts input data to align with the model’s inherent behavior, enhanc-
ing performance without modifying the model itself. Experiments on CelebA and
LFW demonstrated accuracy improvements of 17%—-29% improvements across
all tested attributes in the inter-dataset setting, showing its effectiveness at adapt-
ing black-box models to new datasets without modifying the model itself. Fur-
thermore, our Feature-Guided Perturbation (FGP) method addresses the issue of
data shift by refining the feature space, ensuring reliable performance across di-
verse scenarios. These techniques provide a scalable and efficient solution for
improving the adaptability of black-box systems in real-world applications.

4. Diverse and Inconspicuous Learning (DIVINE): Traditional deep learning al-
gorithms often overfit dominant features, leading to poor generalization in out-
of-distribution scenarios. To address this limitation, we introduced the DIVINE
framework, which encourages models to learn a rich set of discriminative fea-
tures through the use of dominance maps. Experimental results across several
datasets, including perturbed and corrupted variants, demonstrated the robustness
and generalization capabilities of DIVINE. This approach sets a new standard
for designing deep learning models that are resilient to variations and disruptions
in real-world applications. For example, on the CIFAR100-P dataset, DIVINE
achieved the lowest mean Flip Rate (mFR) of 3.1% surpassing the previous best
method IpMix Huang et al. (2023) at 4.3% on out-of-distribution test set, under-
scoring its improved generalization.

The contributions of this thesis have far-reaching implications for the development
of ethical and reliable Al systems. By addressing privacy concerns, improving model
adaptability, and enhancing the detection of manipulated media, this research con-
tributes to the creation of Al systems that are both technically robust and socially re-
sponsible. The methodologies and frameworks proposed here can serve as a foundation
for industry and academia to develop next-generation Al solutions capable of meeting

the demands of diverse and dynamic environments.
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Taken together, the methods proposed in this dissertation demonstrate that achiev-
ing privacy preservation, robustness against adversarial manipulations, adaptability of
black-box systems, and generalization under distribution shifts are not independent
challenges but deeply interlinked. By delivering measurable improvements across all
four dimensions, this work establishes a comprehensive framework for building Al sys-
tems that are not only accurate but also trustworthy, resilient, and compliant with ethical
and legal standards. Looking forward, the insights and frameworks presented here open
new avenues for research that integrates privacy, fairness, robustness, and transparency,
ensuring that Al technologies can be deployed responsibly in high-stakes, real-world

environments.

8.1 Future Research Directions

The research presented in this thesis has contributed to privacy preservation, Deepfake
detection, and robust model training through adversarial perturbations, data fine-tuning,
and feature-guided learning. While the proposed solutions address pressing challenges,
the rapid progress in Generative Al, including diffusion models and large multimodal
foundation models opens new opportunities and necessitates further exploration. The

following directions outline natural extensions of the work presented in the thesis:

1. Robustness Against Adversarial Defenses and Identity Drift: While the pro-
posed perturbation successfully anonymizes identity in a white-box setting, its
robustness against adversarial defenses, such as adversarial training or input de-
noising, has yet to be fully explored. Real-world applications may involve sys-
tems that employ such defenses, which could reduce the effectiveness of the
anonymization. Furthermore, while the perturbation effectively removes identity
information under an £,-norm constraint, it may cause the anonymized embed-
ding to drift towards feature regions of other identities, potentially leading to un-
intended re-identification. Future work should focus on making the anonymiza-
tion process more resilient to adversarial defenses and identity drift. This can
involve developing adaptive strategies for defense-aware anonymization and reg-
ularizing perturbations to prevent the drift of anonymized representations into
feature regions of real identities.

2. Robustness to Image Degradations and Transferability Across Models: The
proposed framework is designed to be robust against common image degradations
such as resizing, blurring, or downsampling, which typically affect Deepfake de-
tection methods. However, evaluating this robustness across diverse degradation
settings and ensuring that perturbations remain effective in real-world conditions
is an important next step. Additionally, the learned perturbation designed to en-
hance the performance of a black-box system is typically optimized for a specific
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model and may not generalize effectively to other architectures or classifiers. Dif-
ferent models may have distinct feature representations and decision boundaries,
limiting the generalizability of the perturbations. Future work should address
both the degradation-resilience and cross-model transferability of learned per-
turbations, potentially by developing model-agnostic fine-tuning techniques or
ensemble-based methods that improve generalization across architectures.

. Scalable and Generative Anonymization: Future work can explore lightweight
anonymization frameworks that integrate adversarial perturbations with diffusion
or transformer based generative models. Such systems would enable fine-grained,
user-controlled anonymization at the point of capture or upload, while remain-
ing resilient to reconstruction or inversion attacks made possible by foundation
models. Approaches such as gradient approximation, selective iteration, pruning
strategies, and amortized optimization may further improve scalability and real-
time applicability. Extending these techniques to federated and edge computing
settings offers strong potential for distributed privacy guarantees.

. Robust Deepfake Detection in the Generative Al Era: As Deepfake pipelines
shift from GANs to diffusion-based and multimodal generative models, future
detectors must be artifact-agnostic and continually adaptive. Building on the un-
seen artifact framework, research should develop continual learning approaches
capable of evolving with generative pipelines. Synthetic datasets generated by
large models may serve as controlled benchmarks to train detectors that remain
robust across modalities, domains, and evolving manipulation techniques.

. Perturbation-Guided Foundation Model Adaptation: Perturbation-based fine-
tuning and feature-guided learning can be extended to large foundation models
(e.g., CLIP, vision—language models). Rather than retraining millions of parame-
ters, perturbations could offer rapid, interpretable, and task-specific personaliza-
tion across domains such as face recognition, speech, or medical imaging. Cou-
pling these perturbations with latent-space manipulations in diffusion or GAN
models may further improve robustness, fairness, and interpretability.

. Generalization to Heterogeneous and Real-World Data: Beyond controlled
datasets, it is essential to test perturbation-based methods on cluttered scenes,
low-resolution imagery, occluded or multi-object settings, and cross-domain tasks.
Robustness against naturally occurring covariates such as pose variation, sensor
noise, or adversarial shifts should be systematically studied. Extending frame-
works like DIVINE to leverage non-dominant latent features and generative aug-
mentation could enhance generalization and resilience.

. Cross-Modal and Multi-Task Extensions: Perturbation-guided privacy and ro-
bustness strategies should be extended beyond facial imagery to video, speech,
and medical data, where security and interpretability are equally critical. Multi-
task frameworks that jointly optimize privacy preservation, robustness against
adversarial shifts, and generalization hold promise for broad and unified applica-
tion.

. Efficient and Ethical Real-World Deployment: The translation of these meth-
ods into deployable, real-time pipelines for surveillance, mobile applications, and
edge devices necessitates hardware and software co-optimization to balance com-
putation, latency, and security. At the same time, future work should integrate

156



ethical and societal considerations, including explainable systems for user-in-the-
loop control, privacy-preserving tools for social media, and collaboration with
policymakers to establish responsible standards for generative Al.
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