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Abstract

In recent years due to advancement in video and image editing tools it has
become increasingly easy to modify the multimedia content. The doctored
videos are very difficult to identify through visual examination as artifacts
left behind by processing steps are subtle and cannot be easily captured
visually. Therefore, the integrity of digital videos can no longer be taken
for granted and these are not readily acceptable as a proof-of-evidence in
court-of-law. Hence, identifying the authenticity of videos has become an

important field of information security.

In this thesis work, we present a novel approach to detect and temporally
localize video inpainting forgery based on optical flow consistency. The pro-
posed algorithm comprises of two stages. In the first step, we detect if the
given video is inpainted or authentic and in the second step we perform tem-
poral localization. Towards this, we first compute the optical flow between
frames. Further, we analyze the goodness of fit of chi-square values obtained
from optical flow histograms using a Guassian mixture model. A threshold
is then applied to classify between authentic and inpainted videos. In the
next step, we extract Transition Probability Matrices (TPMs) by modelling
the optical flow as first order Markov process. SVM based classification is
then applied on the obtained TPM features to decide whether a block of
non-overlapping frames is authentic or inpainted thus obtaining temporal

localization.

In order to evaluate the robustness of the proposed algorithm, we perform
the experiments against two popular and efficient inpainting techniques. We
test our algorithm on public datasets like PETS and SULFA. The results
show that the approach is effective against the inpainting techniques. In
addition, it detects and localizes the inpainted frames in a video with high

accuracy and low false positives.
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Introduction

Videos are an important medium of communication and expression in today’s world.
Videos are widely used in a number of areas such as surveillance, movie industry,
journalism, medical imaging, home videos and so on. However, in recent times, due
to advancement in network technologies, low cost multimedia devices, sophisticated
image/video editing software and rapid growth of digital devices, it has become very
easy to produce and modify digital videos with increasing sophistication. The digital
content can now be easily manipulated, synthesized and tampered in numerous ways
without leaving any visible clues. The integrity of digital videos can no longer be
taken for granted. It has become difficult to differentiate in between a doctored and an
original video. Therefore, there is an increasing dissatisfaction and mistrust about the
authenticity of these videos and these can no longer be provided as a proof-of-evidence
in court-of-law [I]. This has made video forensics which evaluates the authenticity of
a video and verifies its trustworthiness to become an important and interesting field.

Video forensics can be classified into two categories:

a) Active - It primarily focuses on data hiding and hashing techniques like wa-
termarking [2] and hashing [3]. Watermarking techniques consider multimedia data
as a communication channel. The embedded watermark, maybe imperceptible too,
contains either a specific producer ID or some content-related codes that are used for
authentication [4].

In hashing, image identifiers or image hash functions are produced using suitable
algorithm which is then used for image authentication. But these approaches require

source camera or video at the time of generation which makes their usage practically



limited. Most of the current video capturing devices do not have a built-in watermark-
ing and signature computation embedded module and it may also have an adverse effect
on video quality, hence these may not be preferred.

b) Passive - In passive forensics, intrinsic characteristics of digital media or acqui-
sition device are used to detect and localize tampering. A passive approach is better
suited when there is no prior information of the source media and acquisition device
[5]. Hence, it detects forgery without any prior information. In this thesis, we focus on
passive forensics.

In this work, we study the problem of detection and temporal localization of tam-
pered regions resulting from removal of objects from videos, and present an effective
and robust approach based on inconsistencies in optical flow. Our approach performs
on video sequences tampered by well known inpainting techniques which are variants
of Temporal Copy Paste inpainting (TCP). TCP maintains temporal coherence in be-
tween successive frames to create a plausible tampered video. It takes temporal domain
into account and replaces inpainted regions with similar areas from the closest frame [6]
[7[8][9]. In this work, we have targeted two popular and efficient inpainting techniques
proposed by Patwardhan et al [7] and Alasdair et al [§] which adopt TCP inpainting
scheme. In [7] preprocessing is done by segmenting each frame into static background
and moving foreground. Next, Optical flow is computed to create foreground and
background mosaics. It then performs priority based motion inpainting and temporal
copying. As this approach is able to handle only simple motion types and can not han-
dle all situations like multiple moving objects and dynamic background motion, hence,
we name it as Conventional TCP.

In [8] authors propose an automatic video inpainting algorithm which is able to deal
with a variety of challenging situations which naturally arise in video inpainting, such
as the correct reconstruction of dynamic textures, multiple objects motion, moving
cameras and moving background. It works on high definition videos and requires no
segmentation and manual input. As this algorithm can handle multiple dynamic and
complex motions, we have named this inpainting type as Complex TCP inpainting. It
should be noted that proposed inpainting techniques of Patwardhan et al and Alasdair
et al inpainting have been referred to as Conventional and Complex TCP inpainting

types respectively in the rest of the work.



1.1 Motivation

1.1 Motivation

Video Inpainting is the process of removing an unwanted object from a video or filling
up missing or damaged parts of a video sequence with visually plausible information
[7]. It has attracted a great deal of attention in recent years because of its power-
ful ability to restore damaged videos and flexibility in editing videos. But this video
restoration\completion technique can also be used as a major forgery tool to perform
malicious changes in videos such as object-removal and photo-montages [10] as illus-
trated in Figure 1.1. Inpainting alters the multimedia content in a plausible way. This
technique is more sophisticated and complex than other type of forgeries like copy and
move [11] because the patch size may be as small as (m *n). In such a scenario, the
existing copy-move algorithms may not be easily extended as the performance of al-
gorithm depends on size of forged patches. Also, source of copied information may
lie in different frames of video and can be non-continuous. This means that an ob-
ject can be filled by a set of multiple small parts located at different places in different
frames of the same video.Hence, inpainting forgery is more difficult to detect than other
forgery types and therefore poses a challenging research problem. The existing tech-
niques can detect some of the popular inpainting approaches [6] [9]. These are novel
inpainting methods to fill in missing background and moving foreground of real-time
videos captured by moving or still camera while still maintaining spatial and temporal
coherance simultaneously. However, these detection techniques do not perform well
on other state-of-the-art inpainting techniques [8] which rely on the optimisation of a
global, patch-based function. This in turn has necessitated the need for research in the

field of video inpainting detection and localization.

1.2 Thesis Objective

This work targets two popularly used inpainting techniques for forgery detection.

Thesis Objectives are :
1. Given an input video determine if its an authentic or an inpainted video.

2. For an inpainted classified video temporally localize the inpainted regions.



1.2 Thesis Objective
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Figure 1.1: (a) Source video frames (b) Inpainted video frames



1.3 Thesis Contribution

1.3 Thesis Contribution

This work proposes a novel approach to perform video inpainting detection and tem-
poral localization of inpainted regions. It performs well in detection of popular and
effective state-of-the-art-inpainting techniques. Our approach is able to detect those

inpainting types where other detection algorithms fail to perform.

1.4 Thesis organization

Chapter 2 discusses about the Related Work and gives a literature review

Chapter 3 proposes the algorithm to detect inpainting in videos and also temporally
localizing inpainted frames in the video.

Chapter 4 gives experimental details of the performed experiments and covers anal-
ysis and results of the proposed algorithm

Chapter 5 has discussions, limitations and future work



Related Work

In this chapter we discuss previous works on video forgery detection and video inpaint-
ing detection. Here, the first section focuses on video forgery detection and second

section describes video inpainting detection.

2.1 Video forgery detection

There are basically two techniques for detecting tampering in videos : active and pas-
sive. Active approaches use digital signatures and watermarking techniques to maintain
integrity and authenticate video data [12] [13] [14] [15]. Cox et al [12] in one of their
first algorithms used global DCT to embed a robust watermark in the perceptually
significant portion of the Human Visual System (HVS). A new watermarking system
based on the principles of informed coding and informed embedding was also proposed
by them. Martino et al [I4]proposed a fragile watermarking scheme where original
image was divided into smaller images called blocks and were then compressed with
fuzzy transform to images of size 2*2. Chen et al [15] detected image forgery using im-
age watermarking and alpha mattes where image watermarking based on the discrete
wavelet transform , discrete cosine transform and singular value decomposition is used
. But these active approaches suffer drawback as their application is greatly limited
because of requirement of inbuilt watermark modules. Therefore, passive approaches
which detect forgery in video data without relying on the previously embedded infor-
mation are widely used and extensively studied[I6] [17] [18].These passive approaches

can be classified into four categories :



2.1 Video forgery detection

1. Pixel based : In pixel level tampering, pixel level anomalies caused by the tamper-
ing are examined. Cloning (copy-move), splicing and resampling are the common
pixel level operations found. In [19] [20] authors propose an algorithm based on
correlation between frames arising from duplicate frames insertion. Wang and
Farid[19] used the high correlation in between original and forged regions to de-
tect copy and paste forgery. They have described two techniques for detecting
common tampering in video. The first technique detected entire frame duplication
and the second detected if only a portion of one or more frames was duplicated.
Lin et al [20] proposed a coarse-to-fine-grained approach which used the differ-
ence in between color histograms of adjacent frames to identify candidate clips
from temporal domain. Block based correlation algorithm is then applied in the
spatial domain to measure the similarities between the query clip and candidate
clip, in order to detect the duplicated clips. Authors in [21] consider motion di-
rection based on optical flow consistency for frame deletion detection and employ

a dual-window scheme.

2. Format based : This approach exploits the properties of video compression, such
as periodic properties and blocking artifacts in MPEG1 and MPEG2 videos.
Wang and Farid [19] used spatial and temporal artifacts of double MPEG com-
pression. It works on static and temporal artifacts which get introduced in the
video sequence when it is subjected to double MPEG compression. Luo et al [22]
[23] used the temporal patterns of blocking artifacts to determine if an MPEG
video has suffered frame addition or removal before recompression.They showed
that MPEG compression introduces different block artifacts into various kinds of
frames. Thus, when some frames are removed from an MPEG video file and the
file is recompressed, the block artifacts introduced by the previous compression
remain and affect the average of block artifact strength of the recompressed one
which leads to providing an evidence of tampering. In [24] authors have proposed
a technique to detect forgery in MPEG videos by analzying the frame’s compres-
sion noise characteristics which is extracted from spatial domain by using a Huber
Markov Random Field Model.

3. Camera based : These approaches analyze the specific sensor artifacts caused by

components in the imaging pipeline such as sensor noise and interlaced scanning.



2.2 Video Inpainting detection

In [19] Wang and Farid examined the consistency of de-interlacing parameters
which are used to convert an interlaced video into a non-interlaced video. These
interlaced videos contain half of vertical resolution of the original videos, there-
fore, de-interlacing procedure exploited interpolation, insertion and duplication
of frames to produce full resolution videos. Mondaini et al.[25] detected video
forgery with sensor pattern noise. Johnson et al [26] exploited cameras optical
system by considering lateral chromatic aberrations which gets disturbed when
image is forged or tampered. A block that deviated significantly from the global
estimate was suspected to be tampered. In [I] Kobayeshi et al used photon shot
noise to detect forged regions. Their work exploited the inconsistency of photon

shot noise caused by different video cameras.

. Geometry based : These approaches inspect the geometric properties of objects
and their positions relative to the camera . In [5] a geometric technique to detect

physically impalusible object trajectories in a video sequence has been proposed.

2.2 Video Inpainting detection

Though several approaches investigating forgeries such as copy-move [11] and
splicing detection [27] are popular, very few works have been proposed in the
area of video inpainting detection. This section describes previous work on video
inpainting detection. Hsu et al[28] proposed an approach to locate forged regions
in an inpainted video using correlation of noise residue. Their method had the
assumption that tampering shall change correlation of noise residue and make it
different from that of the non-tampered parts. They have modeled the distri-
bution of correlation of temporal noise residue in a forged video as a Gaussian
mixture model (GMM). A Bayesian classifier is used to find the optimal thresh-
old value based on the estimated parameters. Two video inpainting schemes [7]

[29]have been used in it.

Zhang et al [30] proposed detecting video inpainting forgery based on ghost
shadow artifact. This artifact gets introduced when moving objects get removed
by video inpainting. Each frames is segmented into static background and mov-

ing foreground by block matching. They build a foreground mosaic and also



2.2 Video Inpainting detection

compute track of moving foreground. If the foreground mosaic and track are
consistent they consider input video as authentic or else it is classified as forged.
Authors in [10] propose a blind detection method based on zero-connectivity fea-
ture and fuzzy membership function to detect video inpainting type forgery. Lin
et al [20] propose a passive approach for detection and localization of region-level
forgery. They investigate two inpainting methods for object removal, Temporal

Copy Paste [7] and Texture based synthesis [29].



Research Methodology

Aim of the proposed algorithm is to detect video inpainting forgery and tem-
porally localize inpainted regions in a video. The block diagram of proposed

approach is given in figure 3.1.

The proposed algorithm performs video inpainting detection based on optical
flow inconsistencies and takes image motion into consideration. It has two steps:
video inpainting detection and temporal localization in inpainted video. These

procedures are explained below.

3.1 Optical flow computation

This step involves computing optical flow Ogf in between video frames. Let Og
be the optical flow between two frames, that characterizes the motion of every
pixel in one frame to its corresponding location in the next frame. It performs
motion estimation in between video frames and gives the distribution of the ap-
parent velocities of objects in an image [31]. It is best applied to video frames
as these are sequence of time-ordered images which allow the estimation of pro-
jected two-dimensional image motion as either instantaneous image velocities or
discrete image displacements [32]. Thus, optical flow conveys significant informa-
tion about 3-D environment and holds direct relevance to numerous problems in
dynamic scene analysis such as moving object detection, motion based segmenta-

tion [33][34], qualitative kinematic labeling of moving objects in a scene, recovery

10



3.1 Optical low computation
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Figure 3.1: Algorithm Design : Inpainting Detection and Inpainting Localization

11



3.1 Optical low computation

of 3-D motion or structure [33] [34] and image coding [35]. The Horn-Schunck
method [36] of estimating optical flow is a global method which introduces a global
constraint of smoothness. In it, the flow is formulated as a global energy func-
tion which is sought to be minimized. This function is given for two-dimensional

image streams as:
E= // [(Lou+ Ly + 1) + o (| Vul > + || Vv[|*)] dady (3.1)

where, I, I, and I; are the derivatives of the image intensity values along the x, y
and time dimensions respectively. The parameter « is a regularization constant.
Larger values of « lead to a smoother flow . This function can be minimized by

solving the associated multi-dimensional Euler-Lagrange equations. These are
— 7 — ——7-—=0 (3.2)

7777777 =0 (3.3)

where L is the integrand of the energy expression, giving

L(Lu+Tu+ 1) — a*Au=0 (3.4)

I(Lyu+ Ly + 1) — a*Av =0 (3.5)

where subscripts again denote partial differentiation and A = % + 36—;2 denotes

the Laplace operator.

In our algorithm, we apply Brox et al [37] implementation of optical flow in the
form of energy based formulation. Given a sequence of images, I : Q C R3 —
R of gray level values in space and time, x = (z,y,t)TQ, the optical flow is
defined as a dense mapping, w = (u(x),v(x),1)T, between the pixels of every two
consecutive images. The scalar fields u(x) and v(x) are the x and y displacements

in the 3D volume, respectively. The gradient of the optical flow is defined as:

A = {(uzyuy) T, (g, uy, ) T} (3.6)

12



3.1 Optical low computation

It employs the following energy model :

B(w) = [ (Tt w) = 102)do +7 [ +0((1A16c+ w) - AL(x) Pz
Q Q
—I—a/w(\ Au > + | Av [P)dx
Q

(3.7)
with 1(s?) = \/(SZ—FE 2) and € = 0.001 a small constant. In [37] authors apply
three assumptions of brightness constancy, gradient constancy and discontinuity
preservation. This algorithm takes a set of grey level images as input data and
computes optical flow between a pair of given images. The smoothness term « en-
sures that the optical flow computation is extended to textureless regions by hole
filling from the neighbourhood, gradient term ~ ensures that difference in image
gradients is also minimised along with the intensity difference. Gradient term is
useful when two images are captured under slightly varying lighting conditions.
This approach is separated into two modules : one procedure that computes the
optical flows in each scale, and the main algorithm that is in charge of handling
the pyramidal structure. To compute optical flow, image pyramid is constructed
to perform motion estimation. Optical flow computed at coarser levels are used
to initialize the finer level flows. The parameter numlevels determines the num-
ber of levels in the image pyramid. Its computation is such that optical flow
for first and last columns and rows, and the four corners of the images are com-
puted separately. The inneriterations and outeriterations control the number
of iterations to perform till threshold value € is reached and 7 is downsampling
parameter. Please refer to [37] for more information on these aspects. The pa-
rameters defined in [37] are listed in table 3.1. The color scheme used to represent

the magnitude and direction of optical flows has been shown in Figure 3.2 .

13



3.1 Optical low computation

Table 3.1: Parameters of optical flow method

Parameter Explanation

Regularization parameter. It determines

the smoothness of the output. The bigger

«
this parameter is, the smoother the solu-
tions obtained

¥ Gradient constancy parameter
Number of scales in the pyramidal struc-
ture
Downsampling factor. It is used to down-
scale the original images in order to create
K the pyramidal structure. Its value must be
in the interval (0, 1).
Stopping criterion threshold. It is the
£ threshold used to stop the iterations of
convergence
‘ inneriterations ‘ number of inner iterations ‘
‘ outeriterations ‘ number of outer iterations ‘

NNV ass
a1
B T T T U T T I O P g
BEAANAND L PSS
R LT I I B A
B T L I ]
L LT e e i )
S N Y e
LSRN
TR
LTIV

Figure 3.2: Color scheme used to represent the orientation and magnitude of optical flows

The results of optical flow computation on our test video sequence are shown in
Figures 3.3 to 3.6. Optical flow is computed in between a particular frame and
its next 1 to m successive frames, thus producing m optical flows for that specific

frame. In Figure 3.3, source video frames of conventional TCP inpainting type

14



3.2 Video Inpainting Detection

and their corresponding optical flow computations are shown. Figure 3.4 shows
inpainted frames of conventional TCP and their optical flow results. Similarly
Figure 3.5 and Figure 3.6 show results for complex TCP inpainting technique.
The difference in optical flow results can be clearly observed in case of source
frames and inpainted frames for both inpainting techniques. This occurrence of
inconsistency in optical flow has been studied and analyzed by our approach for

video inpainting forgery detection and localization.

!

We perform optical flow computation for each test video. The objective is to
produce optical low matrices in between frames, which can be used in subsequent
steps to detect inpainting forgery and temporally localize inpainted regions. The
optical flow methods try to calculate the motion between two image frames which
are taken at times t and ¢t + At at every voxel position. Let V be the video
under consideration consisting of N frames as vy, va, v3...vN. In our approach,
optical flow O¢(n,n + 1) between two frames characterizes the motion of a pixel
[z,y] in frame vy to frame vyy1 by a motion vector. Similarly optical flow
matrices between frame vy, and vpy2, Vpisg .- Vnim are obtained to get m
optical flows for any frame vy,. In a given input video of N frames, we apply
[37] to first N — m frames for optical flow computation. For each frame, m
optical flow matrices are computed as Og(y nt1); Ormn+2)> Of(n,n+3)--Of(n,m+m)
resulting into generation of (N — m) * m optical flow matrices for each video.
These matrices are then used in subsequent steps for detecting and localizing video
inpainting forgery. The procedure for computing optical flow between frames of

the video is illustrated in Figure 3.7.

3.2 Video Inpainting Detection

For video inpainting detection, thresholding based classification on two different
features has been performed. We incorporate histogram peaks based and Guas-
sian Model distribution based thresholding. For each optical flow matrix com-

puted in between a pair of frames, we compute histogram vector to determine

15



3.2 Video Inpainting Detection

Frame 10 Frame 11 Frame 12 Frame 13

= : . : =

Frame 14 Frame 15 Frame 16 Frame 17

of(lU,ll) Of(lO,lZ) Of(10,13) Of(lo,m

of(10:15) Or1016) Of(10,17) Of(10,13)

(b)

Figure 3.3: (a) source frames of video (b) optical flow of source frames
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3.2 Video Inpainting Detection

Frame 11 Frame 12

Frame 14 Frame 15 Frame 16 Frame 17

Of(lU,ll) of(lO,lZ) Of(10,13) Of(10,14)

0f(10,15) Of(10,16) Of(10,17)

Of(10,18)

(b)

Figure 3.4: (a) coventional TCP inpainted frames (b) optical flow of inpainted frames
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3.2 Video Inpainting Detection

Frame 14 Frame 15 Frame 16 Frame 17

Of(w 11) Of(w 12) 10,13) Of(m,m
(10 15) Of(w 16) (10 17)

(b)

Figure 3.5: (a) source frames of video (b) optical flow of source frames
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3.2 Video Inpainting Detection

Frame 14 Frame 15 Frame 16 Frame 17

Ori10,11) Of10,12) Of10,14

Of(lU,IS) Of(10,16) Of(10,17) Of(10,18)

(b)

Figure 3.6: (a) complex TCP inpainted frames (b) optical flow of inpainted frames
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3.2 Video Inpainting Detection

i=1
NO
i<=N-m? +
YES
j=i+l
EXIT
NO

YES I Optical Flow Computation

0”“:” = OptiCEI_FIOW(Oi, 01)
!
j=j+1
!

> i=i+l

Figure 3.7: optical flow computation steps
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3.2 Video Inpainting Detection

probability distribution of data. To compare these computed histograms, we cal-
culate chi-square distance (chisq) in between these histogram vectors. chisq

between two histogram vectors each having s bins is defined as [38§]:

d(z,y) = sum((z; — y:)*/(wi + v:))/2; (3.8)

We compute histogram vector for each optical flow matrix O generated for each
frame of a video sequence. Hence, in total, (N — m) * m histogram vectors are
produced. chisq is then computed in between histogram vector pairs as illus-
trated in figure 3.8. chisq matrix of (N — m) % (m — 1) values is obtained and

normalized for each video sequence.

i=1
3
j = |+1
b =(N-m)*m
i EXIT
YES
C= ChiSCI(H(i,j):H(j,ﬁl))

i =i+l

Figure 3.8: Chisq distance computation

After computing normalized chisq values we perform feature extraction explained

in section below.

3.2.1 Histogram based thresholding using Peak Ratios

Once chisq values are obtained, a histogram vector is computed and histogram

peaks are calculated. For each chisq distance based histogram vector, two his-
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3.2 Video Inpainting Detection

togram peaks have been obtained : Ratio between highest peak to second highest
peak , Ratio between highest to third highest peak and so on.

Ratiol = P1/P2
Ratio2 = P1/P3

After observing ratio values of a number of source and inpainted videos a global
threshold value 6 is set to differentiate in between authentic and inpainted video
sequence. Source and inpainted videos histogram plots for Conventional and
Complex TCP are given in Figure 3.9 and 3.10. As observed from the below
plots, the Peak Ratios for inpainted videos are much greater than Peak Ratios of
source video. This nature of source and inpainted videos is used to set value of 0

for classification.

3.2.2 Goodness-of-Fit using Guassian Mixtures

A Gaussian Mixture Model (GMM) is a parametric probability density function
represented as a weighted sum of Gaussian component densities [39]. It is repre-

sented by the equation

M
p(x|N) =Y wigla|pmi, ) (3.9)
=1

where x is the random variable modeled as GMM, where w;, i = 1,2...M, are
the mixture weights and g(x|u;, ;) , 1 = 1,2..M are the component Guassian

densities. Each component density is a Guassian function of the form,
(elyse ) = o5 (5l m)Sie -} (310)
G\T| iy 245) = (27[_)[)/2|2i|1/2 exp 5 €T — Ui i\ — s .

We have considered M=2 for Guassian distribution. This parametric model has
been applied on above obtained normalized chisq values to estimate Guassian
parameters. Parametric Probability Guassian Mixture Model(set M=2) is fitted
over histogram of normalized chisq values obtained above. RMSE (Root Mean
Square Error) is a frequently used measure of difference between values predicted
by a model and the values actually observed from the environment that is being

modelled. These individual differences are also called residuals, and the RMSE
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3.2 Video Inpainting Detection
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Figure 3.9: Histogram Plots for complex TCP (a) video 1 (b)video 2
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3.2 Video Inpainting Detection
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3.3 Video Inpainting Localizaton

serves to aggregate them into a single measure of predictive power [38]. The
RMSE of an observed variable with respect to estimated variable model is defined

as square root of the mean squared error:

- Xo S,1 _Xmo el,: 2
n

where X,ps are observed values and X,,,40 i estimated value at time i. It is
calculated as a measure of goodness of fit for authentic and inpainted videos. On
the basis of goodness-of-fit of inpainted and authentic videos in Guassian Mixture
distribution, RMS errors are calculated. It was observed that RMSE of inpainted
videos was higher than RMSE of authentic videos and this nature of authentic

and inpainted videos was used in our approach for classification.

After obtaining goodness of fit, RMS values of source and inpainted videos are
analyzed and a global threshold value 7 is set for classifying a video as inpainted

or authentic.

Both of the above methods for feature extraction show similar results in video
classification on the given dataset. Hence, we have chosen only one of the above
methods in our final implemented algorithm. GMM based parameter estimation
has been adopted in our proposed approach for video inpainting detection. Next

section explains video inpainting localization.

3.3 Video Inpainting Localizaton

In inpainted region localization, we have modeled optical flow matrix as spatial

Markov chain. The procedure is explained in the section below.

3.3.1 Markov Chain based feature extraction

Markov statistics have proven to be a distinguishable and effective feature in the
field of video forensics. In [40] these features have been used to detect whether
a given video is authentic or inpainted. First we have employed spatial markov

chain model of [40] as follows:
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3.3 Video Inpainting Localizaton

The optical flow matrix O computed for video frames can be modeled as a first

order ergodic spatial Markov chain such that,
p(Xt—H = Hf‘Xl = .%'1,X2 = I, ...,Xt = .%'t) = p(Xt+1 = .%"Xt = .’Et),

where X4 is the present state and (X1, X, ..., X;) are the previous states. The
features that we use to characterize this optical flow matrix is Transition Proba-
bility Matrix (TPM).

The states of the chain are obtained from the absolute values of optical flow
matrix . Representation along the right direction is shown hereafter and those
along other directions can be obtained in a similar way. Values in each optical flow
matrix Of” are rounded off to the nearest integer to get integer value states and

then truncated between —T,. to T, before extracting the transition probabilities,

—TT,O?(i,j) < _Tr
D (i,7) = +T1,, 07 (4,5) > +T, (3.12)
O57 (4, ), otherwise

This provides us with (27}, 4 1) different states to model the Markov chain. In our
model T, is set to 5 as 95% of the values in the optical flow matrix are distributed
within [-5, 5]. Also, experiments were performed with values between 3 to 30 for
T, and it was found that saturation in performance reached after 5. Moreover, for
values lower than 5, percentage of values considered as is, dropped significantly,

and so did the accuracy. Now, TPM is constructed as,

P, =Pr(Og (i, + 1) = u|Of (4, 5) = v) (3.13)

where, u,v € [-T},T;], and u,v € Z. Similarly, the probabilities can be obtained
for other directions. The size of each TPM will be 1 x 847. This gives us (27, +
1) x (2T} + 1) = 121 transition probabilities for each matrix. The TPMs along
the eight directions are averaged to get 121-D feature vector. Since , as described
in above section there will be k optical flow matrixes for each frame. The total
size of the feature vector will be 121 x k obtained by concatenating the k TPM’s
to get the final feature which is N-D, and this remains the same irrespective of

the size of the frame.
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3.3 Video Inpainting Localizaton

Further, to take motion dependency of frames into consideration, we have modi-
fied the above applied approach of spatial Markov chain Model [40] to a temporal

domain. In it, TPM is constructed in between successive frames , as follows:
P,}, = Pr(Of (i, ) = uOf" (i, j) = v) (3.14)

Temporal TPM’s do not show much accurate results because of less number of
frames present in the video resulting in producing less samples for Feature ex-
traction. Hence, in our final algorithm only spatial TPM’s have been employed

for feature extraction.

The Research Method pipeline for video authentication enlisting all the above

applied methods has been shown in figure 3.11.

Input Video
Sequence
U
GMM and Histogram (?:::CZL:L?;‘:‘ TPM based feature
based Thresholding ‘ P ‘ extraction
: : : L
Compute Histogram .| Compute Spatial
Vectors | | and temporal
I e
Compute Chisq M
Distance SVM
i | | ' | Classification
Compute Obtain RMS value | |
Histogram vector after fitting GM
on Chisq distribution
i1 Ly
Observe Observe RMS
Histogram peaks values and set
and set threshold
threshold

Figure 3.11: Block diagram of video authentication pipeline

These features are then used to train an SVM model and classify a test video as

original or inpainted using the trained model.

27



3.3 Video Inpainting Localizaton

3.3.2 SVM Classification

Video frames are divided into (N/k) sets of non-overlapping frames. The optical
flow matrices of these sets are then modeled as spatial markov chain , such that,
Transition Probability Matrix features can be obtained as described above. We
use RBF kernel binary classification SVM from svm libary [41]. We have em-
ployed Leave-one-out cross validation approach [42]. The dataset is divided into
p subsets, where p is equal to number of videos and a holdout method is repeated
p times. Each time, one of the p subsets is used as the test set and the other p —1
subsets are put together to form a training set. Then the average error across all
p trials is computed. The SVM model after getting trained by these features is
then employed to classify a set of frames as inpainted or authentic based on the

voting mechanism.
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Experimental Analysis and
Results

In this section, we describe experiments performed on 24 test videos. We measure
the performance of our approach on the given videos and evaluate our algorithm’s

advantages over other previously proposed inpainting detection approaches.

4.1 Dataset

Experiments have been conducted on test videos of two inpainting techniques,
complex TCP inpainting [§] and conventional TCP inpainting [7] which are vari-
ants of TCP inpainting. We collect two datasets each of 12 videos for both
complex and conventional inpainting techniques. Database contains all static
camera videos having moving foreground and stationary background. Inpainted
test videos have got varied kinds of objects removed. Details of test videos for
both the inpainting types have been summarized in table 4.1 and 4.2 . Video
sequences in complex TCP inpainting dataset have been obtained from SULFA
2012 [43] database and wisdom weizmann videos dataset [44]. Further details of
these videos can be found on SULFA website [43]. Videos in conventional in-
painting dataset have been taken from PETS database [45] and Canon IXUS 750
[46]. These videos have got different resolutions and consist of sequence of JPEG

images. We extract consecutive frames from each video sequence, then alter the
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4.1 Dataset

content in each frame to form a forged video sequence. We run all experiments
on a PC with 2.2 GHz with Intel(R)Xeon(R) CPU and 128 GB RAM, using the
MATLAB 64 bit software development tool. Figure 4.1 consists of snapshots of

sampled frames from 4 selected test videos, original and inpainted frames.

Table 4.1: Conventional Inpainting Dataset

| Video ID | Size | Video Description | ObjectsRemoved | Source |
| 1 | 3820x 240 | Man walking on grass | 1 | CANON IXUS 750 |
| 2 320x240 | 2cyclists on road | 2 | CANON IXUS 750 |
| 3 | 3820x 240 | 3 Men walking in park | 3 | CANON IXUS 750 |
| 4 | 320 x 240 | 2 Men crossing | 2 | CANON IXUS 750 |
| 5 3820x240 | 2cyclists on road | 1 | CANON IXUS 750 |
| 6 | 320 x 240 | 2 Men crossing | 1 | CANON IXUS 750 |
| 7 | 768 x 576 | 6 men walking in campus | 6 | PETS |
| 8 | 768 x 576 | 6 men walking in campus | 3 | PETS |
| 9 | 768 x 576 | 10 people crossing | 10 | PETS |
| 10 | 768 x 576 | 8 people walking on road | 8 | PETS |
| 11 | 768 x 576 | 8 people walking on road | 5 | PETS |
|12 | 768x576 | 6 people walking | 6 | PETS |
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4.2 Experimental Setup

Table 4.2: Complex Inpainting Dataset

| Video ID | Size | Video Description | ObjectsRemoved | Source |
| 1 | 320 x 156 | Girl walking | 1 | SULFA |
| 2 | 3820 x 240 | Van moving on road | 1 | SULFA |
| 3 | 320 x 240 | Man coming out of lift | 1 | SULFA |
| 4 | 384 x 192 | Man waving his hand | 1 | SULFA |
| 5 | 320x 240 | Car moving on road | 1 | SULFA |
| 6 | 320x 240 | Man bending down | 1 | SULFA |
| 7 | 320x 154 | Cat walking on floor | 1 | SULFA |
| 8 | 3820 x 189 | Wool rolling on floor | 1 | SULFA |
| 9 | 280 x 184 | Man sitting on bench | 1 | SULFA |
|10 | 180x 144 | Girl walking on road | 1 | Wisdom Weizman |
| 11 | 320x 240 | Man walking on grass | 1 | SULFA |
|12 | 180x 144 | Man walking on road | 1 | Wisdom Weizman |

4.2 Experimental Setup

In our experiments, for optical flow computation, the value of « is set to 15 and

7 is set to 30 in eq(3.7).

The inneriterations, outeriterations, Downsampling

factor n and pyramid levels are set to 500, 3, 0.95 and 40 respectively. Value of

k for determining the number of sets of overlapping frames in a video is set to

10. Here number of frames n in each video is 47. The number of components for

Guassian Mixture is chosen to be 2. The RMS threshold value 7 is emperically

set to 3.5. We perform grid search on svm classifier with rbf kernel which gives

values of parameters cc and gg as 5.1 and 0.32 respectively. The value of m is

chosen to be 7.
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4.3 Experimental Results

4.3 Experimental Results

The RMS values of source and inpainted videos of conventional TCP inpainting
and complex TCP inpainting are summarized in table 4.3 and 4.4 respectively.
According to the set threshold value of 7 = 3.5, in conventional inpainting method,
2 source videos and 3 inpainted videos are wrongly classified out of total 24
source and inpainted videos. In complex inpainting method, 1 source video and

2 inpainted videos are misclassified out of 24 videos of source and inpainted.

Table 4.3: RMS values of Complex TCP Inpainting

Video ID ‘ Source RMS value | Inpainted RMS value

| | |
| 1 | 3.01 | 3.55 |
| 2 | 2.82 | 3.57 |
| 3 | 1.87 | 2.28 |
| 4 | 2.84 | 5.18 |
o5 3.32 | 3.72 |
| 6 | 3.97 | 2.96 |
| 7 | 3.43 | 3.74 |
| 8 | 3.41 | 4.18 |
| 9 | 3.14 | 3.82 |
10| 2.17 | 4.4 |
o 2.9 | 3.99 |
12| 3.34 | 4.95 |
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4.3 Experimental Results

Table 4.4: RMS values of Conventional TCP Inpainting

Video ID ‘ Source RMS value | Inpainted RMS value

| | |
| 1 | 2.97 | 5.02 |
| 2 | 1.91 | 5.18 |
| 3 | 3.85 | 7.43 |
4 3.37 | 9.53 |
| 5 | 1.91 | 2.62 |
| 6 | 3.37 | 4.34 |
| 7 | 2.97 | 12.2 |
| 8 | 2.97 | 2.81 |
| 9 | 2.56 | 5.31 |
10 0.6948 | 2.32 |
I V. 0.6948 | 11.8 |
12 3.88 | 18.98 |

The thresholding results of Complex TCP and Conventional TCP based on RMS

values are shown in Figure 4.1 and 4.2 respectively.

For video inpainting localization, spatial TPM’s have been calculated. For each
set of 10 frames in a video, we classify it as inpainted or authentic by voting
mechanism. If number of frames correctly classified are > 5, we say that the set
is correctly classified. The results for complex TCP inpainting and conventional

TCP inpainting have been summarized in table 4.5 and 4.6 respectively.
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4.3 Experimental Results

Threshold based classification for RMS values of Conventional TCP Inpainting
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Figure 4.1: RMS values classification for Conventional TCP inpainting

Threshold based classification for RMS values of Complex TCP Inpainting
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Figure 4.2: RMS values classification for Complex TCP inpainting
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4.3 Experimental Results

Table 4.5: Spatial TPM for complex TCP inpainting

Video ID | Source Frames Classification | Inpainted Frames Classification |
Vidl Setl | 10 \ 0 \
Vidl Set2 | 10 \ 4 \
Vidl Set3 | 10 | 3 |
Vidl Setd | 10 \ 2 \
Vid2 Setl | 4 \ 10 \
Vid2 Set2 | 2 \ 10 \
Vid2 Set3 | 1 \ 10 \
Vid2 Setd | 1 \ 8 \
Vid3 Setl | 1 \ 10 \
Vid3 Set2 | 6 \ 10 \
Vid3 Set3 | 9 \ 10 \
Vid3 Setd | 10 \ 9 |
Vid4 Setl | 6 \ 2 \
Vid4 Set2 | 9 \ 0 \
Vid4 Set3 | 7 \ 0 \
Vid4 Set4 | 4 | 0 |
Vid5 Setl | 9 \ 7 \
Vid5 Set2 | 10 \ 9 \
Vid5 Set3 | 10 \ 8 \
Vid5 Set4 | 9 | 5 |
Vid6 Setl | 8 \ 10 \
Vid6 Set2 | 10 \ 10 \
Vid6 Set3 | 10 \ 10 \
Vid6 Setd | 9 \ 10 \
Vid7 Setl | 6 \ 7 |
Vid7 Set2 | 5 \ 8 \
Vid7 Set3 | 5 \ 5 \
Vid7 Setd | 4 \ 10 \
Vid8 Setl | 5 | 10 |
Vid8 Set2 | 10 \ 10 \
Vid8 Set3 | 8 \ 10 \
Vid8 Setd | 2 \ 10 \
Vid9 Setl | 0 | 10 |
Vid9 Set2 | 2 \ 10 \
Vid9 Set3 | 7 \ 10 \
Vid9 Setd | 10 \ 10 \
Vid10 Setl | 9 \ 10 \
Vid10 Set2 | 10 | 10 |
Vid10 Set3 | 10 \ 9 \
Vid10 Set4 | 10 \ 10 \
Vid1l Setl | 7 \ 10 \
Vid11 Set2 | 9 | 10 |
Vid1l Set3 | 10 \ 10 \
Vid1l Set4 | 10 \ 10 \
Vid12 Setl | 9 \ 10 \
Vid12 Set2 | 10 | 10 |
Vid12 Set3 | 7 \ 10 \
Vid12 Set4 | 8 \ 10 \
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4.3 Experimental Results

Table 4.6: Spatial TPM for conventional TCP inpainting

Video ID | Source Frames Classification | Inpainted Frames Classification |
Vidl Setl | 8 \ 10 \
Vidl Set2 | 10 \ 10 \
Vidl Set3 | 10 | 10 |
Vidl Setd | 10 \ 10 \
Vid2 Setl | 4 \ 10 \
Vid2 Set2 | 8 \ 10 \
Vid2 Set3 | 5 \ 10 \
Vid2 Setd | 3 \ 10 \
Vid3 Setl | 0 \ 10 \
Vid3 Set2 | 0 \ 10 \
Vid3 Set3 | 0 \ 10 \
Vid3 Setd | 3 \ 10 \
Vid4 Setl | 10 \ 10 \
Vid4 Set2 | 10 \ 10 \
Vid4 Set3 | 9 \ 10 \
Vid4 Set4 | 8 | 9 |
Vid5 Setl | 8 \ 10 \
Vid5 Set2 | 4 \ 2 \
Vid5 Set3 | 7 \ 0 \
Vid5 Set4 | 4 | 6 |
Vid6 Setl | 5 \ 10 \
Vid6 Set2 | 8 \ 5 \
Vid6 Set3 | 7 \ 0 \
Vid6 Setd | 8 \ 0 \
Vid7 Setl | 10 | 10 |
Vid7 Set2 | 10 \ 10 \
Vid7 Set3 | 10 \ 10 \
Vid7 Setd | 10 \ 10 \
Vid8 Setl | 10 | 0 |
Vid8 Set2 | 10 \ 0 \
Vid8 Set3 | 10 \ 0 \
Vid8 Setd | 10 \ 0 \
Vid9 Setl | 10 | 0 |
Vid9 Set2 | 10 \ 0 \
Vid9 Set3 | 10 \ 0 \
Vid9 Setd | 10 \ 0 \
Vid10 Setl | 10 \ 10 \
Vid10 Set2 | 10 | 10 |
Vid10 Set3 | 10 \ 10 \
Vid10 Set4 | 10 \ 10 \
Vid1l Setl | 0 \ 8 \
Vid11 Set2 | 0 | 9 |
Vid1l Set3 | 0 \ 8 \
Vid1l Set4 | 0 \ 3 \
Vid12 Setl | 0 \ 0 \
Vid12 Set2 | 0 | 0 |
Vid12 Set3 | 0 \ 0 \
Vid12 Set4 | 8 \ 0 \
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4.4 Performance Evaluation

4.4 Performance Evaluation

The performance is measured by precision, recall and accuracy. We say that a
frame is a positive instance if it is tampered; otherwise it is a negative instance.
Let TP be the number of true positives, i.e the number of positive instances
which are detected as tampered, and F'P be the number of false positives, i.e
the number of instances that are detected as tampered. Similarly we define TN
to be the number of true negatives and FN to be the number of false positives.
Accuracy gives what percentage of predictions were correct. We have the following

definitions
Precision(P) =TP/(TP + FP)
Recall(R) =TP/(TP+ FN)

Accuracy(A) = (TP+TN)/(TP+TN + FP+ FN)

4.4.1 Video Inpainting Detection

First we evaluate the performance of video inpainting detection step. Table 4.7
and 4.8 gives the classification of video results for complex TCP and conventional
TCP inpainting techniques, respectively. For classification, total number of test

videos are 12.

Table 4.7: Classification Results for complex TCP

‘ Classification ‘ Inpainted ‘ Authentic ‘

‘ Inpainted ‘ 10 ‘ 2 ‘

| Authentic | 1 | 11 |

Table 4.8: Classification Results for conventional TCP

‘ Classification ‘ Inpainted ‘ Authentic ‘

‘ Inpainted ‘ 9 ‘ 3 ‘

‘ Authentic ‘ 2 ‘ 10 ‘
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4.4 Performance Evaluation

On the basis of above classification results performance of detection algorithm on

two targeted inpainting techniques is given in table 4.9.

Table 4.9: Inpainting Detection Performance

‘ Inpainting type ‘ P ‘ R ‘ A ‘

| Complex TCP | 83.33% | 90.9% | 87.5% |

| Conventional TCP | 75% | 81.81% | 79.16% |

4.4.2 Video Inpainting Localization

In this section, we evaluate performance on the basis of correct classification of sets
of non overlapping frames in a video. Size of each set is 10 frames and there are 48
such sets for each inpainting type. Table 4.10 and 4.11 gives the classification of
frames set results for complex TCP and conventional TCP inpainting techniques,

respectively.

Table 4.10: Classification Results for complex TCP

‘ Classification ‘ Inpainted ‘ Authentic ‘

‘ Inpainted ‘ 38 ‘ 10 ‘

| Authentic | 11 | 37 |

Table 4.11: Classification Results for conventional TCP

‘ Classification ‘ Inpainted ‘ Authentic ‘

| Inpainted | 30 | 18 |

| Authentic | 15 | 33 |

On the basis of above classification results performance of temporal localization

algorithm on two targeted inpainting techniques is given in table 4.12.
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4.5 Comparison with previous approaches

Table 4.12: Inpainting Localization Performance

Inpainting type ‘ P ‘ R ‘ A ‘

|
| Complex TCP | 79.16% | 77.55% | 78.125% |
| Conventional TCP | 62.5% | 66.66% | 65.62% |

4.5 Comparison with previous approaches

In previous methods, [28] [20] video inpainting detection and spatial localization
have been performed. Hsu et al. [28] proposed an approach for locating inpainted
regions in a video using correlation of noise residue. The method is based on
the assumption that tampering will change the correlation of noise residue and
make it different from that of the non-tampered parts. Simulation results show
that the noise correlation is fairly reliable feature in fine-quality video, but it
is sensitive to quantization noise. Furthermore, the extraction of noise residue
process is very complex. Moreover, they have performed their experiments on
only 3 videos, which is a small dataset. In [20] Lin et al approach, even though
detection of conventional TCP inpainting [7] is reasonably good as shown in
Figure 4.3 and 4.4, their algorithm fails to incorporate the detection of latest and
very effective state-of-the-art-inpainting technique like complex TCP inpainting
[8] which deals with challenging situations like multiple objects motion, moving
cameras, moving backgrounds and reconstruction of dynamic textures in a video.
This spatio-temporal coherance based approach [20] was when implemented by us
over complex TCP inpainting dataset, the results obtained were quite sporadic
as shown in Figure 4.5 and 4.6. It is evident from the Figures below that the
same algorithm that performs well with conventional TCP, fails to perform on
complex inpainted videos. Also, though our algorithm does not perform spatial
localization as in [20] on videos, our temporal localization scheme of identifying
which frames in a video are inpainted , using spatial TPM performs equally well
in both conventional TCP and complex TCP. This occurs because of the efficient

characterization of optical flow of video frames by spatial TPM features. The
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proposed algorithm is the first method to evaluate its performance on both state-

of-the-art inpainting methods of complex [8] and conventional TCP [7].



4.5 Comparison with previous approaches

Figure 4.3: Conventional TCP results - Video 1 (a) Source Video (b) Conventional TCP
inpainted video (c¢) Inpainting Localization 41



4.5 Comparison with previous approaches

Figure 4.4: Conventional TCP results - Vigigo 2 (a) Source Video (b) Conventional TCP
inpainted video (c¢) Inpainting Localization



4.5 Comparison with previous approaches

Figure 4.5: Complex TCP results - Video 1 (a) Source Video (b) Complex TCP inpainted

video (¢) Inpainting Localization
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4.5 Comparison with previous approaches

Figure 4.6: Complex TCP results - Video 2 (a) Source Video (b) Complex TCP inpainted

video (c¢) Inpainting Localization
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Discussion,Limitations and
Future Work

In this study, we have proposed an algorithm for video inpainting detection and
temporal localization based on optical flow inconsistencies. First, we begin by
giving an overview of video forensics and highlighting how advancement in net-
work technologies, low cost multimedia devices and digital media editing tools
have made it easy to produce and modify digital videos with increasing sophisti-
cation. We then discuss about the existing forgery detection techniques and their

applied research methodologies.

In next part of the study we discuss our approach based on optical flow incon-
sistency. We briefly explain Brox method of optical flow computation employed
in our research method. We have implemented our algorithm in two steps. In
first step we perform video inpainting detection in the given video and in second
step we temporally localize inpainted regions present. For video inpainting de-
tection we perform GMM based feature extraction to estimate parameters. On
estimated RMS values we set a threshold for classifying a video as either inpainted
or authentic. Next, for localization we model optical flow as first order Markov
process to extract TPM features. Then SVM classification is performed on these
extracted TPM features to decide whether a block of non overlapping frames is

authentic or inpainted.
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In chapter 4, we present our results on both targeted inpainting techniques, com-
plex and conventional TCP. We also compare our algorithm with previously exist-
ing inpainting detection algorithm and show that our algorithm is able to detect
and temporally localize complex TCP inpainting in a much better way in its com-
parison. We have considered varied types of object motion and in conventional
TCP inpainting datset we have considered cases where multiple objects have been

removed.

The limitation of this proposed work is that it considers only static camera videos
with no background motion. In complex TCP inpainting dataset, we have taken
only one object removal case and cases where multiple objects may be inpainted

is not taken into account.

In future, we would like to extend this algorithm on videos with camera motion
and dynamic background motion. We would like to work on detection of more
inpainting techniques perform spatial localization too in addition to temporal

localization in videos.
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