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Abstract

The wide deployment of IEEE 802.11 Wireless LAN in offices, colleges and other or-
ganizations makes it a prime solution for indoor localization. Wireless access point
awareness and its small cell size helps in localizing network devices. It is a cost ef-
ficient solution as it works with the existing infrastructure and does not require any
specialized hardware deployments. Wide deployment of indoor localization and with-
out any direct involvement of users enables it for various applications and services like
space utilization, power conservation etc. This work analyzes SNMP traps sent by the
access points to the NMS and determines the symbolic location of the network devices
and exposes this real-time information through a robust, flexible and loosely coupled
platform. This platform is enabled to analyze space utilization which is important
in higher education institutions as a balance has to be maintained between minimiz-
ing costs and meeting pedagogical and research needs of professors, and the learning
and support needs of students. Further, this work also deploys some applications like
personalized timelines, time spent and others.
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Chapter 1

Introduction

1.1 Localization

Localization refers to the process of determining an object’s location in space. Al-
though it is considered to be a modern technology but it has been in use centuries
back. Many primitive localization methods exist, which do not require any use of
special instruments and were being used for maritime navigation by sailors. Since the
early dawn of European medieval age, they have been using motion of celestial bodies,
the position of certain wildlife species, or size of waves to find their location and path to
another island. Since then, many specialized tools have been invented for determining
position more accurately by reducing the error of distance from the actual position,
most notably astrolabe, sextant, compass, and chronometer with detailed maritime
charts and maps. Use of high range radio signal transmitters fitted on lighthouses
present on the shores was first seen in late 1920s. During 1960s, the United States
Department of Defence (DoD) began developing a satellite-based localization system
for military purposes, which eventually evolved into Global Positioning System (GPS)

.

However, GPS had started to delve into public sector from as far back as 1983 but to
discourage proliferation of these devices, DoD activated Selective Availability (SA), a
purposeful degradation in the GPS signal intended for civilian usage, which limited
the accuracy of these units to about 100 meters. Finally in the year 2000, the DoD
decided to turn off the degradation of signals for civilian usage in view of increasingly
important role played by GPS in number of commercial activities. Later, large number
of research started on GPS systems which resulted in increase in an accuracy of up to
10 meters or better. With the advent of Differential GPS, the accuracy of centimeter
level is achievable but only in case of best implementations [2].

However, GPS signals are attenuated and scattered by roofs, walls, human bodies,
and other objects. Hence, they are usually badly degraded or completely unavailable
in environments such as cities, urban canyons and especially indoors essentially all of
the places where most people live, work and play. Therefore, Localization is mainly
classified into indoor localization and outdoor localization. Outdoor localization deals
with the problem of localization in an outdoor environment where there is no or limited
obstruction of signals from satellite, hence there GPS works extremely well.
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Figure 1.1: GPS signal strengths [9].

Indoor localization deals with the problem of localization within high-rises of a city,
urban canyons and especially inside the house on some floor of a building. In this case,
GPS fails miserably as the signals lose significant power indoors affecting the required
coverage [3]. Tt is an active research problem. Liu et al. [3] and Hightower et al. [4]
proposes solutions for indoor localization, but all these solutions require some extra
hardware deployments either in form of towers with transceivers like in Locata [9],
or they require small transceivers distributed among the people like in SpotON [10]
which uses active RFID technology. These solutions require large amount of financial
investment and distribution of capable devices to everybody. Other solutions like of
Otsasen et al. [5] which proposes use of GSM/CDMA technology or of Bahl et al.
[6], Ladd et al. [7][8] which proposes use of wireless local area network (WLAN), they
require large amount of fingerprinting and still will not give similar results for a wide
variety of cellular or Wi-Fi devices. These solutions also require reporting software on
these devices by which they report to the server about their signal strengths, which
use power and space on individual devices, and everybody may not be willing for it.

1.2 Space Utilization

Space utilization is a measure of whether and how a valuable commodity known as
space is being used [I1]. Space Utilization is a strategically important space manage-
ment measure for any type of organization. It can help organizations to assess what
size of estate is affordable by calculating the cost of having the estate and this is kept
fit for purpose and in good condition. Utilization studies provide information on how
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the space is being used and help to inform decisions about the type and scale of fa-
cilities needed. These studies raise questions about the most effective use of resources
which are available. If some space is not being used, is it needed and does it need
to be funded? Could the resources consumed by under-used space be better directed
elsewhere?

In the case of higher education institutions, analysis of space utilization becomes of
utmost importance as there should always be a balance between minimising costs,
meeting pedagogical and research needs of staff, and the learning and support needs of
students. Effective utilization of space also creates a good match between space needs
and space provision and helps to improve the staff and student experience.

While new construction is nice and growing number of buildings are often viewed as
legacy accomplishments, the reality is that each new building adds to campus carbon
footprint [I3]. Colleges and universities can save money and reduce carbon emissions
by maximizing the utilization of existing space and avoiding new construction alto-
gether. Usually, the most desirable spaces may be intensively utilized and fought over
while less desirable spaces are cast off and sparsely occupied. Over time, as new build-
ings are constructed and departments and offices move into those glitzy, high prestige
spaces, the areas they leave behind are taken over by existing personnel and offices,
which has net effect of decreasing space utilization density. Ever greater areas are used
while activity and output stays roughly the same.

1.3 Problem Definition

Analysing space utilization has been a long-existing and challenging problem. The
focus of this work is to deploy a system for indoor localization and use it to analyse
space utilization in the campus of IITT-Delhi. Indoor localization is implemented using
the technique mentioned by Chen et al. in which he suggests the use of SNMP traps
for localization of Wi-Fi enabled devices [15]. It is assumed that most of the occu-
pants carry a Wi-Fi enabled device like a mobile phone with them as Mark Weiser
had correctly predicted in computer for 21st century [I4]. This indoor localization
method gives an accuracy of 10-12 meters and can be widely deployed without direct
involvement of the occupants. It gives us the symbolic location of the individual which
can be classified using labels such as floors, buildings etc. This system is then em-
ployed to analyse space utilization of the campus. This enables to give insights into
which spaces are underutilized and where work actually happens. Further, it allows
to identify ways to improve space utilization and increase efficiency, usually resulting
in significant maintenance cost savings. This analysis enables us to further develop
strategies to improve staff, students and guests satisfaction and productivity based
on their spatial needs. It allows managers and admins to align spatial needs to meet
overall organizational goals and objectives.

The system also enables the development of applications which solve real world prob-
lems applications. As a part of this work, applications have been deployed like schedule
logging which displays the schedule of an individual where and how much time has
he spent, time spent which presents the amount of time is spent at a particular loca-



tion, and presence calendar to mark your days at some location. Additionally, more
applications can be built over this system which can range from solving problems
in organizational space [16], spatial sciences [I7] etc. to study of visitor behaviour,
campus walkthrough for visitors [I8], HVAC control [19], and trigger context aware
information services.

1.4 Outline

This dissertation gives a clear view of the research done. It has been divided into
several chapters. In the first chapter, we introduce localization, space utilization and
how space utilization can be achieved by first conglomerating the occupancy data
and then analysing to get insights. In the second chapter, existing infrastructure
of wireless LAN and SNMP are discussed which are key components in our system.
In the third chapter, we discuss the design and architecture of the system by which
we achieve the requirements of the system. In the fourth chapter, we discuss space
utilization techniques which haven enabled by the system. In the last chapter, we give
the categorical future scope and conclusion to our dissertation.



Chapter 2

Preliminaries

The deployed system uses the existing Wireless Local Area Network (WLAN) in the
campus of IIIT Delhi. It utilizes the Simple Network Management Protocol (SNMP)
to collect current and accurate occupancy data from the network.

2.1 Wireless Local Area Network (WLAN)

A WLAN is a wireless computer network that interconnects many devices using a
wireless distribution method within a limited area. Most WLANSs are based on IEEE
802.11 standards [25]. All components that can connect into a wireless medium in a
network are referred to as stations. All stations are equipped with wireless network
interface controllers. These wireless stations can mainly be divided into two main
categories namely, wireless access points and mobile or wireless clients. Access points
are base stations for the wireless network and are normally wireless routers. Wireless
clients can be mobile devices such as smart-phones, laptops, personal digital assistants
(PDAs), or other fixed devices such as desktops and workstations that are equipped
with a wireless network interface cards.

The IEEE 802.11 has two basic modes of operation namely, infrastructure and ad-
hoc mode. In ad-hoc mode, mobile units transmits directly peer-to-peer, while in
infrastructure mode, mobile units communicate through an access point that serves as
a bridge to internet or LAN. Most of the Wi-Fi networks are deployed in infrastructure
mode. In this mode, all mobile and wireless client devices and computers communicate
with the access point (AP), which provides the connection from the wireless radio fre-
quency network to the hard-wired LAN. If the access point is connected to a LAN, it
performs the conversion of IEEE 802.11 packets to IEEE 802.3 Ethernet LAN packets.
Data packets travelling from the LAN to a wireless client are converted by the access
point into radio signals and transmitted out. All the mobile and wireless clients or
devices receive the packets, but only those clients with desired destination address will
acknowledge and process the packets.



Figure 2.1: Extended Service Set (ESS).

A basic wireless infrastructure with a single access point is called a Basic Service Set
(BSS). When more than one access point is connected to a network to form a single
sub-network, it is called an Extended Service Set (ESS). Access points in ESS are
interconnected by a distribution system. Each ESS has an ID called the SSID which
is character string with a maximum size of 32 bytes. A distribution system is used
to increase network coverage through roaming between cells. It can be wired or wire-
less. Current wireless distribution systems are mostly based on Wireless Distribution
System (WDS) or MESH protocols [26] [27]. Most big organizations like universities,
offices, etc. have campus wide Wi-Fi networks which are possible only due to ESS.
They situate hundreds of interconnected APs within their buildings for seamless in-
ternet connectivity.

The 802.11 specification includes roaming capabilities that allow a client computer
to roam among multiple access points on different channels. When a Mobile Station
(MS) moves from one access point to another access point within a home network
because the signal strength is too weak it is called internal roaming or handoff [28]. A
MS roaming from one access point to another often interrupts the flow of data among
the MS and application connected to the network.



Figure 2.2: Handoff process.

The handoff process involves a sequence of messages being exchanged between the
MS and the participating access points. The process can be divided into discovery
phase and re-authentication phase. In discovery phase, when the MS is moving away
from an access point, the signal strength and signal-to-noise ratio decrease, which
causes MS to initiate a handoff. A MS periodically monitors the presence of alterna-
tive access points which provide better signal strengths and signal-to-noise ratio. In
re-authentication phase, the MS authenticates itself and then after successful authen-
tication, it re-associates itself with the new access point. However, the MS may lose a
connection with an access point before associating with another access point.

2.2 Simple Network Management Protocol

SNMP is an internet standard protocol for collecting and organizing information about
managed devices on IP networks and for modifying that information to change device
behaviour. It exposes management data in the form of variables on the managed sys-
tems, which describe the system configuration [20].

An SNMP managed network consists of three key components.
e Managed Device
o Agent

e Network Management Station (NMS)
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Figure 2.3: Components of SNMP [39] .

Managed Device - It is network node that allows unidirectional or bidirectional access
to node-specific information and implements SNMP interface. They can be of any
type viz. routers, access server, switches etc.

Agent - It is network management software module that resides on managed device.
It collects the management information database from the device locally and makes
it available to the SNMP Manager, when it is queried for. These agents could be
standard like Net-SNMP or specific to a vendor like HP insight agent.

Network Management Station (NMS) - It executes applications that monitor and con-
trol managed devices.

Every SNMP Agent maintains an information database describing the managed de-
vice parameters or variables. The SNMP manger uses this database to request the
agent for specific information and further translates the information as needed for the
NMS. This commonly shared database between the agent and the manager is known
as Management Information Base (MIB) or Management Information Database. This
database is of hierarchical structure and each entry is called managed object, which are
addressed through an Object Identifier (OID). Each identifier is unique and denotes
specific characteristics (or variable) of a managed device. These variables can be of
different data types like text, number, counter etc. There are two types of managed
objects viz. Scalar and Entity Table [21]. Scalar managed objects contain only one
value while Entity Table managed object can contain multiple values in the form of
table. Devices vendor name is an example of scalar and CPU utilization is of type
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entity table, as in case of quad processor there would be a result for each processor. A
typical OID is a dotted list of integers for instance OID for sysDesc is 1.3.6.1.2.1.1.1
in RFC1213. In this representation, every integer corresponds to a hierarchy level. It
can also be represented textually as iso.identified-organization.dod.internet.mgmt.mib-
2.system which is defined in ASN.1 [22].

Basic commands in SNMP

The simplicity in information exchange has made the SNMP as widely accepted pro-
tocol. The main reason being concise set of commands.

e GET: This operation is used to retrieve one or more values from the managed
device by the manager.

e GET NEXT: This operation is similar to GET, but it retrieves the value of the
next OID.

e GET BULK: This operation is used to retrieve large number of variables.

e SET: This operation is used by the managers to modify or assign the value of
some variable.

e TRAP: Unlike the above commands which are initiated from the SNMP manager,
traps are initiated by the agent. It is a signal to the SNMP manager by the agent
on occurrence of an event.

e INFORM: This command is similar to TRAP, but it also includes confirmation
from the SNMP manager on successfully receiving the message.

e RESPONSE: This command is used to carry back the value(s) of actions directed
by the SNMP manager.

SNMP Traps

SNMPv1 and SNMPv2 encourage trap-directed notification[23]. To reason this, lets
assume a manager is responsible for a large number of devices, and each device has
a large number of objects, if a manager keeps on polling or requesting information
from every object on every device, it will lead to substantial traffic of frivolous SNMP
request and responses. This can be avoided by using trap-directed notification, in
which each agent on the managed device has to notify the manager without solicita-
tion about any change in its objects. This results in substantial savings of network
and agent resources.
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Figure 2.4: GET request and response versus SNMP trap.

In order for the manager to understand these traps, data is encoded in the key-value
pair configuration. These pairs are called variable bindings and they contain extra
information relating to the trap. For instance, an SNMP trap might contain variable
bindings for domain name, urgency level, and alert description.

SNMP Trap Communication

SNMP traps are sent to NMS whenever there is a change in any of the variables
at the managed device or if there is any alert from the managed device. Initially, the
trap is generated by the SNMP Agent using Management Definitions and Management
Database, which is then packed in UDP Datagram and sent to NMS. Figure [2.5] shows
the steps in which trap is transferred to NMS. In infrastructure wireless LAN with
ESS, whenever a managed device moves from one access point to another, it generates
a series of SNMP traps which are sent to the NMS. These traps will be discussed in
the next chapter.

VIS 2

UDP << TRAP=>

Figure 2.5: SNMP trap communication [39)].

The SNMP messages are generally transferred using User Datagram Protocol (UDP)
and not Transmission Control Protocol (TCP) by default, this is because the network
management must be robust and also work under heavy congestion and TCP requires
a certain critical threshold to work while UDP can work in well below reliability than
TCP threshold [24].
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Chapter 3

System Design

The system is real time software which collates and processes the data received from
the NMS as well as provides access to this information for analysis and finding useful
insights from the data. This system has been deployed at III'T Delhi which has 8 major
blocks namely, Academic building, Library building, Lecture block, Dining building,
Girls Hostel, Boys Hostel, Service Block, and Faculty Residence. Wi-Fi is accessible in
all these blocks which helps in indoor localization. Adequate number of access points
are installed on all floors of these blocks. The access points along with the whole
network is managed by a dedicated IT Operations team. The access points are placed
in an optimum way and are labeled according to their symbolic location.

3.1 Design Goals

The system is designed to cater the end user’s requirement of robust and real-time
information about indoor localization and space utilization. While designing of the
system these goals have been kept in mind:

e A robust and real-time platform to give access to the localization information.

e A secure, scalabld!] elastid’] and schema-fred®| data storage to enable growth of
the system to accommodate new sources.

e An abstract design to enable development of applications independently of com-
plexity of the core system.

e An easy-to-use, robust, flexible and loosely coupled web application for end user.

3.2 External Dependencies

The system exists in between an infrastructure of external dependencies like wireless
network and NMS. This section gives an overview of the whole infrastructure required.
It takes the system as a black box, and defines as well as describes its external depen-
dencies.

I Capability to grow in size, or process to handle a growing amount of work
2Flexibility of its data model
3 Ability to modify its schema without any downtime

11
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Figure 3.1: External dependencies of the system.

Wireless LAN

It includes all the devices which are connected to the wireless network. These devices
can be wireless and mobile like smart-phones, laptops, tablets or any other devices
with wireless connectivity. These devices get connected to the nearest or most op-
timum access point from which they have better signal strength and signal-to-noise
ratio. These access point have associated with them their symbolic locations and hence
from this connected devices’ symbolic location can be inferred.

It is not necessary that a device or station is connected to its nearest access point
at some particular time, this may be because of attenuation of Wi-Fi signals from the
nearest access point, or if a device is coming from a range of another access point, it
does not tend to disconnect from the previous access point until a very low threshold
of signal strength as the handoff process requires more time and power. But usually
it is assumed, that if there is a change in floor, the device changes it access point to
a new access point on that floor as change in floor causes high attenuation due to
concrete slab and metal rods in between and hence reduces the signal strength and
signal-to-noise ratio. This work considers the block name and floor as the highest level
of precision for symbolic location. Improvement in level of precision is kept as a future
scope of this work.
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Figure 3.2: Distribution of access points on floors of a building. [40]

Whenever a device or a station connects to an access point, the SNMP agent generates
a SNMP trap which is sent to the NMS.

Network Management Station (NMS)

A NMS is a server that runs a network management application. Network elements
communicate with the NMS to relay management and control information. SNMP
is used to communicate management information between the network management
stations and the agents in the network elements. SNMP traps which are sent to NMS
are written in files for storage. SNMP traps can be of many types like association,
disassociation, faults, etc. Net-SNMP is a suite of software for using and deploying the
SNMP protocol. It is used for receiving asynchronous traps generated by the system.
It is configured to log these traps into a file on the NMS. Some type of traps which
are important to this work are discussed below.

1. ciscoLwappDot11ClientMoved ToRunState
Cause: A client has completed a security policy.
Description: A client has completed all the formalities of connecting to an
access point and have been assigned the IP address to send or receive data. It

13



2.

4.

is now in running state [31] [32].
Trap Components:

e Client’s MAC Address

e Access point’s name or label
e Access point’s MAC address
Client IP address

Client’s connected SSID

bsnDot11StationAssociate

Cause: A client has associated with an access point.

Description: The associate notification shall be sent when any of the watch
listed client (present on at least one watch list) associates with an access point

[31] [32].

Trap Components:
e Access point’s MAC address
e (lient’s IP address

Client’s MAC address

e Access point’s name or label

. bsnDot11StationDeauthenticate

Cause: A client is no longer authenticated by the system.
Description: The deauthenticate notification shall be sent when the station
sends an deauthentication frame [31] [32].
Trap Components:
e Access point’s MAC address
e (lient’s IP address
Client’s MAC address

e Access point’s name or label

e Reason for deauthentication

bsnDot11StationDisassociate

Cause: A station or device might disassociate due to various reasons such as
inactivity time-out or a forced action from the management interface.
Description: The disassociate notification shall be sent when the station or
device sends a disassociation frame [31] [32].

Trap Components:

e Access point’s MAC address
e Client’s IP address
Client’s MAC address

Access point’s name or label

Reason for disassociation

14



5. ciscoLwappDot11ClientCoverageHolePreAlarm
Cause: Data coverage hole detected.
Description: This notification is generated when the access point receives at
least 'packet count’ packets for voice or data, from a client in any given 5 second
interval and "packet percent’ of the packets, from the client are below the "RSSI
threshold’ [32].
Trap Components:
e Access point’s MAC address
e Client’s IP address
e Client’s MAC address
e Access point’s name or label
e Access point’s transmit power level
e Transmit timestamp
e Comma separated histogram values
e Neighbour access point’s MAC address
e Neighbour access point’s RSSI
6. ciscoLwappDot11ClientDisassocDataStatsTrap
Cause: A client is no longer associated to the system.
Description: Data statistics of the client after it has been disassociated from
the system [33].
Trap Components:
e Access point’s MAC address
Client’s TP address
Reason for disassociation

Client’s connected SSID
Client’s Session 1D

Client’s transmitted data packets and bytes

Client’s received data packets and bytes

7. ciscoLwappDot11Client AssocDataStatsTrap
Cause: A client has associated with an access point.
Description: Initialised data statistics of the client [33].
Trap Components:
e Access point’s MAC address
Client’s IP address
Reason for disassociation

Client’s connected SSID
Client’s Session 1D

Client’s transmitted data packets and bytes

15



e (lient’s received data packets and bytes

8. ciscoLwappDot11ClientSessionTrap
Cause: A client has completed the Policy Enforcement Module (PEM) state
and movies to running state.
Description: A client is associated with an access point and is issued a session
ID [33].
Trap Components:

Access point’s MAC address
Client’s TP address

Access point’s name or label
Client’s connected SSID
Client’s Session 1D

There are more types of traps which are generated by the devices, but they are not
important for this work and hence have been omitted. These traps are written to a
file stored on NMS. The rate of incoming of these traps can range from 4 traps per
second to 16 traps per second.

System, Users and Applications

These traps which are written onto a file in NMS are read by the system by cre-
ating a SSH connection to the NMS and using tail f to read the traps. These traps
are then stored in the database at real-time. Users and applications can access the
data from the database without any significant delay (j 1s) from the actual time of
trap writing. The full white box architecture of the system is explained in the section

3.4

3.3 Tools and Technologies

The system has been developed using Spring web framework and using a NoSQL
database MongoDB for the data storage.

Why Spring?

e Spring enables to develop the enterprise applications using POJOs (Plain Old
Java Object). The benefit of developing the applications using POJO is, that we
do not need an enterprise container such as an application server but we have
the option of using a robust servlet container.

e Inversion of Control (IOC) container: This provides a loose coupling between
the objects in the system, simplifying connections between the modules.

e Aspect Oriented Programming (AOP): It supports AOP that enables convenient
development by separating application business logic from system services.
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e JDBC Abstraction framework: it simplifies implementing the DAOs using JDBC
by providing built-in solution for problems like code duplication, resource han-
dling and exception handling. For instance, it can convert the SQLException
into meaningful exception hierarchy simplifying the error handling strategy.

Why NoSQL?

e Flexible Data Model: NoSQL databases address the requirements for the data
that is semi-structured or unstructured in nature. Document, graph, key-value
or wide-column, all of them offer a flexible data model, making it easier to store
and combine data of any structure and allow dynamic modification of the schema
without downtime.

e Elastic Scalability: These databases include support for sharding or partitioning,
allowing the database to scale-out for almost unlimited growth.

e High Performance: These databases are designed to deliver great performance,
measured in terms of both throughput and latency at any scale.

Why MongoDB?

e Document oriented database: Only one document is capable of storing all the
information required for one trap. Fields of document can be allocated with
any type of information including arrays and embedded documents. This allows
documents to have a very rich and flexible structure.

e Schema-free: Schema design can be on-the-fly, leading to much faster develop-
ment and upgradation.

e Scalability and load balancing: Automatic data movement across different shards
for load balancing to maintain even distribution of data among all servers in a
cluster.

e JSON: It uses JSON objects to store and transmit information. JSON is the
web standard protocol.

e Huge performance in handling large amount of incoming traps.

e Indexes and full query language, allows for Map-Reduce using JavaScript func-
tions at the server side.
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3.4 Architecture

3.4.1 Hexagonal Architecture

The system has been designed using the principles of hexagonal architecture. The term
Hexagonal Architecture also known as Ports & Adapters architecture, was first coined
by Alistair Cockburn. This architectural model is an applicative-architecture-style
that helps to focus on business goals without being tied or jeopardized by technical
frameworks or infrastructure choices. It allows an application to equally be driven by
users, programs, automated tests or batch scripts, and to be developed and tested in
isolation from its eventual run-time devices and databases. It makes the application
ignorant of the nature of the input device and when something is to be outputted, it
sends it out through a port to an adapter, which creates an appropriate signals needed
by the receiving technology. Similarly, as events arrive from external dependencies at a
port, a technology-specific adapter converts it into a usable procedure call or message
and passes it to the core domain. This makes the application have a semantically
sound interaction with the adapters on all sides of it, without actually knowing the
nature of the things on the other side of the adapters [30].

This architectural model is designed in a way to prevent the infiltration of business
logic into the external dependencies’ (like UI) code, as this infiltration leads to low
maintainability and testability. The model defines two main areas - inside and outside.
Inside consists of applicative use case handlers and business domain code, while out-
side consists of DB access, messaging and communications, bindings etc. This model
espouses Dependency Inversion Principle (DIP), which states that high-level modules
should not depend on low-level modules and both should depend on abstractions, as
in this all the dependencies are always towards the inside [35].

Benefits of using hexagonal architecture

e Sustainability: It decouples the application-business code from the tools like
libraries or frameworks.

e Adaptability: Adding a new tool or technology to interact with the system is
very easy. It only requires to add a new port-adapter to support it.

e Understandability: it does not mixes the use cases with tools as use cases han-
dlers are defined in a dedicated module.

e Testability: It eases the usage of mock dependencies like databases, in order to
test the applicative services and domain code.

e Domain Driven Design (DDD) compliant: As it does not allow the domain code
to be contaminated by the infrastructure code.

3.4.2 System Architecture

Figure gives the system architecture and all its components. The system is divided
into three main layers viz. Core Domain, Adapters, and Ports. In this, ports are
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dependent on adapters and similarly, adapters are dependent on core domain. The
dependencies are always towards the inside. The arrows in the diagram represents
dependency. Flow of data in the system is important to understand before delving
into the detailed. The system receives the traps data from the NMS by creating a SSH
connection and then tailing the SNMP traps log file. This enables the system to receive
it line-by-line, which is then collated to form a single trap. This trap is then passed
onto the parsing module and privacy module, which parses it into domain objects
after hashing the private information, and are stored in the database. The database
is updated with the real-time data. This real-time data is immediately available from
the database to all applications and users for access. Users and applications can access
the data after valid authentication and authorization. The data can be fetched using
REST APIs or through web applications.

Ports

Calendars API E I

Adapters

SNMP Traps
file

Core Domain

Charts API

e

Logging

Web Apps Traps Database

User Database

Space Utilization
Database

Users @

(CH(CR(

Figure 3.3: System architecture.

Now, moving onto the components, they can be thought of as the slices of the hexagon.
Each component has a part of core domain, adapters, and ports. Although the de-
pendency is towards inside, the interaction or communication can occur both ways.
The ports can interact with core domain using the adapters or the core domain can
interact with ports using technology-specific adapters. The goal of describing the ar-
chitecture in components is to make conceptual divisions across functional areas of an
application. The components will be discussed in subsequent sections.

REpresentational State Transfer (REST) Component

This component enables the interaction between the different APIs like Chart API
or Calendar API (ports), controllers (adapters), and REST domain or entities (core).
Events or clients request come at the port and the technology-specific adapters convert
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these requests into usable procedure calls or messages and passes to the business logic.
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Figure 3.4: REST Component.

Charts API requests data for different types of charts like schedule charts, footfall
charts, space utilization charts, etc. These HTTP requests (GET, POST) is converted
to request objects by the respective controllers. These objects then call for messages
from the business logic. These functions then return the data from the database in the
form of DTOs (Data Transfer Objects). The DTOs are converted back to HTTP re-
sponse using Jackson library to convert Plain Old Java Objects (POJO) to JavaScript
Object Notation (JSON). The HTTP Response is sent back to the port. This JSON

is then used as an input to the charting library.

Scheduler Component

This component enables the interaction between the different external services like
SSH or logging (ports), scheduler (adapters), and repository or entities (core). Sched-
uled events or trap data come at the port and the technology-specific adapters convert
these requests into usable procedure calls or messages and passes to the domain for
service execution or data storage.
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Figure 3.5: Scheduler Component.
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Through the SSH connection to the NMS using the Java Secure Channel (JSch) library
a tailing command (tail -f) is given to the traps log file. This command sends a line
which is written onto the file to the system. All these lines are collated until an entire
trap is formed. This trap is of textual form , which is then parsed into a domain object.
Privacy module here hashes (SHA 256) the private information like MAC address, IP
address or any other information that can trace back to the mobile device. This object
is then send for storage. Logging service logs the time information of the traps which
are being stored in the database. This service continuously runs in the background to
log the current traps. This enables the admin to monitor and make sure that the trap
parsing and storing remains real-time. Scheduled thread pool assigns the maximum
number of threads which can be generated for different scheduled tasks. Currently, it
is set to 200, but it can be increased as the number of tasks increases.

Database Component

This component enables the interaction between the different databases (ports), repos-
itory implementations (adapters), and repository or entities (core). Function calls for
inserting or accessing data comes from the domain and the database-specific adapters
(repository implementations) convert these requests into database queries and passes
to the database at the ports.

- s \ i \ I
= = Repository Repositories
Traps Database User Database ;
Implementations
Function
MongoDB Mongo -
Queries, Template i
Result Sets Objects Ll
) Object
-
E Mongo
Space Utilization Template Entity
Database / \ / |
Ports Adapters Domain

Figure 3.6: Database Component.

Whenever there is a requirement for data fetch, update or insertion, the functions
which are declared in repositories are invoked. These functions are defined in the
repositories implementations. These implementations convert the function call into
a specific database query. These queries then return the data in the form of result
sets. This data is converted back to DTOs by the adapter and then the DTOs are
transferred back to the domain. Traps database is used for the storage of the received
SNMP traps. This database is continuously being updated with new traps. It can be
queried anytime for real-time data for MAC specific, location specific or time specific
queries. Users database stores the account information of the users like email id and
their stored hashed in a secure way. It adds a user whenever someone stores his MAC
address for quick access. Space Utilization database stores the data about the usage
of the location. It is updated with new data every midnight. The data schemas are
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briefly described in Appendix [A] for reference.

Web Ul Component

This component enables the interaction between the web applications and their users
(ports), models and views (adapters), and repository, entities, authentication and au-
thorization of users (core). HTTP requests comes from the ports for accessing the
web pages for an application or authentication requests by the users and these are
converted to function calls or messages for the controllers by the adapters. Then these
functions call for services like authentication and authorization in the domain.

m / y [ \\‘
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Web Apps Views Models &
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HTTP Request, q 3 call,
Response
Response b Message
) Object
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Figure 3.7: Web UI Component.

Authentication of users is done using the Google Identity Platform, after this authenti-
cation it is ensured that only the people at IIIT Delhi gets access to the web apps. The
system defines three types of users namely, Limited user, power user and admin. After
authenticating, it is determined that a particular user is of which type. According to
the type of the user access is granted to the requested page.

Admin

Presence calendar
Custom presence
Schedule logging
Multiple device logging
Schedule charts

Time spent charts
Daily metrics

Space utilization
Footfall

Add admin, power user
Database updating
services

Power User

Presence calendar
Custom presence
Schedule logging
Multiple device logging
Schedule charts

Time spent charts
Daily metrics

Space utilization
Footfall

.

Limited User

Presence calendar

Figure 3.8: User types and their access levels.

Access levels of different users are detailed in Figure |3.8. These applications are

described in the next section.
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3.5 Applications

As a part of this work, some applications have also been developed which utilize
the information given by the system. All these applications have been tied together
in one front-end user interface. All these applications have been deployed at IIIT
Delhi. These applications provides the users with real-time data. The application are
namely, Schedule logging, Time spent, Presence Calendar and Daily metrics, which
will be discussed in the subsequent sections.

3.5.1 Schedule Logging

Time is the most valuable asset that any individual has on his hands. It is therefore
essential for all individuals to manage their time very effectively. For effective time
management one must follow a strict schedule which allows for adequate time for work
as well as play.

This application aims at helping people at IIIT Delhi discern their daily schedule.
It is a ubiquitous solution which presents the location logs of an individual using his
mobile device. This application takes input the MAC address of the mobile device
which one carries with oneself all the time and it outputs the visited places, at what
time and how much time was spent there. This application is useful for students as it
can help them with managing their college time. It helps them in figuring out their
study-to-play ratio i.e. out of the eight hours of college time, how much time is spent
in canteen, roaming around or playing versus how much time is spent in classes, labs
or self-study. For staff or faculty it is useful in discerning how much time they spend
in their offices, taking classes, working or at the canteen for lunch or coffee. Figure
[3.9 shows the tabular schedule or a timeline of an individual.

Since Location & Duration
WED JUN 29 21:15:311ST Disconnected 4 hr 29 sec
2016
WED JUN 29 21:09:311ST Boys Hostel Floor O 6 min
2016
WED JUN 29 19:04:311ST Boys Hostel Floor 3 2 hr 5min
2016
WED JUN 29 19:04:24 IST Boys Hostel Floor 2 7 sec
2016
WED JUN 29 16:41:28 IST Boys Hostel Floor 3 2hr 22 min 47 sec
2016
WED JUN 29 16:35:38 IST Disconnected 5 min 50 sec
2016
WED JUN 29 08:32:241ST Boys Hostel Floor 3 8 hr 3min 14 sec

2016

Figure 3.9: Schedule logging tabular view.
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This application gives access to recent schedule history. This application does not
store any information related to one’s location, the schedule history is obtained from
the traps database at the time of request.

The application also provides a way to access one’s schedule for a particular day or for
some specific duration. One can enter from and until dates to receive the schedule for
that particular duration only. This is useful if someone wants to see his last Monday’s
schedule.

What if someone has more than one mobile device with him, which he interchanges
from time to time? This application allows one to input up to two devices and see
one’s schedule by intermingling the schedule of the two devices. One can also combine
the results of his mobile phone and laptop together. Figure [3.10| shows the combined
timeline of two devices.

Since Device Location Duration
WED MAR 30 22:43:22 i
Pradyumn's Moto G Boys Hostel Floor 3 1 hr 30 min 44
IST 2016 sec
WED MAR 30 22:27:47 : .
Pradyumn’s Moto G Disconnected 15 min 35 sec
IST 2016
WED MAR 3022:22:11 i g
Pradyumn's Moto G Dining Block Floor O 5 min 36 sec
IST 2016
WED MAR 30 21:19:11 i i
Joy's HTC One Disconnected 3 hr 50 min
IST 2016
WED MAR 3021:13:58 i i
Joy's HTC One Qutside Hostel 5 min 13 sec
IST 2016
WED MAR 30 21:11:44 i .
e Joy's HTC One Dining Block Floor O 2 min 14 sec

Figure 3.10: Schedule logging for multiple devices.

Schedule Charts

The application offers the users to view their daily schedule using a stacked column
chart instead of tabular view. This chart helps in a quick overview of one’s timeline.
This chart colour codes the different locations and present it on a time axis. One
can also remove or select a particular location and view only that location’s schedule.
This chart allows for zooming on time axis. These charts have been developed using
Highchartsﬂ

4JavaScript API for designing interactive charts for web pages by Highsoft
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Figure 3.11: Schedule logging chart view.

3.5.2 Time Spent

Managing ones time also requires to study the locations where one has spent more
time. This application assist the user in figuring out how much time one has spent at
different locations between a defined time period. It summarizes the time spent data
and draws a location versus time spent bar chart. This application is helpful when an
individual wants t know how many hours he has spent in his office on some day. It
can also let one know how many hours one has spent at a particular location in one
week or month. The drawn chart has locations on x-axis and minutes spent at y-axis.
A base-10 log scale is used for the y-axis or minutes spent so that different locations
with very high time spent and locations with very low time spent can be seen together
in one bar chart. The chart has been developed using Google Chartsﬂ. Figure m
shows the visualized graph for an individual.
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Figure 3.12: Time spent by a user at different locations across campus.

3.5.3 Presence Calendar and Daily Metrics

Presence calendar is the application which marks date on the calendar on which they
were present in academic areaﬂ This application helps in marking out the present and
absent days for students. They can figure out of how many working days they were

5JavaScript API for designing interactive charts for web pages by Google
6 Academic Building and Library Building
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present in college. Parameters are fixed for this calendar are that one should go to
the academic area between 10 PM to 10 PM on any day. The fixed parameter helps
in bringing consistency among all users. Figure |3.13|show such a calendar.

January 2016 < | > || today
Sun Men Tue Wed Thu Fri Sat
1 2
2 i 6 7 8 o]
10 11 12 13 1+ 15 16
137 18 1% 20 ) 22 23
24 2 26 oF 28 o 20
31

Figure 3.13: Presence calendar of a user.

Custom Presence Calendar

Presence calendar is accessible to all user types including limited user, but Custom
presence calendar is only 