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ABSTRACT

Internet of Things (IoT) is a vast and rapidly growing technology right now
in the world of innovation. Billions of new electronic devices are going to be
connected to the internet in wide-ranging applications. With this massive increase
in adoption and utilization of new technology, security vulnerabilities are growing
exponentially as well. Traditionally, conventional cryptographic primitives are
used in order to provide security of these devices. The security of the cryptographic
protection relies on the secrecy of the key. Typically, secret keys, which are
used as device identification (IDs), are stored in non-volatile memories (NVMs),
and combine cryptographic primitives to implement information encryption and
authentication. However, through such traditional technique, secret keys are
vulnerable to various kinds of attacks and can be easily obtained or cloned.
Further, maintaining such secrets in NVMs is difficult and expensive. In addition,
random key generation and key exchange are also very challenging in secure [oT

applications.

Physically Unclonable Function (PUF) promises to be a critical hardware security
primitive to provide an alternative method to create unique signatures (IDs)
from complex physical characteristics of ICs rather than storing the IDs in
non-volatile memories.  Eventually these IDs can be used to authenticate
devices and also to generate secret keys for cryptographic functions. A True
Random Number generator (TRNG) is another important hardware security
primitive that generates high entropy random numbers (keys) from a physical
process for use in key exchange/agreement, encryption, and digital signature,
etc. The IoT infrastructure adopts a large number of these hardware-based
security primitives in order to securely exchange data in an effective and
resource efficient manner. Furthermore, one of the major requirements of PUF
and TRNG intended for IoT applications is that the device area must be
efficiently utilized. Unfortunately, the huge area consumption of many PUF
and TRNG implementations on Field-Programmable Gate Arrays (FPGAs) made
them infeasible in IoT environments. Therefore, we undertake the study and
development of new techniques to design, develop and implement highly efficient
PUFs and TRNG for FPGAs in the context of IoT applications in this thesis.

In the first part of this thesis, we study different techniques for improving

performance characteristics of PUFs. In this context, we carry out the design,



development, implementation and evaluation of four major types of PUFs has for
IoT security. These PUFs fall in three categories: memory based, delay based or
hybrid PUFs. The first design we study is RS-Latch based which is a memory
based PUF. Next two designs are Ring oscillator and Arbiter based, and fall in
the category of delay based PUF. The fourth design is a hybrid of RS Latch
and Arbiter PUF designs. All the four designs have been thoroughly tested on
FPGA devices. The enhancement in performance of the new designs is achieved
through the incorporation of various novel techniques. Performance metrics of
these designs have been presented and compared to the state of the art PUFs.
It has also been shown that the proposed designs yield the most area-efficient
conventional and hybrid PUFs reported so far. Moreover, the proposed PUF's are
resistant to temperature, supply voltage, and correlated process variations making

them attractive for IoT applications.

In the second part of this thesis, we design and develop a ring oscillators based
true random number generation on FPGA. The quality of generated true random
bits can be improved by employing different new techniques. Subsequently
experimental evaluation and comparisons with existing techniques are presented.
Further, our proposed implementation provides a very good area-throughput
trade-off and high entropy rate of the produced output bits when compared to

the existing state-of-the-art.

Lastly, in the third part of this work, we focus on efficient FPGA implementation
of elliptic curve based authenticated key agreement protocol for IoT devices
using PUF and TRNG. In this context, we design and develop a novel hardware
architecture for Binary Edwards Curve (BEC) point multiplication. Subsequently,
an FPGA design of elliptic curve based key agreement protocol (ECMQV) using
PUF and TRNG is presented. The obtained implementation results show that the
proposed architecture yields a better performance when compared to the existing
state-of-the-art.
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Chapter 1

Introduction

In recent years, there has been a tremendous growth in the adoption of Internet of
Things (IoT). A variety of devices, such as smartphones, home appliances, sensors,
medical devices and other network devices are now ubiquitous and widely used.
[oT market is estimated to be worth 11 trillion dollars and 75 billion devices
are likely to be connected by 2025 [62]. The security of communication between
these devices is becoming increasingly important. Providing this security relies
on well established cryptographic primitives for key generation, key agreement,
identification and authentication, data confidentiality, etc. Therefore, these
cryptographic primitives are paramount for IoT devices to be able to perform
operations and critical tasks in a low-cost, highly efficient, and secure way.
However, in many IoT applications, resources like CPU, memory, and battery
power are limited which limits their adoption of classical cryptographic security
solutions since many of these solutions are resource demanding. Many conventional
approaches (e.g. key generation and storage, key agreement, encryption, and
digital signatures) are expensive, slow, resource inefficient, and increasingly
vulnerable to physical attacks. Hardware-based security primitives such as PUF's
and TRNGs can overcome these limitations and provide true random numbers in

order to establish security and trustworthiness in IoT systems.

PUF's rely on the fact that every chip that is manufactured has its unique physical
characteristics. This is similar to fingerprints of human beings. The PUFs

1



Chapter 1. Introduction 2

exploit unavoidable and uncontrollable random process variations that exist in IC
manufacturing to generate their own unique hardware characteristics, which can be
used to create unique IDs or to generate unique secret keys. PUF's can significantly
increase physical security by generating secret IDs/keys that only exist in a digital
form when a chip is powered on and running. Further, these secret IDs/keys
are unique and extremely hard or impossible to clone. IDs/Keys generated by
PUFs can resist tampering attacks because the underlying nano-scale structural
disorder will most likely be damaged during the course of physical tampering of
a PUF device. Authentication, identification, and key generations are the most

common use cases for PUFs.

The TRNGs are another heavily used primitive in security applications. These are
common in cryptographic applications such as key generation, random padding
bits, and generation of challenges and nonces in authentication protocols. There
effectiveness of a TRNG depends on the quality of random numbers it produces.
In fact, the security properties of many algorithms are crucially dependent on the
ability of the TRNG to produce unpredictable and unbiased bits in a cost effective

manner.

It can be inferred that the PUF and TRNG should provide cost effective and
efficient trustworthiness of the physical hardware platforms. Therefore, PUF and

TRNG are promising security primitives for Internet of Things.

1.1 Hardware Security Primitives

Modern cryptographic methods rely on the existence of keys to perform any
secret exchange of information. The keys may be long-term keys, session
keys for block ciphers or signature keys, or ephemeral keys for public key
algorithms. The key is to be kept secret and is an interesting target for
adversaries. Typically, secret keys, which are used as device identification (IDs),
are stored in non-volatile memories (NVMs), and combine cryptographic primitives

to implement information encryption and authentication. However, keys stored in
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such media are vulnerable to various kind of attacks and can be extracted or cloned.
Further, maintaining such secrets in NVMs is difficult and expensive. Thus, we
need alternative cryptographic protocols based on hardware security primitives
that do not require an explicit secret key/ID storage. Moreover, random numbers
are necessary to secure several cryptographic protocols and are crucial to the
security of the protocols. Therefore, hardware-based security primitives such as
PUFs and TRNG play important roles in protecting and securing a system in loT

applications.

1.1.1 Physically Unclonable Functions (PUFs)

A PUF is a function that is realized by a physical system and is easy to evaluate but
the physical system is hard or impossible to clone [120]. PUF's possess the ability to
extract unique signature, from the intrinsic process variability of silicon devices,
using a challenge and response mechanism. Eventually these unique signatures
(IDs) can be used to authenticate devices and also to generate secret keys for
cryptographic functions. The basic functionality of a PUF can be described
mathematically as a mapping R = PUF(C), where C' is a challenge (an external
stimulus) applied and R is the response (output) generated by the PUF (Fig. 1.1a).
Thus, the considered PUF must satisfy the following security related properties,
presented in [113] (Fig. 1.1b-g):

Reproducible: The responses generated from the same PUF on the same challenge

should always be very similar during multiple evaluations (Fig. 1.1b).

Unique: The responses generated from different PUFs on the same challenge

should always be largely different (Fig. 1.1c).

Unclonable: 1t should be impossible to create a physical copy of any PUF instance
(Fig. 1.1d).

One-way: Predicting the challenge from a given response should be infeasible

(Fig. 1.1e).
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FIGURE 1.1: Schematic representations of essential features of PUF [113]

Unpredictable: The adversary should not be able to compute the response of a
PUF to a challenge efficiently, given a limited set of other challenge response pairs

(CRPs) (Fig. 1.1f).

Tamper-evident: The PUF should be tamper-evident, i.e. the PUF system should
permanently change its functionality when a physical attack on the PUF is carried

out (Fig. 1.1g).

1.1.1.1 Concept of PUFs

PUFs challenge-response relationship is determined by manufacturing nano-scale
process variations in the logic and interconnect of an integrated circuit (IC) chip.
From a circuit design perspective the process variations can be generally divided

into two major groups: die-to-die variations and within-die variations [110].

As shown in Fig. 1.2, die-to-die variations have a variation radius larger than
the die size including within wafer, lot to lot, wafer to wafer, and fab to fab
variations. These variations affect all the circuits within the die equally. On the

other hand, within-die variations refer to the variations that occur between various
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die-to-die variation
radius > die size

\ systematic variation

radius ~ few mm

random variation

radius ~ device size

F1GURE 1.2: Classification of silicon process variations [110]

circuit elements of the same die. They can be further divided into systematic and
random variations. The radius of systematic variation is on the order of few
millimeters. Moreover, the systematic variations are the component of variation
which is caused by imperfections in the fabrication process and they normally show
spatial correlation behavior. Finally, random variations are non-systematic which
is caused by sources such as random concentration of dopants in transistors and
variation in gate oxide thickness. These are intrinsic to the silicon material and
cannot be controlled. Moreover, the radius of this variation is comparable to the
sizes of individual devices, so each device can vary independently. This latter type
of variation (i.e. random) is the main cause for producing random responses in a
PUF which is unpredictable and unclonable. It is very difficult, almost impossible,
to build an exact identical copy of a PUF instance. No successful physical cloning
has been reported so far even when given the exact manufacturing process that

produced it.

Functionality of a PUF can be generally divided into two parts: namely, enrollment
and evaluation. During the enrollment process, a PUF is characterized to extract
a reference response R,y corresponding to a given challenge. The CRP is stored in
a secure database by an authorized entity. After the enrollment process is over, the
PUF is deployed in applications. For example, it may serve the purpose of device
authentication or may be used as a secret key in a cryptographic operation. During

evaluation, the PUF is provided with the challenge and generates a corresponding
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response . If R,.; = R then the device is authenticated successfully otherwise

an encryption/decryption occurs.

1.1.1.2 Classification of PUFs

PUFs can be classified based on fabrication method and security strength, as

shown in Fig. 1.3

PUF
Fabrication Security
Based Based
Non:Silicon Silicon PUFs Strong PUFs Weak PUFs
PUFs
Memory
Delay Based Based
l l e SRAM PUF
o Paper PUF A 4 o Butterfly PUF
e Optical PUF * ROPUF * SRAM PUF e Arbiter PUF e Latch PUF
e CD-PUF e Arbiter PUF e Butterfly PUF . RO PUF
- o Glitch PUF e Latch PUF > Optical PUF X
® Magnetic PUF =L o Bistable ring ® Flip Flop PUF
e Acoustical PUF ® Clock PUF ® Flip Flop PUF PUF e DRAM PUF
e Etc. : :Er;tcerpose PUF e DRAM PUF e Interpose PUF o Clock PUF
5 e OTPPUF o Etc. e OTP PUF
e Etc * Etc.

FiGure 1.3: Different types of PUF's

Based on fabrication: PUFs are generally categorized into two major groups based

on the fabrication [172]: Silicon and Non-Silicon PUFs.

e Non-Silicon PUFs: Generally these type of PUFs can be constructed using a
non-silicon material. Some examples of this type of PUFs are Optical PUF,

paper PUF, acoustical PUF, magnetic PUF, etc. [103, 172].

e Silicon PUFs: These PUFs utilize the uncontrollable manufacturing
variations to generate a unique signature for each IC. According to the

different source of variation, silicon PUFs can be mainly categorized
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as delay-based PUFs and memory-based PUFs.  Delay-based PUFs
exploit race conditions (e.g. Arbiter-PUF [143]) and frequency variations
(e.g. RO-PUF [143]) found in integrated circuits. On the other hand,
Memory-based PUF's are based on the instability of volatile memory cells.
Some examples of these type of PUFs are SRAM-PUF [50], RS-LPUF [164],
Flip-Flop PUF [90], Butterfly PUF [78], DRAM [149], etc. For more details

one may refer to [103].

Based on security (Based on CRPs): PUFs can also be classified into two major
classes based on the size of their challenge-response space [48, 50, 126, 174]: Weak
PUFs and Strong PUFs. Weak PUFs have limited number number of CRPs
and they are more suited to applications such as key generation in cryptographic
functions, seeding a pseudo random number generator (PRNG), and identity

generation. Strong PUF's have a large CRP space in contrast to the weak PUFs.

An attacker cannot access the response of Weak PUFs because these responses
must be kept private (never leave the chip) and are only accessed as required. The
SRAM-PUF, Ring Oscillator-based PUF (RO-PUF) and RS Latch-based PUF
(RS-LPUF) are typical examples of weak PUFs [172]. Alternatively, Strong PUF's
have a large set of CRPs and can be used directly for authentication without
additional cryptographic hardware. It is assumed that the attacker may have
access to the CRPs; however, it should be impossible for them to attack the CRPs
in a reasonable time frame (for example, a few days or weeks). Typical examples
of Strong PUFs are Arbiter-based PUF (A-PUF) and Bistable Ring PUF [172].
It is pertinent to note that the prefixes “strong” or “weak” are not used to imply
security level of a PUF in the literature. The classification is based only on the

size of the CRP space.

1.1.1.3 Attacks Against PUF

The adoption of a PUF as key storage and generation avoids some of the

shortcomings of non-volatile memory-based approaches. It is generally harder
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to perform an attack aimed to read out, predict or derive responses from a PUF
than to gain access to a non-volatile memory. However, PUF implementations may
be subjected to some attacks. In this subsection, we will discuss a set of possible
attacks that can be attempted against PUF circuits and the countermeasures to

them in detail.

1) Modeling Attacks: Modeling attacks are the most efficient and powerful attack
for strong PUFs, where the adversary builds an accurate model (clone) of the PUF
and intentionally collects a large number of CRPs to train the model. An adversary
who creates a well-trained model can accurately predict the responses of unknown
challenges. A successful modeling attack can replace a legitimate PUF and steal
sensitive information or get access to restricted resources. Ruhrmair et al. reported
that arbiter PUFs are weak against machine learning attacks [127]. They further
analyzed the PUFs in the context of security protocols in [128]. We note that
previous works have most often utilized machine learning based models as a way to
attack many PUF circuits [32, 43, 127]. The model of a PUF instance is built based
on CRPs or some side channel information by using Logistic Regression (LR) [127],
Support Vector Machine (SVM) [55] or Evolutionary Strategies (ES) [43]. In
order to resist modeling attacks, many defense mechanisms are proposed. These
strategies can broadly be divided into two categories: CRP obfuscation [31, 33,
44, 88, 108, 169], and adding non-linearity to the PUF structures [173].

2) Physical attacks: Physical attacks correspond to gate level or transistor level
characterization such as delay, leakage, or some other device metric [118]. Tajik
et al. proposed a photonic emission analysis mechanism to characterize an arbiter
PUF [147]. In a semi-invasive manner, from the IC’s backside, Nedospasov et
al. [111] stimulate the inverters of an SRAM PUF cell with a near-infrared laser
to reveal the SRAM cell contents. Likewise, Tajik et al. [146] use a laser to
iteratively disable all but one arbiter chains that constitute an XOR PUF to learn
each individual chain of the XOR PUFs. It is possible to prevent invasive active
attacks on control logic of the PUF circuit. One possible strategy is to enclose the
control logic by the delay wires of the PUFs [46]. These wires normally introduce

path delays that the PUF circuit uses to determine its response. Therefore, if
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invasive attacks attempt to probe the control logic then the PUF secret will be

altered and damaged.

3) Side-Channel Attacks (SCA): A PUF may be attacked passively by
using side-channel information such as execution time, power consumption or
electromagnetic radiation emanating from a chip containing a PUF. In 2010,
Karakoyunlu et al. [69] successfully attacked the software implementation of error
correction of the PUF using a power measurement based attack. In 2013, Merli
et al. [105] successfully attacked an RO-PUF using an EM attack that directly
targeted the PUF and not the error correction. Mahmoud et al. [92] proposed to
combine modeling attacks with power side-channel attacks to better characterize
PUFs. In 2014, Becker and Kumar [11] measured power traces in order to model
Arbiter PUF. Moreover, the authors in the above works have pointed out potential

countermeasures to their proposed attacks.

4) Cloning attacks: In a cloning attack, an adversary makes the exact physical
copy (or clone) of the original PUF with identical challenge-response behavior.
However, in practice, no successful physical cloning attacks on PUF has been
reported so far. The main reasons for it is that a large number of chips are
manufactured using the same layout mask, and it is very difficult to measure the
complex delay characteristics of each of them. Further, it is hard to control the
manufacturing variation. Due to these reasons we believe that it is extremely

difficult to successfully clone a PUF.

1.1.1.4 PUF Quality Metrics

PUFs are typically evaluated from the collected CRPs of several PUF instances
of the same type on a specific platform. The common performance metrics are

uniqueness, reliability, uniformity, and bit-aliasing [94].

1) Uniqueness measures the variation of responses obtained from different chips
for the same set of challenges. If X; and X, are the n-bit responses of ith and

jth chips respectively for the same challenge C, then the uniqueness (HDinTER)
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is expressed as the average inter-chip hamming distance (HD) among k devices

given by (1.1),

k
2 HD(X;, X;

Uniqueness = m : E M x 100% (11)
where HD(X;, X;) is the Hamming distance between n bit strings X; and X, and

k is the number of chips (devices). The ideal value of uniqueness is 50%.

2) Reliability/Stability/Steadiness/Repeatability determines how efficiently a PUF
can generate the same response at different operating conditions (ambient
temperatures or supply voltages) over a period of time for a given challenge. For
the it chip, the average intra-chip HD is estimated using (1.2). Then the reliability
of a PUF is defined by (1.3). Here, X; is the reference response of the i chip,
X, is the response generated by it at time ¢, and s is the number of responses of

same set of challenges.

1 2 HD<X7,7XZt)
HD p= oy T 100 1.2
INTRA p. o X % (1.2)
Reliability; = 100% — HD inTRA: (1.3)

The ideal value of reliability is 100% (i.e., ideal value for HD;nrra is 0%) and the

average reliability of k chips can be calculated using (1.4).
L&
Average Reliability = z ZZI Reliability, (1.4)

3) Uniformity determines how uniform the proportion of 0's and 1’s are in the

PUF response and is calculated by (1.5).

1 n
Uniformity, = — E rij X 100% (1.5)
n
=1
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where r; ; is the jth bit of n-bit response of i'" chip. The ideal value of uniformity

is 50%.

4) Bit-aliasing happens when different chips may produce nearly identical PUF

responses, which is an undesirable effect. The bit-aliasing is calculated using (1.6):
1 F

Bit-aliasing; = z Zri,j x 100% (1.6)
i=1

where 7; ; is the jth bit of n-bit response of i*" chip and k is the number of chips.

The ideal value of bit-aliasing is 50%.

The evaluation metric of PUF structures may vary in different application
scenarios [24]. For example, the metrics of uniqueness, reliability, and uniformity
may have different importance in different PUF usage scenarios such as

identification, authentication or encryption as explained below:

e Identification: The PUF can be used to generate a “serial number” to
identify and/or track parts through manufacturing. Uniqueness is the most
important metric in this situation. Further, reliability is not a major concern
in the scenario of identification as long as the Bit Error Rate (BER) is
relatively small. A large BER may lead to unacceptably high probability of
uniqueness which reduces the number of unique IDs that can be generated

and used.

e Authentication: The PUF is used to securely identify the chip in which it is
embedded to an authority through corroborative evidence. In this scenario,
randomness (uniformity) is the most critical metric. In addition, the PUF
should also have good uniqueness properties. Moreover, a very large CRP
space is necessary to prevent adversaries from reading all the responses and
building a clone. The large CRP space also prevents ML attacks against the

SCA adversaries.

e Encryption: The PUF is used to generate key for symmetric encryption

algorithms and to generate a random nonce that can be used to select
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specific public-private key pair for asymmetric encryption. The randomness,
reliability, and uniqueness are critical in such applications. However, a large
CRP space is not necessary in cases where only a few keys need to be
generated over the lifetime of the chip. In this case, BER must be zero

which may require error correction.

1.1.2 True Random Number Generations (TRNGs)

TRNGs are widely used in cryptographic applications such as key generation,
random padding bits, and generation of challenges and nonces in authentication
protocols. Moreover, TRNGs also find use in lottery drawings, computer games,
gambling and probabilistic algorithms. The TRNGs must fulfill strict statistical
requirements, be unpredictable, and generate truly random numbers by making
use of a physical source that is non-deterministic. In general, a poor random
number generator often leads to decrease in the complexity of attacking a system
using such a generator. For example, insecure pseudo-random number generator
(PRNG) used on Mifare Classic tags reduced the attack complexity and allowed
attackers access to the smart card’s secret key [112]. These issues can be addressed
by utilizing secure TRNGs to produce the needed random bits in cryptographic
systems. The quality of randomness of a TRNG is usually assessed through
statistical test suites such as Diehard [101] and NIST [10] while the unpredictability

is verified by estimating entropy-per-bit through a stochastic model [135].

Raw random
.
bitstream

Physical noise
source Processed
- Sampler Post-
Lidh Al 1 > S > . | random
w Mw l‘ ‘A\‘I““ “T |‘\ (Digitization) Processing bitstream
‘ Ll

FI1GURE 1.4: Block diagram of True Random Number Generator

Typical TRNGs use a single source of entropy and post-processing operation.
Fig. 1.4 shows the block diagram of a typical TRNG architecture. Randomness is
first extracted from the physical noise source and then this is interpreted into raw

random bit-stream using a sampler (digitization). In practice, the raw random
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bit-stream usually does not bear good quality of randomness. Therefore, auxiliary
post-processing operations, such as Neumann corrector [152] or hash function [67]
is required to improve the quality of the output TRNG bit stream and increase

its randomness.

A key resource for a TRNG design is the entropy source used in the design.
Commonly used sources of entropy are thermal noise, metastability, timing jitter

in circuits, chaos circuits, quantum effects etc. These are briefly explained next.

1) Thermal Noise: 1t is also known as Johnson—Nyquist noise [114]. This is
the electronic noise generated by the thermal agitation of the charge carriers
inside an electrical conductor at equilibrium. This agitation takes place regardless
of whether an external voltage is applied or not. This type of entropy
source is normally suitable for application specific integrated circuits (ASICs)
implementations. A well-known TRNG from this family was introduced by
Intel [67]. In this design, first the Johnson thermal noise over a resistor is amplified
and then digitized by using high-speed oscillator. Finally, a von Neumann
post-processing operation is used to improve the statistical properties of the
generated random numbers. More recent TRNGs from this family can be found

in [25, 116].

2) Metastability: Metastability is the most commonly used entropy source for
both FPGA and ASIC TRNGs. In early designs, the metastable operation of
latches was utilized as the entropy source [13]. In 2001, Walker et al. evaluated
the metastability of a DFF (D flip-flops) circuit for random number generation
in [155]. Utilizing the write collisions in memory blocks as entropy source for
random number generation was presented in [52]. The last passage time of ring
oscillators is utilized as the noise source in [123]. The metastability of flip-flops
was used for generating true random numbers [99]. The metastability was achieved
in [99] by using Programmable delay lines (PDLs) that accurately equalize the
signal arrival times to flip-flops. The metastable operation of RS latches was
utilized as a entropy source for generating true random numbers in [54]. A TRNG,

which utilizes a cross-coupled NAND gates, was recently proposed by Li et al. [81].
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3) Timing Jitter: In electronic systems, timing jitter is defined as the variation
in a signal’s timing from its nominal value. It is popular to use the timing jitter
of free-running ring oscillators (ROs) or Phase-locked loops (PLLs) as entropy
sources for both FPGA and ASIC TRNGs. PLL-based TRNG was introduced
in [37], and the optimization of PLL-based TRNG design was presented in [1]. A
TRNG based on multiple ROs was introduced in [144], and was improved by Wold
et al. in [159]. RO based TRNG designs were presented by utilizing multiple edges
of an RO as the randomness source [167] and by employing a tetrahedral oscillator
with large jitter to realize the TRNG [85]. Johnson et al. [65] presented an efficient
and tunable TRNG based on the principle of beat frequency detection. A timing
jitter based TRNG which utilizes a self-timed ring oscillator was introduced in [26]

and its stochastic model was given by [27].

4) Chaos Circuits: Chaotic circuit denotes a simple electronic circuit that exhibits
classic chaotic behavior. They amplify small changes at the initial states to
produce significantly different future outputs. This type of entropy source is
normally suitable for ASICs implementations. A TRNG using a double-scroll
attractor was presented in [163]. A simple chaotic discrete-time systems based
TRNG was introduced in [124]. The proposed TRNG relies on a simple
mathematical model called discrete maps to generate chaotic signals. Beirami
et al. present a framework for investigating the performance of chaotic-map
TRNGs [12]. Analog-to-Digital Converters (ADCs) are also used for chaos-based
TRNG. Exploiting nonlinear signal processing and chaos to design a TRNG was
used by Callegari et al. in [19]. Another TRNG design based ADC which internally
exploits a pipeline ADC modified to operate as a set of interleaved chaotic maps

was presented by Pareschi et al. in [115].

5) Quantum Effect: Various quantum effects can be utilized as a randomness
source. John walker [154] presented a TRNG based on radioactive decay as a
source of entropy. A popular type of Quantum Random Number Generators
(QRNGs) are based on the detection of a single photon between two outputs of a
beam splitter. Typical sources of photons are single-photon emitters, lasers and

light emitting diodes. There are various TRNG designs in this family, ranging from
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academic literature [141] to commercial products [129]. In [64], Jennewein et al.
presented a physical QRNG with a throughput of IMbps. A QRNG, which utilizes
a 16x16 array of detector pairs, was recently proposed by Massari et al. [161].
Arbiter modules were implemented to determine which detector in the pair of two

received a photon first. The proposed design achieved a throughput of 128Mbps.

1.1.3 Possible Application Areas for Security Primitives

As discussed in previous sections, one can use these hardware besed security
primitives for the purpose of securing physical devices to protect sensitive
data and functionality from an attacker. In the IoT context, PUFs can be
used to assign unique IDs to billions of connected devices. Eventually these
IDs can be used for device identification and/or to generate secure keys for
cryptographic algorithms and protocols such as PUF-based block cipher [7], PUF
based hardware authentication [34, 143], PUF based key exchange, and key
agreement protocols [18,; 51]. Further, TRNGs are widely used security primitives
used as, for example, key generators for symmetric as well as asymmetric key
cryptosystems (e.g. AES and ECC). In some algorithms (e.g. digital signatures)
or protocols (e.g. key agreement, zero-knowledge), random numbers are intrinsic
to the computation [104]. Due to their being inexpensive with low hardware

footprint, PUFs and TRNGs can also be used in securing IoT environments.

1.2 Related Works: FPGA based PUFs and
TRNG

Various PUF and TRNG implementations on both ASICs and FPGAs have been
reported. In this thesis, we focus on design and analysis on many FPGA based
PUFs and TRNGs with enhanced performance for hardware oriented security.
Compared to ASIC, the design of PUF primitives on FPGAs are preferred

owing to their inherent flexibility, quick turn-around, and reconfigurability. Two
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major FPGA manufacturers namely Intel (formerly Altera) [42] and Xilinx [119]
have recently announced PUF implementations in their respective products for
security applications. Some interesting applications of FPGA-based PUFs can
be found in secure key generation [55, 143], IP protection [50, 125], fingerprint
identification [57], IC counterfeit detection [168], and IoT security [86, 100].

There exist many delay-based FPGA PUFs that include the Arbiter-PUF [80],
RO-PUF [80], glitch PUF [80], HELP [80], Intrinsic Personal PUF (IP-PUF) [80]
etc. Among these, the RO-PUF and the Arbiter-PUF are the most popular ones.
Arbiter PUFs fall in the category of strong PUFs. Many FPGA based arbiter
PUF's were proposed in [4, 58, 98, 130]. The work [58] defined performance metrics
and presented statistical evaluation results for FPGA based arbiter PUFs. To
improve the PUF performance metrics, Majzoobi et al. [98] introduced an arbiter
PUF using programmable delay line (PDL) implemented by lookup tables (LUTS).
In [4] the authors also constructed PDL based compact arbiter PUF. In [130] a
design methodology to implement bias-free PDL based arbiter PUF utilizing the
hard macro feature of Xilinx CAD tools was described. To enhance the modeling
robustness, Feed-Forward APUF [84], XOR APUF [143] and Lightweight PUF [97]
were proposed with additional non-linear component in the FPGA based Arbiter

PUF designs.

The RO-PUF [96] was proposed by Suh et al. in 2005 (Fig. 1.2). The PUF response
in this case is derived from the difference in the oscillator frequencies of selected
pairs of identically designed ROs. Note that RO-PUF is a weak PUF [171], since
there are a limited number of challenge bits that can be configured for operating the
RO PUF. Moreover, several earlier works have reported FPGA implementations
of RO PUFs [4, 30, 86, 96, 107, 165, 170, 171]. The notion of configurability
in RO PUF (CRO) has been introduced by Maiti and Schaumont [96] to reduce
noise in the PUF responses. Similar implementations and improvements have been
reported in [30, 107, 170]. XRRO (XOR-based Reconfigurable RO) PUF [86] is
evolution of RO PUF that uses XOR gates instead of inverters. In [4], the authors
constructed PDL based compact RO-PUF on FPGA. The RO-PUF reliability is
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significantly improved by using frequency offset method [171] and phase calibration
process [165].

Further, a number of FPGA prototypes of TRNG with post-processing designs
have been proposed in the literature [16, 35, 54, 95, 99, 117, 144, 159]. These
designs derive entropy from the jitter of Ring Oscillators (RO) [16, 35, 95, 117,
144, 159] or the metastability of flip-flops [54, 99] which is caused by setup or hold
time violations of flip-flops (FFs). Researchers have investigated several ways for
improving the performance of PUFs and TRNG. However, the existing solutions,
although enhance PUF and TRNG performance, are still inferior when compared

to the ideal desired metrics.

1.3 Problem Statement

After an extensive research survey on PUF primitive designs, we identify that the
existing state-of-art techniques have severe limitations in most of the performance
metrics namely reliability, uniqueness, and randomness. Another problem facing
the wide scale deployment of hardware-based security primitives such as PUFs and
TRNGs for IoT applications is that there is a high demand for low-cost resource
efficient solutions. However, most of the current state of the art PUF and TRNG
primitives are expensive for low area implementations. It is, therefore, imperative
to investigate and propose novel solutions to address these pressing problems in
the existing design approaches. This thesis attempts to address some concerns
regarding design, development and implementation of highly efficient PUFs and
TRNG for FPGAs with enhanced performance in IoT security systems.

1.4 Thesis Outline and Contributions

This section gives an overview of the structure of the thesis and highlights the

personal contributions.
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In Chapter 2, we have developed three major types of area efficient PUF designs
and improving their qualities. Omne is a memory based PUF: RS-Latch based
design. The second and third are delay based PUF: Ring oscillator and Arbiter
based designs. These three designs have been thoroughly tested on FPGA devices.
The enhancement in performance is achieved through the incorporation of various
techniques such as internal variations of FPGA Look-Up Tables (LUTSs) in terms
of coarse and fine Programmable Delay Lines (PDLs), Temporal Majority Voting
(TMV) scheme, and hard macro techniques for routing and placements of PUF
units. Performance metrics of these designs have been presented and compared to

the state of the art PUFs.

In Chapter 3, we present an area efficient hybrid PUF design on FPGA. Our
approach combines units of conventional RS Latch-based PUF and Arbiter-based
PUF which is then augmented by the PDLs and TMV for performance
enhancement. The measured results on the FPGA demonstrate PUF signatures
exhibits good uniqueness, reliability, and uniformity with no occurrence of

bit-aliasing.

In Chapter 4, we design and developed ROs based true random number
generation on FPGA. The programmable delay of FPGA LUTs has been used
to achieve random jitter and to reduce correlation between several equal length
oscillator rings, and thus improve the randommess qualities. Moreover, our
proposed implementation provides a very good area-throughput trade-off and
high entropy rate of the produced output bits when compared to the existing
state-of-the-art.

In Chapter 5, we focus on efficient FPGA implementation of authenticated key
agreement protocol for [oT devices using BEC, PUF and TRNG. In this context, A
novel hardware architecture of binary Edwards curve (BEC) point multiplication
using mixed w-coordinates of the Montgomery laddering algorithm has been
developed. Subsequently, an FPGA design of elliptic curve based key agreement
protocol using PUF and TRNG is presented. The key agreement protocol uses

PUF for the unique long term secret key generation, TRNG for short term random
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secret key generation, BEC for generating the public key corresponding to the
secret key, and ECMQYV for generating the shared secret key and key exchange.
The obtained implementation results show that the proposed architecture yields

a better performance when compared to the existing state-of-the-art.

In Chapter 6, In this final chapter, conclusions are drawn and some directions

for future work are discussed.



Chapter 2

Design and Analysis of FPGA
Based PUFs with Enhanced
Uniqueness and Reliability

This chapter focuses on three FPGA based PUF designs that involves different
strategies to achieve better uniqueness and reliability characteristics with very

competitive area-throughput trade-offs.

2.1 Motivation

The performance of PUFs are defined in terms of wniqueness, reliability,
uniformity, and bit-aliasing. These are often dependent on several internal and
external factors. For example, factors such as the systematic or correlated process
variation and the environmental noise caused by the voltage and temperature
variations degrade the uniqueness and the reliability of PUF responses as well
as the resiliency to external attacks [96]. The performance of PUFs are
enhanced through Temporal Majority Voting (TMV) scheme [7, 102], hard macro
techniques [96], Programmable Delay Lines (PDLs) [98], and combining its

outputs [143, 162]. For example, the combination of PUF responses from multiple

20
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PDLs require an aggregate function (XOR operation or crypto-algorithms) of
PUFs existing in the system to enhance uniformity and security [143, 162].
Furthermore, high-resolution PDLs implemented by a single lookup table (LUT)
on the FPGA can significantly improve the number of independent response bits by
partially alleviating the problem of systematic design bias [98]. The TMV concept
aids in mitigating the variability issues and in achieving more stable results by
averaging N sequential measurements [7]. The hard macro technique, provided by
standard design tools, is commonly used to enhance uniqueness and bit-aliasing of
RO-PUF [96], A-PUF [130], and RS-LPUF [53]. However, the existing solutions,
although enhance PUF performance, are still inferior when compared to the ideal

desired metrics.

This work advances the state-of-the-art in the domain of FPGA-based PUF
primitives. This has been achieved by incorporating the TMV scheme, hard macro
techniques, and coarse or fine delay lines in conjunction with conventional PUF

modules concurrently.

The key contributions of this chapter are:

e Area-efficient RO-PUF, RS-LPUF, and A-PUF designs on Xilinx Spartan-6
FPGAs.

e Demonstration of increase in the number of independent responses through

the use of fine and coarse programmable delay lines (PDLs) of FPGA LUTs.

e Proposal of more stable (i.e., better reliable) PUFs by incorporating of TMV

scheme in the conventional PUF's.

e Achievement of better PUF performance in terms of uniformity and
bit-aliasing by XORing PUF responses together from multiple PDL
configurations and utilizing the hard macro design technique (i.e., placement

strategy) to make all the PDLs identical in terms of placement and routing.

e Detailed analysis of the three proposed PUF designs in terms of entropy,

correlation resistance, and aging effects.
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The organization of the chapter is as follows. Section 2.2 briefly discusses the Xilinx
Spartan-6 FPGAs and PDLs. The implementation details of the proposed PUFs
are presented in Section 2.3. Possible attacks on the proposed architectures and
the countermeasures are discussed in Section 2.4. Experimental validation of the
proposed design is given in Section 2.5, and discussion on implementation results
along with area and processing speed comparisons with the existing techniques is

given in Section 2.6. Finally, conclusions are presented in Section 2.7.

2.2 Preliminaries

2.2.1 Xilinx Spartan-6 FPGA Structure

In this work, Spartan-6 FPGA from Xilinx has been used to prototype the three
proposed PUF designs. This FPGA is organized as a grid of interconnected
Configurable Logic Blocks (CLBs) which can be further subdivided into two logical
components called slices. In this FPGA, three different types of CLB slices, namely
SliceM, SliceL,, and SliceX, as shown in Fig. 2.1 exist. Each CLB consists of two
slice types i.e., first is SliceM or SlicelL and the other is always a SliceX. The SliceX
(logic only), the most basic type, consists of four 6-input lookup-tables (LUTSs)
and eight flip-flops (FFs). The Slicel. (logic and arithmetic only) is similar to
SliceX but with additional multiplexers and carry chain whereas SliceM (logic,
arithmetic and memory) also includes additional memory component. In this work,
the 6-input LUT primitives [160] has been instantiated in Hardware Description
Language (HDL) to represent logic gates in the proposed PUF instances to avoid
the asymmetry caused by software synthesis. For example, Listing 2.1 give the
pieces of code to represent inverter by using LUT-6 directly. The initial value of

LUT-6 for inverter with input I5 should be 64°>h00000000FFFFFFFF.
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module Inverter (input a, output z);

SliceM or Slicel. Slicex LUT6 #(.INIT(64°h00000000FFFFFFFF))
=== —— o T ittt | Not (

| |
Lot I 1| LuT | .0(=z),
) i I == B == .10(1°b0),
! (el ! | [Ee! .I11(1°b0),
Mot ot !
N il I V=S R il B == .I2(1°b0),
o E o] B 130,
= e Iseay
oo BB 1] B )s
| I )
IL:___J l.:___dl endmodule

LISTING 2.1: Verilog source for

FI1Gure 2.1: Slices per CLB of Inverter

Spartan-6 FPGAs

2.2.2 Programmable delay lines (PDLs)

The internal variations of FPGA Look-Up Tables (LUTSs) can be generated from
changes in the LUTSs propagation delays under different inputs [98, 99].

Inverter input Delay control

A1 A2 A3 Aa

SRAM
values

il

Delay control

77

A2 A3 A4
Inverter

input
Out

T~

Programmable

A1

il

il

delay inverter 07) | out
I
I
Gy \
I
I
A1l | |
Out |
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LUT inputs
0 4-input LUT
o

FiGure 2.2: PDL using a 4-input LUT.

For example, the LUT in Fig. 2.2 is programmed to implement an inverter whose

LUT output (0) is always an inversion of its first input (A;). Other inputs Ay, As,
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Delay Delay

out control — out control
0 Delay -]
- in out control :

Fine PDL Coarse PDL

FIGURE 2.3: Fine and coarse PDLs implemented by a single 6-input LUT [99].

Delay
control
in

LUT-6

LUT-6

and Ay act as “don’t-care” bits but their values affect the signal propagation path
from A; to the output (0). In this context, it has been shown, in Fig. 2.2, that the
signal propagation path from A; to the output (0) is shortest for Ay A3A, = 000
(marked with solid red line) and longest for A3 A3A,; = 111 (marked with dashed
blue lines) for 4-input LUTs. Thus, a programmable delay inverter with three
control inputs can be implemented by using one LUT. For the PDL, the first LUT
input A; is the inverter input and the rest of the LUT inputs (three) are controlled
by 2% = 8 discrete levels. However, in this work, Xilinx Spartan 6 devices having
6-input LUTs which allow realization of fine and coarse PDLs are used. Therefore,
use of one LUT enables implementation of a programmable delay inverter/buffer
with five control inputs. The generic configurations of fine and coarse PDLs on
the 6-input LUTSs is depicted in Fig. 2.3. For the fine PDL, the first LUT input
Ay is the inverter input and the LUT inputs Az to Ag are fixed to 0 whereas the
only input that controls the delay is Ay [99]. For the coarse PDL, the first LUT
input A; is the inverter input and the rest of the LUT inputs (five) are controlled
by 2° = 32 discrete levels.

2.3 Design and Implementations

The optimized implementations of RO-PUF, A-PUF and RS-LPUF along
with their performance assessments on Xilinx Spartan-6 FPGAs is presented
in this section. This FPGA, developed in 45nm CMOS (complementary
metal-oxide-semiconductor) technology, is specifically appropriate for embedded
applications. The designs are developed using Xilinx ISE design suite 14.5 and

coded in VerilogHDL whereas Matlab is utilized for communication between the

PUF instances and the PC using UART interface.
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2.3.1 RO-PUF

In this PUF, the response is derived from the difference in oscillator (RO)
frequencies of selected pairs of ring-oscillators [96].  The earlier reported
RO-PUF [96] implemented on Xilinx Spartan-3E device has each RO placed in
four slices of one CLB. The RO-PUF, Fig. 4, on Spartan-6 devices incorporates
PDLs and realizes 2 ROs inside a single CLB but each RO is placed in a single
slice, each with a different color scheme, as shown in Fig. 2.5. Each RO is realized
using 3 inverters and 1 AND gate as can be seen in Fig. 2.4 (black dashed lines).
The design of inverters and AND gate use three LUTs and one LUT respectively.
Improper routing and placement of ROs in FPGA introduces bias in the PUF
response bits and affects the uniqueness of PUF responses [96]. Though our LUT
placement constraints have fixed the internal routing path of each RO, the other
parts are routed by Xilinx ISE automatically. Moreover, the delay LUTSs contain
no logic, ‘keep’ attributes is used in the design to stop logic optimization by the
synthesis tool. In order to eliminate design-induced bias, hard macro technique
has been used with the FPGA Editor in Xilinx ISE design tool, to place the ROs
at selected locations in order to make all the ROs identical. In this design, 32 ROs
are configured at the center of a chip in a 4 x 4 matrix of CLBs as shown in red

in Fig. 2.6.

,,,,,,,,,,,,,,,,,,,,

FIGURE 2.4: Configurable one RO cell

For the generation of programmable delays inside the 6-input LUT to achieve fine
PDLs, one of the inputs to the LUT is used for ring connection and the other
input is configurable. The rest of the LUT inputs are fixed to zero. For the coarse
PDLs, one LUT-input is used for ring connection, another one is the challenge
bit, while the remaining LUT inputs are configured with 2* = 16 discrete levels
(configuration from 0000 to 1111). In addition, one of the inputs to the LUT of
AND gate is used for enabling the RO as evident in Fig. 2.7.
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FI1GURE 2.7: The proposed design of RO-PUF

Algorithm 1 describes the process of generating response bits by the proposed
RO-PUF design. As shown in Fig. 2.7, implementation of the RO-PUF starts
with the initiation of 8-bit master challenge from a user PC (Matlab) through a
UART interface to the 8-bit Galois LFSR [41] (having maximum cycle length)
to generate 256 subsequent challenges. Then two different ROs are chosen from
each of these sub-challenges for comparison. In the sub-challenges, the 4 least
significant bits (LSBs) select one of the 16 ROs in group 1, first 16 ROs marked
with gray dashed lines, through the multiplexer 1 while the 4 most significant bits
(MSBs) of the sub-challenge select one of the 16 ROs in group 2, the last 16 ROs
marked with green dashed lines, through the multiplexer 2. The frequency of the
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ALGORITHM 1: Pseudocode for response generation from the proposed
RO-PUF design using coarse PDLs

Input: 8-bit master challenge
Output: 256-bit final response

/* Pseudocode: Steps for Response bits generation */
Generate 256 sub-challenges from the 8-bit master challenge
/* applied to the delay control inputs for each sub-challenge */

for sub-challenge = 1 to 256 do
for Delay control inputs = 0 to 15 do
/* each delay control inputs is applied 15 times */
apply each delay control inputs < 0
while apply each delay control inputs j 15 times do
if reference counter ; mazximum value then
Counter 1 < frequency of selected one of the 16 ROs in group 1
Counter 2 < frequency of selected one of the 16 ROs in group 2
end
else if reference counter = maximum value then
if Counter 1 ; Counter 2 then
‘ Raw response bit 1
end
else
‘ Raw response bit 0
end

end
15-bit shift register < Raw response bit
apply each delay control inputs <— apply each delay control inputs + 1

end
/* TMV concept is applied on 15-bit shift register */
if more than half of the generated raw responses are 1s then
‘ Golden response bit 1
end
else
‘ Golden response bit 0
end
16-bit shift register <— Golden response bit

end
/* Final response generation */
Final response < XORing the sixteen 1-bit golden responses

end
256-bit shift register < final response bit
return 256—bit final response

selected ROs in group 1 and group 2 are then obtained and fed into the 32-bit
respective counters. A crystal 100 MHz clock signal generated by an on-board
oscillator drives the 8-bit reference counter. The counter 1, counter 2, and the
reference counter start counting at the same time and are forced to stop when
reference counter hits its maximum value. Then, the comparison of counter 1 and
counter 2 values generates a response bit 0 or 1 for this RO pair depending on

which counter had the higher value.

For the fine PDLs, 0 and 1 are applied to the delay control inputs for each
sub-challenge. On the other hand, for the coarse PDLs, 2 (= 16) discrete levels
to the delay control inputs are applied for each sub-challenge. Similar strategy is

also adopted in RS-LPUF and A-PUF designs later in the work. In this work, we
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employed concept of majority voting before the XOR operation in order to reduce
the response instability and increase the attack complexity [157]. Each discrete
level is applied to the delay control inputs 15 times and the generated raw responses
are stored in a 15-bit shift register. The TMV concept is subsequently applied on
them to determine the “golden response”. The golden response is considered 1 if
more than half of the generated raw responses are 1s, otherwise it is considered
0. These generated golden responses are stored in a 16-bit shift register (i.e.,
whereas for the fine PDLs, these generated golden responses are stored in a 2-bit
shift register) and a 1-bit “final response” is generated by XORing the sixteen
1-bit golden responses (i.e., by XORing the two 1-bit golden responses for the
fine PDLs). A total of 256 final response bits are generated for each 8-bit master
challenge and these are stored in a 256-bit shift register. The final response bits
are sent to the PC using a UART 8-bit interface for the PUF performance analysis.
The controller circuitry is responsible to start and stop the ROs using the enable
input, selection of the the ROs, count the oscillations, and return the responses

based on their comparisons.

2.3.2 RS-LPUF

This generates each response using a metastable value of a latch composed of
cross-coupled logic gates [164]. The recently reported RS-LPUFs [164], [53] also
utilize Spartan-6 FPGA. In [164], PUF response determines the final state of the
output patterns (all zeros, all ones, or a combination of zeros and ones) of each
latch by applying consecutive rising edges. The design in [53] determines the PUF
response using the exact number of oscillations at the output of each latch during
the metastable state by applying rising-edge at a control signal. On the other
hand, the proposed PUF response is derived from the difference in counting the
numbers of 1’s of the selected pairs of RS-LPUFs by applying consecutive rising
edges. For the RS latch cell, Fig. 2.8, the output is 1 when input is 0 in a stable
state. As the input of the RS latch changes from 0 to 1 (i.e., the rising edge), the



Chapter 2. Conventional PUF and proposal for performance enhancements 29

RS latch temporarily enters a metastable state. It then enters a stable state with

either output 0 or 1.
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F1GURE 2.10: The proposed design of RS-LPUF

The FPGA implementation in [164] requires two NAND gates and one FF (for each
SR-latch) in same kinds of slices on different CLBs whereas the implementation
in [53] requires two NAND gates and two FFs (for each SR-latch) on different
kinds of slices on the same CLB. In our work, two NAND gates and one FF

(for each SR-latch) are implemented in a single slice on one CLB as shown in



Chapter 2. Conventional PUF and proposal for performance enhancements 30

Fig. 2.9. We use two LUTs and one flip-flop (FF) to create one SR-latch. The
LUTs are used to create NAND gates while the FF in front of the two NAND
gates, in Fig. 2.8, is used to reduce the clock skew. Furthermore, four latches
are implemented inside a single CLB whereas two RS latches are implemented
inside similar type of CLB slice using hard macro with proper placement, shown
in Fig. 2.9, each with a different color scheme. In summary, our work uses only
32 RS latches for generating 256 response bits whereas [164] and [53] require 128
RS latches and 512 latches respectively.

Subsequently, we employ the PDL concept in the PUF design for improving the
random response. For fine PDL, we use 2 inputs of each LUTs for connection
i.e., the flip flop output and the NAND gate output. One of the LUT inputs
is configurable bit while the rest of the LUT inputs are fixed to zero. In the
implementation of coarse PDL, we again use 2 inputs of each LUTs for connection
i.e., the flip flop output and the NAND gate output. However, in this case
all the other remaining LUT inputs are configured with 2* = 16 discrete levels

(configuration from 0000 to 1111).

For the proposed design, shown in Fig. 2.10, 32 RS latches are configured at the
center of FPGA in a 4 x 2 matrix of CLBs. A 100-MHz clock signal generated by
an on-board oscillator is applied to each FF, which divides it into a 50-MHz clock
signal that is applied to the corresponding RS latches. The D-type FF acts as
frequency divider by feeding back the output from Q to the input terminal D, the
output pulses at Q have a frequency that are exactly one half that of the input
clock frequency as can be seen in Fig. 2.10. The RS latches are stopped using the
enable signal. The flip-flop (FF) is reset before application of the enable signal to

ensure that the latches always start with the same initial state.

Once again, the generation of 256 challenges and selection of 2 SR latches are done
in 2 groups based on the subsequent challenge inputs. In every clock cycle, the
respective outputs of selected RS latches in group 1 and group 2 are fed into the
8-bit counters 1 and 2. Then both counters are incremented every time the selected

RS latches output 1’s. Counters 1 and 2, and the 8-bit reference counter starts
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counting simultaneously and the counting is terminated as soon as the reference
counter hits its maximum value. At that instance, values in counter 1 and counter
2 are compared to generate a response bit 0 or 1, depending on which counter
had the higher value for this RS latch pair. Subsequently, the final responses are
generated by employing the PDLs and TMV scheme and stored in 256-bit shift

register before performance analysis.

2.3.3 A-PUF
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It is composed of two identically configured delay paths stimulated by an activating
signal. The proposed RO-PUF design concept is used for the development of PDL
based A-PUF on Spartan 6 FPGA. It is significantly different from earlier reported
PDL based A-PUF implemented on different set of FPGA (i.e., Virtex 5) [98]. In
our design, the PUF response is derived from the difference in counted 1’s between
the selected pairs of PUF instances (PUFI), shown in Fig. 2.11, from 32 PUFI by
applying rising clock edges. We have implemented these PUFIs in 32 x 2 matrix
of FPGA CLBs, in Fig. 2.12, in such a way that each PUFT consists of 8 stages of
inverter and one arbiter which connects the last stage of the two paths shown in
Fig. 2.11. Each PUFT uses 16 LUTs for inverters and one FF for arbiter and are
implemented with 2 CLBs. The PDLs are implemented by 2 LUTs each acting
as inverter and the 2 LUTs are implemented in different slices on the same CLB,

Fig. 2.12, marked by identical but independent paths in blue and green boxes.
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FI1GURE 2.13: The proposed design of A-PUF

The slices are placed using hard macro with predefined location and connections
to eliminate design bias between each PUFI paths. For fine PDL, one of the LUT
inputs is used for connection, one for the configurable bit, and the rest of the
input bits are fixed to zero. For the coarse PDL, one LUT input is used for the
connection, one is the challenge bit, while the remaining LUT inputs are configured

with 2* = 16 discrete levels (configuration from 0000 to 1111).

In the proposed design, in Fig. 2.13, the generation of 256 subsequent challenges
and selection of 2 PUFIs are done in 2 groups based on the subsequent challenge
inputs similar to the proposed RO-PUF design. Each generated challenge is
applied to the configured delay paths of the PUFIs. A 100-MHz clock signal
generated by an on-board oscillator is also applied to the PUFIs. In every clock
cycle, the outputs of a selected PUFI in group 1 and group 2 are fed into the 8-bit
counters 1 and 2 respectively. Then values of both the counters are incremented
every time the output of the selected PUFT is 1. The counters 1 and 2, and the 8-bit

reference counter start counting simultaneously and the counting gets terminated
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no sooner the reference counter hits its maximum value. Next, a response bit 0 or
1 for this PUFIs pair is generated by comparing the values of counters 1 and 2.
If counter 1 has the higher value then the response bit is set to 1 else to 0. For
the generation of final response, the fine and coarse PDLs in conjunction with the
TMYV scheme is applied. Eventually, the generated 256 final responses are stored
in a 256-bit shift register and then sent to PC for PUF response analysis.

2.4 Security Analysis

Silicon PUFs have received a lot of attention and they have been adopted by
industry for many hardware-oriented cryptography applications [48]. However,
several attacks have been reported that break the security guarantees of PUFs
successfully. A general description of attacks and countermeasures against PUF
designs was already presented in Chapter 1 (see Section 1.1.1.3). Possible attack

vectors against our proposed PUF designs are given in Table 2.1.

2.4.1 Machine Learning (ML) based Modeling Attacks

ML-based modeling attacks are the powerful attack for strong PUFs. In this
work, we employed few mechanisms in order to increase the ML attack such as
generating internal challenges from the external challenges, concept of majority
voting before the XOR operation [157], discrete PDL configurations, and XORing
multiple individual responses to form a single response bit [55]. However, the
ML-based modeling attacks need a huge amount of PUF CRPs during the learning
phase. Therefore, this attack will not be effective to weak PUF's such as the SRAM
PUF, our three proposed PUF designs and similar architectures (i.e., since our
proposed A-PUF uses limited number number of CRPs following our RO-PUF
design philosophy). This is primarily due to the fact that there is no external
access to the response for an attacker and thus she does not have very large CRP

space.
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2.4.2 Reverse Engineering (RE) Attack

The proposed PUF' architectures also provide reasonable security against reverse
engineering attack. For example, in our proposed RO-PUF architecture, an
attacker may try to gain knowledge of the RO frequencies or raw responses or
golden responses to construct final responses. At the input, even if an adversary
knows the value of the external challenge, the corresponding internal challenges,
raw/golden responses with the PDL configuration, and XORing golden responses
are calculated within the FPGA chip. Since they never come out of the chip, it is
difficult to get the internal challenges or PDL configuration values or raw/golden
responses. Since these values are not accessible, reverse engineering of the original

RO frequencies from raw/golden responses values becomes very hard.

TABLE 2.1: Attack levels of the proposed PUF designs against several attacks

Design | Modeling | RE | Invasive Attacks SCA
Attacks | Attack
Our Not Very Medium
RO-PUF | effective | hard Hard (need further investigation)
Our Not Very Medium
RS-LPUF | effective | hard Hard (need further investigation)
Our Not Very Medium
A-PUF | effective | hard Hard (need further investigation)

2.4.3 Invasive Attacks

An attackers can open up the package of the secure processor and attempt to
read out the secret when the processor is running or attempt to measure the
PUF delays when the processor is powered off [150]. Probing the delays with
sufficient precision (the resolution of the latches, LUTSs) is extremely difficult.
Furthermore, interaction between the probe and the circuit may affect the delay.
Damage to the layers surrounding the PUF delay paths should alter their delay
characteristics (disturb the underlying nano-scale structure) changing the PUF

outputs, and destroying the secret [45, 142]. It is possible to prevent invasive
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attacks on our proposed architectures by enclosing the control logic by delay wires
of the PUFs [46]. These wires normally introduce path delays that the PUF circuit
uses to determine its response. Therefore, if invasive attacks attempt to probe the

control logic then the PUF secret will be altered and damaged or destroyed.

2.4.4 Side-Channel Attacks (SCA)

SCA statistically analyses the execution time, power consumption or
electromagnetic radiation of the PUF devices to gain knowledge about
intermediate secrets. There is a possibility of SCA such as power consumption
or electromagnetic radiation on our designs because our proposed designs use
counters, comparator, XOR operation, and intermediate storage registers. Though
we did not consider SCA in this work, we consider it as an important security issue

and a part of future work.

2.5 Performance Analysis and Discussion

The number of FPGA testbeds used for performance evaluation of PUFs vary
significantly in the related literature. These numbers range from five to ten [48,
130, 162, 170], above ten to fifty [100, 143, 171], and above hundreds [56, 96,
156]. The performance evaluation in terms of uniqueness, uniformity, bit-aliasing,
and reliability for the three proposed PUF designs have been carried out through
implementations on 10 Spartan-6 (XC6SLX45) FPGAs.

2.5.1 Uniqueness (UQ)

It is measured by calculating the inter-chip Hamming distance (HD) between
different PUF devices using (1.1). To investigate uniqueness in the generated
response of the three proposed PUF designs, & = 10 (10 FPGAs) and n = 256

(response bit length) is used. This provides a total of 10 responses from 10
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FPGAs, one response per FPGA, at core supply voltage of 1.2V and standard
temperature of 25°C for each proposed PUF designs. To confirm the effectiveness
of XORing responses while varying the PDL inputs, we developed and evaluated
the proposed designs using the concept of fine (utilize only 1-bit control LUT
input) and coarse PDLs (utilize all the configurations to LUT control inputs).

The histogram of normalized inter-chip HD between two arbitrary responses among

10

2) = 45 combinations, of proposed designs using fine and

the 10 responses, i.e., (
coarse PDL concepts are shown in Figs. 2.14 and 2.15 respectively. The horizontal
axis represents the percentage HD and the vertical axis represents the number of
occurrences of a specific HD between any two PUF responses. The best fit ideal
binomial curves to the histogram diagram of the three proposed PUF designs are
also plotted in Figs. 2.14 and 2.15. The mean (x) and the standard deviation (o)
of the proposed RO-PUF, RS-LPUF and A-PUF implementations using both the
fine and the coarse PDLs are given Table in 2.2. For a 256-bit response, the ideal
(50%) average HD is 128 bits (1 = 50%) and the expected standard deviation is

8 bits (o = 3.125%).
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FIGURE 2.14: Uniqueness: Inter-chip HD distribution (Fine PDL) from the
256-bit response.

95% confidence interval (CI): We then estimated the interval for the uniqueness
metric for 95% CI proposed in [58]. The CI estimates an interval within which
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FIGURE 2.15: Uniqueness: Inter-chip HD distribution (Coarse PDL) from the
256-bit response.

TABLE 2.2: Mean (p), Standard deviation (o), SEM and 95% Confidence
Interval (CI) of p for the three proposed designs uniqueness (UQ) metric

9%5% C1

Design | Metric | PDL L o | SEM of Mean
(%) | (%) | (%) | [Lower, Upper]
Our Fine | 48.38 | 3.02 | 0.45 [47.48, 49.29]
RO-PUF [S[®) Coarse | 48.91 | 3.10 | 0.46 | [47.97, 49.806]
Our Fine | 48.96 | 3.04 | 0.45 [48.02, 49.89]
RS-LPUF | UQ Coarse | 49.44 | 3.27 | 0.49 | [48.44, 50.44]
Our Fine | 47.80 | 3.06 | 0.46 | [46.86, 48.74]
A-PUF UQ | Coarse | 48.27 | 3.30 | 0.49 | [47.25, 49.27]

the estimated value of a population lies with some confidence. If u and o are the
respective mean and standard deviation of the uniqueness then the lower value
for 95% confidence interval is j1 — £g.025(n—1) X (\/U_N) and the upper value is pu +
t0.025;(N—1) X (\/LN)’ where ) g25,(v—1) denotes the 2.5 percentile in the ¢-distribution
with N — 1 degrees of freedom [58]. Here, N = 45, the total number of response
combinations, (\/"—ﬁ) is standard error of the mean (SEM) and g g25,(nv—1) = 2.0154.
The SEM and 95% CI of i for the proposed implementations using the fine and

coarse PDLs are given in Table 2.2.
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It can be seen that the proposed designs possess enhanced uniqueness (Table 2.2).
This has been achieved by incorporation of fine and coarse PDLs, XORing
responses from the PDL configurations, and the placement strategy. The XORing
and placement strategies are used to eliminate the influence of biased responses.
In particular, the process (internal) variation and the propagation delay of PUF
cells are the major deciding factors in the resulting count. The internal variations
of FPGA LUTs of each PUF cell can be generated from changes in the propagation
delay of the LUTs under different inputs. Due to the internal variations of FPGA
LUTs, we can generate different outputs/responses under varying inputs for each
sub-challenge. To further improve uniqueness of the PUF, we combined (XORed)
these outputs and generated a 1-bit final response for each sub-challenge. A
total of 256 final response bits are generated for each 8-bit master challenge (256
sub-challenges) by applying the same procedure. The uniqueness of the designs
incorporating coarse PDLs was observed to be marginally higher when compared to
the designs using fine PDLs. This is due to the fact that coarse PDLs utilize all the
configurations (i.e. one LUT input is the challenge bit while the remaining LUT
inputs are configured with 16 discrete levels) to LUT control input lines for the
determination of the final response obtained by XORing the golden responses from
varying the PDL inputs. On the other hand, fine PDLs utilize only 1-bit control.
Thus, the effect of XORing responses with varying the PDL inputs is clearly
identified from the difference of uniqueness results of the designs incorporating
the fine and coarse PDLs. However, in order to judge the effect of varying
the PDL inputs, we have also investigated the effect of varying the PDL inputs
with/without TMV. For example, the uniqueness results of PUFs incorporating
the coarse PDLs with/without TMV are tabulated in Table 2.3. Apparently, the
uniqueness results are not impacted in any of the designs with/without TMV and
thus it can be concluded that the PUFs with coarse PDLs perform marginally

better in eliminating the bias of the response bits and possess better uniqueness.
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TABLE 2.3: The experimental results of the proposed designs with/without

TMV
Only PDL both PDL and TMV

Design (without TMV) (Including TMV)
(%) (%)
UuQ 48.91 48.91
Our UF 49.55 49.62
RO-PUF | BA 49.55 49.62
RE 97.91 99.39
uQ 49.44 49.44
Our UF 50.91 50.83
RS-LPUF | BA 50.91 50.83
RE 98.43 99.53
UQ 48.27 48.27
Our UF 51.09 51.05
A-PUF BA 51.09 51.05
RE 98.52 99.50

2.5.1.1 Entropy Estimation:

A number of methods have been proposed for estimation of entropy of a PUF. The
context-tree weighting (CTW) algorithm is employed to estimate the upper bound
of entropy (i.e. best case) [59, 151]. Min-entropy is another metric widely employed
to evaluate the lower bound of entropy (i.e. worst case) [58, 151]. In this work, we
make use of the lossless compression algorithm (CTW) [59] to find out whether
PUF responses can be compressed. If compression is possible, the PUF responses
do not have full entropy. In order to perform the CTW compression test, we
first concatenate all the bit strings (10 responses) into a single bit string of length
10 x 256 = 2560 bits. Compressing this string with CTW gives results in Table 2.4.
Clearly, very little compression is achieved by CTW and this indicates that the
proposed PUF's have good compression resistance. Besides the compression factor,
it is also possible to estimate the min-entropy of PUFs. It is the worst-case (i.e.
lower bound of the unpredictability of the response) measure of uncertainty for a

random variable.

We use the method described in NIST specification 800-90 [10] for evaluating

the min-entropy of a binary source. The n-bit responses of k devices have an
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TABLE 2.4: CTW Ratio and Min-entropy Results

Design | Devices | PDL | Original Comp CTW Min-
size ressed Ratio | entropy
(bits) | size (bits) per bit
Our Fine 2560 2512 98.13% | 0.691
RO-PUF 10 Coarse | 2560 2518 98.36% | 0.698
Our Fine 2560 2532 98.91% | 0.706
RS-LPUF 10 Coarse | 2560 2541 99.26% | 0.711
Our Fine 2560 2495 97.46% | 0.681
A-PUF 10 Coarse | 2560 2507 97.93% | 0.687

occurrence probability at each bit of p; and p, for the values of 1 and 0 respectively.

The p; and p, are calculated by L% and 1 — &%

respectively, where HW; is
counting the number of 1's in k devices. When p;nq. is the maximum value of
these two probabilities (i.e., p;mqr = max (p1, po)), the definition for min-entropy of

each individual bit (binary source) is given by (2.1). Here, p;ma. is given by (2.2).

Hmin,i = - 10g2(pima:c)- (21)
L it HW; > &
Pimaz = (22)
1 — 8% Gtherwise

k

The total min-entropy of the design is given by (2.3) and is calculated by averaging

the estimated min-entropy of each bit.

1 n
(Hmin)average == ﬁ Z Hmin,i (23)
=1

We estimate the average min-entropy per bit of the proposed PUF implementations
using (2.1) and (2.3) for 10 FPGAs. The obtained results in Table 2.4 clearly
conveys that the proposed PUF designs with incorporated fine and coarse PDLs
possess sufficient entropy which are close to 0.70. The values found by this test

for the proposed PUFs are conservative estimates as it will likely increase with
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increasing number of FPGAs. It can be concluded that the entropy per bit for
the proposed PUFs lie between 0.68 (from min-entropy) and 0.99 (based on the
compression test). To get meaningful entropy value of PUF designs, a very large
scale analysis with many boards is needed. Even though the largest conducted
experiment consisted of more than 100 boards [56, 96, 156], it is not really enough
to accurately determine the entropy. In general, how to determine the exact
entropy of the proposed PUF responses is another very important open research

problem.

It is now apparent that the three proposed PUF implementations are able to
generate sound uniqueness, close to 50%, of signatures. Moreover, the spread of
the 95% CI of p is at most £2% and the entropy possess sufficient amount of
randomness. These results indicate that the proposed implementations generate
highly unique responses and this makes them excellent candidates for unique

identification and key generation applications.

2.5.2 Uniformity (UF)

It estimates how uniform the proportion of 0’s and 1’s are in the PUF response
and is calculated using (1.5). It is important for security perspective as it prevents
an attacker from guessing if response of a particular device is biased towards any
particular value. For PUF uniformity, the experiments have been performed on
ten Spartan-6 FPGAs i.e.one response per FPGA. It can be inferred from the
obtained results in Fig. 2.16 that the proposed implementations incorporating
fine and coarse PDLs have good uniformity values (close to 50%). Moreover,
the PUFs with the coarse PDLs possess better uniformity when compared to the
designs utilizing fine PDLs. Once again this can be attributed to the use of all
the configurations to the LUT control input lines and XORing more single golden
responses to determine the final responses. This eliminates the influence of the

biased responses and produces better uniformity.
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FIGURE 2.16: Uniformity and Bit-aliasing of the proposed designs using the
fine and coarse PDLs

2.5.3 Bit-aliasing (BA)

It may give us information about any systematic spatial effect across devices. The
presence of bit aliasing leads to the situation when different chips will produce
similar responses. As a consequence, it becomes relatively easier for an attacker
to guess the response. An effective PUF response generator should not exhibit
bit-aliasing when implemented on different FPGAs. The bit-aliasing calculated
using (1.6) is measured by estimating the bias of a particular response bit across
several chips. The proposed designs with the fine and coarse PDLs schemes is
now implemented on ten (k = 10) Spartan-6 FPGAs to find out bit-aliasing. The
obtained results in Fig. 2.16 clearly shows that the proposed designs with fine and
coarse PDLs exhibit good bit-aliasing values which are close to the ideal value
of 50%. This can be attributed to the incorporation of hard macros (i.e., the
placement strategy) during the design of PUFs.



Chapter 2. Conventional PUF and proposal for performance enhancements 43

2.5.4 Correlation Between Bits

If the bits are highly correlated then an attacker might be able to predict response
to an unknown challenge from a set of known challenge-response pairs. The
auto-correlation test can be used to detect correlation between bits of a response.
Systematic aspects to process variation may show up as significant correlation at
particular intervals. The responses are extracted from a common fabric and hence
it is possible for spatial correlation to appear. To check the presence of correlation
in the test chip, the auto-correlation function R,, is used. Here, z is the n-bit
response being observed, and R,, is evaluated at lag j. This value tends towards

0.5 for uncorrelated bit-strings and towards 0 or 1 for correlated bit-strings.

R
Reo(j) = - PR (2.4)
=1

The minimum R,, among ten different 256-bit responses (k = 10 FPGAs) for
the proposed RO-PUF, RS-LPUF and A-PUF implementations with fine PDLs
are 0.42, 0.43 and 0.41 while the maximum R,, are 0.59, 0.58 and 0.59. The
corresponding minimum R,, with the coarse PDLs are 0.42, 0.44 and 0.43 while
the maximum R,, are 0.58, 0.57 and 0.58. The average R,, of the proposed
RO-PUF, RS-LPUF, A-PUF implementations using fine PDLs are 0.493%, 0.505%
and 0.496%. The corresponding numbers utilizing coarse PDLs are 0.505%, 0.504%
and 0.494%. This indicates that the proposed PUFs are resistant to correlation

analysis (close to 0.5) and hence no spatial correlation exists within PUF responses.

2.5.5 Reliability (RE)

The PUF responses are affected by external factors such as temperature variation,
supply voltage fluctuation, and thermal noise and these lead to issues in their
reproducibility. Reliability measures the temporal stability of PUF responses
generated by the same master challenge in different environments and is calculated

using (1.3) for one chip whereas (1.4) is used for the calculation of the average
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reliability of k£ chips. The three proposed PUF designs with fine and coarse
PDLs schemes were implemented on ten (k = 10) Spartan-6 FPGAs for
temperature variation from 0°C' to 85°C' (the rated temperature range of the
Spartan-6 commercial-grade FPGA) using a Southern Scientific EC Environmental
Chamber [60] to control the temperature while the core supply voltage is varied
within 1.14 — 1.26V (the rated voltage range of Spartan-6 FPGAs) to find the
reliability in responses. The reference response of 256 bits (for each chip) was
generated at the standard temperature of 25°C' and standard supply voltage
of 1.2V. Afterwards, other responses were generated for analysis under varying

operating conditions.
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FIGURE 2.17: Reliability (single FPGA) with respect to supply voltage bias at
25°C (Fine PDL and coarse PDL)

TABLE 2.5: Mean (u), Standard deviation (o), SEM and 95% Confidence
Interval (CI) of p for the three proposed designs reliability (RE) metric using
the fine and coarse PDLs

Design | Metric | PDL M o | SEM | 95% C1I of Mean
(%) | (%) | (%) | [Lower, Upper]

Our Fine |99.44 | 0.28 | 0.03 [99.36, 99.51]
RO-PUF RE | Coarse | 99.39 | 0.38 | 0.05 [99.28, 99.48]
Our Fine |99.46 | 0.27 | 0.03 [99.38, 99.53]
RS-LPUF | RE | Coarse | 99.53 | 0.32 | 0.04 [99.44, 99.61]
Our Fine | 99.55|0.26 | 0.03 [99.47, 99.62]

[ ]

A-PUF RE | Coarse | 99.50 | 0.25 | 0.03 99.43, 99.56

Fig. 2.17 shows reliability results of our PUF designs for one FPGA obtained with

respect to supply voltage bias at 25°C'. Fig. 2.18 shows the average reliability
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FIGURE 2.18: Temperature RE, Voltage RE, Average RE of the proposed
designs using the fine and coarse PDLs

results of our PUF designs for 10 FPGAs with fine and coarse PDLs. The mean
reliability on temperature and voltage variations for 10 FPGAs of the proposed
designs with fine and coarse PDLs are deduced from these plots and tabulated in
Table 2.5. It also contains the standard deviation (o), SEM, and 95% CI of u for

the proposed designs with fine and coarse PDLs.

Furthermore, Table 2.3 also shows that the reliability result of the proposed designs
improve significantly using a TMV scheme. The TMV technique is to extract a
statistical bias in the presence of noise for PUF responses [7, 102]. The basic
principle is to repetitively test (say, 15 times) the PUF using the same challenge
and then take the majority value of the responses as the final output. The multiple
evaluation of the PUF’s response would give the true statistical bias of the PUF
response (bias towards 0 or 1). It is also clear from the results in Table 2.5
that the reliability of the proposed designs with fine and coarse PDLs are very
close to the theoretical maximum of 100% and the spread of the 95% CI is at

most +0.5%. These results imply that the proposed PUFs are not affected across
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the range of temperatures and voltages, and compare favourably to the reference
temperature of 25°C" at supply voltage of 1.2V. Extra error-correction circuitry [55]
can be employed to correct the small errors when desired. The details are given

in subsection 2.6.1.

2.5.6 Aging Effect

Aging is an extremely important issue for silicon devices that must remain in
operation for decades. Over the course of the lifetime of a PUF, its stability
degrades due to the transistor threshold voltage shift induced by phenomena
such as hot carrier injection, electromigration and negative-bias temperature
instability (NBTT) [93]. To consider the aging effect, accelerated aging tests [93]
were performed by raising the temperature to 85°C' and the supply voltage to
1.26V, i.e. +5% variation in the nominal voltage, for one week. The PUF
outputs were recorded every 3 hours using a Southern Scientific EC Environmental
Chamber [60]. This is sufficient to induce more than 5 years of aging [93]. These
responses were then compared with the reference ones generated at 25°C and 1.2V.
The Intra-chip HD (1.2) can be used to calculate the bit errors. The bit error
rate (BER) of the proposed RO-PUF, RS-LPUF and A-PUF implementations
using fine PDLs are 3.9%, 3.4% and 3.1%. The corresponding numbers with
coarse PDLs are 3.5%, 3.9% and 3.4%. However, our results show that the
proposed PUF designs are still usable as the BER is below 4% during the test
and this can be corrected using error correcting codes [55]. The details are given

in subsection 2.6.1.

2.5.7 Performance Comparisons with Previous PUFs

In order to assess the performance, the proposed architectures are implemented on
Xilinx Spartan-6 FPGAs and the obtained results are compared with the existing
state-of-the-art in terms of uniqueness, uniformity, bit-aliasing and reliability in

Table 2.6. Following key observations can be deduced from these tabulated results:
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TABLE 2.6: Performance Comparisons with Previous FPGA based PUFs

Uniqueness | Reliability | Uniformity | Bit-alias
Design Target
Ideal Value 50% 100% 50% 50% FPGA
In 2011 [94] 47.24 99.14 50.56 50.56 Spartan-3E
Tn 2012 [170] 47.00 — — — (XC3S100E)
In 2011 [96] 44.10 99.00 — —
RO-PUF In 2018 [171 49.33 95.45 49.5 — Virtex-5
In 2018 [100 55.00 — — — Spartan-6
In 2016 [30 49.97 98.41 — — (XC6SLX16)
In 2019 [86 48.76 97.72 — —
Artix-7
In 2019 [23] 49.83 99.35 — — XCTA35T
In 2019 [165] — 99.33 50.05 — Kintex-7
Our Fine PDL 48.38 99.44 49.48 49.48
RO-PUF Spartan-6
(Section 2.3.1) | Coarse PDL 48.91 99.39 49.62 49.62 (XC6SLX45)
SRAM PUF In 2008 [50 49.97 88.00 — — —
PUF ID In 2008 [48 45.60 99.42 — — Spartan-6
In 2018 [6] 49.32 98.80 44.65 44.65 Spartan-3
RS-LPUF Tn 2013 [164] 49.00 99.14 — —
In 2015 [53] 49.24 98.87 — — Spartan-6
Our Fine PDL 48.96 99.46 51.43 51.43 (XC6SLX45)
RS-LPUF
(Section 2.3.2) | Coarse PDL 49.44 99.53 50.83 50.83
Virtex-5
In 2011 [94] 18.37 99.76 55.69 19.57 (XC5VLX30)
A-PUF Spartan-3
In 2015 [130] 45.25 95.93 48.10 — (XC35400)
Our Fine PDL 47.80 99.55 52.30 52.30
A-PUF Spartan-6
(Section 2.3.3) | Coarse PDL 48.27 99.50 51.05 51.05 (XC6SLX45)

e The proposed RO-PUF design with fine and coarse PDLs outperforms
existing RO-PUF designs [86, 94, 96, 100, 170] in terms of uniqueness.
However, the obtained uniqueness are slightly inferior when compared to
other RO-PUF designs [23, 30, 171]. Moreover, the proposed RO-PUF design
using fine and coarse PDLs outperform all the previous RO-PUF designs in
terms of reliability. Additionally, the proposed RO-PUF design using coarse
PDL improves the bit-aliasing and uniformity metrics when compared to

similar other designs [94, 171].

The results also convey that the proposed RS-LPUF design using coarse
PDLs exhibits better uniqueness when compared to existing RS-LPUF
designs [6, 53, 164] and memory based PUF (PUF ID) [48] but performs
slightly poorly when compared to SRAM PUF [50]. The design with fine
PDLs leads to enhanced uniqueness when compared to memory based PUF
(PUF ID) [48] but poorly compares to SRAM PUF [50] and the existing
RS-LPUF designs [6, 53, 164]. Moreover, the proposed RS-LPUF design
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improves the bit-aliasing and uniformity metrics when compared to other
RS-LPUF design [6]. Furthermore, the proposed RS-LPUF design using fine
and coarse PDLs outperform all the previous RS-LPUF designs in terms of
reliability.

e The proposed A-PUF design using fine and coarse PDLs exhibits
substantially improved uniqueness, uniformity, and bit-aliasing whereas the

reliability is very close to the ideal value and is comparable to the other

A-PUF designs [94, 130].

In summary, the statistical analysis of measured data demonstrates significantly
better performance of the proposed designs in terms of uniqueness, reliability,
uniformity, and bit-aliasing. Therefore, our proposed PUFs designs can be used for
device ID generation and key generation. However, using a PUF itself may not be
suitable for chip authentication scenario because our three proposed PUF designs
are not having very large CRP space. On the other hand, chip authentication
can be achieved by using a cryptographic function, and a secret key which can be

generated from the proposed PUF designs (having a limited number of CRPs).

2.6 Hardware overhead analysis

The proposed architectures implemented on Xilinx Spartan-6 FPGAs are
compared with the existing state-of-the-art in Table 2.7. It is apparent that
the proposed RO-PUF, RS-LPUF, and A-PUF designs are area efficient when
compared to the existing RO-PUF [51, 91], RS-LPUF [53, 164] and A-PUF [49, 70]
respectively on similar Xilinx Spartan-6 FPGAs, and Zyng-7000 FPGA (it has
4 LUTs, 8 registers and 3 MUXes in each slice, the same as the Spartan-6
FPGA used in this work). However, the proposed implementations with/without
TMV have poor throughput compared with the conventional RO-PUF [51, 91]
but is still better than the RS-LPUF [53]. Moreover, our three proposed PUF
implementations outperform all the previous works in terms of the resources
consumed per response bit. In summary, it can be deduced that the proposed

architectures provide very competitive area-throughput trade-offs.
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RS-LPUF and A-PUF with State-of-the-Art

TABLE 2.7: Comparison of FPGA implementation results for the our RO-PUF,

PUF Area | Process | Res. bit | Slices / Target
Design (Total time length Res. bit FPGA
Slicesj | (msec) Device
Zyng-7000
RO-PUF In 2018 [51 849 1.68 128 6.6 (XC7Z045)
In 2012 91 952 4.59 49 19.4
Our Spartan-6
RO-PUF WOTMV 93 10.5" 256 0.36 (XC6SLX45)
(Section 2.3.1) WTMV 107 158.3% 256 0.42
In 2015 [53] 324 5120 256 1.27
RS-LPUF In 2013 [164] 256 — 256 1 Spartan-6
Our (XC6SLX45)
RS-LPUF WOTMV 71 10.5" 256 0.28
(Section 2.3.2) WTMV 86 158.3% 256 0.34
Tn 2016 [49] | 8192 — 256 32
In 2011 [70 4288 — 64 67 Spartan-6
Our (XC6SLX45)
A-PUF WOTMV 194 10.5" 256 0.76
(Section 2.3.3) WTMV 209 158.3% 256 0.82

T The total slices for the PUF with control logic (without UART).

* The total number of clock cycles (at 100 MHz) required to generate a response without
TMV = total sub challenges x (Ref.counter counts x delay evaluations) + control logic.

¥ Number of clock cycles required to generate a response with TMV = total sub challenges
X (Ref.counter counts x (delay eval. x TMV)) + control logic.

2.6.1 Error Correction Codes (ECC)

In general, the construction of error correction code in hardware is very expensive
in terms of area. To reduce the area costs, the TMV post-processing scheme is
already applied before error correction [7, 102] in the proposed designs. However,
removal of the noise (error) from PUF response in the field is very important
because in a encryption/decryption algorithm, even the slightest change to the
secret key will change the cyphertext dramatically. This means that in order to
use a PUF for secret key generation, the PUF’s CRPs need to be consistent during

temperature variation, supply voltage fluctuation, thermal noise and aging effect.

For error correction, we propose a novel method which is inspired by the design
described in [53]. This method is based on the use of Bose, Chaudhuri, and
Hocquenghem (BCH) code. The BCH code is a popular error correcting code
that is widely used for error correction in PUF response [51, 53, 55, 68, 91, 125,
138, 142, 153]. We have implemented a BCH code with the following parameters:
BCH (n=255, k=139, t=15) code. In this format, n=255 is the output block size,

k=139 is the input block size (in our case, 139 bits which is randomly chosen from
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FIGURE 2.19: Error correction scheme.

the PUF response), and t=15 is the number of errors that can be corrected by
this BCH code. We chose these parameters according to our reliability and aging
effects of the PUF outputs. As shown in Fig. 2.19, During the generation process,
a k-bit string (139 bits) is randomly chosen from the noisy PUF data @ itself and
encoded to an n-bit (255 bits) BCH codeword (C') by using the BCH encoder. The
code-word is offset by XOR with the n-bit PUF output () and the result is stored
as the helper data S. During the reproduction process, the helper data is used to
regenerate the key K from a noisy PUF response @Q'. In this case, the helper data
S is offset by XOR with the n-bit noisy PUF data Q" and the result is decoded by
using BCH decoder, which is then used to regenerate the key k. The BCH (255,
139, 15) design consumes 418 slices (encoder: 36 slices, decoder: 382 slices) and
results in a latency of 831 clock cycles (encoder: 255 clock cycles, decoder: 576

clock cycles).

2.7 Summary

Efficient designs and FPGA implementations of RO-PUF, RS-PUF, and A-PUF
with significantly enhanced performances have been reported in this chapter.
Through statistical analysis of the obtained results, it has been shown that the

incorporation of fine and coarse PDLs of FPGA LUTs significantly advances the
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architecture and implementation scheme of PUF technology, and thereby enhances
the uniqueness and randomness in the PUF responses. In addition, incorporation
of the TMV scheme improves the reliability significantly. It has been shown
that the proposed designs achieve better hardware efficiency and also yield the
most area-efficient RO-PUF, RS-PUF and A-PUF reported so far. The proposed
architectures are also resistant to temperature, supply voltage and correlated

process variations.



Chapter 3

Efficient Hybrid PUF Design
with Enhanced Uniqueness and

Randomness

3.1 Motivation

It has been identified that factors such as the systematic or correlated process
variation and the environmental noise caused by the voltage and temperature
variations degrade the uniqueness and the reliability of PUF responses as well
as the resiliency to external attacks [96]. It is shown that PUF primitives can be
combined to enhance the uniqueness, reliability, unpredictability [72, 89, 102, 131].
For example, an XOR operation combines the responses of double Arbiter
PUFs to enhance uniqueness and unpredictability compared to a single PUF
instance [89]. Similarly, hybrid and composite PUFs also enhance performance
metrics [72, 102, 131]. Moreover, a high resolution programmable delay line (PDL)
can also be used to enhance PUF performance [98]. There was also report of
increased reliability of PUFs through the incorporation of TMV scheme [102].
However, most of these reported designs of PUF suffer from insufficient uniqueness,

uniformity, and reliability when implemented on FPGAs, or may consume

52
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excessive resources. Therefore, we propose an efficient and lightweight hybrid

PUF primitive, specifically for FPGAs, with significantly enhanced performance.

The key contributions of this chapter are:

e Design and implementation of the most compact hybrid PUF primitive

reported in the literature.

e The proposed design has the highest randomness in the PUF response for
the hybrid PUFs achieved through the use of the PDLs of FPGA LUTs.

e The proposed design exhibits higher reliability through the introduction
of TMV scheme and better uniformity as well as bit-aliasing by the

incorporation of hard macro design techniques.

In the subsequent sections, the implementation details of Hybrid RO-RSLatch
PUF are discussed. Then we present implementation results along with a detailed
analysis for its entropy estimation and correlation resistance. Finally, experimental

results and the associated validation is presented.

3.2 Design and Implementations

The design is developed using Xilinx ISE design suite 14.5 and coded in
VerilogHDL whereas Matlab is utilized for communication between the PUF
instances and the PC using UART interface. First, a brief description of the
conventional PUF cells are presented which is then followed by the detailed design
of the proposed hybrid PUF.
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3.2.1 Hybrid PUF Cells
3.2.1.1 RS-Latch

The SR-latch based PUF implementations on Xilinx Spartan-6 FPGA device are
reported in [53] and [4]. The design in [53] includes two NAND gates and two
FFs (for each SR-latch) implemented on different kinds of slices on the same
CLB. The design proposed by us in [4] has two NAND gates and one FF (for
each SR-latch) implemented on same kinds of slices on the same CLB and this
enabled implementation of 4 SR-latch in one CLB. However, we implement two
NAND gates and one FF (to reduce the clock skew) in different kinds of slices on
one CLB as highlighted in pink in Fig. 3.3 for use in the proposed hybrid-PUF.
Furthermore, the proposed approach employs the concept of PDL in the design of
PUF for improving the random response. For the implementation of the PDL, we
again use 2 inputs of each LUTSs for connection i.e., the flip flop output and the
NAND gate output. However, in this case all the other remaining LUT inputs are
configured with 2* = 16 discrete levels (configuration from 0000 to 1111). In our
previous design [4], the PDLs utilize only 1-bit control.

LUTL LUT3 LUTILUTS |

--------------------

I

I
Clock 4‘->‘

I

Clock i { b a
\_f_> LUT2| LUT4 LUT2|LUT4
enable i R Delay control inputs
Delay control inputs
FIGURE 3.1: RS latch Unit F1cure 3.2: PUFT Unit

The output of RS latch, architecture in Fig. 3.1, is 1 when input is 0 in a stable
state. When input of the RS latch changes from 0 to 1, i.e., the rising edge, the
RS latch temporarily enters a metastable state. It then enters a stable state with

either output being 0 or 1.

3.2.1.2 A-PUF instances (A-PUFTI)

A PDL based A-PUF on Xilinx Virtex 5 FPGA was reported [98]. In this design,

non-swapping path based switches instead of path-swapping switches are used to
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cancel out the delay skews caused by asymmetries in routing on FPGAs. In that
design, the PDL (top and bottom part of switch) is implemented by 2 LUTSs each
acting as an inverter. The 2 LUTs are implemented in same kinds of slices on
different CLBs. It incorporated 16 PUF instances in parallel on the FPGA to
produce 16 bits of responses per challenge, where each PUF instance consists of
64 stages of PDLs. In our earlier design [4], the PDL based A-PUF was realized on
Xilinx Spartan-6 FPGA and consisted of 8 stages of PDLs for each PUF instance
(PUFI). In that design, each PUFI uses 16 LUTs (i.e., 2 CLBs) for buffers and one
FF (i.e., 1 CLB) for arbiter using 3 CLBs. Therefore, for the proposed hybrid-PUF,
each PUF instance (PUFI) consists of 8 stages of PDLs but each PUFT uses 16
LUTs for inverters and one FF for arbiter using 2 CLBs. The PDL is implemented
by 2 LUTSs each acting as inverter and the 2 LUTs are implemented in different
slice on the same CLB as can be seen in gray in Fig. 3.3. Each PUFTI consisting
of 8 stages of inverter and one arbiter connects the last stage of the two paths as
shown in Fig. 3.2. Additionally, the proposed approach employs the concept of
PDL in the design of PUF for improving the random response. For the PDL, one
LUT input is used for the connection, one is the challenge bit, while the remaining
LUT inputs are configured with 2* = 16 discrete levels (configuration from 0000
to 1111). Note, in our earlier design [4], the PDLs utilize only 1-bit control.

3.2.2 The Proposed Design of Hybrid RS-Arbiter PUF

The main idea of the proposed Hybrid PUF structure is to combine two different
sources of randomness in a PUF to improve uniqueness and randomness properties.
In the hybrid RS-Arbiter PUF, the output of each RS-Latch cell is XORed with
each PUF instance of A-PUF (A-PUFI) as shown in Fig. 3.4. In this design,
the output of each RS-Latch cell is also connected to the input of each A-PUFI.
Each hybrid RS-Latch cell uses 3 CLBs as shown in Fig. 3.3. Improper routing
and placement of PUF cell in FPGA introduces bias in the PUF response bits
and affects the uniqueness of PUF responses [96]. Though our LUT placement
constraints have fixed the internal routing path of each hybrid RS-Arbiter PUF
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cell, the other parts are routed by Xilinx ISE automatically. Moreover, the delay
LUTSs contain no logic, and the ‘keep’ attribute is used in the design to stop logic
optimization by the synthesis tool. In order to eliminate design-induced bias, hard
macro technique has been used with the FPGA Editor in Xilinx ISE design tool,
to place the RS Latches and A-PUFIs at selected locations to make all the RS
Latches and A-PUFIs identical. In our work, 32 RS-Latches and 32 A-PUFIs were
configured at the center of FPGA in a 32 x 3 matrix of CLBs. This design also
incorporates PDLs for enhancement of random response and incorporates TMV

scheme for improving the reliability metric.

In our design, shown in Fig. 3.4, the output of each RS-Latch cell and the
propagation delay by the Arbiter-PUF instances are the major deciding factors
in the resulting count because the output of each RS-Latch cell is XORed with
each A-PUF instance. We combined two different sources of randomness in this
design to improve uniqueness and randomness properties. The output of each
RS-Latch cell depends on the propagation delay plus the process variation in
the two NAND gates, and the propagation delay of the interconnection lines.
Similarly, the output of each A-PUF instance depends on the propagation delay
plus the process variations of the 16 inverters, and the propagation delay of the
interconnection lines. A 100-MHz clock signal generated by an on-board oscillator
is applied to each FF to divide it into a 50-MHz clock signal before being applied
to the corresponding RS latches and the 100 MHz clock signal also drives the
9-bit reference counter. In this design, in Fig. 3.4, starts with the initiation of
8-bit master challenge from a user PC (Matlab) through a UART interface to
the 8-bit Galois LFSR, having maximum cycle length, to generate 256 subsequent
challenges. Then two different RS-Arbiter instances are chosen from each of these
sub-challenges for comparison. In the sub-challenges, the 4 least significant bits
(LSBs) select one of the 16 RS-Arbiter instances in group 1, first 16 RS-Arbiter
instances marked with gray dashed lines, through the multiplexer 1 while the 4
most significant bits (MSBs) of the sub-challenge select one of the 16 RS-Arbiter
instances in group 2, the last 16 RS-Arbiter instances marked with green dashed

lines, through the multiplexer 2. In every clock cycle, the respective outputs
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of selected RS-Arbiter instances in group 1 and group 2 are fed into the 8-bit
counters 1 and 2. Then both counters are incremented every time the selected
XORing RS-Arbiter instances output 1’s. Counters 1 and 2, and the 9-bit reference
counter starts counting simultaneously and the counting is terminated as soon as
the reference counter hits its maximum value. At that instance, values in counter
1 and counter 2 are compared to generate a response bit 0 or 1, depending on

which counter had the higher value for this RS-Arbiter instance pair.

For the PDLs, 2% (= 16) discrete levels to the delay control inputs are applied
for each sub-challenge. In this work, we employed concept of majority voting
before the XOR operation in order to reduce the response instability and increase
the attack complexity [157]. Each discrete level is applied to the delay control
inputs 15 times and the generated raw responses are stored in a 15-bit shift
register. The TMV concept is subsequently applied on them to determine the
“golden response”. The golden response is considered 1 if more than half of the
generated raw responses are 1s, otherwise it is considered (0. These generated
golden responses are stored in a 16-bit shift register and a 1-bit “final response”
is generated by XORing the sixteen 1-bit golden responses. A total of 256 final
response bits are generated for each 8-bit master challenge and these are stored in
a 256-bit shift register. The final response bits are sent to the PC using a UART

8-bit interface for the PUF performance analysis.

3.3 Performance Analysis and Discussion

The uniqueness, uniformity, bit-aliasing, and reliability for the proposed hybrid
PUF has been evaluated on 10 Spartan-6 (XC6SLX45-CSG324C) FPGAs.

3.3.1 Uniqueness (UQ)

The ideal value of uniqueness is 50%. The uniqueness is calculated using

expression (1.1) [94]. We experiment on 10 FPGAs (k=10) with 256 bit response
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length (n = 256) at a core supply voltage of 1.2V and standard temperature of
25°C' for the proposed PUF. The histogram of normalized inter-chip HD between
all combinations of pairs of responses (i.e. (120) = 45) of proposed PUF is shown in
Fig. 3.5. The best fit ideal binomial curve to the histogram of the proposed PUF
is also plotted in Fig. 3.5. The achieved mean (u) is 49.31%, while the standard
deviation (o) is 3.0%. The ideal average HD value is p = 50% and o = 3.125%
for 256 bit response.
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FIGURE 3.5: Inter-chip HD distribution from the 256-bit response.

TABLE 3.1: The experimental results of the proposed PUF design with/without

PDL and TMV
without with PDL with PDL and TMV
Design PDL and TMV | (without TMV) (Including TMV)

(%) (%) (%)

UuQ 48.62 49.31 49.31

Proposed UF 49.21 50.17 50.09
RS-Arbiter | BA 49.21 50.17 50.09
RE 97.96 97.82 99.22

It can be seen that the proposed PUF possess enhanced uniqueness, (Table 3.1),
and this has been achieved by the placement strategy, combining PUF primitives
and incorporation of PDLs. In particular, the process (internal) variations and
propagation delay of RS-Latch cells and Arbiter-PUF instances are the major
deciding factor in the resulting count because the output of each RS-Latch cell is
XORed with each A-PUF instance (A-PUFI). The internal variations of FPGA
LUTs of each RS-Latch cell and each A-PUF instance can be generated from
changes in the LUTs propagation delays under different inputs. Due to the internal
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variations of FPGA LUTs, we can generate different outputs/responses under
different inputs for each sub-challenge. Further improving the uniqueness, we
combined (XORdd) these outputs and generated a 1-bit final response for each
sub-challenge. A total of 256 final response bits are generated for each 8-bit
master challenge (256 sub-challenges) by applying same procedure. To confirm the
effectiveness of XORing the responses while varying the PDL inputs, we developed
and evaluated the proposed PUF using the concept of two ways: not utilizing
control LUT inputs (i.e., only 0 is applied to the delay control inputs) and utilizing
all the configurations to LUT control inputs (i.e., 2% = 16 discrete levels). The
achieved uniqueness of the design incorporating the PDLs is higher when compared
to the design without using the PDLs. In order to judge the effect of varying the
PDL inputs, we also investigated the effect of varying the PDL inputs with /without
TMV. The obtained results, in Table 3.1, conveys that the uniqueness results are

not impacted in any of the designs with/without TMV. Thus, it can be concluded
that the PUF with PDLs achieve only marginally enhanced uniqueness.

3.3.1.1 Entropy Estimation:

In order to perform the CTW compression test [59], as mentioned in Chapter 2,
we first concatenate all the bit strings (10 responses) into a single bit string of
length 10 x 256 = 2560 bits. The compression of this string using CTW results in
outcome given in Table 3.2. Clearly, very little compression is achieved by CTW

and indicates that the proposed PUF have good compression resistance.

TABLE 3.2: CTW Ratio and Min-entropy Results

Design Devices Original Compressed CTW Min-entropy
size (bits) size (bits) Ratio per bit
Proposed
RS-Arbiter 10 2560 2546 99.45% 0.73

Min-entropy is another metric widely employed to evaluate the lower bound of

entropy (i.e. worst case) [47]. It is the worst-case (i.e. lower bound of the

unpredictability of the response) measure of uncertainty for a random variable.

We use the method described in NIST specification 800-90 [10] for evaluating the
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min-entropy of a binary source. We make use of (2.1) and (2.3) to estimate the
average min-entropy per bit of the proposed PUF for the 10 FPGAs. The obtained
results in Table 3.2 clearly conveys that the proposed PUF and incorporation of
PDLs possess sufficient entropy which are close to 0.73. The values found by this
test for the proposed PUF are conservative estimates as it will likely increase with
increasing number of FPGAs [47]. It can be concluded that the entropy per bit
for the proposed PUF lie between 0.73 (from min-entropy) and 0.99 (based on
the compression test). Compared to our earlier reported result (see Table 2.4 in
Chapter 2) conventional A-PUF, RO-PUF and RS-LPUF, the proposed hybrid
PUF improved the entropy slightly. This is due to fact that combining PUF
primitives. It is now apparent that the proposed PUF is able to generate sound
uniqueness, close to 50%, of signatures and the entropy possess sufficient amount of
randomness. These results indicate that the proposed PUF generate highly unique
responses and this makes them excellent candidates for security applications in

particular which is used to generate device IDs and secret keys.

3.3.2 Uniformity (UF) and Bit-aliasing (BA)

The ideal values of both uniformity and bit aliasing is 50%. The uniformity is
calculated using expression (1.5) [94]. Furthermore, as mentioned earlier, an
effective PUF response generator should not exhibit bit-aliasing when implemented
on different FPGAs. It is calculated using expression (1.6) [94] for a particular
response bit across several chips. The proposed PUF with the PDLs is then
implemented on ten (k = 10) Spartan-6 FPGAs to find out uniformity and
bit-aliasing. The uniform bit-aliasing values of the proposed PUF implementation
are 50.09% (which are close to the ideal value of 50%). Moreover, the proposed
PUF with the PDLs exhibit good uniformity and bit-aliasing values when
compared to the design not utilizing PDLs.
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3.3.3 Correlation Between Bits

To check the presence of correlation in the test chip, the auto-correlation function
R.. (2.4) is used [94]. The minimum R,, among ten different 256-bit responses
(k = 10 FPGAs) for the proposed PUF is 0.41 while the maximum R, is 0.59.
This indicates that the proposed PUF is resistant to correlation analysis (close to

0.5) and hence no spatial correlation exists within PUF responses.

3.3.4 Reliability (RE)

The ideal value of reliability is 100% (i.e., ideal value for HD;nrra (1.2) is
0%). it measures the temporal stability of PUF responses generated by the same
master challenge in different environments and can be calculated for one chip
using (1.3) [94] and average reliability of k chips using (1.4). The proposed PUF
is now implemented on five (k = 5) Spartan-6 FPGAs for temperature variation
from 0°C' to 85°C, the rated temperature range of the Spartan-6 commercial-grade
FPGA, using a temperature controlled chamber [60] while the core supply voltage
is varied within 1.14 — 1.26V, the rated voltage range of Spartan-6 FPGAs, to
find the reliability in responses. Here, one 256-bit response (from each chip) is
generated as the reference at the standard temperature of 25°C' and standard
supply voltage of 1.2V, and then other responses are generated for analysis under
varying operating conditions. The obtained results of average reliability with
respect to temperature bias at 1.2V and voltage bias at 25°C' for 5 FPGAs. The
mean (u) reliability on temperature and voltage variations for 5 FPGAs of the
proposed PUF is 99.22%, while the standard deviation (o) is 0.42%. Furthermore,
Table 3.1 also shows that the reliability result of the proposed PUF significantly
improve using a TMV scheme. The TMYV is one of the popular techniques to
extract statistical bias (bias towards 0 or 1) in the presence of noise [7, 102]. The
basic principle of the TMV is to repetitively test (say, 15 times) the PUF using
the same challenge and then take the majority value of the responses as the final

output. The multiple test of the PUF’s response would give the true statistical



Chapter 3. Hybrid PUF design with Enhanced Uniqueness and Randomness 63

bias of the PUF response. It is also clear from the results in Table 3.1 that
the reliability of the proposed PUF is almost close to the theoretical maximum
of 100%. It means that the proposed PUF is not affected across the range of
temperatures and voltages, and compare favourably to the reference temperature
of 25°C" at supply voltage of 1.2V. Additional error-correction circuit can correct

the small errors (the details are given in subsection 2.6.1).

3.4 Comparison of resource consumption and

metrics of different PUF designs

The proposed architecture has been implemented and evaluated performance on
Xilinx Spartan-6 FPGAs and the obtained results are compared with the existing
state-of-the-art in terms of uniqueness (UQ), reliability (RE), uniformity (UF),
bit-aliasing (BA), area and processing time (PT) in Table 3.3. Following can be

deduced from the obtained results:

e [t can be inferred that the proposed hybrid RS-Arbiter PUF design
outperforms than all the previous conventional RS-LPUF designs [4, 6, 53,
140, 164] in terms of uniqueness and reliability. Furthermore, the proposed
PUF outperforms in terms of uniformity [4, 6] and bit-aliasing [6], and both

the area and processing time [53].

e Proposed hybrid PUF is occupies more area and low reliability than other
reported conventional A-PUF [89] but outperforms in terms of resources
consumed per response bit, UQ, UF and BA. Furthermore, the proposed
hybrid PUF design outperform the previous conventional A-PUF designs [4,

94, 130] in terms of uniqueness, reliability, uniformity and bit-aliasing.

e Compared to our earlier reported conventional A-PUF [4] and RS-LPUF [4],
the proposed hybrid PUF occupies more area but exhibits substantially

improved performance in all aspects.
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TABLE 3.3: Performance Comparisons with Previous PUFs

Design Uniqueness | Reliability | Uniformity | Bit-alias Area Process | Resp. bit Slices/ Target
Design (Slices§ time length Res. bit | FPGA
(msec) Device”
Ideal
Value 50% 100% 50% 50%
RS-LPUF [164] 49.00 99.14 — — — — 256 —
RS-LPUF [53] 49.24 98.57 — — 324 5120 256 1.27
S6
RS-LPUF [4] 48.10 99.19 50.2 — 54 — 256 0.21
RS-LPUF [140] 34.73 92 - — — 128
RS-LPUF [6] 49.32 98.80 44.65 44.65 — — 127 — S3
A-PUF [89] 04.70 99.32 54.78 177 128 1.38
V5
A-PUF [94] 18.37 99.76 55.69 19.57 — — — —
S6
A-PUF [4] 44.30 96.00 48.45 — 234 — 256 0.91
A-PUF [130] 45.25 95.93 48.10 — — — — — S3
Composite
PUF [89] 50.24 88.20 53.94 — 436 — 128 3.41 V5
Composite
PUF [131] 49.04 97.48 50.07 — 1051 — — — S3
Hybrid
PUF [148] 32.52 96.96 55.66 — — — 256 — S6
Hybrid
PUF [72] 39.63 93.63 48.30 25.20 153.6 128 V2P
Proposed
Hybrid 49.41 99.22 50.09 50.09 257 31.5% 256 1.0 S6
PUF

T The total slices for the PUF with control logic (without UART).

f The total number of clock cycles required to generate a response = Total sub challenges x (Ref.counter counts x (delay
evaluations x TMV)) + control logic.

* Xilinx Spartan-6 (S6), Xilinx Spartan-3 (S3), Xilinx Virtex-2 Pro (V2P) and Xilinx Virtex-5 (V5)

e For the proposed Hybrid RS-Arbiter PUF, much enhanced performance
in all aspects when compared to other composite [89, 131] and hybrid
PUF designs [72, 148] in terms of uniqueness, uniformity, reliability and
bit-aliasing. Furthermore, new proposed design outperforms in terms of

area [89, 131], throughput [72] and resources consumed per response bit [89].

In summary, the statistical analysis of measured data demonstrates significantly
better performance of the proposed designs in terms of uniqueness, reliability,
uniformity, and bit-aliasing. Therefore, our proposed PUF design can be used to
generate device IDs and secret keys for device identification, encryption and IP

protection applications.

3.5 Summary

Efficient design and implementation of FPGA based hybrid RS-Arbiter PUF with

significantly improved performances has been reported in this chapter. Detailed
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statistical analysis of the obtained results convey that the incorporation of PDLs of
FPGA LUTs significantly advances the architecture and implementation scheme of
PUF technology, and thereby enhances the uniqueness and randomness in the PUF
responses. In addition, incorporation of the TMV scheme improves the reliability
significantly. It has also been shown that the proposed design yields the most

area-efficient composite and hybrid PUF's reported so far.



Chapter 4

Efficient TRNG Design and

Implementation

This chapter presents a new and efficient method to generate true random numbers
on FPGA by utilizing random jitter of free-running oscillator rings as a source of
randomness. The free-running oscillator rings incorporate programmable delay
lines to generate large variation of the oscillations and to introduce jitter in the
generated ring oscillators clocks. The main advantage of the proposed TRNG
utilizing programmable delay lines is to reduce correlation between several equal
length oscillator rings and thus improve the randomness qualities of the produced

bit stream.

4.1 Motivation

There are different problems that might arise in the construction of a TRNG
based on oscillator rings implemented in FPGAs [158]. For example, the entropy
of the output bit sequence from the TRNG would be drastically reduced when
equal length oscillator rings configured in FPGAs are highly correlated with each
other due to identical delays. To address this issue, we use programmable delay

lines (PDLs) in the oscillator rings in the work described in this chapter. This

66
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creates higher variation in RO oscillations between cycles and hence causes jitter
in the generated RO clocks. Further, the output of the RO’s are not correlated
with each other due to the incorporation of the PDLs in the oscillator rings for
each sampling clock which produces higher randomness [5]. In addition, Von
Neumann corrector is used as post-processor for improving statistical properties
of the bitsteam produced by the proposed TRNG. We implement the base TRNG
as well as the Von Neumann corrector on the same Xilinx Spartan-3A FPGAs

(XC3S400A-4FTG256).

The key contributions of this chapter are:

Proposal of an FPGA-based TRNG that uses PDL-induced random jitter in

the clocks of free-running ROs as the source of randomness.

Demonstration of effectiveness of the Von Neumann corrector as a

post-processor for bias elimination.

e Experimental validation of the proposed TRNG and demonstration that it
passes all tests in the NIST suite.

e The hardware evaluation results demonstrate high throughput-per-area and

high entropy rate (i.e., true randomness) of the produced output bits.

The following sections briefly discuss some existing RO based TRNGs, and
the details of the proposed TRNG. Subsequently experimental evaluation and
comparisons in terms of area and throughput with existing techniques, and quality

comparison by using the NIST statistical test suite are presented.

4.2 Ring Oscillator Based TRNG

As mentioned earlier, a number of RO based TRNG designs have been reported
in literature [16, 35, 95, 117, 144, 158, 159]. Typically, jitter is accumulated in

the free-running RO’s consisting of odd number of inverters or delay elements
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connected in ring configuration. This causes digital value of the oscillators output
to change with a period of approximately 2D L where D is the delay of a single
inverter and L is the number of inverters in an oscillator. Period of these
oscillations vary from cycle to cycle causing jitter of the rising and falling edges of
the generated RO clocks as shown in Fig. 4.1. Such oscillations, and hence jitter, in
digital circuits can occur due to power supply variations, cross talks, semiconductor
noise, temperature variations, and propagation delays. These jitters can be used
to generate a stream of truly random bits using D flip-flop (DFF) based sampler
for sampling the output of a high frequency oscillator as illustrated in Fig. 4.2.

Jitter
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Sampler
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FiGURE 4.1:
Jitter in clock
signals FIGURE 4.2: Basic oscillator-based TRNG

Sampling frequency

(i) Sunar-type TRNG (i) Wold-type TRNG

FIGURE 4.3: Block diagram of the original TRNG (a) [144], and the modified
TRNG (b) [159]

The quality of generated true random bits can be improved by employing multiple
free-running RO’s [144]. This is achieved by feeding the outputs to an XOR tree
(i.e., a multi-input XOR) and then sampling the XOR tree by a reference clock
with a fixed frequency using a DFF to generate the random bit stream as shown in

Fig. 4.3. However, it is very challenging for the XOR-tree and the sampling DFF
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to handle high number of switching activity from the free-running RO’s in such
designs [35]. It is due to the fact that high number of transitions during a sampling
period due to parallel RO’s place stringent setup and hold-time requirements. This
aspect can be addressed to a small extent by incorporating a sampling DFF at
the output of each free-running RO as shown in Fig. 4.3 [159]. This design passes
the NIST statistical tests without post-processing and employs reduced number of
RO’s. However, it has similar mathematical complexity to the original design [144]
and hence similar associated problems such as mutual dependence of rings [16] and
correlation between the rings [158], which cause a lack of entropy at the output
of the TRNG. The randomness qualities of the original TRNG [144] can also be

improved at the cost of higher hardware resources [95] or a lower throughput [117].

4.3 The Proposed TRNG Architecture

For prototyping of the proposed TRNG, Spartan-3A FPGA from Xilinx is
employed and it can be considered as a grid of interconnected Configurable Logic
Blocks (CLBs) subdivided into four logical components called slices. It has two
pairs of CLB slices, SLICEL and SLICEM, with each slice containing two 4-input
Look-Up Tables (LUTs) and two flip-flops (FFs). In brief, SLICEL is the most
basic type of slice and supports logic only while SLICEM supports both logic and
memory functions (including RAM16 and SRL16 shift registers). The LUT based
primitives are instantiated in hardware description language (HDL) as described

in Spartan-3 Libraries Guide for HDL Designs.

It is imperative to note that the RO based TRNGs, although exciting, are
extremely limited in terms of randomness when identical RO’s are employed [158].
Equal length oscillator rings configured in FPGA are highly correlated with each
other due to identical delays and therefore the XOR of the output from these
rings returns mostly zeros. This leads to poor randomness from the design.
We show in this work that the a TRNG incorporating PDL’s can overcome this

problem. Previously, the metastability of flip-flops was used for generating true
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random numbers [99]. They achieved metastability by using PDLs that accurately
equalize the signal arrival times to flip-flops. On the other hand, our work uses
random jitter of free-running oscillators for generating true random numbers. We
employ the PDL’s (See Fig. 2.2) in oscillator rings to generate large variation
of the oscillations and to introduce jitter in the generated RO’s clocks. The
main advantage of the proposed TRNG utilizing PDL’s is to reduce correlation
between several equal length oscillator rings. For example, this can be achieved
by variable RO outputs for each sampling clock by incorporating PDL as shown
in Fig. 4.4. Moreover, the variation in RO oscillations from cycle to cycle (CTC)
is also introduced by each oscillator ring due to inverter-delay. As a result, the

XOR operation significantly improve the randomness qualities.

i

FIGURE 4.4: RO outputs for each sampling clock by using PDL (variation in
oscillations from CTC are not shown for clarity)

The implementation of the proposed TRNG along with the post-processing module
on a low cost Xilinx Spartan-3A FPGAs is described in this section. Subsequently,
Xilinx ISE design suite 13.4, the PyUSB-1.6 software, and the FT2232D USB

interface is used for experimental evaluation of the proposed technique.

4.3.1 Design Overview

The proposed TRNG architecture is shown in Fig. 4.5. Here, each RO is realized
using 3 inverters and 1 AND gate marked by black dashed boxes. The role of
the AND gates is to enable the respective RO’s. The design of the inverters and
the AND gate require three and one LUT on the FPGA, respectively. In order to
generate programmable delays inside the 4-input LUT, one of the LUT inputs is

the ring connection while the other three inputs are configured with 23 = 8 discrete
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levels. In case one uses 6-input LUTs (which are common in high-end FPGAs), one
can use one input for ring connection and allow 2° = 32 delay configurations for the
remaining LUT inputs. This allows configuring 32 RO’s without any constraints

on the placement of the inverters.
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FIGURE 4.5: Architecture of the proposed TRNG.

The proposed architecture consists of 32 RO’s, XOR tree, DFF’s, shift register,
FIFO (First-In, First-Out), and a post-processing unit. First, the control circuitry
starts the 32 RO’s simultaneously using the ‘enable’ input. The RO outputs are
then combined by the XOR tree and sampled at the frequency clock of 24 MHz. If
higher operating frequency is used for sampling then a frequency divider may be
needed as well. Then, for the generation of PDLs, 23 discrete levels are arbitrarily
applied to the delay control inputs for each sampling clock. Subsequently the
sampled bits are either fed to the post-processor unit or directly sent to the
FIFO without post-processing. Thus the output is either raw random bitstream
or processed random bitstream selected via control input of the multiplexer and
collected in blocks of 8 bits using the 8-bit shift register. Finally, each byte is stored
in a FIFO of 64 byte width (i.e. 512 bits) and sent to PC through a USB interface
for the TRNG statistical analysis. The FIFO allows reading of raw/processed

random bitstream without flow interruption. The control logic module enables
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the start and stop of the RO’s, FIFO, 8-bit shift register, post-processing unit,

and selection of the raw/processed random bitstream for transfer to the PC.

4.3.2 Post-Processing

The proposed implementation employs a simple post-processing unit based on a
Von Neumann corrector [152] for enhancing the entropy and for removing any bias
in the generated random bits. The post-processor also provides robustness of the
TRNG output sequence. The employed Von Neumann corrector post-processing
scheme is depicted in Fig. 4.6. We read two bits at a time from the raw TRNG
output and discard them if both of them are same (i.e. we eliminate 00 and 11
patterns). If the two bits are different (i.e. 01 or 10) then we take the first bit and
discard the second bit. On an average, the post-processing unit requires 512 bits

of raw input to generate 128 bits of post-processed output.

\

FIGURE 4.6: Principle of operation of the Von Neumann.

4.4 Analysis and Discussion

4.4.1 Hardware overhead analysis

The results from the proposed TRNG architecture implemented on Xilinx
Spartan-3A FPGAs are compared with recently reported TRNGs on Xilinx FPGAs
in Table 4.1. Tt is apparent that the proposed design outperforms earlier design [54]
in terms of area. However, the throughput in our design is lower as we use a

24 MHz operating frequency (O.F) whereas the design in [54] uses a 100 MHz



Chapter 4. Efficient TRNG design and Implementation 73

O.F. Furthermore, compared to previous works [99, 117, 166], our design exhibits
higher throughput but occupies more area. The designs [99, 117, 166] employ
more advanced FPGA configurations and hence achieves better area performance.
On the other hand, our design outperforms [95] in terms of both the area and
throughput although both are implemented on similar type of low cost FPGA.
In summary, it can be concluded that the proposed TRNG architecture stands
out as a potential candidate for lightweight secure applications considering that it
provides very competitive area-throughput trade-offs.

TABLE 4.1: Comparison of the proposed method with other existing TRNGs
implemented on Xilinx FPGAs

TRNG Area” T.put O.F. Platform
Types LUTs | FFs | Slices | (Mbps) | (MHz)
Spartan-3A
This work 528 | 177 | 270 6 24 (XC3S5400A)
Spartan-3E
RO-based [95] | 712 | 753 | — 3.2 — (XC3S500E)
RO-based [166] 10 ) — 1.15 100 Spartan-6
RO-based [117] | 521 | 131 | — 2.57 — Spartan-6
Meta Virtex-4
stability [54] — — | 580 12.5 100 | (XC4VFEFX20)
Meta Virtex-5
stability [99] 128 | — — 2 — (XC3S500E)

* The Area for the TRNG with control logic (without USB interface).

4.4.2 Correlations Test

In order to investigate correlation between the rings used in the proposed
TRNG, we computed the sample Pearson’s correlation coefficient [158] between
all combinations (i.e., (322) = 496) of the 32 RO’s outputs. We generated 50,000
consecutive sampled bits from each of the RO’s and used it for the test. The
outputs of all these rings were sampled with an external sampling frequency of
24 MHz and 8 discrete levels were arbitrarily applied to the delay control inputs
for each sampling clock. The correlation coefficient was observed to be £0.06 for

all combinations. This allows us to conclude that the rings used in the proposed
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TRNG are not correlated with each other (i.e., correlation coefficient is close to
0). Moreover, we generated 80 million random bits from our proposed design and
used it for the auto-correlation test specified in AIS-31 (T5) [135]. This test checks
the bitwise correlation. The generated bit sequence passed the test and hence our

proposed design has no correlation and dependency problems.

4.4.3 Measures of the Quality of Randomness

As per the standard practice in the domain, entropy test as the objective criterion
of randomness is carried out. Followed by this, the restart test is carried out to
provide evidence that the output, before post-processing, is distinct after restarting
the system multiple times under the same conditions. Finally, the quality of the

bitstream produced by the TRNG is tested using the NIST statistical test suite.

4.4.3.1 Entropy Estimation

The expected entropy per bit is 1 for an ideal true random number generator
because the proportion of ‘0’s and ‘1’s is ideally 0.5. To estimate the entropy rate
for the generated numbers, test T'8 of the procedure B of the AIS-31 [135], available
to test raw random numbers, is utilized in this work. Considering a sequence of
length N, test T'8 splits the sequence in Q)+ K disjoint L-bit words. The suggested
parameters for the test T8 are L = 8, () = 2560 and K = 256000. The minimum
sequence of length required for this test is 7200000 bits. We generated 80 million
random bits from our implementation and used it for the test. The bit sequence
passed the test and achieved entropy of 7.9946 bits per byte (i.e., 0.9993 per bit).
This is better than the minimum entropy requirement of 7.976 per byte (i.e.,
0.997 per bit). Therefore, the proposed TRNG successfully fulfills the criteria for
procedure B of the AIS-31 and can be used for applications that require high
security. Moreover, Our proposed RO-based TRNG achieves higher entropy per
bit when compared to earlier designs [117] (0.999 per bit) and [166] (0.997 per
bit).
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FIGURE 4.7: 6 output bitstreams captured after restarting the TRNG.

4.4.3.2 Restart Experiment

A test was carried out to verify the start up sequences for 6 restarts, from identical
starting conditions, for the proposed design. First 20 sampled bits after every
restart were observed and plotted as shown in Fig. 4.7. For a pseudorandom signal,
the restart experiment produces similar graphs when the TRNG is repeatedly
started from identical starting conditions. However, in our case, these were
observed to be different each time and thus discard any pseudo randomness
possibilities. Works [85, 159] and [35] used similar procedure to distinguish the

amount of true randomness contained in a pseudorandom oscillating signal.

4.4.3.3 Statistical Evaluation of the Output

A set of randomness tests is standardized by NIST for evaluation of the quality
of randomness of bitstreams [10]. The NIST statistical test suite is the most
comprehensive publicly available tool. In essence, there are 15 type of tests which
are typically carried out to assess the performance of TRNGs. The frequency test
checks the proportion of ones and zeros for the bit sequence, and passing it requires
that the bits are roughly equally divided between 0’s and 1’s. Similarly, the block
frequency test determines the proportion of 1’s within M-bit blocks. The Runs
test checks that strings of consecutive 1’s and 0’s in the sequence is as expected
in a truly random sequence, while the longest run test checks the long strings
of 1s within M-bit block. The Rank test checks for linear dependence among
fixed length sub-strings of the bit-sequence, and the Fast Fourier transform (FFT)
test checks the repetitive patterns in the tested sequence that would indicate a

deviation from the assumption of randomness. The non-overlapping template test
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is to determine the number of occurrences of pre-specified target strings. The
Overlapping template test is similar, but when the pattern is found, the window
slides only one bit before the next search. The Universal statistical test determines
the number of bits between matching patterns, and the Linear complexity test
attempts to find the length of a linear feedback shift register and checks its
complexity. The Serial test determines the frequency of all possible overlapping
m-bit patterns across the bit-sequence, while the Approximate Entropy test is
similar to Serial test but checks overlapping blocks of two lengths. The Cumulative
Sums (Cumsum) test checks if the 1’s and 0’s occur in large numbers at early
stages or at later stages in the sequence or they are intermixed evenly across the
entire sequence. The Random Ezxcursions determine the number of cycles having
exactly K visits in a cumulative sum random walk, while the Random Ezxcursions
Variant Test determine the total number of times a particular state is occur in a

cumulative sum random walk.

In this work, the parameters of each test were set as per the NIST
recommendations [10]. The significance level o was chosen to be the default of 0.01
as it indicates 99% confidence interval. To examine the distribution of the P-values
(randomness measure), 1000 times (sequences) of 10° bits both before and after
post-processing were acquired. The statistical results of P-values and proportions
(before and after post-processing) are given in Table 4.2. If P-value is larger than
0.01 then the sequences are approximately uniformly distributed. Furthermore, a
test is considered to have passed when the range of acceptable proportions are
between 0.98056 and 0.99943 for a = 0.01 and sequences = 1000 [10]. The
Proportion (Prop.) column indicates the number of P-values that were above
the 0.01 confidence interval. The minimum proportion (minimum pass rate) for
the tests is 0.982 before post-processing, and 0.987 after post-processing. The
minimum pass-rate of sequences for our design (0.987) is higher in comparison to
[85] (i.e., 0.97) and [54] (i.e., 0.986). The TRNG is then tested under two different
temperature values of 55°C" and 75°C using a temperature-controlled chamber [60]
while keeping the core supply voltage at 1.2 V. The minimum proportion for the

tests is 0.981 at both these temperatures before post-processing. However, after
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post-processing, the minimum proportion becomes 0.983 and 0.982 at 55°C and
75°C' respectively. In summary, it is evident from the results that the proposed
TRNG exhibits better randomness (P-value is greater than 0.01 with greater

proportion) properties at low hardware overhead and high throughput.

TABLE 4.2: NIST randomness test results for 1-Gbits record that passed all
tests (room temperature at 1.2 V).

Statistical Before After
Test Post-processing Post-processing

P-value | Prop. | Result | P-value | Prop. | Result
Frequency 0.5592 | 0.990 | PASS | 0.6199 | 0.992 | PASS
Block-Freq. 0.6621 | 0.994 | PASS | 0.7441 | 0.991 | PASS

Cumsum 0.3776 | 0.987 | PASS | 0.4138 | 0.987 | PASS
Runs 0.4590 | 0.992 | PASS | 0.4276 | 0.993 | PASS
Long-Run 0.7791 | 0.989 | PASS | 0.7011 | 0.990 | PASS
Rank 0.7197 | 0.985 | PASS | 0.7634 | 0.988 | PASS
FFT 0.5141 | 0.990 | PASS | 0.6593 | 0.994 | PASS

Overlapping 0.0962 | 0.987 | PASS | 0.0805 | 0.991 | PASS
Approx-Entropy | 0.0553 | 0.988 | PASS | 0.2145 | 0.992 | PASS
Serial 0.3345 | 0.991 | PASS | 0.4698 | 0.992 | PASS
Linear-Complex | 0.0088 | 0.989 | PASS | 0.2703 | 0.989 | PASS
Nonperiodic 0.1573 | 0.990 | PASS | 0.4213 | 0.993 | PASS
Universal 0.0909 | 0.982 | PASS | 0.2771 | 0.988 | PASS
Rand-Excur 0.3394 | 0.986 | PASS | 0.3781 | 0.990 | PASS
Rand-Variant 0.2587 | 0.984 | PASS | 0.3347 | 0.987 | PASS

4.5 Summary

In this chapter, a new design of RO-based TRNG is described and its
implementation on Xilinx Spartan-3 FPGA is presented. The programmable
delay of FPGA LUTs has been used to achieve random jitter and to enhance the
randomness. It has been demonstrated that the proposed implementation provides
a very good area-throughput trade-off. Effectively, it is capable of producing a
throughput of 6 Mbps after post-processing with a low hardware footprint. In
addition, the restart experiments show that the output of the proposed TRNG
behaves truly random. It achieves high entropy rate and successfully passes all

NIST statistical tests.



Chapter 5

Authenticated Key Agreement
Protocol Using ECC, PUF and
TRNG

Establishing a secure connection between a device and a host processor (or between
two devices) requires a secure protocol. As we know, symmetric cryptography
requires that a copy of the same key is used on both ends of the communication
channel, which can be achieved by a key agreement protocol. In this chapter, we
investigate secure and efficient FPGA implementation of a key agreement protocol
for ToT devices using elliptic curve, PUF and TRNG with very competitive
area-throughput trade-offs. The key agreement protocol using PUF is meant for
establishing a unique long-term secret key, the TRNG is for short-term random
secret key generation, BEC is for generating the public key corresponding to the
secret key, and ECMQV is used for generating the shared secret key and key

exchange.

5.1 Motivation

Elliptic curve cryptography (ECC) is a type of public-key cryptography (PKC)
that was introduced by Miller [106] and Koblitz [73] in the mid-1980s. Elliptic
78
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curve-based protocols are the preferred choice for key agreement and signatures
due to their lower key sizes [124, 137] than other public key based schemes
that achieve the same level of security. Importance of public key cryptosystems
is well-known and these are extensively used in softwares. However, software
based implementations lead to slower designs and downgrade the overall system
performance. This is due to the use of complicated mathematical operations like
multiplication and exponentiation on groups. Therefore, efficient implementation
(in terms of the area-time product) of such protocols on suitable hardware

platforms is considered a better alternative [40, 75, 132, 136].

In this context, hardware implementation of an elliptic curve based protocol
depends on the choice of the model of the curve. Commonly used models of elliptic
curves are Weierstrass, Montgomery, Edwards, Hessian and Huff. About a decade
ago, Bernstein et al. presented an alternate model called Binary Edwards Elliptic
Curve (BEC) [15]. Moreover, several works discuss Field Programmable Gate
Array (FPGA) based implementations of group law on BEC [8, 9, 20, 21, 38, 39].
The BEC provides a unified formula for computing point addition and point
doubling operations on an elliptic curve, that is, the same sequence of operations
are used for both these computations. This property of BEC helps make the point
addition and point doubling operation indistinguishable to an attacker. The BEC
unified formula is thus intrinsically resistant to the side channel attacks (SCA).
Furthermore, BEC allows slightly faster point addition in comparison to other

methods [87, 139].

In a seminal work, Diffie and Hellman [36] proposed the first two-party key
agreement, protocol that can be used for deriving a shared key. Elliptic curves
can be used to instantiate this protocol. However, this protocol does not provide
authenticity of the shared key. On the other hand, most common use-cases of such
a protocol require authenticity of the shared key material to each party in order
to avoid man-in-the-middle attacks. One of the ways to include authenticity in
Diffie-Hellman (DH) protocol is to use some authentication mechanism on top of
the protocol [76]. In a different approach, it is possible to ensure authenticity of the

shared key in the protocol itself. The protocol given by Menezes, Qu and Vanstone
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(MQV) [79] follows this approach and supports authenticated key agreement. An
elliptic curve version of the MQV protocol has also been studied in [79] and is
referred to as the ECMQV protocol. Certain security flaws in this protocol were
pointed out and fixed in [77, 133]. Our goal is to study the overhead incurred in
implementing a representative, authenticated version of DH. We wish to point out
that our implementation of ECMQV can be used as a starting point of any elliptic
curve based authenticated key agreement protocol. In this chapter, we propose
efficient FPGA implementation of authenticated key agreement protocol in IoT

using BEC, PUF and TRNG modules.
The main contributions of this chapter are:

We present a high-performance hardware architecture of an ECMQV protocol
using 251 bit BEC [15], PUF and TRNG to address some of the constraints in the

existing state-of-the-art.

Firstly, we discuss our choices for finite field multiplier module. In this work,
we choose the bit-parallel Karatsuba multiplier [121] for performing finite field
multiplications in BEC arithmetic. We use the same finite field as used in

Bernstein’s work on BEC [15]. The details are given in Section 5.2.

In [38], the authors discuss affine coordinates based BEC implementation using the
bit-serial multiplier (at the finite field level). Projective coordinates based BEC
implementation using the bit-parallel multiplier has been reported in [20, 21, 39].
Further, w-coordinate based BEC implementations using digit-level multiplier
have been reported in [8, 9]. In this work, we investigate the performance of
affine, projective and mixed w-coordinate based BEC arithmetic when using a
bit-parallel multiplier approach. Our w-coordinate based BEC implementation
occupies significantly lower chip area and has higher computing speed when
compared to our affine and projective coordinates based point addition. The

details are given in Section 5.3.

Next, we also analyze the performance of point multiplication (scalar

multiplication) on BEC using Montgomery ladder. Unlike earlier designs, we
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concentrate on a high speed hardware implementation of this algorithm which is
resistant to SPA attacks. We use mixed w-coordinates with bit parallel multiplier
for finite field multiplication. Our implementation of BEC scalar multiplication
is performed in 21.32us using 15223 slices on Virtex-4 FPGA and 16.24us using
7511 slices on Virtex-5 FPGA. The mathematical properties of BEC and usage
of Montgomery ladder ensure that the proposed design resists SPA attack. We
perform SPA on the Montgomery ladder module and experimentally demonstrate

its resistance to such attacks. The details are given in Section 5.4.

We achieve high-performance for FPGA implementation of the BEC scalar
multiplication by: (1) employing the mixed w-coordinate differential formulations
for point multiplication [15], (2) placing the registers efficiently in FPGA, (3) usage
of efficient scheduling mechanisms to reduce the area consumption and processing
time for the BEC arithmetic implementations, and (4) using bit parallel Karatsuba
multiplier [121] for field multiplication. Moreover, the multiplication operation is
done in one clock cycle; while the addition and squaring operations are done in

parallel (no extra clock cycle is required for the addition and squaring operations).

Finally, we discuss an FPGA architecture for performing key exchange over
BEC and discuss the performance of our implementation. We utilize our PUF
and TRNG modules with the above components to implement an ECC based
authenticated key exchange protocol, namely, the ECMQV protocol. Our PUF
and TRNG primitives (described in the previous chapters) are used for the long
term and short term secret keys generation in the key agreement protocol. Our
implementation of ECMQV requires 180 msec using 32102 slices on Virtex-4
FPGA and 151 msec using 15495 slices on Virtex-5 FPGA. To the best of our
knowledge, ours is the first work which discusses efficient FPGA design of the
ECMQYV protocol using binary Edwards curves, PUF and TRNG. The details are

given in Section 5.5.

All our proposed implementations have been done using VerilogHDL, and the
targeted Xilinx FPGAs were Virtex-4 XC4VFX140 and Virtex-b XC5VLX110.
We have used Xilinx ISE 13.4 tool for design synthesis and post-implementation.
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The organization of the chapter is as follows. We describe our finite field
routines in Section 5.2. Details and comparison of BEC implementations
using various coordinate systems are given in Section 5.3. Point multiplication
implementation and its SPA attack resistance are discussed in Section 5.4.
ECMQV implementation details are presented in Section 5.5. Finally, we conclude

the work in Section 5.6.

5.2 Field Arithmetic over GIF(2*°!)

In this section, we present finite field (FF) operations over the GF(2%!) which
was also used in Bernstein’s work on BEC [14]. The main operations used in
BEC arithmetic are field addition, field squaring, field multiplication, and field

inversion.

Addition over GF(2%!) is simply a bitwise zor operation which is a carry free
operation. Square operation is performed as interleave with zeros followed by a
reduction modulo f(z), where f(z) = 2%' + 27 + 2* + 2? + 1. Multiplication
is carried out by computing a multiplication of polynomials in GF(2%') followed
by a reduction modulo f(z). We have adapted a hybrid Karatsuba bit parallel
multiplier from [121] to the 251-bit field. We use simple Karatsuba decomposition
and accumulation up to the multiplicand size of 30-bit and general Karatsuba
for 15-bit and 16-bit multiplications. The main advantage of hybrid Karatsuba
bit-parallel multiplier is the sub-quadratic complexity of the Karatsuba algorithm
coupled with efficient utilization of Look Up Table (LUT) resources in FPGA’s.
Further, the bit-parallel scheme requires lower clock cycles compared to bit-serial
multipliers [38] and digit-level multipliers [8, 9]. We refer to our ACM TRETS
2018 publication [3] for field inversion details.
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5.3 BEC Arithmetic: A Comparative Study

Binary Edwards Curves have a unified and very efficient group law. Many
coordinate systems can be used for representing points and performing arithmetic.
We compare the affine and projective coordinate representation based addition on
BEC. While affine system uses two coordinates for point representation (group

law involves inversion), projective system uses three coordinates. We refer to our

ACM TRETS 2018 publication [3] for more details.

In this thesis, We mainly study the w-coordinate system based differential addition
formulae. “Differential addition” means computing @) + P given @), P, and
@ — P i.e., addition of points with known difference [15]. One of the goals of
our work is to benchmark Montgomery ladder and hence key agreement. The
w-coordinate formulae are most suitable for this purpose. These are analogous to
the x-coordinate only arithmetic on the Montgomery curves. We implement these

formulae and present our FPGAs statistics in Subsection 5.3.3.

5.3.1 The Binary Edwards Curve Equation

In this section, we describe the elliptic curve used in our implementation. We used
the same parameters as Bernstein’s work on Batch Binary Edwards [14], i.e. the
base field is a 251-bit FF and the generating polynomial is f(z) = %! + 27 + 2% +
2%+ 1. We use the same polynomial for all the implementations in this work. The

binary Edwards curve is
E:dz+a®+y+y°) = (v +2°)(y +y°),

where d = 2°7 + 2% 4 2** + 1. Since the trace of d is 1, this curve has complete
addition law. This curve also has near prime order 4p;, where p; is a 250 bit prime.
The works [14, 15] provide unified addition formula on BECs in affine, projective

and w-coordinates.
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5.3.2 Affine vs. Projective Coordinates: A Comparison

We have tabulated the resources required for implementing BEC across affine
and projective coordinate systems in Table 5.1. We refer to our ACM
TRETS 2018 publication [3] for implementing details. Our projective coordinate
implementation clearly requires much smaller area and performs better than our

affine coordinate implementation.

TABLE 5.1: FPGA implementation results of BEC Point addition using affine
and projective coordinate systems

Point Field Area Freq Clock T AT FPGA
Addition size Slices | LUTs | FFs | (MHz) | Cycles | (us) Device
affine 251 29914 | 57385 | 4966 | 108.84 80 0.735 | 0.042 | Virtex-4
coordinates 15773 | 45288 | 4912 138.2 80 0.579 | 0.026 | Virtex-5
projective 251 17521 | 33427 | 4348 | 107.5 23 0.214 | 0.007 | Virtex-4
coordinates 7678 26389 | 4573 133.4 23 0.172 | 0.005 | Virtex-5

5.3.3 Mixed w-Coordinates

For point addition in affine coordinates, finite field inversion dominates the
computation. Projective coordinate addition does not require inversion but an
needs an extra register to store the 7 coordinate. In the affine w-coordinate

system, an affine point z,y is used as (w), where w = = + y.

The Montgomery ladder is commonly used for secure computation of nP, where
n is a scalar. However, in order to eliminate inversion step in the addition and
doubling operations, it is convenient to work with projective coordinates (X, Y, 7).
Therefore, we use mixed w-coordinate system in which the point is represented as
(w, Z) where w is X + Y. The Y coordinate is not needed explicitly since it can

be derived from the w-coordinate. For further details, one may refer to [14, 15].

We use the so-called ‘differential addition formula’ which has the interesting
property of allowing addition and doubling computations simultaneously. Given
the intermediate points () and R, this formula computes the points 2Q) (or 2R)
and @ + R in the same step. Further details can be seen in [14, 15].
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TABLE 5.2: Scheduling for batch BEC differential addition in w co-ordinates

Clock Operations RTL decription
1 C =Wy x (Wa+t Z2) temp[l} «— Wa x (Wa+ Z2)
2 mo = W3 X (W3+ Zg) temp[Z} +— W3 % (W3+ Zg)
3 V=myxC temp(2] < temp[1] X temp|[2]
4 my = Zo X Z3 temp[3] — Zo X Z3
5 ms =d x (Z2)2 temp[4] + d x (Z2)2
6 me =d x (m3) temp[3] < d x temp|[3]?
7 my = (V+ me) X wi templ[5] + (temp[2]+ temp[3]) X w1
Final Wy = C? Wy < temp[1]? at the end of step 2
outputs Zy = mgs + C? Zy + templ4] + temp[1]? at the end of step 5
are: Ws =V + mr W5 <« temp[2] + temp[5] at the end of step 7
Zs =V + mg Zs + temp[2] + temp|[3] at the end of step 6

The differential addition formula in mixed w-coordinates for BEC consists of 7
field multiplications and 4 field squarings (two o?' and one a22). For finite field
squaring, we use two precomputed powerblocks o2 (i.e., 1 time x o?) and o’
(i.e., 2 time x «a?). Powerblocks and addition are performed in parallel with
an appropriate multiplication in one clock cycle. Detailed scheduling with RTL
description for the operations of differential addition in mixed w-coordinates for
BEC is provided in Table 5.2. Our implementation uses only 5 temporary registers
for storing intermediate values. We can execute this differential addition in 7 clock
cycles each of which consists of one binary field multiplication. Additionally,
3 clock cycles are needed for starting BEC addition, storing current point
addition/doubling result, and to reset all the signals and flip flops. Hence, a total of

10 clock cycles are required to perform one BEC addition in mixed w-coordinates.

Note that the a BEC addition implementation in [8] takes 23 clock cycles
using 5 registers for storing intermediate values; and the work [9] uses 12
intermediate registers and requires 20 clock cycles to achieve the same. Our
scheduling mechanism requires significantly lower number of intermediate registers
than [9] and also requires lower clock cycles in comparison to [8, 9]. Our FPGA
implementation results are given in Table 5.3. As can be seen from these results,
the cost of the w-coordinate based unified formula is much lower in terms of covered
area when compared to affine and projective coordinates based point addition, but

the computation speed is higher (see Table 5.1).



Chapter 5. Elliptic curve based key agreement protocol using PUF and TRNG 86

TABLE 5.3: FPGA implementation results of differential addition formulae in
mixed w-coordinates

Differential | Field Area Freq Clock T AT FPGA
Addition size Slices | LUTs | FFs | (MHz) | Cycles | (us) Device
mixed 251 14576 | 27899 | 3011 118.2 10 0.085 | 0.0024 | Virtex-4
w-coordinates 7021 22455 | 2914 153.7 10 0.065 | 0.0015 | Virtex-5

5.4 Point Multiplication on BEC using

Montgomery Ladder

We now describe efficient computation of nP for a scalar n and a BEC point P.
In [109], Montgomery defined non-binary elliptic curves v? = u? + asu® + u and
used what is known as the ‘differential addition’. Using this addition formula,
Montgomery suggested a fast algorithm for scalar multiplication on this form
of elliptic curves. It has a uniform double-and-add structure, which provides a
natural resistance against simple side channel attacks [17, 63, 66]. We recall the

algorithm in Table 5.4. For more details one may refer to [29, 109].

TABLE 5.4: Montgomery Ladder Algorithm

Input: A point P on an elliptic curve and a positive number n = (n;_1, - - - 19)2.
Output: The point [n|P, which is equal to P + ...+ P added n-times.

1. Initialize Q) <~ P and R+ P+ P
2. for (i =1 — 2) downto 0 do
if n; = 1 then
Q=Q+Rand R=R+R
else
R=Q+Rand Q =Q+Q
3. Return @)

5.4.1 Architecture of BEC Point Multiplication

Analogous to Montgomery curve laddering algorithm, a point multiplication
may be performed on BEC using the mixed w-coordinate formulae discussed in
Section 5.3.3. We give the architecture of the BEC point multiplication block in
mixed w-coordinates which executes left-to-right Montgomery ladder algorithm

(described in Table 5.4) in Figure 5.1.
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Point Addition Block consists of a bank of registers containing 5 temporary
registers to store intermediate results (see in Section 5.3.3), 5 registers to store
internal input parameters, 2 registers to store coordinates of input point P (i.e.,
P, and P,), 1 register to store scalar n, 4 registers to store outputs, and 1 register
for the curve parameter d. The number of registers used in the design is optimized

through careful data flow analysis of the algorithm.

First, the point P = (P,, P,) is converted to the mixed w-coordinates by
computing w; = P, + P, and setting W5 = w; and Z, = 1. [Initially, the
Qz, @y registers are initialized with coordinates w;, 1. Then, R,, R, registers
are initialized with doubling results (i.e., =(w;, 1)+(w;, 1)) of corresponding
coordinates. Control circuitry of the initialize block determines selector pins

of the multiplexer result.
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F1GURE 5.1: Architecture of BEC Point Multiplication

There is an 8-bit counter ¢ which counts from [ —2 down to zero. At every iteration
this counter selects the corresponding bit of scalar n. If n is 1 (resp. 0) then the

coordinates of point addition result (@) + R) are stored in (), and @, (resp. R, and
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R,) registers, while the coordinates of point doubling result (R + R) are stored
in R, and R, (resp. Q. and @) registers. The selector pins of the multiplexer

results from a control circuitry made of n[i].

There are two sets of input points (W5, Z5) and (W3, Z3) which are fed to the
Point Addition Block at every iteration. These two inputs are fed back from
the output (see in Figure 5.1). Point Addition Block also consists of a single
multiplier sub-block where the input multiplicands are fed through a multiplexer.
The inputs to the multiplexer are a bank of registers and the output signals of some
combinatorial circuits which are used to perform addition and powering operations.
Both the multiplication and powering operations are followed by the reduction
sub-block. The outputs of the multiplier block after reduction are stored in one
of the five temporary registers as defined in our RTL Table 5.2. The start pin of
the Point Addition Block results from a control circuitry of the initialize, selector
pins and addition done signals. At the end of the iteration, the multiplication done

signal is enabled and the resulting outputs (i.e., Wy, Z5) are stored in registers Q,

and @y, i.e., Q = (Qz, Qy).

5.4.1.1 Comparison with other BEC Implementations:

Implementation (post place and route) results of the proposed BEC point
multiplication are compared with the existing state-of-the-art in Table 5.5. In
this table, occupied area is measured in LUTSs, maximum clock frequency (Freq)
in MHz and the computation time (T= ClockCycles x 1/Freq) in us. We also
adapt the product of area and computation, i.e. area-time (AT) as an efficiency

metric.

As can be seen in Table 5.5, our work provides the smallest area, faster design
and yields a better performance (AT) than most other BEC designs [9, 20, 21,
38, 39]. Our design requires more slices compared to the BEC implementation
of [8]. However, our design does not require any block RAM (BRAM) while [§]
requires 6 BRAMs. The number of LUTSs in our design are larger due to the fact
that we use an finite field size of 251 bits while [8] uses an finite field size of 163
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TABLE 5.5: The proposed FPGA implementation results (after place and route) of Point Multiplication
and Comparisons

‘Work Coordinate Multiplier Field Area Freq Clock T AT FPGA
System approach size Slices LUTs | (MHz) | Cycles | (us) Device
HK 15223 29041 118.2 2520 21.32 | 0.619 | Virtex-4
Our Approach Mixed w bit-parallel 251 7511 23736 155.2 2520 16.24 | 0.385 | Virtex-5
HK
BEC [21] Projective bit-parallel 233 21816 35003 47 — 190 6.650 | Virtex-4
HK
BEC [20] Projective bit-parallel 233 21816 35003 50 170 | 5.950 | Virtex-4
BEC [38] Affine bit-serial 233 15804 — 308 — 1000 | 15.80 | Virtex-5
pipelined
BEC [9] Mixed w digit-level HD 233 29252 48577 198.4 7212 36.3 1.763 | Virtex-4
Karatsuba — 40793 67 3277 49 1.999 | Virtex-4
BEC [39] Projective bit-parallel 233 — 32874 132 3277 25 0.822 | Virtex-5
12834, 22815 — — 23.3 0.532 | Virtex-4
pipelined 6 BRAMs
BEC [8] Mixed w digit-level 163 6536, 17432 — — 16.9 | 0.294 | Virtex-5
6 BRAMs
pipelined 233 5616, — 240 — 4.09 — Virtex-5
bit-parallel 1 BRAM
BKC [83] Mixed LD finite-field 283 7738, — 213 — 5.81 — Virtex-5
1 BRAM
pipelined HK 13620 23147 154 — 12.5 0.289 | Virtex-4
BGC [122] Projective bit-parallel 233 5644 18097 156 — 12.3 0.223 | Virtex-5
pipelined 233 4762, 15296 244 1926 79 0.121 | Virtex-5
BGC [82] LD bit-parallel 1 BRAM
Projective finite-field 283 6286, 20256 213 2329 10.9 0.221 | Virtex-5
1 BRAM
233 6615 25129 188.7 3357 17.8 | 0.447 | Virtex-5
BGC [145] Projective digit-serial 283 7069 25030 189 6347 33.6 | 0.841 | Virtex-5
pipelined
BGC [71] Projective full-precision 163 11777 42192 113 450 3.99 | 0.168 | Virtex-5
HK
BHC [22] Projective bit-parallel 233 20437 39034 81 — 73 2.849 | Virtex-5

LD: Lépez-Dahab, BRAM: Block RAM, HK: hybrid Karatsuba, HD: hybrid-double
BGC: binary generic curve, BKC: binary Koblitz curve
BEC: binary Edwards curve, BHC: binary Huff curve.

bits. Furthermore, our proposed architecture achieves higher operating frequency
as compared to other BEC architectures using bit-parallel multiplier [20, 21, 39].
The architectures [20, 21, 39] introduce many extra primitives into the critical
path, apart from the FF multiplier, which results in longer critical path delay and
lower clock frequency. For example, Ayantika et al. [20, 21] introduce one quad
block (14 cascaded quad circuits), one addition (XOR), one 8:1 MUX and one 2:1
MUX into the critical path apart from the FF multiplier. This greatly increases
the critical path delay of their design and causes lower clock frequency. In [39],
the authors introduce one 8:1 MUX, two FF multipliers, two FF squares and three
FF adders (XOR) into the critical path. These lead to substantial increase in the
critical path delay and hence in the significantly reduced clock frequency. The
critical path in our architecture uses three 2:1 MUX, one FF square (only one a?'

2* circuit), and one addition (XOR), apart from

circuit), one FF quad (only one «
the FF multiplier. This ensures that the critical path delay is greatly reduced and

we are able to achieve higher clock frequency.
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5.4.1.2 Comparison with Binary Generic, Kobliz and Huff Curve

Implementations:

As illustrated in Table 5.5, the proposed point multiplication over BEC is
faster, consumes lesser area and achieves better area-time performance than
binary Huff curve (BHC) [22] and binary generic curve (BGC) [145] designs.
The proposed BEC implementation is slower when compared to the work in
BGC [71, 82, 122] and binary Koblitz curve (BKC) [83] designs in terms of speed.
This is due to the fact that most of these designs utilize pipelining and parallelism
techniques to improve the working frequency and to reduce the clock cycles of
their implementations. Compared to these designs, our implementation consumes
lower area than [71] and larger area than [82, 83, 122]. The number of slices in our
design are larger as we use a finite field of size 251 bits while [122] uses a finite field
size of 233 bits. Furthermore, our design does not use any BRAM while [82, 83]
utilize BRAM in their designs.

5.4.2 Side Channel Attack Resistance of BEC Point

Multiplication

Side channel attacks are a class of attack that exploit information leaking
from physical implementation of a cryptosystem [74]. Simple Power Analysis
(SPA) attacks against point multiplication are based on variations in the power
consumption of the cryptosystem during the execution of an operation. Any
method which performs different set of operations depending on the value of a
secret bit will leak information about that bit in terms of power consumption.
We evaluated the side channel resistance of our implementation of Montogomery
ladder with BEC mixed w-coordinates. Usually, the scalar n is the secret key
during the computation of nP. We performed experiments to determine if
SPA could be used to recover the scalar while the device is computing a point

multiplication.
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FIGURE 5.2: SPA result of BEC arithmetic

We used XC5VLX50-1FFG324 FPGA device of the Side-channel Attack Standard
Evaluation Board (SASEBO-GII) [2, 134] to perform the SPA. Figure 5.2 shows a
power trace during an example execution of [n]P on BEC using unified formula.
The representative figure is shown for n which has alternating 0’s and 1’s in its
binary representation. The power consumption for executing unified formula in
mixed w-coordinates for BEC is mostly due to the execution of 7 finite field
multiplications as shown in Table 5.2. The power trace during point addition
(PA) and point doubling (PD) operations consists of 7 peaks for executing
multiplications. However, no observable power consumption difference, which
depends on whether a bit of n is 0 or 1, is seen during the execution of unified
addition formula. This leads to the conclusion that, as expected, our BEC point
multiplication design (due to proper scheduling) is resistant against the SPA

attack.

5.5 Architecture of ECMQV Protocol

In this section, we discuss FPGA implementation of the ECMQV protocol [79].
We use mixed w-coordinate based Montgomery ladder for performing the BEC
arithmetic and uses PUF and TRNG for generating static (long term) and dynamic
(short term) private keys, respectively. The description of the architecture and the

utilized resources for our implementation are discussed next.
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5.5.1 The ECMQV Protocol

The elliptic curve MQV  [79] key agreement method is used to establish a shared
secret between parties who already possess trusted copies of each other’s static
(long term) public keys. Both parties still generate dynamic public and private
keys and then exchange public keys. However, upon receipt of the other party’s
public key, each party calculates a quantity called an implicit signature using
their own private key and the other party’s public key. The shared secret key is
then generated from the implicit signature. The term implicit signature is used
to indicate that the shared secrets do not agree if the other party’s public key is
not employed, thus giving implicit verification that the remote secret was indeed
generated by the claimed party. An attempt at interception will fail as the shared
secrets will not match because the adversary’s private key is not linked to the

trusted public key of either party.

Let E be an elliptic curve defined over the finite field IF, and G be a cyclic group
of order n of elliptic curve points generated by P. The cofactor h = #E(F,)/n
where #E(F,) is the order of the elliptic curve E and n is the order of the base
point P. The two parties Alice and Bob have long term secret and public pairs
(wa, W4) and (wp, Wg) respectively. Note that Wy = [w,]P and Wg = [w,]P.
Further, for a given point Z € G, let Z denote the string of f = |(logyn + 1)/2]
most significant bits of the z-coordinate of Z. The protocol is described in Table

5.6. For more details, one may refer to [79].

TABLE 5.6: The T'wo-pass MQV Algorithm

Given: Two parties Alice and Bob with key pairs (wq, W4) and (wp, Wg)

Output: A common key K

1. Alice chooses a random integer 74 € {1,...,n — 1}, computes R4 = [r4]P, and sends it to Bob
2. Bob chooses a random integer rp € {1,...,n — 1}, computes R = [rg]P, and sends it to Alice
3. Alice performs a embedded key validation of Rp, and if the validation succeeds, computes

her implicit signature s 4 = (ra + Rawa) mod n and computes K = hs4(Rp + RpWg)

4. Bob performs a embedded key validation of R4, and if the validation succeeds, computes

his implicit signature sgp = (rg + Rpwyp) mod n and computes K = hsg(Ra + RaWa4)

5. K is the shared secret key




Chapter 5. Elliptic curve based key agreement protocol using PUF and TRNG 93

5.5.2 Implementation Details

5.5.2.1 Static (Long-lived) Private Key Generation Using PUF

A long-term private/secret key is one that is stored somewhere, either on a
computer disk, flash memory, or fuse. The key is intended to be used at multiple
points in time. For example, using the key to encrypt some secret file today, and
using it again to decrypt a secret next week. However, through such traditional
storing key techniques, static secret keys are vulnerable to various kind of attacks
and can be easily extracted or cloned. Further, maintaining such secrets in NVMs
is expensive. Therefore, we derived static (long term) secrets from the PUFs
rather than storing the secrets in non-volatile memories. PUFs can significantly
increase physical security by generating secret keys that only exist in a digital
form when a chip is powered on and running, which is unique, extremely hard or
impossible to clone. In this work, we used our RS Latch based PUF (described
in Section 2.3.2) for generating long term secret key. When compared to other
our proposed PUFs (described in Chapter 2), the RS-LPUF using coarse PDL is
more efficient in terms of speed and area in hardware and also achieves better
performance. Moreover, the reliability of the proposed RS-LPUF responses is
100% stable. This is achieved by employing TMV with more votings. Therefore,
there is no need for extra error-correction circuitry. Our RS Latch based PUF
can be performed in 171 msec using 138 slices on a Virtex-4 FPGA and 142 msec
using 91 slices on a Virtex-5 FPGA. In the protocol (ref. Table 5.6), the two
parties Alice and Bob are generating long term secret keys (w,,wy) from their
corresponding devices using the RS Latch based PUFs and then exchange their
public keys (W4, Wg) before performs steps of the MQV algorithm (ref. Table
5.6).

5.5.2.2 Ephemeral Private Key (Short-lived) Generation Using TRNG

Realizations of MQV protocol requires a random number generator, which is

used to generate the ephemeral/session key. A ephemeral key is one that is not
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intentionally stored, and is not re-creatable. Ephemeral keys are used only for
communications protocols, never for storage purposes. In this work, we use RO
based TRNGs (described in Section 4.3) for generating session keys such as r4 and
rp during the operation of the protocol (ref. Table 5.6). Our RO based TRNG
can be performed in 7.8us using 257 slices on a Virtex-4 FPGA and 6.4us using
193 slices on a Virtex-5 FPGA.

5.5.2.3 The Initiator Circuit.

The two-pass version of ECMQV has two entities, namely, initiator (i.e., Alice)
and responder (i.e., Bob). The initiator sends the first protocol message to the
responder. The responder verifies the received protocol message and replies to the
initiator. Finally, both the parties arrive at a common key (K) (ref. Table 5.6)

through computation and communication.

The block diagram of the initiator circuit of ECMQV which performs step 1
and 3 of the MQV algorithm is shown in Figure 5.3. It consists of 4 block
modules: TRNG (described in Section 4.3), Point Multiplication Block (described
in Section 5.4.1), Point Addition Block (described in Section 5.3.3), and Field
Multiplication Block (described in Section 5.2). First, the initiator circuit performs
step 1 of the MQV algorithm. A random integer r4 is generated using the TRNG
module and the result is stored in register 4. The start pin of the TRNG Block

result from a control circuitry made of the TRNG done signal.

Then, the initiator circuit computes R4 using the Point Multiplication Block which
reads values P,, P, and r4 from the coordinates of input points (i.e., P,, P,) and
the register r4. After the completion of the R4 computation, Ready-R 4 signal is
enabled and the resulting outputs (i.e., Ra,, Ra,) are sent to the responder (i.e.,
Bob) circuit. The start pin of the Point Multiplication Block results from a control
circuitry made of the PM selector pins, n selector pins and the multiplication done

signals.
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FIGURE 5.3: Architecture of ECMQYV Protocol

Similarly, after the ready signal Ready-Rp is high (enabled) and the resulting
outputs Rp, and Rp, are received from the responder after step 2, the initiator
circuit performs step 3 of the MQV algorithm to compute s4, hss and common
secret key K. The circuit first computes R4 and Rp from R4, and Rp,, and then
the results are stored in registers R4 and Rp. Then sy (implicit signature) and
hs 4 are computed using Field Multiplication module with corresponding inputs and
the results (s4 and hs,) are stored in the corresponding registers. The control
pins of the multiplexer select corresponding inputs to compute R w, and hsy.
Next, the values WB,, WB, and Rp are fed to the Point Multiplication Block
to compute RgWp and the resulting outputs are stored in the corresponding
registers. Then, the values Rz and RgWp are fed to the Point Addition Block
to perform the computation (Rp + RpWp), and the results are stored in the

corresponding registers. The start pin of the Point Addition Block results from
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a control circuitry made of the Ready-Rp signal, Multiplication done signal and
Addition done signals. Finally, the resulting values hss, (Rp, + Rp.Wg,) and
(Rpy + R;gyWBy) are fed to the Point Multiplication Block to compute the shared
secret key K (i.e., K., K,). After computing the common key, the ECMQV done
signal is enabled and the resulting outputs K, and K, are stored in K, and K,

registers, respectively.

5.5.2.4 Input/Output.

Due to the choice of the finite field, the base point coordinates P,, P, and the Rp
point coordinates such as Rp,, Rp, are all of length 251 bits. Hence, the total
input pins required are at least 251 x 4 = 1004 and the total number of output
pins required are at least 251 x 4 = 1004. Therefore a total of 1004 + 1004 =
2008 I/0 pins are needed for R4 (i.e., R4z, Ray) and K (i.e., K., K,) coordinates.
Because of the limitations of the //O pins on the available FPGA, we send the
input parameters through two 32-bit ports on the FPGA. Hence, to input two
251-bit numbers, 8 clock cycles are required for base point coordinates (i.e., P,
P,) and 8 clock cycles are required for Rp coordinates (i.e., Rp;, Rp,). Similarly,
for the output display on two 32-bit ports, 8 clock cycles are required for two
coordinates of Ry (i.e., R4s, Ra,) computation and 8 clock cycles are required for

two coordinates of the resultant point of a K (i.e., K,, K,) computation.

In Table 5.7, we present the FPGA implementation results of ECMQV protocol
using BEC, PUF and TRNG. Notably, the ECMQV protocol can be performed
in 180 msec using 32102 slices on Virtex-4 FPGA and 151 msec using 15495
slices on a Virtex-5 FPGA. Therefore, our proposed ECMQV design can be used
as a cryptographic accelerator [28, 40, 61] for IoT security applications in data
center security (data center is central to the IoT as it processes data from millions
of devices), intelligent automation, smart grid security. As can be seen from
Table 5.7, our ECMQV provides faster design and yields a better performance
(AT). When compared to the ECDH implementation [40], our design requires

more LUTSs and slower in terms of speed. However, our design does not require



Chapter 5. Elliptic curve based key agreement protocol using PUF and TRNG 97

any RAMs while [40] requires 2.1 kB. The number of LUTSs in our design are larger
due to the fact that we use a finite field of size 251 bits while [40] uses a finite field
of size 233 bits. Note that we did not employ any serialized /pipelining/parallelism
techniques in the presented design. We believe these techniques are very important
to achieve better performance in terms of the area-time product over other designs

and it is a part of our future work.

TABLE 5.7: FPGA implementation results (post place and route) of
ECMQV-Protocol

‘Work Field Area Freq T AT FPGA
size Slices | LUTs | FFs (MHz) | (msec) | x10% | Device
Proposed 251 32102 | 60536 | 10923 | 111.28 180 10.89 | Virtex-4
ECMQV 251 15495 | 48356 | 10429 | 142.11 151 7.301 | Virtex-5
ECDH [40] 233 — 35102 — 125 8.88 0.311 | Virtex-5

5.6 Summary

In this chapter, we presented a high-performance implementation of ECMQV
key agreement protocol using BEC, PUF and TRNG. We showed performance
results of our design on Virtex-4 and Virtex-5 FPGAs. We first provided FPGA
implemenation of the unified BEC formula in affine, projective and w-coordinates.
Compact scheduling mechanisms were applied to improve the performance of
point-addition and point-doubling computations. In particular, we proposed
an FPGA design of point multiplication on BEC in w-coordinates and also
analyzed its resistance against the SPA attack. According to our implementation
results, this design is faster and achieves the smallest area in comparison to
the previous FPGA implementations of BEC. Finally, we realized an FPGA
implementation of ECMQV key agreement protocol using BEC, PUF and TRNG.
Our implementation shows that the entire protocol can be performed in less than
180 msec. To the best of our knowledge, this is the first implementation of
ECMQV key agreement protocol using binary Edwards curves, PUF and TRNG
in FPGA till date.
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Conclusion

With the increasing deployment and necessity of security in IoT systems, there
is a need of various security solutions. Despite tremendous achievements in this
field in the recent decade, there is scope for further improvement in the cost,
performance, and security level of these systems. The trade-off becomes significant
since increasing number of interconnected devices within IoT regime can not
support very strong security algorithms with large computational complexity. For
such scenarios, a low area algorithm/primitive may be more suitable. Therefore,
we must consider all aspects and find a trade-off between performance and cost.
Thus, PUF and TRNG are potentially useful security primitives with strong

advantages.

In this thesis, we have presented several novel designs and architectures for PUF
and TRNG primitives and their practical usability in key agreement protocol. All
of our contributions are FPGA compatible. The major contributions of the thesis

are summarized ahead.
6.1 Summary of Contributions

Efficient PUF design and Implementations with Enhanced Performance

In chapters 2 and 3, efficient designs and implementations of RO-PUF, RS-PUF,
A-PUF and Hybrid RS-Arbiter PUF with significantly enhanced performance have
98
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been reported. Detailed statistical analysis of the obtained results convey that the
incorporation of PDLs of FPGA LUTs significantly advances the architectures and
implementations scheme of PUFs technology, and thereby enhances the uniqueness
and randomness in the PUF responses. In addition, incorporation of the TMV
scheme improves the reliability significantly in all our proposed PUFs. It has also
been shown that the proposed designs yield the most area-efficient conventional,
composite and hybrid PUFs reported so far. This feature makes it attractive for
secure IoT applications because the proposed PUF's are resistant to temperature,

supply voltage and correlated process variations.
Efficient TRNG design and Implementation

In chapter 4, we presented a RO based TRNG on FPGA. The programmable
delay of FPGA LUTs has been used to achieve random jitter and to enhance the
randomness. It has been demonstrated that the proposed implementation provides
a very good area-throughput trade-off. In addition, the restart experiments show
that the output of the behavior of the proposed TRNG is indistinguishable from
a truly random source. The design achieves high entropy rate and successfully
passes all NIST statistical tests. It can actually be inferred that the proposed

design has the potential to be a good candidate for secure IoT applications.
Elliptic Curve based Key Agreement Protocol using PUF and TRNG

In chapter 5, we presented a practical design for an area efficient authenticated
key agreement protocol between two IoT devices using BEC, PUF and TRNG.
First, a novel hardware architecture of BEC point multiplication using mixed
w-coordinates of the Montgomery laddering algorithm has been developed. Then,
we presented an FPGA design of elliptic curve based key agreement protocol
using PUF and TRNG. The obtained implementation results show that the
proposed architecture yields a better performance when compared to the existing

state-of-the-art.
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6.2 Future Work

This thesis showed the efficiency and usability of hardware based security
primitives on FPGAs. However, the research presented in this thesis seems to have
raised more questions that it has answered. There are several lines of research
arising from this work which can be pursued in the near future. This section

presents some of these directions. The following ideas could be tested:

e A general question not solved by the PUF community yet is the exact entropy
estimation of a PUF response. The current work on entropy estimation that
was presented in chapters 2 and 3 was by using a set of 10 PUF instances
based on the available boards. As an extension of the work, we plan to work
on the entropy analysis the PUF designs with a much larger set of PUF

instances (above 100 boards).

e The accelerated aging tests that were done in chapter 2 could be extended by
more stress designs that would accelerate other types of aging mechanisms.
Furthermore, a larger number of devices can be tested for more reliable
results. Due to the relatively small climate chamber, only few devices were

aged in this work.

e As an  extension of the  work, we plan to  employ
serialized /pipelining /parallelism techniques in the presented protocol
design 5 to further achieve better performance in terms of the area-time

product.

e Moreover, If PUFs and TRNGs are ever to be used in high security systems
then they should resist side channel attacks (SCA). So far, very little has
been done in this area. Clearly, this is an area in which a lot of progress can

still be made.
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