Facial Analysis under Low Resolution and Disguise Variations

by
Maneet Singh

Under the supervision of

Dr. Richa Singh
Dr. Mayank Vatsa

Indraprastha Institute of Information Technology Delhi
December, 2021
©Maneet Singh, 2021



II



Facial Analysis under Low Resolution and Disguise Variations

by
Maneet Singh

Submitted
in partial fulfillment of the requirements for the degree of
Doctor of Philosophy

to the

Indraprastha Institute of Information Technology Delhi
December, 2021



Certificate

This is to certify that the thesis titled "Facial Analysis under Low Resolution and Disguise Vari-
ations" being submitted by Maneet Singh to the Indraprastha Institute of Information Technology
Delhi, for the award of the degree of Doctor of Philosophy, is an original research work carried
out by him under my supervision. In my opinion, the thesis has reached the standards fulfilling the

requirements of the regulations relating to the degree.

The results contained in this thesis have not been submitted in part or full to any other university

or institute for the award of any degree/diploma.

December, 2021

Dr. Richa Singh /és,”’f'é

Professor

December, 2021
Dr. Mayank Vatsa

Professor

Indraprastha Institute of Information Technology Delhi

New Delhi

v



Acknowledgment

I’ve learned that people will forget what
you said, people will forget what you did,
but people will never forget how you made

them feel.

Maya Angelou

This dissertation marks the end of a crucial chapter of my life, and I was fortunate to have the
support of several fantastic people during its course. Each interaction taught me something unique
and shaped me into the person I am today.

I would like to begin by expressing my heartfelt gratitude to my advisors, Prof. Richa Singh
and Prof. Mayank Vatsa, for their trust, support, and continuous boost for achieving bigger
heights. It is through them that I have learned the value of persistence and self-belief; crucial
qualities that will support me throughout my life and career. I would also like to thank Prof. Afzel
Noore for hosting me during my internship at the West Virginia University. His compassion and
kindness continues to encourage me to be a better human being, while his technical expertise and
critical thinking inspire me to develop into a better researcher as well. My sincere gratitude to
Prof. Rama Chellappa, Dr. Nalini Ratha, Dr. Arun Ross, and Dr. Angshul Majumdar; each
of whom have contributed towards the improvement of my technical writing and critical thought
process via collaboration on different research papers.

I would like to express my sincere gratitude to III'T-Delhi, which has been like my home for the
past several years. The support provided via the Institute in terms of the infrastructure, facilities,
and helping staff remains at par with some of the best that I have seen till date. 1 must also
express my gratitude to Dr. Pankaj Jalote for enabling me to roll-over from the B.Tech program
to the Ph.D. program and fostering a conducive research environment at the Institute. A huge
shout-out to Priti Ma’am for being the sole point of contact for all my administrative dilemmas
and for resolving them with a warm smile. I would also like to acknowledge the Department
of Electronics and Information Technology, Government of India, for their financial support
during my Ph.D. by funding my research. A special mention to Dr. Daksha and Dr. Naman, who

not only made my internship at WVU memorable, but supported me beyond that engagement with

\Y%



their surprisingly sharp memory and little gestures. I am also grateful to my collaborators: Shruti,
Soumyadeep, Akshay Agarwal, Akshay Sethi, Mohit Chawla, Vineet, Amlaan, Prateekshit,
Isha, Arushi, Sanchit Gupta, Sanchit Sinha, Nikita, and Mohit Agarwal. Each one of you
taught me something unique at the personal and professional front.

Finally, the past few years would have been impossible without the unconditional support of
my family and friends. My parents - Dr. Kawaldeep and Amarjeet, who gave me the freedom
to pursue the path I wanted to, and taught me that nothing is impossible if one has belief in them-
selves. You taught me to take everything with a pinch of laughter, and that has been the guiding
light in this roller coaster journey. My sister, Guneet and brother-in-law, Lokesh, who have sup-
ported me through the thick and thin, and have been my confidant across years. Neeta aunty - who
has never failed to surprise me with her selflessness and subtle ways of showing care by always
pampering me with food. My friends since forever - Jayasi, Vidushi, and Shreya, with whom
I’ve had several sessions about almost everything under the sun. This journey would have been
incomplete without either of your support. And finally, Shruti, who has been my person through-
out this journey, and continues to remain so. I could not have asked for a better research partner,
collaborator, brain-stormer, and support system. This dissertation would not have been possible
without you being there during the best and worst of times. Each person mentioned above has
touched my life and contributed towards the fulfillment of this work. I hope this dissertation does

you all proud.

VI



Facial Analysis under Low Resolution and Disguise Variations

by
Maneet Singh

Abstract

Automated facial analysis has widespread applicability in scenarios related to image tagging, ac-
cess control, and surveillance. Initial research focused primarily on face recognition in constrained
settings, where the captured face image had variations due to pose, illumination, or expression.
With the increased applicability of facial analysis models in real world scenarios, dedicated re-
search was required for data captured in unconstrained settings including resolution variations.
When subjects are captured at a large stand-off distance from the acquisition device, the resulting
region of interest (ROI) capturing the face is often small (less than 32 x 32), requiring recogni-
tion of low resolution or very low resolution facial regions. Data captured in such unconstrained
scenarios also often contain people using different disguise accessories or occluded faces, result-
ing in the obfuscation of the face region, rendering automated face recognition challenging. To
this effect, this dissertation focuses on facial analysis under low resolution and disguise variations.
Two facial recognition algorithms have been presented for data captured in low and very resolution
settings: Dual Directed Capsule Network and DeriveNet model, followed by two novel datasets
(Disguised Faces in the Wild 2018 and 2019) for facilitating research on disguised faces in the
wild along with a Disguise-Resilient face verification framework. This is followed by designing
facial analysis models for attribute prediction in low and very low resolution settings.

We begin with developing deep learning algorithms for low or very low resolution face recog-
nition, which suffers from the challenge of limited interpretable information in the face images,
thus resulting in ineffective feature extraction and classification. In order to address this chal-
lenge, we propose two novel algorithms: Dual Directed Capsule Network (DirectCapsNet) and
DeriveNet model. Since low resolution face images contain limited meaningful information, we
propose utilizing a small set of high resolution samples for directing the classification model to-
wards learning richer features. The DirectCapsNet is built using a combination of convolutional
and capsule layers, and is trained via three loss functions: HR-Anchor loss, Reconstruction loss,
and Margin loss. DeriveNet thus learns rich feature representations for very low resolution sam-
ples by utilizing the auxiliary high resolution samples during training. While capsule layers encode
rich features, they are computationally expensive and contain a larger number of trainable param-
eters. In order to address the above limitation, a novel DeriveNet model has been proposed for
low and very low resolution face recognition. The proposed model utilizes a set of high reso-
lution images for learning an effective recognition model via combination of two loss functions:
Derived-Margin softmax loss and Reconstruction-Center loss. The proposed Derived-Margin soft-
max loss estimates the inter-class variations between low resolution samples and models it as a
margin for learning improved classification boundaries. Experimental analysis is performed on
different challenging real-world datasets including the UnConstrained College Students (UCCS)
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dataset for facial regions having less than 24 x 24 resolution. Comparison with recent techniques
demonstrates state-of-the-art results by the proposed algorithm.

The next contribution of this dissertation lies in the area of disguised face recognition, where
individuals attempt to obfuscate the face region, either intentionally in order to fool the automated
system, or unintentionally by the use of day-to-day facial accessories. To the best of our knowl-
edge, most of the research focused on disguised face recognition in constrained scenarios, with
limited disguise accessories and other variations. Therefore, as part of this dissertation, we pro-
pose the Disguised Faces in the Wild (DFW) 2018 and DFW2019 datasets containing face images
with unconstrained disguise variations, captured across different resolutions, acquisition devices,
lighting, pose, and expression. The datasets were released as part of two international workshops
for facilitating research in this direction. We also present the Disguise-Resilient framework using
a novel Disguise Encoder-Decoder network, with application to face verification. The efficacy
of the proposed framework has been demonstrated on the challenging DFW2018 and DFW2019
datasets, where it achieves state-of-the-art performance. Further, the arduous task of disguised
face recognition in low resolution settings has also been explored and presented to the research
community. Baseline results and performance of the proposed framework for face images with
resolutions varying from 32 x 32 to 16 x 16 demand dedicated research focus from the community.

The final contribution of this dissertation focuses on developing deep learning algorithms for
learning discriminative features, with application to attribute classification in low resolution face
images. Automated prediction of attributes such as gender (male/female) or adulthood (adult/child)
can be useful as ancillary information for person identification, enhanced human computer inter-
action, or for restricting age-based access. As part of this contribution, two supervised variations
of the deep learning based Autoencoder model are proposed for learning class-specific features:
Class Specific Mean Autoencoder and Class Representative Autoencoder. Both models utilize the
concept that the mean feature of a given class contains class-specific information which can be
incorporated for learning discriminative rich features. To the best of our knowledge, this is one of
the initial research focused on analyzing attributes in low resolution facial regions. The proposed
autoencoder models are able to extract meaningful information by modeling the inter-class and
intra-class variations, resulting in improved performance for low resolution attribute classification
from face images. Experimental evaluation on different datasets for facial images of 24 x 24 and
16 x 16 resolution demonstrate the effectiveness of the techniques.
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Chapter 1

Introduction

Facial analysis often comes naturally to humans, wherein we are able to estimate several attributes
from the facial region with great precision and ease [146]. As shown in Figure 1-1, attributes such
as the gender, age, or race are often estimated quickly by us, along with the identity information,
if previously known. While the knowledge of such attributes facilitates smoother inter-personal
interactions in day-to-day setups, they are also imperative for person description and identification,
enhanced customer service in business setups, and for person authentication in law enforcement
scenarios. Owing to the utility of such attributes and identity information in different situations,
research in the past few decades has focused extensively on automating the said task of facial
analysis. Automated facial analysis has wide-spread applicability including authentication for
authorized access, attendance monitoring, expression classification for distress identification or
attention monitoring, and even disease diagnosis.

Figure 1-2 presents a traditional facial analysis pipeline involving multiple stages such as: (i)
data acquisition, (ii) facial detection, (iii) pre-processing such as geometric alignment, (iv) feature
extraction such as hand-crafted (Histogram of Gradients [19] or Local Binary Patterns [109]) or
deep-learning based, and (v) classification via models such as a Support Vector Machine or a Neu-
ral Network. Initial research focused heavily on analyzing face images captured in constrained
settings with good illumination, frontal pose, and neutral expressions (e.g., CMU Multi-PIE [44],
Yale [8], and AR [91] datasets). With significant progress in the area of Computer Vision and Ma-
chine Learning, facial analysis algorithms began achieving high performance on such constrained

images and datasets useful for authentication/analysis in controlled setups.
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Figure 1-1: Facial analysis refers to the task of predicting the identity or attribute information (such
as age, expression, or gender) from a given face image.
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Figure 1-2: Sample traditional facial analysis pipeline consisting of different stages. In recent
algorithms (such as deep-learning based techniques) some of the steps are combined into one (e.g.,
a Convolutional Neural Network is used for feature extraction and classification). Often, variations
are encountered by a facial analysis pipeline either during image image acquisition (e.g., changes
due to pose, resolution, or usage of disguise accessories) or post the image acquisition step (e.g.,
image/feature tampering or model-based attacks).

Beyond controlled setups, automated facial analysis models used in real-world scenarios are
often susceptible to variations in the input image either before or post the image acquisition (Fig-
ure 1-2). Variations prior to the image acquisition alter the captured image resulting in a relatively
lesser constrained facial region, while variations post image acquisition often tend to target the
image processing/classification pipeline for altered predictions. Post success in constrained facial
analysis, research efforts were directed towards identifying different covariates and analyzing fa-
cial images captured in relatively unconstrained settings with variations to the facial region. Figure
1-3 presents an overview of an authentication system in real-world scenarios. Often, the model is

trained with images captured in constrained settings such as high illumination, neutral expression,

2
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Figure 1-3: Often in real-world scenarios, the authentication system is developed using facial
images captured in constrained environments. However, at real-time the system might encounter
images captured in unconstrained scenarios with several covariates such as resolution variations or
presence of disguise accessories. The authentication system must therefore be able to match the
given input with the constrained gallery samples provided during enrollment.

and frontal pose. Post deployment, the trained model is often expected to correct identify (or
analyze) facial images with varying covariates as well. In order to perform well, the algorithm
must therefore be able to extract features invariant to the variations observed due to the different
covariates. To this end, research efforts focused on addressing such requirements by developing al-
gorithms capable of facial analysis on images with variations in pose, illumination, and expression.
This was followed by identification of several covariates which affect facial analysis algorithms,
such as the effect of (i) age, (ii) disguise, (iii) make-up, (iv) resolution, and (v) plastic surgery
(e.g., FG-Net [111], Plastic Surgery [144], and IIITD I?BVSD [24] datasets). Parallely, research
also focused on cross-domain identification algorithms for scenarios such as sketch to digital im-
age matching, high resolution to low resolution matching, and visible to NIR spectrum matching.
However, most of the research still focused on addressing the effect of a single covariate for facial
analysis. One of the seminal works in the progress of facial analysis was the introduction of the La-
beled Faces in the Wild (LFW) dataset [57] which provided unconstrained images captured from
the Internet. The dataset was able to capture simultaneous variations across pose, illumination,
expressions, and make-up, captured from different sources. High performance was soon obtained
on the dataset, followed by the exploration of combination of other covariates for analysis.
Despite the several advancements, while humans achieve superlative performance across such
different real-world scenarios on a daily basis, automated facial analysis is yet to attain similar
heights. For instance, while near perfect performance has been obtained on the LFW dataset, the

performance on the challenging real-world QMUL SurvFace [18] dataset or the SCFace dataset
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Figure 1-4: Images obtained from the surveillance feed of CCTV cameras related to two unfor-
tunate incidents: (a) Frame captured on a New Delhi metro station depicting two people after
abandoning a newborn girl child at the metro station [98], (b) Suspect of the infamous Chennai
murder case, where a young woman was murdered at the local railway station [107]. (c) Sample
images of the suspect involved in the Boston Marathon Bombing, 2013. All the images suffer
from the challenge of low resolution region of interest (facial region), while (c) also suffers from
the presence of a disguise accessory (cap).

[42] remains to be below 80% [95]. Datasets such as these replicate the real-world scenario of face
images captured from a distance, often via a CCTV or surveillance camera. Facial analysis in such
scenarios is of utmost importance since it can help facilitate law-enforcement agencies during
crisis by assisting in attribute and identity prediction of face images captured from a distance.
For example, Figure 1-4 presents sample images of recent incidents caught on camera, where the
person of interest is far away from the camera, and is seen to often utilize a disguise accessory.
Specifically, Figure 1-4(c) refers to the unfortunate incident of Boston Marathon Bombing (2013),
where cameras were able to capture images of the suspect, however, it was the manual intervention
and search that led to the identification of the suspect. Automated facial analysis can thus assist

in identification of the individual or raise an alarm for sightings at other public locations. Data
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Figure 1-5: Variations observed in facial region at different resolutions: 48 x 48, 32 x 32, 24 x 24,
16 x 16, and 8 x 8. Reduced resolution results in lesser fine details, low quality, and limited
interpretative information content.

captured in such scenarios typically suffer from two key challenges (which have been relatively

less explored in literature) along with other covariates:
* low or very low resolution of the facial region, and
* utility of disguise accessories by individuals.

Both the factors result in variations to the facial region as compared to the one captured in a con-
strained high resolution setup, and correspond to variations before the image acquisition (Figure
1-2). Further, facial analysis under low resolution or disguise variations also has applicability in
scenarios where multiple people are captured in the same image, resulting in a reduced effective
face resolution with application to image tagging on social media or photo management appli-
cations. To this end, this dissertation focuses on developing facial analysis solutions for images
captured under low resolution or disguise variations. The remainder of this chapter elaborates upon

the two challenges in detail, followed by the research contributions of this dissertation.

1.1 (Very) Low Resolution Facial Analysis

The resolution of an image is often synonymous with the level of detail it holds, and is often
quantified by the number of pixels present in the image. Figure 1-5 presents a sample face im-
age at different resolutions and its corresponding bicubic interpolated image at 96 x 96. It can
be observed that as the resolution of the image reduces, it captures less details, and thus contains

fewer discriminative biometric identifiers of reasonable clarity, making it challenging for auto-
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Figure 1-6: Sample images demonstrating low resolution regions of interest for facial regions.

mated analysis. Generally, in the literature, low resolution (LR) classification refers to identifying
image regions with a resolution of 32 x 32 to 16 x 16 pixels. When the resolution of the region
of interest is even lower than 16 x 16 pixels, the task is referred to as very low resolution (VLR)
recognition/classification [201].

Most of the existing deep learning based models utilize input images with facial regions of
dimension around 224 x 224, which is often not available in real world scenarios. While existing
hand-held devices (cameras or smartphones) are being able to capture images of at least 2560 x
1960 resolution (SMP), the effective region of interest (ROI) in the captured image could be much
lower. For example, Figure 1-6 presents sample scenarios wherein the effective resolution of face

images is often less than 64 x 64, despite the higher resolution of the complete image:

* Figure 1-6(a) presents a sample frame captured via a drone flying at a height. Drone-based

facial analysis has recently garnered research focus [64], owing to its applicability in several

6



critical scenarios such as supporting law-enforcement in large-scale events, person identi-
fication/detection in challenging terrains, and missing person identification. Recently, in
2019, TARPA also began the Biometric Recognition and Identification at Altitude and Range
(BRIAR)' program for encouraging research on biometric recognition from high altitude

and range.

* Figure 1-6(b) presents a group photograph captured from a high-end smart-phone, wherein

the effective facial region is less than 32 x 32.

* Figure 1-6(c) presents a sample image captured from a hand-held device, where the subject
is present at a distance of almost 10m from the device. Both the above scenarios are often
frequently encountered in our day-to-day lives, and the automated processing of such facial

regions also requires modeling the observed resolution variations.

Beyond these scenarios, low resolution or very low resolution images can also be a result of the
inherent limited resolution of the acquisition device. For example, CCTV cameras used for surveil-
lance often do not capture very high resolution images, which combined with the large field of view
and distance of the subject, renders a very low resolution ROI. Due to the easy availability and in-
stallation, CCTV cameras are now being installed in several public areas such as parks, markets,
and community centers for providing enhanced security. As of 2019, it is estimated that the United
States of America has 15.28 CCTV cameras for every 100 individuals, while the United Kingdom
has seven [23]. Such devices capture huge amount of data, which can effectively be utilized in
critical scenarios of missing person identification or suspect tracing.

While facial analysis on LR or VLR facial regions hold substantial importance, it is yet to
achieve high performance as observed in constrained HR facial analysis, or even analysis under
the effect of single covariates (such as pose, expression, or illumination). As observed from Figure
1-5, there is a vast difference in the appearance of images at varying resolutions. Thus, a facial
analysis pipeline (Figure 1-2) developed only for HR samples is often unable to extract meaningful
features for LR samples. Traditional facial analysis models relied on extracting fixed-length hand-

crafted features (e.g., HOG, LBP) for the given input sample (of a fixed resolution). Recently,

"https://www.iarpa.gov/index.php/working-with-iarpa/requests-for-information/biometric-recognition-and-
identification-at-altitude-and-range-briar



with deep-learning algorithms achieving very high performance, most of the models are trained
for high resolutions samples (often having resolution greater than 224 x 224). In order to utilize
such models/algorithms, the LR or VLR samples have to be super-resolved to the input dimension,
which often results in the loss of key biometric features useful for recognition. Large magnification
factors (e.g., a magnification factor of 16 is required for a 14 x 14 VLR input image) can especially
result in the introduction of noise and other artifacts in the super-resolved images. Therefore, di-
rect utilization of HR models for VLR/LR face images often results in undesirable performance
[142]. Depending upon the acquisition device and stand-off distance, VLR/LR samples also con-
tain limited interpretive information content as compared to HR samples, specifically with respect
to detailed biometric components and features. Further, the lower resolution of images is often
accompanied with other degradation factors due to blurring, sensor noise, or compression artifacts
introduced during image acquisition or storage.

The above mentioned challenges render the task of LR/VLR image classification further ardu-
ous. In order to address the given problem, analysis models can be developed utilizing VLR/LR
samples only. Such models are often challenging to learn since LR/VLR images contain lim-
ited interpretive information resulting in ineffective feature extraction. Further, the inter-class and
intra-class variations are also not as pronounced in VLR/LR samples as compared to their corre-
sponding HR samples. Owing to these limitations and also the availability of HR samples, most
of the existing techniques in literature utilize HR samples during the training of LR/VLR analy-
sis models. While utilizing both HR and VLR/LR samples, three types of algorithms have been
proposed:

* Transformation based approaches: In transformation based approaches, a transformation
function is learned between the HR space and the VLR/LR space. The transformation can
be applied either at the image-level (super-resolution or down-sampling techniques) or at the

feature-level.

* Resolution-invariant model learning: Resolution-invariant model learning focuses on learn-
ing an analysis pipeline which is able to extract resolution-invariant features and learn a

classification model invariant to the input resolution.

* Learning from auxiliary HR samples for better classification: The third category of tech-



Figure 1-7: Utilization of disguise accessories which obfuscate the facial region often result in
large intra-class variations.

niques focus on adapting the high structural and detailed information available in some aux-

iliary HR images for learning an effective LR/VLR classifier.

Despite the increasing research attention on VLR/LR analysis tasks, the state-of-the-art models
still suffer from low classification performance. The arduous nature of the problem, along with its

wide-scale applicability in real-world scenarios demands further dedicated research.

1.2 Disguised Face Recognition

The second challenging yet less explored covariate in unconstrained facial analysis is authentica-
tion under the presence of disguise variations. As can be observed from Figure 1-7, images of
an individual vary in appearance based on the type of disguise accessory used. As is the case
with other covariates (Figure 1-3), an automated facial recognition model is often faced with the
challenge of matching a gallery image captured in constrained settings (e.g., first image in Figure
1-7) with disguised images obtained during real-time (images 2-6 of Figure 1-7). The variations
observed in the facial images with and without a disguise accessory make it challenging for an
automated recognition system to match accurately.

The task of disguised face recognition is further characterised by the availability of different
disguise techniques. One of the most common ways of disguising the facial region is via the
use of external artifacts (such as hat, cap, scarf, sunglasses, and muffler). Beyond such artifacts,
the facial region can also be disguised by means of make-up, plastic surgery, and even natural
alterations such as hair changes (growth or removal of beard/moustache), sudden weight gain/loss,

etc. Further, the usage of such techniques is also governed by the notion of infent:
* Changes in the facial region might result due to an unintentional utility of an accessory.
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(i) Person-A, (ii) Passport of Person-B, (iii) A impersonating B

(b) Recent Incident of Impersonation

Figure 1-8: Day-to-day accessories can often result in (a) obscuring different facial regions [136],
while such accessories can also be used to (b) impersonate another individual [108], resulting in
challenges for an automated face recognition system.

For example, sunglasses during Summers, mufflers during Winters, or face masks during

pollution (Figure 1-8(a)).

* Beyond unintentional usage, disguise can also be used for obtaining unauthorized access
by intentionally impersonating another individual. Figure 1-8(b) presents a recent incident
where Person-A impersonated Person-B for obtaining unauthorized access at an airport. The
impersonation attempt was caught due to the manual intervention and verification of the

physical identification document.

Owing to the large and (often) unintentional use of such accessories, images captured in uncon-
strained settings (such as from a distance or via surveillance feed) often contain disguise acces-
sories, thus requiring research focus for accurate recognition.

Regardless of the disguise technique, most of the disguises result in the obfuscation of the
face. Further, each technique (such as accessories such as hats, caps, scarves, sunglasses, masks,
and moustache) result in the obfuscation of different facial regions with varying extent. Traditional

facial analysis algorithms utilize the entire face for feature extraction and classification, and thus
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often fail with the recognition of disguised faces due to the non-biometric information present in
the region of interest. The problem is further exacerbated for images captured from a distance
having LR/VLR region of interest (facial region). For example, Figure 1-6(c) presents a sample
image captured from a distance, where the subject has also worn a face mask, thus obfuscating the
facial region. In such real-world scenarios (also discussed in the previous Section), the captured
images also suffer from resolution variations. Coupled with enhanced intra-class variations (due
to obfuscation) and reduced inter-class separability (due to impersonation), the task of disguised

face recognition is rendered further challenging.

Research in the area of disguise face recognition began with datasets captured in constrained
settings (neutral expression, well illumination, frontal pose, and high resolution) having a single
disguise accessory. For example, early literature utilized the AR dataset [91] (containing sun-
glasses and scarf) and the Yale face dataset [8] (containing only sunglasses). Initial algorithms
on disguised face recognition focused mostly on matching features extracted from the biometric
(non-disguised) regions of the faces only [92, 118]. Due to the relatively constrained datasets, re-
search soon witnessed algorithms achieving very high performance for disguised face recognition.
In 2013, Dhamecha et al. [24] released a novel IIITD I?BVSD dataset which covered a wide range
of disguise accessories such as hats, wigs, scarves, sunglasses, masks, etc. The dataset captured
face images in the visible and thermal spectrum, in a well illuminated controlled environment,
with frontal pose and neutral expression. This was followed by the release of more datasets such
as the Disguise and Makeup dataset [167] and the Spectral Disguise Face Dataset [119], both of
which contained facial images with varying disguise accessories. The former was collected from
the Internet, while the later was captured in controlled laboratory settings. Recently, with the ad-
vent of representation learning algorithms, researchers have also tried to learn disguise-invariant
representations for efficient face recognition. Moreover, the availability of real-world datasets
and challenging competitions, such as the Disguised Faces in the Wild (DFW) competition series

[136, 143], have further pushed the state-of-the-art for disguised face recognition.

Despite the recent advances and improvement in disguised face verification, the current state-
of-the-art performance is substantially lower as compared to traditional face recognition. For ex-
ample, the best reported results for the Impersonation protocol of the DFW 2019 dataset are around

78% [136], whereas over 99% verification performance has already been achieved on the widely-
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Figure 1-9: Key contributions of this thesis focusing on facial analysis under low resolution and
disguise variations.

used Labeled Faces in the Wild (LFW) dataset [57]. Further, to the best of our knowledge, no
research has focused on understanding the effect of resolution on disguised face verification; an

imperative problem for unconstrained images captured from a distance (or in surveillance settings).

1.3 Research Contributions

As elaborated in the previous Sections, two key covariates for unconstrained facial analysis have
received limited research attention: (i) resolution variations (resulting in VLR/LR facial regions)
and (ii) disguise variations. To this effect, this dissertation focuses on developing algorithms for fa-
cial analysis under low resolution and disguise variations (Figure 1-9). Specifically, deep learning
algorithms have been presented for low and very low resolution facial recognition and analysis,
along with a face verification framework for recognizing faces under disguise variations. Two
novel unconstrained disguised face datasets have been prepared and released which help in ex-
tending the current body of literature by facilitating research in the challenging problem of disguise
face verification. Further, this dissertation also focuses on novel tasks such as attribute prediction
and disguise face recognition in low resolution setups. Deep learning based algorithms are pre-
sented which enable learning rich representations capable of modeling the challenges observed
across the covariates. The presented algorithms have been evaluated on standard publicly available
benchmark datasets, and comparisons have been made with the state-of-the-art techniques. The
presented algorithms demonstrate improvement as compared to the state-of-the-art performance

on various datasets. The key contributions of this dissertation are:
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* Dual Directed Capsule Network for VLR Face Recognition: VLR face recognition cor-
responds to identifying facial regions with resolution 16 x 16 or less. This dissertation
presents a novel Dual Directed Capsule Network model, termed as DirectCapsNet, for ad-
dressing VLR face recognition. The proposed architecture utilizes a combination of capsule
and convolutional layers for learning an effective VLR recognition model. The architec-
ture also incorporates two novel loss functions: (i) the HR-anchor loss and (ii) the targeted
reconstruction loss, which enable the model to learn from some auxiliary HR images avail-
able during training. Multiple experiments for VLR face recognition are performed along
with comparisons with state-of-the-art algorithms. The DirectCapsNet model demonstrates
improved recognition performance as compared to the state-of-the-art results on different

benchmark datasets.

* DeriveNet for VLR/LR Face Recognition: As mentioned previously, VLR/LR images (or
regions of interest) often contain less information content, rendering ineffective feature ex-
traction and classification. This dissertation presents a novel DeriveNet model for VLR/LR
classification, which focuses on learning effective class boundaries by utilizing the class-
specific domain knowledge. The DeriveNet model is jointly trained via two novel losses:
(i) Derived-Margin softmax loss and (ii) the Reconstruction-Center (ReCent) loss. The
Derived-Margin softmax loss focuses on learning an effective VLR classifier while explic-
itly modeling the inter-class variations. The ReCent loss incorporates domain information by
learning a HR reconstruction space for approximating the class variations for the VLR/LR
samples. It is utilized to derive inter-class margins for the Derived-Margin softmax loss. Ex-
periments and analysis have been performed on multiple datasets, including the DroneSURF
dataset for VLR/LR face recognition from drone-shot videos. The DeriveNet model achieves
state-of-the-art performance across different datasets, thus promoting its utility for several

VLR/LR classification tasks.

* Disguised Faces in the Wild Benchmark Datasets: Research in the area of disguised face
recognition has been restricted by the presence of limited unconstrained in-the-wild datasets.
In order to facilitate further research, as part of this dissertation, two challenging datasets

have been presented: (i) the Disguised Faces in the Wild (DFW) 2018 dataset, and (ii) the
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DFW 2019 dataset. The DFW2018 dataset was released as part of the First International
Workshop and Competition on Disguised Faces in the Wild at the International Confer-
ence on Computer Vision and Pattern Recognition, 2018, containing over 11,000 images of
1,000 identities with variations across different types of disguise accessories. The DFW2019
dataset was released as part of the Second International Workshop and Competition on Dis-
guised Faces in the Wild at the International Conference on Computer Vision, 2019, con-
taining 3840 images of 600 subjects. All images are collected from the Internet via rele-
vant keyword searches on different search engines, thereby demonstrating wide variations
with respect to pose, illumination, lighting, resolution, capturing device, and disguise acces-
sories. The DFW2019 dataset contains variations due to different disguise accessories, and
before-after images for plastic surgery and bridal make-up. This dissertation presents the two
datasets in detail, including the evaluation protocols, baseline results, and the performance

analysis of the submissions received as part of the competition.

Disguise Resilient Face Verification: As discussed previously, external artifacts and makeup
accessories may result in the obfuscation of one’s identity. Such accessories may also in-
tentionally be used to impersonate someone else’s identity, often rendering automated fa-
cial recognition systems ineffective. To this effect, this dissertation presents a novel multi-
objective encoder-decoder network, termed as DED-Net, for learning disguise invariant fea-
tures by means of different distance metrics (Mahalanobis and Cosine distance), along with a
Mutual Information based supervision. The DED-Net has been extended to present the Dis-
guise Resilient (D-Res) framework which combines local and global features for accurate
face recognition with disguise variations. The efficacy of the framework has been demon-
strated on two real-world benchmark datasets: Disguised Faces in the Wild (DFW) 2018
and DFW2019 competition datasets. Additionally, to the best of our knowledge, this is the
first research in literature which emphasizes on handling disguised faces in low resolution
settings to simulate real-world surveillance scenarios. Benchmark results have been shown
on seven protocols for three low resolution settings (32 x 32, 24 x 24, and 16 x 16) of the
two DFW benchmark datasets. Superior performance in comparison with benchmark and

state-of-art algorithms presents the effectiveness of the presented framework.
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 Attribute Prediction from VLR/LR Facial Regions: Attribute prediction from facial im-
ages has wide-spread utility in scenarios related to human computer interaction, marketing,
security, and demographic reporting. Extensive research has focused on predicting attributes
(such as gender, age) from HR face images, however, limited attention has been given to de-
veloping algorithms for attribute prediction from VLR/LR facial regions. This dissertation
presents two deep learning based autoencoder formulations for learning rich representations
while explicitly modeling the inter-class and intra-class variations. The presented Class-
Specific Mean Autoencoder and Class Representative Autoencoder demonstrate improved
performance as compared to the other comparative techniques for the task of gender and

adulthood prediction from facial regions.
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Chapter 2

Dual Directed Capsule Network for Very

Low Resolution Image Recognition

2.1 Introduction

In typical surveillance scenarios, images are often captured from a large stand-off distance, thus
rendering the region of interest to be of a very low resolution (VLR), often times less than 16 x 16
[201]. Figure 2-1(a) shows sample real-world applications of VLR recognition where the region of
interest can be a face, a suspicious object, or the license plate number of a moving vehicle. These
samples demonstrate the arduous nature of the problem where some of the key challenges of VLR
recognition are the presence of limited information content and blur. VLR recognition also has
applicability in image tagging, where multiple objects/people are captured in the frame, and each
of these entities are of small resolution.

Netzer et al. [104] demonstrated the poor performance of humans on identifying VLR digits
captured in real surroundings. For the Street View House Numbers (SVHN) dataset, the authors
observed cent percent accuracy by humans for samples with 101 — 125 pixel height. On the other
hand, the performance dropped to 82.0% =+ 2% when classifying very low resolution samples i.e.,
images of height up to 25 pixels, thereby reinstating the challenging nature of the problem. Di-
rect up-sampling via interpolation could be viewed as a possible solution for VLR recognition,
however, multiple studies have demonstrated poor performance owing to the required large mag-

nification factor [81, 142] and possible introduction of noise, which can also be observed in Figure
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(i) Digit Classification (ii) Face Recognition

(a) Real-world applications of VLR recognition. Image source: (i) Internet, (ii) UCCS
dataset [133]
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Figure 2-1: The proposed DirectCapsNet utilizes HR samples to direct learning of more meaning-
ful and discriminative features for VLR image recognition via the proposed HR-anchor loss and
the targeted reconstruction loss.

2-1(a)(i). Further, in the literature, researchers have also demonstrated the inability of models
trained on high resolution (HR) images (containing high information content) to perform well on
(V)LR images [142]. The current state of scarce available solutions and the wide applicability of

VLR recognition makes it an important problem, demanding dedicated attention.

This research proposes a novel capsule network based model for VLR image recognition. Hin-
ton et al. [51] proposed learning “capsules”, which represent a vector of instantiation parameters

in order to encode the input more efficiently. Instantiation parameters may constitute the properties
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of an image such as the pose, lighting, and deformation of the visual entity relative to an implicitly
defined canonical version of that entity [51]. We believe that such parameters would be invariant
to the resolution of the image, therefore presenting the potential of being useful for VLR recog-
nition. Due to the limited information content in VLR images, the VLR recognition model could
benefit from the information-rich HR samples as well. To this effect, we propose Dual Directed
Capsule Network (termed as DirectCapsNet) (Figure 2-1(b)) to learn meaningful features for VLR
recognition, directed (or guided) by the HR samples. The contributions of this research are as

follows:

* A novel Dual Directed Capsule Network (DirectCapsNet) model is proposed for VLR recog-
nition, which directs the features learned from the VLR images containing limited informa-

tion towards the more meaningful and discriminative features of the HR images.

* Two losses are proposed for directing the VLR recognition model: (i) HR-anchor loss and
(i1) targeted reconstruction loss. HR-anchor loss is proposed for the feature learning module,
which pushes the VLR features of a particular class towards a representative HR feature
(anchor) of that class. Targeted reconstruction loss is utilized at the classification module,
where HR images are reconstructed from the capsule outputs of the VLR images, thereby

forcing the capsules of VLR and HR images of the same class to be similar.

» Experimental results and analysis demonstrate the advantages of the proposed DirectCap-
sNet model for VLR digit classification and VLR face recognition. Experiments are per-
formed on the SVHN [104], CMU Multi-PIE [44], and UCCS [133] databases, and com-
parisons are performed with state-of-the-art algorithms. The proposed model yields over
95% accuracy on the challenging UCCS face database. On the SVHN database, it achieves
about 84% classification accuracy with 8 X 8 VLR images demonstrating an improvement

of almost 27% from the existing results.

2.2 Related Work

There have been several advances in the field of low resolution recognition [61, 81, 110, 171];

however, the area of very low resolution (VLR) recognition remains relatively less explored. As
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mentioned previously, very low resolution (VLR) recognition refers to identifying regions of inter-
est with 16 x 16 resolution or less. Owing to the limited information content in a given VLR image,
a potential solution is to super-resolve or synthesize its higher resolution image [112, 166], which
is then used for recognition. While there exists vast literature on super-resolution or synthesis al-
gorithms [78, 132, 169], most of them focus primarily on the visual quality of the generated image,
and not on the task of recognition. Zou and Yuen [201] proposed one of the initial super resolu-
tion techniques with specific focus on VLR face recognition. The proposed algorithm utilizes a
combination of visual quality based constraint for good quality HR synthesis, and a discriminative
constraint for learning features useful for recognition. Singh ef al. [142] proposed an identity-
aware face synthesis technique for generating a HR image from a given LR input. The synthesized

images were provided to a Commercial-Off-The-Shelf (COTS) system for recognition.

Apart from super-resolution based techniques, in the literature, researchers have also proposed
algorithms for enhancing or improving the features learned for VLR images by using the informa-
tion extracted from the HR images. For instance, Bhatt ef al. [12] proposed an ensemble-based
co-transfer learning algorithm for face recognition. The co-transfer algorithm operates at the inter-
section of co-training and transfer learning by utilizing the information of HR images for enhancing
the VLR classification. Wang et al. [170] proposed Robust Partially Coupled Networks for VLR
recognition. HR images are used as “auxiliary” data during training for learning more discrimi-
native information, which might not be available in VLR images. As demonstrated via multiple
experiments, using HR images at the time of training, enhances the learned VLR features, result-
ing in improved recognition performance. Mudunuri and Biswas [102] proposed a reference-based
approach along with multidimensional scaling for learning a common space for HR and VLR im-
ages. Recently, Li et al. [81] analyzed different metric learning techniques for LR and VLR face
recognition, by learning a common feature space for HR and LR samples. Ge et al. [37] proposed
a selective knowledge distillation technique for (V)LR face recognition. A base network trained on
HR face images is used for selecting the most informative facial features for a (V)LR CNN model,

in order to enhance the (V)LR features and the classification performance.

In the literature, VLR recognition algorithms have shown to benefit from HR samples by learn-
ing shared representations between the HR and VLR samples [170] or by transferring the model

information learned by the HR data onto the VLR recognition model [37]. By utilizing the addi-
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tional information from the HR images at the time of training, such algorithms are able to learn
more discriminative and meaningful features, as compared to those learned independently from the
VLR images. This research proposes to utilize the auxiliary HR samples during training to direct

the VLR features towards the more informative HR features, via a novel DirectCapsNet model.

2.3 Proposed Dual Directed Capsule Network

As shown in Figure 2-2, the problem of very low resolution (VLR) recognition suffers from the
challenge of limited information content in the input images, which often results in lack of dis-
criminative features useful for recognition/classification. In order to overcome this challenge, we
propose a novel Dual Directed CapsNet, termed as DirectCapsNet. DirectCapsNet enhances the
VLR representations by directing them in two ways: via the proposed (i) HR-anchor loss and (ii)
targeted reconstruction loss, both of which provide additional supervision using the HR images.
The HR information is used to direct/guide the framework to extract discriminative representations
even from the VLR images having limited information content. This is accomplished by using the
HR-anchor loss which brings the representations of VLR images closer to the representations of
their corresponding HR samples. This is also enforced at the classification stage via the targeted
reconstruction loss, which promotes similar features for HR and VLR samples of the same class.
Since the base architecture of the proposed model is a capsule network, we first briefly explain its

functioning, followed by the in-depth explanation of the proposed model.

2.3.1 Preliminaries: Capsule Networks

Hinton ez al. [51] proposed the concept of capsules as an effective method of learning represen-
tations. It was further developed by Sabour et al. [131], where a capsule network (CapsNet) is
presented for classification. A capsule is a “group of neurons whose activity vector represents the
instantiation parameters of a specific type of entity such as an object or an object part”. In other
words, instead of a single scalar output, each capsule outputs a vector, the values of which are
referred to as the activity vector. The length of each capsule vector (||.||2) is bounded in the range
of [0 — 1]. Sabour et al. [131] proposed the concept of dynamic routing between capsules, wherein

multiple layers of capsules were stacked for object classification. The final layer contains the clas-
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Figure 2-2: Sample HR and VLR images from the (a) SVHN dataset, (b) CMU Multi-PIE dataset,
and (c) UCCS dataset. The HR images (first row) contain high information content, which is often
missing in the VLR samples (second row).

sification capsules of dimension k x m, where k is the number of classes and m is the capsule
dimension. For a given input, the predicted class is the class corresponding to the capsule with
the maximum activity vector (length). In order to learn an effective classification model, margin
loss is used to learn the network. Given a K class problem, with v¥* as the output of the k% class
capsule for an input 2¢ (belonging to class c), and T}, being the label corresponding to the k*” class,

the margin loss of CapsNet is defined as:

K

Latargin = Y (Thmax(0,m* — |[vf [)* + A1 — Ti,) max(0, |vi || = m™)?) (2.1)

k=1

where, T}, € {0, 1}, that is, whether the input sample belongs to class k (T}, = 1) or not (7}, = 0).
m™ and m~ correspond to the positive and negative margin used to increase the intra-class similar-
ity and reduce the inter-class similarity, respectively, and )\ is a constant for controlling the weight
of each term. The above loss (Equation 2.1) promotes a larger length of capsule (||v||) for the cor-
rect class, and a smaller length for capsules corresponding to the other classes. Capsule networks
are relatively less explored in the literature, with limited or no modification to the architecture or

loss function. They have been used for brain tumor detection [2], sea grass detection [59], generat-
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Figure 2-3: Architecture of the proposed Dual Directed Capsule Network (DirectCapsNet) for
the SVHN dataset [104]. A diagrammatic representation of the HR-Anchor loss is presented for
a given class. HR images are used to complement the features learned by the VLR recognition
model by directing the model to learn discriminative and information rich features. The figure has
been taken from the published manuscript [138].

ing synthetic data [60], and image classification [178]. Capsule networks encode the instantiation
parameters for a given input, and thus present the potential of being the appropriate network for

VLR image recognition.

2.3.2 Proposed DirectCapsNet

As shown in Figure 2-3, the proposed DirectCapsNet network can be broken down into three com-
ponents: (i) input, (ii) feature extraction, and (iii) classification. At the time of training, the input
consists of both HR and VLR samples. The feature extraction module consists of convolutional
layers and the proposed HR-anchor loss, and the classification module consists of a capsule net-
work coupled with the proposed targeted reconstruction loss. By enforcing dual direction via the
proposed (i) HR-anchor loss and (ii) targeted reconstruction, the proposed DirectCapsNet focuses
on learning meaningful feature-rich representations for VLR inputs, aided by the auxiliary HR

samples. The loss function of the proposed DirectCapsNet is formulated as:

LDirectCapsNet - EMargm + /\ILHR—anchor + )\2£T—Recon (22)
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where, \; and ), are used to balance the weights of the HR-anchor and targeted reconstruction loss
with respect to the margin loss. The margin loss introduces discriminability between classes, while
the HR-anchor loss and targeted reconstruction loss enforce information-rich representations at the
feature and classification level. At the time of testing, for a given VLR input, the class capsule with
the highest length is chosen as the class of the given input. It is essential to note that, simulating
the real world scenarios, DirectCapsNet utilizes the HR samples only at the time of training, and
operates with a given VLR image during testing. As will be demonstrated in the remainder of
this section, each component of the proposed model facilitates learning discriminative features for

VLR recognition.

Proposed HR-anchor Loss: Input samples in Figure 2-3 are HR (32 x 32 x 3) and VLR (8 x 8 x 3
resolution upscaled to HR resolution) images from the SVHN dataset [104]. The limited informa-
tion content in VLR images makes it difficult to extract discriminative information, often resulting
in ineffective recognition, a phenomenon observed in humans as well [146]. The proposed HR-
anchor loss addresses this challenge by pushing VLR features closer to their HR counter parts.
This ensures learning of a discriminative space for VLR recognition, even with limited informa-
tion. For an input ¢ belonging to class c, with features f** learned from the convolutional layers,

the HR-anchor loss is formulated as:

(@ =r" )" = A3 + ™

7= A3) (2.3)
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where, *° is a binary variable to denote the resolution of the sample i.e., 7*" = 1 for a HR sample,
and r*° = 0 for a VLR sample. Since HR samples are only used during training, this information
is readily available. f* refers to the features extracted from the convolutional layers in the feature
module, A¢ and A° both refer to the HR-anchor of class ¢, which is used to enhance the VLR
representations. Specifically, A refers to the HR-anchor in a constant state, whereas A° represents
the HR-anchor in a parameter form, which needs to be optimized. The HR-anchor of a particular
class corresponds to the average feature vector of all HR samples belonging to that class. Given a
VLR sample (r*° = 0), the first part of Equation 2.3 (|| f** — A¢||2) is active, where the HR-anchor
of class c assists the VLR feature f*° to be closer to the anchor, thereby facilitating learning of

discriminative features useful for classification. For a HR sample (r*° = 1), the second half of
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Equation 2.3 (|| f*° — A¢||3) becomes active, where both the HR-anchor and features are updated.
The proposed HR-anchor loss is a combination of learning the HR-anchors and learning the
VLR features closer to the HR feature space, in order to learn discriminative VLR features. The
first term attempts to direct the VLR features towards the HR anchors, and the second term learns
representative HR anchors from the HR features. It is important to note that there is no contribution
of the VLR features in the anchor generation, since the HR anchors are constant in the first term.
This ensures that the VLR features are directed towards the higher quality HR features, and not the
other way round. Therefore, Equation 2.3 promotes the learning of informative VLR features with

assistance from the HR samples.

Proposed Targeted Reconstruction Loss: The second form of direction is imposed via the tar-
geted reconstruction loss (Figure 2-3) at the classification module (capsule network). The targeted
reconstruction loss promotes learning similar classification capsules for HR and VLR samples. As
explained previously, a capsule is a vector which encodes the instantiation parameters of the input
sample [131]. For a given input, the activations of a capsule are termed as the activity vector. For
reconstruction, only the activity vector of the target class is selected and used to reconstruct the
input sample. For an input image z¢ belonging to class c, the reconstruction loss is mathematically
formulated as:

3 (2.4)

1, . e
['Recon = 5”37 - g<vc )

where, v*° is the activity vector of the classification capsule of the ¢ class for the input x¢, and
g(.) refers to the reconstruction network. The reconstruction loss attempts to encode instantiation
parameters that are able to explain the input image, and thus are able to reconstruct the input.
Intuitively, we believe that the instantiation parameters of a HR sample and its corresponding VLR
sample should be similar. Therefore, in order to incorporate a second level of direction, the targeted
reconstruction loss is introduced in the proposed DirectCapsNet.

The targeted reconstruction loss enforces the HR counter-part of a VLR image at the output of
the reconstruction network. Regardless of a HR or a VLR input, the reconstructed sample is forced

as a HR image. For an input x¢, the targeted reconstruction loss can be written as:

/;T—Recon = ||h7,$c - g(vf°> |§ (25)
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where, hr®" is the HR image corresponding to the input HR/VLR sample and v2° is the activity
vector of the ¢ class. In case of a HR input image, Equation 2.5 ensures that the HR input is
reconstructed at the output of the reconstruction network. For a VLR image, its HR counter-part is
provided as the target of the reconstruction network. Since the reconstruction network operates on
the final classification capsule, the targeted reconstruction loss pushes the HR and VLR samples to
have a similar capsule activity vector, driven by the HR samples. Therefore, the reconstruction loss
promotes learning similar capsule features for HR and VLR samples directly at the classification

stage, by directing the model to reconstruct a HR sample from an extracted VLR feature.

Equations 2.3 and 2.5 are combined to update Equation 2.1 and the loss function of the pro-

posed DirectCapsNet for an input ¢ (belonging to class c) is written as:

K

EDiTectCapsNet = Z (Tk HlELX(O7 mT — HvlggCH)? + A (1 — Tk) max(O, HU]”éCH _ m_>2)
k=1 (2.6)
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2.3.3 Implementation Details

DirectCapsNet has been implemented in Python, using the PyTorch framework on the NVIDIA
Tesla P-100 GPU. Adam optimizer [69] has been used for learning the model. The weight of the
HR-anchor loss (A, of Equation 2.6) is set to 1e — 3, and the weight of the targeted reconstruction
loss (A of Equation 2.6) is set to 1e — 5. The positive and negative margins for the margin loss
(m™ and m~ of Equation 2.1) are set to 0.9 and 0.1, respectively. As shown in Figure 2-3, for all
the experiments, the DirectCapsNet model contains 7 convolution layers, followed by two capsule
layers. The HR-anchor loss is applied on the final convolution layer of the DirectCapsNet. The
final capsule layer is connected to a reconstruction network of three fully connected layers. For
cases where the HR samples are larger than 96 x 96, three convolutional layers with [16, 32, 128§]
filters are used with a batch size of 32 samples. In cases where the HR samples are smaller, a
convolutional layer with 128 filters is used with a batch size of 100 samples. ReLU activation
function is used between the convolutional layers along with batch normalization [58]. All models

have been trained from scratch and no pre-trained networks have been used.
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2.4 Experiments and Protocols

The proposed DirectCapsNet has been evaluated for three very low resolution (VLR) recognition
problems: (i) VLR digit recognition, (ii)) VLR face recognition, and (iii) unconstrained VLR face

recognition. Details regarding the dataset and protocols for each case study are as follows:

Case study 1 - VLR Digit Recognition: The Street View House Numbers (SVHN) dataset [104]
has been used for VLR digit recognition. The dataset contains real-world images of digits in the
range [0 — 9]. Pre-defined benchmark protocol has been used for the given 10-class problem,
wherein 73,257 digits are used for training and 26,032 digits are used for testing. For VLR recog-
nition, consistent with the existing protocol [170], 32 x 32 HR images are used, and 8 x 8 VLR

images are used. Results are reported in terms of the top-1 and top-5 accuracies.

Case study 2 - VLR Face Recognition: VLR face recognition has direct applicability in scenarios
of image tagging or situations where multiple people are captured in a single image. For this
particular case-study, experiments have been performed on the CMU Multi-PIE dataset [44] which
simulates a constrained setting. Consistent with the existing protocol [142], 237 subjects are used.
One image per subject is added to the training set/gallery which consists of the HR images, and
one image per subject is added to the testing set/probe (VLR). The HR images are of 96 x 96
resolution and the VLR images are of 8 x 8 and 16 x 16, respectively. Results are reported using

the rank-1 identification accuracy.

Case study 3 - Unconstrained VLR Face Recognition: Unconstrained VLR face recognition
has wide applicability in surveillance scenarios, where the VLR face image often contains other
variations such as pose, illumination, and occlusion. Experiments have been performed on two
datasets: (a) UnConstrained College Students (UCCS) dataset [133] for an unconstrained surveil-
lance setting and (b) CMU Multi-PIE dataset [44] with pose and illumination variations for a

semi-constrained setting.

The UCCS dataset contains images of college students, captured using a long-range high-resolution
surveillance camera kept at a standoff distance of 100 to 150 meters. The images show students
walking around the campus, between classes. The large standoff distance and unconstrained na-
ture of the data simulates real world surveillance settings. The dataset contains a labeled subset of

1732 identities. Consistent with the existing protocol [37, 170], a subset containing the top 180
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identities (in terms of the number of images) is used for evaluation. As per the protocol, each
subject’s images are divided into a 4 : 1 ratio corresponding to training:testing. The VLR images
are of 16 x 16 resolution, whereas the HR images are of 80 x 80 pixels.

As described above, CMU Multi-PIE dataset [44] contains images with pose, expression, and illu-
mination variations. As per the existing protocol [102], in this case-study face recognition is per-
formed across pose and illumination variations for VLR images. Images pertaining to 50 subjects
are used for training and images of the remaining subjects form the test set. In our experiments,
we do not utilize the training set and only use the gallery images of the test set in order to train
the proposed DirectCapsNet model. The gallery comprises of the frontal images (used for training
the proposed model), and the probe (test set) are images having a different pose (‘05_0" of the
dataset) and illumination. Experiments are performed across five different pairs of illumination
conditions and average rank-1 identification accuracy has been reported. Consistent with [102],
the HR images are of 36 x 30 resolution, while VLR images have resolution of 18 x 15, 15 x 12,
12 x 10, and 10 x 9.

Figure 2-2 presents some HR and VLR images from the datasets used in the three case-studies.
Bicubic interpolation is used for conversion from HR to VLR and vice-versa. At the time of
training, the HR and VLR pairs are used for the targeted reconstruction loss. Data augmentation is
applied by introducing brightness variations, flipping along the y-axis, and random crops. At the

time of testing, only the VLR image is provided for classification.

2.5 Results and Analysis

Tables 2.1 - 2.3 and Figures 2-4 - 2-6 present the results for the three case-studies: (i) VLR digit
recognition, (i1) VLR face recognition, and (ii1) unconstrained VLR face recognition. Analysis of
the proposed DirectCapsNet has also been performed in order to demonstrate the effectiveness of
each component. Since existing protocols have been used for analysis, results have directly been
reported from the respective publications.

Ablation Study and Analysis of DirectCapsNet: Experiments have been performed on the
SVHN dataset to analyze each component of the proposed DirectCapsNet, and motivate their inclu-

sion in the final model. As observed from Table 2.1, the native CapsNet model (having the margin
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Table 2.1: Top-1 and top-5 accuracy (%) on the SVHN dataset [104] for VLR digit recognition
(8 x 8).

. Accuracy (%)
Algorithm Top-1 ‘ ")liop— 5
CNN (VLR) (2016) [170] 45.29 | 66.78
RPC Nets (2016) [170] 56.98 | 70.82
CapsNet (HR) 77.82 | 87.86
3| CapsNet (VLR) 79.19 | 88.89
g DirectCapsNet - (HR-anchor Loss) | 82.42 | 90.15
E DirectCapsNet - (Targeted Recon.) | 81.95 | 90.35

Proposed DirectCapsNet 84.51 | 91.20

loss) when trained on VLR images (CapsNet (VLR)) attains the top-1 classification accuracy of
79.19%, which demonstrates large improvement over the native CNN architecture (45.29%) [170].
The improved performance promotes the usage of capsule networks for the task of VLR recogni-
tion. Consistent with literature [131], it is our belief that since CapsNet attempts to encode the
instantiation parameters of the data, it results in learning features invariant to minor variations, a

desirable property of a robust VLR recognition module.

Further, in order to reaffirm the necessity of a VLR recognition model, a CapsNet with the
same architecture is trained on HR images only. In this case, the model does not see any VLR im-
ages at the time of training and is evaluated on VLR test images. As can be observed, the CapsNet
(HR) achieves a classification accuracy of 77.82%, thus reaffirming the need to develop dedicated
VLR recognition networks or utilize task-specific information while training. We also performed
the McNemar test [96] and achieved statistical difference at a confidence interval (C.I.) of 99%
(p-value<0.01) between the proposed DirectCapsNet and CapsNet. Table 2.1 can also be analyzed
to understand the effect of each component of the proposed DirectCapsNet model. Upon remov-
ing the HR-anchor loss from the DirectCapsNet model, top-1 accuracy of 82.42% is achieved,
whereas, removal of the targeted reconstruction loss results in a top-1 accuracy of 81.95%. Both
these models demonstrate poor performance as compared to the proposed DirectCapsNet model,
thus supporting the inclusion of the HR-anchor loss, targeted reconstruction loss, and capsules in

the DirectCapsNet model.

Case study 1 - VLR Digit Classification: Table 2.1 presents the top-1 and top-5 classification
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(a) VLR Input (b) Reconstructions

Figure 2-4: Sample reconstructions obtained on the SVHN dataset from VLR input. DirectCap-
sNet is able to reconstruct digits where limited information content is available (e.g., green boxes),
however it also fails to correctly reconstruct some challenging cases (e.g., red boxes).

RERTRE RO S

(a) VLR Input (c) HR Input

AR

(b) Reconstruction for VLR Input (d) Reconstruction for HR Input

Figure 2-5: Sample reconstructions obtained from the proposed DirectCapsNet model on the CMU
Multi-PIE dataset. For the same class, DirectCapsNet is able to project VLR and HR samples onto
a similar target, suggesting robust resolution-invariant feature representations.

accuracy for the SVHN dataset of the proposed DirectCapsNet and comparison with other tech-
niques. The proposed DirectCapsNet model achieves top-1 accuracy of 84.51% and top-5 accuracy
of 91.20%. DirectCapsNet demonstrates an improvement of over 27% at top-1 with respect to the
state-of-the-art results of Robust Partially Coupled Networks (RPC Nets) [170], which is a CNN
based framework to learn partial shared weights for VLR and HR samples, and partial independent
weights for the two. The superior performance of the proposed DirectCapsNet model motivates
its usage for VLR recognition. Figure 2-4 presents sample reconstructions obtained from the Di-
rectCapsNet for 8 x 8 VLR samples. It is motivating to note that the DirectCapsNet model is
able to reconstruct the digits for the input samples, which motivates the inclusion of the targeted
reconstruction loss. Similar reconstructions are obtained for samples of the same class, which
demonstrate the effectiveness of the HR-anchor loss for increasing the intra-class similarity be-

tween features.

30



Table 2.2: Rank-1 accuracy (%) for VLR recognition on the CMU Multi-PIE dataset [44]. The HR
images are of 96 x 96 resolution.

. Accuracy (%
Algorithm 8x8 | 1g§< 1)6
Original + COTS (2018) [142] 0.0 0.0
Bicubic Interp. + COTS (2018) [142] 0.1 1.1
SHSR (Synthesis + COTS) (2018) [142] | 82.6 91.1

| Proposed DirectCapsNet | 945 | 974 |

Table 2.3: Rank-1 accuracy (%) on the UCCS dataset [133] for VLR face recognition (16 x 16).
The HR images are of 80 x 80 resolution.

Algorithm | Acc. (%) |
Robust Partially Coupled Nets (2016) [170] 59.03
Selective Knowledge Distillation (2019) [37] 67.25

LMSoftmax for VLR (2019) [81] 64.90
L2Softmax for VLR (2019) [81] 85.00
Centerloss for VLR (2019) [81] 93.40

| Proposed DirectCapsNet | 95.81 |

HR-LR (MDS) Mudunuri and Biswas Proposed DirectCapsNet

100 95.17
90.34 91.55 92.15

90
80

70

Accuracy (%)

60
50

40
10x9 12x10 15x12 18x15

Resolution

Figure 2-6: Performance of the proposed DirectCapsNet for varying resolutions of VLR face
recognition with pose and illumination variations. The HR resolution was fixed to 36 x 30 pixels.
Comparison has been shown with HR-LR (MDS) [13] and Mudunuri and Biswas [102].

Case study 2 - VLR Face Recognition: Table 2.2 presents the rank-1 identification (or top-1
recognition) accuracy for two protocols of VLR face recognition. The proposed DirectCapsNet

model achieves an accuracy of 94.5% and 97.4% for 8 x 8 and 16 x 16 VLR images, while
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Figure 2-7: Scores obtained by the proposed DirectCapsNet for VLR recognition on some samples
of the UCCS dataset. Each test image has one genuine score (correct class) and 179 imposter scores
(incorrect class).

having the HR auxiliary images as 96 x 96 (Table 2.2) on the constrained CMU Multi-PIE dataset.
DirectCapsNet demonstrates an improvement of almost 12% as compared to the state-of-the-art
(Synthesis via Hierarchical Sparse Representations (SHSR)) [142] for 8 x 8 resolution images.
Figure 2-5 presents sample VLR and HR face images, along with the reconstructions obtained
from the DirectCapsNet. The proposed model is able to reconstruct faces belonging to the same
subject onto a similar target, suggesting high within-class similarity. Both VLR and HR samples
are reconstructed as similar images, which reinstates the benefit of the targeted reconstruction and

HR-anchor loss.

Case study 3 - Unconstrained VLR Face Recognition: Table 2.3 and Figure 2-6 present the rank-
1 identification (or top-1 recognition) accuracy for unconstrained VLR face recognition. As shown
in Table 2.3, on the UCCS dataset, DirectCapsNet model achieves a rank-1 accuracy of 95.81%
demonstrating an improvement of almost 2.5% over the state-of-the-art network and almost 10%

from the current second best [81]. Comparison has also been performed with the recently proposed
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large-margin softmax (LMSoftmax), /5-constrained softmax (L2Softmax), and center-loss based
VLR recognition systems [81]. The improved performance of the proposed DirectCapsNet over
metric learning techniques demonstrates the benefit of incorporating auxiliary HR information to
provide direction while training with the proposed dual directed loss functions. Figure 2-7 presents
the scores obtained on samples of the UCCS dataset by the DirectCaspNet model. The scores
correspond to the length of the activity vectors of the capsules used for classification. Figure 2-7
suggests that the model generates a high score for the correct class and a small score for the other
classes, which promotes separability, resulting in high recognition performance.

Similar performance is obtained on the CMU Multi-PIE dataset (Figure 2-6) with pose and
illumination variations, where the proposed DirectCapsNet achieves an average recognition per-
formance of 95.17%, demonstrating an improvement of around 1.64% from the current state-of-
the-art algorithm [102]. Figure 2-6 demonstrates that the proposed DirectCapsNet does not suffer
a major decrease in accuracy as other techniques with reducing the resolution. The model achieves
the recognition accuracy of 92.15% and 90.34% for 15 x 12 and 10 x 9, respectively, whereas,
the second best performing model [102] shows a drop of almost 9% between the two resolutions.
Improved recognition performance across multiple very low resolutions motivates the applicability

of the proposed DirectCapsNet model for real world scenarios.

2.6 Summary

Existing research has primarily focused on high resolution and low resolution image recognition;
however, the problem of VLR recognition has received limited attention. VLR recognition, an
arduous problem with wide applicability in real world scenarios, suffers from the primary chal-
lenge of low information content. This research presents a novel Dual Directed Capsule Network
(DirectCapsNet) for VLR recognition. The DirectCapsNet combines the margin loss for clas-
sification with the proposed HR-anchor loss and the targeted reconstruction loss for enhancing
the VLR features. HR images are used during training as ‘auxiliary’ data to complement the
VLR feature learning. Experimental results on VLR digit recognition (SVHN database) and con-
strained/unconstrained VLR face recognition (CMU Multi-PIE and UCCS databases) demonstrate

the efficacy of the proposed model, and promote its usability for different VLR tasks. This research
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has been published in the IEEE/CVF International Conference on Computer Vision (ICCV), 2019,

and all the figures have been taken from the published manuscript [138].
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Chapter 3

DeriveNet for (Very) Low Resolution Image

Classification

3.1 Introduction

In real world scenarios, sometimes even in high resolution (HR) images, the region of interest
(ROI) is small due to the large stand-off distance or large field of view of the acquisition device.
As shown in Figure 3-1(a), the resultant ROI captured is of low resolution (LR) or very low reso-
lution (VLR), even though the size of the complete image is large. Generally, in the literature, LR
classification refers to identifying image regions with a resolution of 32 x 32 to 16 x 16 pixels.
When the resolution of the region of interest is even lower than 16 x 16 pixels, the task is referred
to as VLR recognition/classification [201].

In the literature, majority of the research has focused on high resolution image classification
tasks for various applications, with limited focus on VLR/LR recognition. As shown in Figure 3-2,
VLR/LR images contain limited information content as compared to the HR images. The lower
resolution of images and limited interpretive information makes it difficult to perform automated
classification/recognition. VLR classification often also faces the challenge of cross-resolution
matching, where the query/probe is of a (very) LR, while the gallery is often of high resolution.
Further, the variations observed across the HR and VLR/LR images make it challenging to directly
utilize the models trained on good quality HR images for VLR/LR images. The arduous nature of

the problem and the ubiquitous applicability of the task demands dedicated research attention.
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(a) Sample frame from the DroneSURF dataset [64]. (b) Existing techniques and proposed DeriveNet
model.

Figure 3-1: (a) VLR/LR face images captured in an unconstrained environment often contain
limited information content, rendering face recognition challenging. (b) Existing techniques for
VLR/LR image classification often focus only on the image, feature, or classification space. The
proposed DeriveNet models both the image and classification space for VLR/LR recognition, while
implicitly learning effective features.
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Figure 3-2: Sample HR and VLR/LR images from different datasets: (a)/(b-c) VLR digit/face
recognition and (d) VLR/LR face recognition in drone-shot videos. The top and the bottom row
contains the HR and VLR/LR images, respectively.

Learning a (very) low resolution classification model suffers from the challenge of limited
information content in the input images, thus making it difficult to extract useful features for clas-
sification. The problem is further amplified due to the low inter-class variations observed from the
samples. Therefore, most of the existing algorithms for VLR/LR classification use some auxiliary
HR data along with the LR images for learning an effective model (also used by the proposed
model), while focusing either on the image space (super-resolution, synthesis or down-sampling),
feature space (feature transformations), or the classifier space (Figure 3-1(b)). As discussed in
Section 3.2, most of the algorithms also pose the requirement of mated (corresponding) HR-LR
pairs, which is often not available in real world scenarios. Further, despite the recent advances
for VLR/LR recognition tasks, there is still a wide gap between the state-of-the-art performance
on VLR/LR images and HR images. For example, very high accuracy has been obtained on the

challenging high resolution Labeled Faces in the Wild dataset [57], whereas the performance on
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VLR/LR face images from the DroneSURF dataset [64] is less than 20% [5]. Thus, in order to ad-
dress the above limitations, this research proposes a novel DeriveNet model for VLR/LR images,
which focuses on all three aspects of the classification pipeline. DeriveNet operates at the inter-
section of the image space and the classification space, while implicitly learning efficient features,

using LR images and auxiliary HR images during training. The contributions of this research are:

* We propose a novel DeriveNet model for VLR/LR image classification. The proposed model
utilizes two novel loss functions: (i) Derived-Margin softmax loss and (ii) Reconstruction-
Center (ReCent) loss. Both loss functions facilitate the DeriveNet model to address the chal-
lenge of poor feature extraction from VLR samples and focuses on learning more efficient

classification boundaries by utilizing class-specific domain knowledge.

* A novel Derived-Margin softmax loss has been proposed which utilizes a derived margin to
model the class variations by promoting larger distance between classes having higher simi-
larity. Instead of an arbitrary margin value, the derived margin is obtained via the proposed
ReCent loss which uses auxiliary HR samples (at least one sample per class) during training
to approximate the class variations of VLR/LR samples while learning similar features for

VLR/LR/HR images.

* The DeriveNet model has been trained using a novel Multi-resolution Pyramid based data

augmentation technique which enables it to learn from different resolutions during training.

» The efficacy of the proposed model is demonstrated via experiments on five datasets for
different applications of (i) VLR/LR face recognition, (ii) VLR digit classification, and (iii)
VLR/LR face recognition in drone-shot videos. Training has been performed using a novel
Multi-resolution Pyramid based data augmentation technique which demonstrates improved
performance. For example, the proposed model achieves over 97% rank-1 face recognition

performance on the UCCS dataset [133] and 84% on the SCface database [42].

3.2 Related Work

In the literature, existing techniques for VLR/LR recognition often utilize HR information for

learning improved classification models, and can be categorized into one of the following cat-
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Figure 3-3: Illustration of the training phase of the proposed DeriveNet model for VLR face recog-
nition. HR and VLR images are used as input, followed by a convolutional neural network based
feature extractor. The extracted embedding are provided as input to two modules: (i) the recon-
struction module and the (ii) classification module. During testing, a given VLR input image is
passed through the feature extractor, followed by the classification module for obtaining the pre-
dicted class. The figure has been taken from the published manuscript [139].

egories: (1) image-level, (i1) feature-level, or (iii) classifier-level. At the image-level, super-
resolution or synthesis [142, 185] has been explored, with the initial research focusing on en-
hancing the visual quality only, followed by techniques which optimize both the recognition per-
formance and the visual quality [54, 184, 188]. For example, recently, Grm et al. [43] proposed a
cascaded super-resolution network, along with an ensemble of face recognition models as identity
priors, while Kazemi et al. [66] proposed utilizing a multi-scale generative adversarial network
for the same task. Generally, most of these algorithms often require corresponding HR-LR pairs
for training, and present the additional burden of enhancing the visual quality, which is often not a
required output for a classification system.

Researchers have also proposed VLR/LR algorithms which incorporate the HR information at
the feature level or at the classifier level. Ouyang et al. [110] presented a comprehensive sur-
vey of techniques proposed specifically for low resolution face recognition, and Aghdam et al.
[3] analyzed the effect of different factors on low resolution face recognition. Wang et al. [170]
proposed Robust Partially Coupled Networks for learning a classification model for VLR images.
Shared and individual weights were learned from the HR and VLR images for learning an ef-
fective classifier. Lu et al. [88] proposed Coupled Residual Networks for learning a LR face
recognition model, where feature-level differences were minimized between the HR and LR im-
ages. Recently, Li et al. [81] presented a comprehensive analysis of recent techniques on VLR/LR
face recognition tasks. Ge et al. [37] proposed learning a student-teacher network for utilizing
a HR-trained model for VLR/LR face recognition. Singh et al. [138] proposed Dual Directed

Capsule Network for VLR classification, where information from the HR images are used to direct
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a VLR recognition capsule network. Algorithms have also been proposed which focus on down-
sampling the HR images to match the resolution of the LR/VLR sample, followed by matching at
the lower resolution [95, 193]. Further, recently several drone-based datasets have also been re-
leased [27, 64, 72, 198] containing videos/frames captured from the drone. Most of such datasets
focus on pedestrian/vehicle detection or tracking, with limited focus on face/object recognition.
Other than person/object classification, researchers have also focused on low resolution activity

recognition [129, 130].

3.3 DeriveNet for (V)LR Recognition

As observed from Figure 3-2, VLR/LR samples often contain limited interpretive information.
This often leads to high inter-class similarity, challenging discriminative feature extraction, and
poor classification performance. In order to address the above limitations, this research proposes
a novel DeriveNet model for VLR/LR classification. The DeriveNet model learns effective class
boundaries based on a derived margin which enforces larger distance between similar classes. As
shown in Figure 3-3, the DeriveNet model contains (i) a feature extraction module, (ii) a recon-

struction module, and (iii) a classification module.

* The feature extraction module is used for extracting feature embedding from the given input
image. Training is performed using the VLR/LR images and some auxiliary HR samples
(at least one per class). During training, the embedding is provided to the (a) reconstruction
module for constructing a corresponding HR image, and (b) the classification module for

learning an effective classifier (Figure 3-4).

* The reconstruction module constructs a HR image for the given VLR/LR/HR input (using
the same network), and is optimized via the Reconstruction-Center loss (ReCent loss). The
ReCent loss serves the dual purpose of constructing HR images and learning HR centers for
each class which are used for deriving the inter-class distance or margin for the classification

module.

* The classification module utilizes the feature embedding and the margin values for learning

effective class boundaries. It is optimized via the proposed Derived-Margin Softmax loss
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which promotes larger distance between similar classes.

For an input feature z; of class y;, and a corresponding HR image (hr;), the ReCent loss and
the Derived-Margin softmax loss are jointly used for the DeriveNet model (for a C' class problem
containing NN training samples) as follows:

N |2; || cos By,

] excpl ol
T S A||rs — g2 V-, |2
ﬁDerweNet N - ( Og 25;1 exp”Wj””IiHCosej+D(Cyi’Cj) j_ (” 75 g($l>||3’+ ||g(l‘1) Cy1||2)

4 EReCent

~~
ED*IWargin

(3.1)
where, W; and C} refer to the classification weight vector and HR class center for the j th class, re-
spectively, g(.) refers to the reconstruction module, D(.) refers to a similarity function, and \ refers
to the weight of the ReCent loss. The first term (Derived-Margin softmax loss) learns an efficient
VLR/LR classifier with explicit focus on the inter-class variations by utilizing a margin penalty
(D(Cy,, C;): inter-class similarity between class y; and j). Here, D(.) is modeled as a similarity
function, such that a larger penalty is applied to more similar classes. The margin parameter is de-
rived via the ReCent loss: the second term is used for projecting the given VLR/LR/HR embedding
onto the reconstruction space, and the final term promotes learning compact HR constructions for
each class, along the class centers. The distance between the learned HR class centers are used for
obtaining the margin parameter between the two classes (D(C,,, C;)). Details of each component

are as follows.

3.3.1 Derived-Margin Softmax Loss (Lp_ r4rgin)

The softmax function has widely been used in conjunction with the cross-entropy loss for classifi-
cation tasks, in various deep learning models. Similar to recent literature [83], in this research, the
softmax loss has been defined as a combination of the softmax function and the cross-entropy loss
on the final fully-connected layer. The softmax loss attempts to learn a discriminative classifier
which provides a larger score for the correct class of the input feature. The class scores are often
the activations of the final fully-connected layer (f; = Wiji; score of input (x;) for class 7). Liu
et al. [83] formulated the softmax loss as a function of the angle between z; (input feature) and W

(weight matrix of the j** class) by reformulating the class score as a Cosine function. The updated
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Figure 3-4: Diagrammatic representation of the DeriveNet model for a four class problem, with
an input of class-1. The extracted embeddings are provided as input to the reconstruction and
classification modules. The distance between the centers of the reconstructions are provided as
margins to the proposed Derived-Margin softmax loss for learning a VLR/LR classifier.

Softmax loss is as follows:

N [[l125]| cos By,

1 exp”Wyi
'CSoftmax = - — log = (32)
N 121 ijl explWilllzill cos 6;

The above interpretation has been used for proposing different loss functions [20, 164], specifically
for the task of high resolution face recognition. Almost all the techniques focus on incorporating
an arbitrary margin parameter in the numerator (correct class component) of the softmax loss
(Equation (3.2)), with no focus on the other-class components (denominator). As elaborated in the
remainder of this Section, this interpretation of the softmax loss has been used for proposing the

Derived-Margin softmax loss.

While the softmax loss (Equation (3.2)) can directly be applied for the task of VLR/LR classi-
fication tasks, it does not explicitly model the challenge of limited information content in VLR/LR
images, often resulting in low inter-class similarity. To this effect, this research proposes a novel
Derived-Margin softmax loss which utilizes class-specific domain knowledge for deriving the mar-

gins. For an input feature x; of class y;, mathematically, the proposed Derived-Margin softmax loss
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is given as:
N
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where, d,, ; is the margin or penalty parameter for the 5% class from the y!" class. Here, the class-
specific margins attempt to encode the similarity between different classes, thus modeling the
inter-class variations. For example, in a very simplistic scenario of digit classification, one would
expect a higher margin or penalty for similar looking classes such as 1 and 7, or 5 and 6, on the
other hand, a lower margin or penalty can be applied on classes that appear easily distinguishable,
such as 1 and 0, or 6 and 7. The Derived-Margin softmax loss enforces such variable margins
or penalties by incorporating the derived margins (d,,;), thereby promoting a wider difference

between the scores of similar classes.

Geometrically, for a two class problem (1 or 2), softmax requires (W x > W.'z) for a sample
x of class-1. DeriveNet forces the model to have (WIT T > WQT x + dy2), i.e, it introduces a penalty
or margin between the scores of the two classes. For a multi-class model, DeriveNet enforces
a margin between the scores of the correct class and all other classes, thus learning an effective
classifier. Since the margin parameter encodes the inter-class variations, it is zero for the same
classie., dy, ; = 0, when j = y;. The ReCent loss is used for modeling the class variations and

computing the derived margins.

3.3.2 Reconstruction-Center Loss (Lgr.cent)

As shown in Figure 3-4, the embeddings extracted from the input data are provided as input to the
reconstruction and classification modules. The reconstruction module is a small fully-connected
network used to construct a high resolution (HR) image from a given embedding. The reconstruc-
tion space is further utilized to incorporate intra-class similarity and derive class-specific margins
for the Derived-Margin softmax loss. In order to achieve this, the ReCent loss is applied on the re-
construction module, which focuses on reducing the variability in the class-specific reconstructions

[173]. For a feature x; and its HR image (hr;), the ReCent loss is formulated as:

LReCent = Hhrz - g(*’”@)”% + ||g(371) - CZHH% (3.4)
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where, ¢(.) refers to the reconstruction module used for constructing a HR image from the given
feature embedding (z;), and C,, refers to the center of the constructed HR images of class y;. For
a given class with n samples, the center can be viewed as the mean of the constructed HR images
for that class. For each class, the center corresponds to a k£ X 1 parameter, where k is the dimen-
sion of the flattened HR image, and is updated in each mini-batch via gradient descent. If some
classes are not present in a mini-batch, the corresponding centers are not updated. The ReCent
loss extends the traditional Center Loss [173] by constructing a HR image from the penultimate
layer of a given VLR/LR/HR input and learning class-specific centers in the constructed HR space.
The learned centers are then used for calculating the derived margins which are used by the novel
Derived-Margin softmax loss for learning an effective classifier. The reconstruction module pro-
motes meaningful VLR/LR features capable of constructing a HR image, while learning class-wise
compact HR constructions (closer to the respective class centers). Since the class center is learned
during the model training (and is viewed as the mean of each classaAZs samples), the center is
updated to reflect the variations seen in the reconstructed HR samples of a given class. Therefore,
the two components jointly approximate the class variations observed in the HR samples. Further,
since the original LR/VLR images do not exhibit the original inter-class structure observed in the
HR samples, the learned class centers are used for deriving the margins. Since the effect of the
ReCent loss is back-propagated to the features used for classification, the ReCent loss promotes
learning features representative of both the VLR and HR images, while being effective for clas-
sification. Thus, the aim of the ReCent loss is to approximate the class variations for VLR/LR
samples and not perform super-resolution or synthesis. It is important to note that the ReCent loss
requires a small pool of HR images during training (at least one per class). Further, in the real
world scenario of no mated or corresponding VLR/LR and HR samples, the ReCent loss can be

optimized by combining a VLR sample with any HR sample of the same class.

The proposed DeriveNet model for VLR/LR classification incorporates the distance between
the HR class centers of the reconstructed space (obtained via the ReCent loss) into the Derived-
Margin softmax loss. The distance between the centers of two reconstructed classes provide an

estimate of the similarity between their samples or the inter-class variations. Mathematically,
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between centers C; and C);, the derived margin for Equation (3.3) is given as:

d;; = D(C;, C)) (3.5)

where, D(.) is a distance function applied on C; and C;. A small distance value corresponds
to high similarity, while a larger distance refers to low similarity between the two classes. As
demonstrated in Figure 3-4 the Derived-Margin softmax loss and the ReCent loss are combined

(Equation 3.1) for learning an efficient DeriveNet model.

3.3.3 Training DeriveNet with Multi-Resolution Pyramid based Data Aug-

mentation

During the training of the DeriveNet model, we propose to use multi-resolution pyramid based
data augmentation. In this approach, high resolution images are down-sampled to generate cor-
responding low resolution images from the following resolutions (in a pyramid manner): [8 X §,
16 x 16, 24 x 24, 32 x 32, 48 x 48, and 64 x 64]. During training, for each epoch, randomly three
lower resolution versions of each image are selected and used as data augmentation. This enables
the model to learn from different resolutions in a time-efficient manner, while preventing redun-
dancy in the training samples. Applying multi-resolution pyramid based data augmentation during
pre-training enables the model to process large number of low-resolution samples during training,
thus resulting in better feature learning for the task of VLR/LR classification. In the literature,
Massoli et al. [95] also used a large-scale varying resolution dataset during training, however, the
algorithm generated LR images on randomly chosen resolutions (range of [8, 256] pixels), whereas

the pyramid based augmentation generates samples from a fixed step of resolutions.

3.3.4 Implementation Details

As demonstrated in Figure 3-3, DeriveNet contains a feature extraction module, a reconstruction
module, and a classification module. If the input image is of size greater than 96 x 96, the pre-
trained deep CNN architecture presented by Wu et al. [177] containing 17 convolutional layers and

10 Max-Feature-Map layers, is used as the feature extractor, which is fine-tuned with the training
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data (details provided in Section 3.4). For other cases, the feature extraction module consists
of a two convolutional layers with [512, 512] filters, along with ReLU activation and adaptive
pooling. For all the experiments, the reconstruction module consists of three fully connected layers
([1024, 2048, k|, where k is the input dimension), and the classification module consists of two
fully connected layers ([128,n], where n is the number of classes). The weight of the ReCent
loss is set to 1le — 3 (A of Equation (3.1)). Cosine similarity between the reconstruction centers is
used as the margin parameter for the Derived-Margin softmax loss. Stochastic Gradient Descent
optimizer [14] has been used for training the model with a batch size of 64, with an initial learning
rate of 0.01, which reduces by a factor of 10 after every tenth epoch. The DeriveNet model is a
classification model, trained for n identities. During testing, the input VLR/LR image is passed
through the feature extractor and the classification module, and the class with the highest score
is chosen as the predicted label. For unseen testing, Cosine distance is used on the extracted
embeddings. DeriveNet has been implemented in Python using the PyTorch framework [114],
with a NVIDIA Tesla P100 GPU.

3.4 Datasets and Experimental Protocol

The DeriveNet model has been evaluated on three different tasks: (i) VLR/LR face recognition,
(1) VLR digit classification, and (ii1) VLR/LR face recognition on drone-captured images. Details

for each task are as below:

(i) LR Face Recognition on the SCface dataset [42]: The Surveillance Cameras Face (SCface)
dataset contains face images of 130 subjects, captured from three different surveillance cameras
in the visible range. Images are captured at a distance of 4.20, 2.60, and 1.00 meters. As per
the existing protocol [81], images taken from 1.00m form the gallery, while images taken from
2.60 — 4.20m act as the probes. 80 subjects form the training partition, and the remaining form the
test set. Matching is performed at 128 x 128 resolution.

(ii) VLR Face Recognition on the UCCS dataset [133]: The UnConstrained College Students
(UCCS) dataset [133] contains face images captured in a simulated surveillance environment. Im-

ages have been captured using a long-range surveillance camera kept at a stand-off distance of
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around 100 — 150 meters, without the knowledge of the subjects. The dataset contains labeled
images of 1732 identities. As per the existing protocol [37, 138], images pertaining to 180 iden-
tities have been chosen (top 180 based on the number of images of each subject). The images are
divided into training and testing partitions in a 4 : 1 ratio. The testing set is down-sampled to
16 x 16 resolution, while the HR images are of 80 x 80. Consistent with the existing results, the
rank-1 identification accuracy has been reported.

(iii) VLR Digit Classification on the SVHN dataset [104]: VLR digit classification has widespread
applicability in surveillance scenarios such as license plate recognition and other digit classifica-
tion applications. The Street View House Numbers (SVHN) dataset has been used for evaluating
the DeriveNet model for VLR digit classification. The SVHN dataset contains images of 0 — 9
digits captured from real-world natural scenes, having a resolution of 32 x 32. The dataset contains
73,257 images for training and 26,032 images for testing. The existing protocol [170] is followed,
where the testing dataset is created by bicubically down-sampling the images by a factor of 4, to
create images of 8 x 8 resolution, while the HR images are of 32 x 32 resolution. Consistent with
existing results, the rank-1 (or top-1) and rank-5 (or top-5) accuracy has been reported.

(iv) VLR/LR Face Recognition on the DroneSURF dataset [64]: Face recognition in drone-
shot videos has applicability in scenarios such as identifying individuals stuck at remote locations
or in crowded places monitored via a drone. Recently, IARPAAAZs Biometric Recognition and
Identification at Altitude and Range (BRIAR) program! also lays emphasis on the challenging
problem of identifying individuals from long-range at elevated platforms. The DroneSURF dataset
contains over 200 videos of 58 subjects captured across 411K frames. Pre-defined protocol is
provided with the dataset, where 34 subjects form the training partition, and the remaining are used
for testing. Along with the drone-shot videos, the dataset also contains four HR face images of each
subject as the gallery images. Two protocols have been provided: (i) Active surveillance: where
the drone actively follows the subjects, and (ii) Passive surveillance: where the drone monitors
a particular area. The DeriveNet model has been evaluated on both the protocols (total 159,246
frames), and results have been reported in terms of the Cumulative Match Characteristic (CMC)
curves (rank 1-5). As with the existing results [64], performance has been reported on the annotated

face images provided with the dataset (most of them being smaller than 64 x 64). The HR gallery

"https:/tinyurl.com/y9v7jkfv
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Table 3.1: Rank-1 identification accuracy (%) on the SCface dataset [42] for LR face recognition.
The table presents the performance of the DeriveNet model and the comparative accuracies on the
protocol reported by Li et al. [81].

| Algorithm [ 26m | 4m | Avg. |
Coupled Mapping Method (2015) [135] 43.24 - -
LMCM [190] 60.40 - -
LMSoftmax for VLR (2016) [83] 40.40 - -
L2Softmax for VLR (2017) [122] 42.80 - -
AMSoftmax for VLR (2018) [164] 46.80 - -

Large Margin Cosine Loss (2018) [165] 53.12 - -
Angular Additive Margin Loss (2019) [20] | 57.58 - -

Centerloss for VLR (2019) [81] 69.90 - -
Student Teacher (2020) [95] 93.7 | 70.2 | 81.95
| Proposed DeriveNet [ 92.80 | 76.80 | 84.80 |

images are of 128 x 128 resolution.

Figure 3-2 presents sample images from the datasets used for different applications. The HR
and LR images are resized to the HR image dimension. Bicubic interpolation is used for conversion
from HR to LR/VLR and vice-versa. For the face datasets (SCface and DroneSURF), facial regions
are extracted using the coordinates given with each database, while the UCCS dataset provides
cropped facial regions which are directly used. The SVHN database is used as is, without any
additional cropping. For experiments on face recognition, the test set of the VGGFace?2 dataset [15]
(500 identities, 139K images) was used for pre-training the model with multi-resolution pyramid

based data augmentation, while keeping all other implementation details consistent.

3.5 Results and Analysis

Tables 3.1-3.3 and Figures 3-5-3-9 present the performance and analysis of the DeriveNet model,
along with other comparative techniques for all three case-studies. Each dataset’s training and
testing sets, as mentioned in Section 3.4, have been used for the analysis. Since existing protocols
have been followed for all the datasets, comparative performance has directly been taken from
the respective papers. The following paragraphs present case study wise analysis and the ablation

study on DeriveNet:
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(ii) Softmax based Model

Figure 3-5: Class Activation Maps obtained using the (i) DeriveNet model and the native (ii)
Softmax based model. DeriveNet appears to focus more on the biometric regions of eyes and nose,
while the Softmax based model appears to focus more on the hair and other soft features.

Figure 3-6: Sample images correctly identified via the proposed DeriveNet model, which are not
identified by the other variants used for the ablation study.

Analysis and Ablation Study for LR Face Recognition on the SCface Dataset: Table 3.1
presents the rank-1 (top-1) recognition accuracy on the SCface dataset. The proposed model ob-
tains a rank-1 identification accuracy of 92.80% and 76.80%, for 2.6m and 4m, respectively, thus
resulting in the current top-2 algorithms. An improvement of over 6% is observed for the far-
ther distance (4.6m) as compared to the state-of-the-art algorithm [95]. Comparison has also been
performed with other variants of the softmax loss, namely, Large-Margin softmax (LMSoftmax),
Angular-Margin softmax (AMSoftmax), and /5-constrained softmax (L2Softmax). Owing to the
same protocol, comparative results have directly been taken from the published manuscript [81].
Comparison has also been performed with the Large Margin Cosine loss [165] and the Angular
Additive Margin loss [20]. The DeriveNet model presents an improvement of over 20% from the
above mentioned existing softmax-based loss functions for 2.6m distance. We believe that the
incorporation of HR information during training, and the explicit modeling of the inter-class vari-
ations promotes learning of an improved classifier. We also performed the Pearson’s Chi-square
Test for independence between the top two results and a statistical significance was obtained with
a confidence interval of 90% (p-value<0.01).

In order to understand the effect of each component of the DeriveNet model, an ablation study
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is performed. As demonstrated from Table 3.1 an average accuracy of 84.80% is observed by the
DeriveNet model on the SCface dataset, across both the distances. Upon removing the component
of multi-resolution pyramid augmentation for pre-training, the DeriveNet model reports an accu-
racy of 75.40%, thus demonstrating the effectiveness of the augmentation based pre-training. Fur-
ther, in order to analyze different components of the DeriveNet model only, performance has been
reported for two other variants of the model which also do not utilize the multi-resolution pyramid
augmentation for pre-training: ‘DeriveNet - {D-Margin}’,where the Derived-Margin softmax loss
is replaced with a traditional softmax loss, and ‘DeriveNet - {ReCent}’, where the ReCent loss is
not applied. An accuracy of 71.20% is obtained without the Derived-Margin softmax loss, demon-
strating a drop of around 4.2% from the DeriveNet model. On removing the ReCent loss (a fixed
margin of 0.2 is used by the proposed Derived-Margin softmax loss), an accuracy of 72.54% is
obtained. As compared to the earlier combination, a smaller drop in accuracy is observed, suggest-
ing a higher contribution of the proposed Derived-Margin softmax loss in the DeriveNet model.
Overall, a drop of around 2.9 — 4.2% is observed upon removing any component of the DeriveNet
model, thus encouraging the inclusion of each component. We also performed the McNemar test
[96] between the predicted labels of DeriveNet and other variants used in the ablation study and
achieved statistical difference at a confidence interval of 99% (p-value<0.01). Figure 3-5 presents
the Class Activation Maps [196] obtained via the DeriveNet model and the Softmax based model.
The DeriveNet model appears to focus on key biometric features such as the eyes and the nose,
whereas the Softmax based model focuses more on the chin and hair region. Figure 3-6 presents
sample images mis-classified by the variants of the DeriveNet model used for the ablation study,

correctly classified by DeriveNet, thus demonstrating its effectiveness.

In some real world cases, it might be difficult to obtain corresponding LR-HR pairs for training.
In order to simulate such scenarios, we also evaluated the the DeriveNet model with non-mated
LR-HR pairs during training. In this case, each LR image was paired with a random HR image of
the same class. The DeriveNet model achieves a recognition performance of 75.00% when trained
with this data, demonstrating a reduction of only 0.44% as compared to training with mated pairs
(without multi-resolution data augmentation based pre-training), thus promoting the usability of
the DeriveNet model even with unavailability of mated pairs during training. Experiments were

also performed to reinstate the benefit of deriving the margins from the reconstructed HR space
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Figure 3-7: (a) t-SNE plots on the features of (i) Softmax based model and (ii) DeriveNet model.
A larger margin is observed between the features learned via DeriveNet. (b) Convergence plot of
the DeriveNet model, and (c) Effect of A (Equation (3.1)) on the SVHN dataset.

as opposed to the original HR space. An accuracy of 73.43% is obtained when margins are de-
rived from the original HR space, demonstrating a drop of 2% from the proposed DeriveNet model
(without multi-resolution data augmentation based pre-training), thus supporting using the recon-

structed HR space for margins.

Analysis for VLR Face and Digit Recognition on the UCCS and SVHN Datasets: Table 3.2
presents the rank-1 (top-1) recognition performance on the UCCS face dataset. As compared to
the state-of-the-art result, the DeriveNet model demonstrates an improvement of around 1.7%,
by obtaining an accuracy of 97.57%. Comparison has also been performed with some of the
softmax-based losses, where, an improvement of at least 12% is observed by the DeriveNet model.

Owing to the same protocol, the accuracies have directly been reported from the published paper
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Table 3.2: Rank-1 accuracy (%) on the UCCS dataset [133] for VLR face recognition (16 x 16),
with 80 x 80 HR images.

| Algorithm | Acc. (%) |
Robust Partially Coupled Nets (2016) [170] 59.03
LMSoftmax for VLR (2016) [83] 64.90
L2Softmax for VLR (2017) [122] 85.00
AMSoftmax for VLR (2018) [164] 58.60
SICNN (2018) [188] 93.38
Selective Knowledge Distillation (2019) [37] 67.25
Coupled GAN (2019) [158] 71.68
Centerloss for VLR (2019) [81] 93.40
DirectCapsNet (2019) [138] 95.81
CSRIP (2020) [43] 93.49
Bridge Distillation (2020) [38] 81.92
Hybrid Order Distillation (2020) [36] 77.81
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Figure 3-8: Score distributions of the correct and incorrect classes for different resolutions on
the UCCS dataset. The Earth Mover’s Distance was also calculated between the same class and
different class scores for each resolution: 24.55 (8 x 8), 24.65 (16 x 16), 24.72 (24 x 24), and 24.71
(32 x 32). The distance for the smallest resolution (8 x 8) is the least, thus suggesting a larger
variation between the scores, as compared to the other resolutions.
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Table 3.3: Top-1 and top-5 accuracy (%) on the SVHN dataset [104] for VLR digit recognition

(8 x 8).

Accuracy (%)
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Algorithm Top-1 ‘ ”i:op— 5
CNN (VLR) (2016) [170] 45.29 | 66.78
RPC Nets (2016) [170] 56.98 | 70.82
SICNN (2018) [188] 81.53 | 96.77
CapsNet (VLR) (2019) [138] | 79.19 | 88.89
DirectCapsNet (2019) [138] | 84.51 | 91.20
CSRIP (2020) [43] 84.62 | 97.32
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Figure 3-9: (a-b) CMC curves on the DroneSURF dataset for the two protocols. DeriveNet im-
proves the rank-1 accuracy by over 20% on both protocols. Comparison has also been performed
with Amato et al. [5]. (c) Sample challenging cases from the DroneSURF dataset which were (i)
correctly classified and (ii) mis-classified by the proposed DeriveNet model.

[81]. Further, comparison has also been performed with recent super-resolution based algorithms

[43, 188], where an improved performance is obtained via the DeriveNet model. The model has

also been evaluated with different input resolutions, specifically, 8 x 8, 24 x 24, and 32 x 32,

where the proposed model achieves an accuracy of 97.35%, 97.79%, and 97.79%, respectively.

Figure 3-8 presents the score distribution of the correct and incorrect classes, demonstrating large

difference between the two at the varying resolutions.

Table 3.3 presents the rank-1 (top-1) and rank-5 (top-5) classification accuracies on the SVHN

dataset. The DeriveNet model obtains a rank-1 classification accuracy of 87.85%, demonstrating

an improvement of over 3% from the state-of-the-art result. We also analyzed the value of the
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margin parameter for the Derived-Margin softmax loss: a margin of 0.38 is obtained for the dig-
its 6 and 7, while a larger margin of 0.66 is observed for the digits 5 and 6. Since the margin
parameter encodes the class similarity, a larger margin demonstrates a larger similarity between
the classes 5 and 6, which thus enforces a larger score difference between the two classes. Fig-
ure 3-7(a) presents the t-SNE visualizations [74] of the features learned by the two models. The
DeriveNet model appears to learn features with larger inter-class margins, which we believe result
in better classification at low resolutions. Figure 3-7(b) presents the training loss curve of the De-
riveNet model, demonstrating the converging nature of the training process. Further, Figure 3-7(c)
presents the accuracy of the proposed model with different values of A (Equation (3.1)) signify-
ing the weight given to the ReCent loss. A higher value results in reduced performance since the
model focuses more on the reconstruction space as compared to learning a discriminative classi-
fier (Derived-Margin softmax loss). The improved performance demonstrates that the DeriveNet

model can also be applied for object classification (e.g., digits) as well.

For both the datasets (UCCS and SVHN), the Pearson’s Chi-square Test for independence was
performed between the top two results and a statistical significance was obtained with a confidence

interval of 95% (p—value<0.05).

Analysis for VLR/LR Face Recognition on the DroneSURF Dataset: Figure 3-9 presents the
CMC curves on the challenging DroneSURF dataset. Comparison has also been performed with
the results reported by Amato ef al. [5]. For the active surveillance protocol (Figure 3-9(a)),
where the drone actively follows an individual, an improvement of around 20% is observed at
rank-1 by the DeriveNet model, where it achieves 36.33%. Similar results are obtained on the
passive surveillance protocol (Figure 3-9(b)), where the proposed model performs better than the
existing results at all the ranks (rank 1-5). At rank-5, the proposed model achieves a recognition
performance of 58.53%, demonstrating an improvement of over 33% from the current state-of-
the-art. Figure 3-9(c) presents sample face images that are classified correctly and incorrectly by
the proposed model. Despite the relatively lower resolution of face images, the DeriveNet model
is able to recognize faces under varying pose and expression as well (Figure 3-9(c)(i)). However,
cases with severe occlusion resulting in partial faces still remain as some of the key challenges for

drone-based face recognition (Figure 3-9(c)(ii)). The improved performance of DeriveNet on the
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Table 3.4: Performance of the DeriveNet model with and without the Multi-resolution Pyramid
based data augmentation during training. The tabulated metric (%) varies across datasets and
is consistent with the ones reported earlier in the manuscript: SCface (avg. rank-1 accuracy),
UCCS (rank-1 accuracy), SVHN (rank-1 accuracy), DroneSURF (rank-5 accuracy), and QMUL-
SurvFace (avg. accuracy).

Pyramid Augmentation

Dataset Without | With
SCface [42] 75.44 84.80
UCCS [133] 97.57 97.57
SVHN [104] 87.85 87.85
DroneSURF (Active) [64] 65.79 67.60
DroneSUREF (Passive) [64] 48.56 58.53
QMULSurvFace [18] 68.37 72.34

DroneSUREF dataset promotes its applicability for LR drone-based face recognition, and its utility

in critical scenarios.

Additional Experiment on the QMUL-SurvFace Dataset (Verification Protocol) [18]: Exper-
iments have been performed on the pre-defined verification protocol [18]. DeriveNet achieves
a mean accuracy of 68.37%, while the current state-of-the-art algorithm, Student-Teacher model
[95] achieves 72%. The paper also provides results on super-resolved images (61%) and the base
model used by the authors (56%). With the multi-resolution pyramid data augmentation based
pre-training, the DeriveNet model achieves an accuracy of 72.34%. The comparative performance
of the DeriveNet model further promotes its usage for such challenging unseen scenarios as well.

Impact of Multi-Resolution Pyramid based Data Augmentation: Table 3.4 presents the perfor-
mance of the DeriveNet model on different datasets with and without the Multi-resolution Pyramid
based data augmentation. An improvement of at most around 10% is observed by incorporating
the multi-resolution pyramid based data augmentation during model training. Maximum improve-
ment is observed for datasets and settings where during evaluation the trained model is provided
unconstrained facial images having varying resolution (similar to real-world settings). It is our
belief that since the pyramid augmentation enables the model to capture the variations across dif-
ferent resolutions during training, it results in boosted performance. On the other hand, less (or no)
improvement is observed in setups where evaluation is performed on images captured in relatively

constrained setups or having lesser resolution variations.
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3.6 Summary

Classification of (very) low resolution images has wide-spread applicability in various scenarios
such as image tagging, person identification in surveillance settings, and vehicle number-plate
recognition. VLR/LR image regions often suffer from the challenge of limited interpretive infor-
mation content, making it difficult to extract discriminative representations. This research proposes
a novel DeriveNet model for VLR/LR image classification, which consists of two loss functions:
(1) proposed Derived-Margin softmax loss, and the (ii) Reconstruction-Center loss, termed as the
ReCent loss. The proposed Derived-Margin softmax loss incorporates a margin/penalty into the
native softmax loss for modeling the inter-class variations. The DeriveNet model has been trained
with a novel multi-resolution pyramid based data augmentation technique for modeling the reso-
lution variations. Experimental results demonstrate the superiority of the DeriveNet model, even
in challenging scenarios such as VLR/LR face recognition from drone-shot images (over 15% im-
provement at rank-1 for different protocols). The ablation study supports inclusion of each com-
ponent in the DeriveNet model (drop of 2.9 — 4.2% is observed upon removal of any component).
Further, superior performance is obtained as compared to several recent algorithms on different
tasks and datsets (including digit classification and face recognition in drone-shot images). This
research has been published in the IEEE Transactions on Pattern Analysis and Machine Intelli-

gence (IEEE T-PAMI), and all the figures have been taken from the published manuscript [139].
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Chapter 4

Disguised Faces in the Wild

4.1 Introduction

Extensive research in the domain of face recognition has resulted in the development of algorithms
achieving state-of-the-art performance on large-scale unconstrained datasets [28, 41, 86, 94]. How-
ever, it has often been observed that most of these systems are susceptible to digital and physical
adversaries [4, 33, 40, 62, 145, 179]. Digital adversaries refer to manipulations performed on the
image being provided to the recognition system, with the intent of fooling the system. It has been
shown that traditional systems based on hand crafted features [40] degrade gracefully with digital
attacks while deep learning systems deteriorate rapidly. Recently, the issue of digital attacks has
garnered attention, with perturbation techniques such as Universal Adversarial Perturbation [100]
and DeepFool [101] demonstrating devastating adversarial performance on different algorithms.
On the other hand, physical adversaries refer to the variations brought to the individual before cap-
turing the input data for the recognition system. In case of face recognition, this can be observed
due to variations caused by different spoofing techniques or disguises. While the area of spoof
detection and mitigation is being well explored [33, 120], research in the domain of disguised face
recognition is yet to receive dedicated attention, despite its significant impact on both traditional
and deep learning systems [26, 73].

Disguised face recognition encompasses handling both intentional and unintentional disguises.
Intentional disguise refers to the scenario where a person attempts to hide his/her identity or imper-

sonate another person’s identity, in order to fool a recognition system into obtaining unauthorized
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Figure 4-1: Authentication systems often face the challenge of matching disguised face images
with non-disguised enrolled images. Figure has been taken from the published manuscript [143].

access. This often results in utilizing external disguise accessories such as wigs, beard, hats, mus-
tache, and heavy makeup, leading to obfuscation of the face region. This renders low inter-class
variations between different subjects, thereby making the problem challenging in nature. Uninten-
tional disguises cover a range of images wherein the face is obfuscated by means of an accessory
such as glasses, hats, and masks. It can also be due to aging, resulting in an increase or decrease
of facial hair such as beard or mustache, and variations in the skin texture. Unintentional disguises
create challenges for the face recognition system by increasing the intra-class variations for a given
subject. The combination of both intentional and unintentional disguises render the problem of
disguised face recognition an arduous task. Figure 4-1 presents sample images of intentional and
unintentional disguises, along with non-disguised enrolled face images. The authentication system
faces the challenge of verifying an image containing unconstrained disguise variations against a

frontal non-disguised face image.

This chapter presents the Disguised Faces in the Wild 2018 (referred to as the DFW or DFW2018)
dataset and the Disguised Faces in the Wild 2019 (referred to as the DFW2019) dataset. The
DFW?2018 dataset contains 11,157 face images of 1,000 identities. Almost the entire dataset is

collected from the Internet resulting in an unconstrained set of images. One of the key highlights
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of the dataset is the availability of (1) normal, (1) validation, (ii1) disguised, and (iv) impersonator
images for a given subject. This is a unique dataset containing multiple types of in-the-wild im-
ages for a subject in order to evaluate different aspects of disguised face recognition, along with
three pre-defined evaluation protocols. Here, for a given subject, disguised face images are im-
ages of the same subject with disguise accessories, while impersonators correspond to images of
different subjects. It is our assertion that the availability of a large-scale dataset, containing im-
ages captured in unconstrained settings across multiple devices, pose, illumination, and disguise
accessories would help in encouraging research in this direction. The dataset was released as part
of the DFW challenge, in the Disguised Faces in the Wild Workshop at International Conference
on Computer Vision and Pattern Recognition (CVPR), 2018. The Disguised Faces in the Wild
2019 (DFW2019) dataset builds upon the DFW2018 dataset and contains 3840 face images of
600 subjects, having variations across disguise accessories, bridal make-up, and plastic surgery.
The dataset contains four pre-defined protocols for face verification, along with the availability of
images with bridal make-up and plastic surgery. The dataset was released in the DFW2019 com-
petition, as part of the International Workshop on Disguised Faces in the Wild, held in conjunction
with the International Conference on Computer Vision (ICCV), 2019. We present the DFW2018
and DFW2019 datasets, along with the findings across the different evaluation protocols. Perfor-
mance of participants in the DFW challenges, baseline results, and analysis of different difficulty

levels have also been provided.

4.2 Motivation

Table 4.1 presents the characteristics of existing disguise face datasets, along with the DFW2018
and DFW2019 datasets. One of the initial datasets containing disguise variations is the AR dataset
[91]. It was released in 1998 and contains a total of 3,200 face images having some images con-
taining controlled disguise variations. This was followed by the release of different datasets having
variations across disguise accessories and dataset size. Most of the datasets are moderately sized
having controlled disguise variations. Other than disguised face datasets, a lot of recent research
in face recognition has focused on large-scale datasets captured in unconstrained environments

[15,57, 67, 103, 175]. The availability of such datasets facilitate research in real world scenarios,
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Table 4.1: Summary of disguise face datasets in literature.

Name Controlled Number of Availability of | Publicly
Disguise | Images 4 Subjects | Impersonators | Available
AR Dataset (1998) [91] Yes 3,200 126 No Yes
National Geographic Dataset (2004) [121] Yes 46 1 No No
Synthetic Disguise Dataset (2009) [145] Yes 4,000 100 No No
Curtin Faces Dataset (2011) [79] Yes 5,000 52 No Yes
IITD I?’BVSD Dataset (2014) [24] Yes 1,362 75 No Yes
Disguised and Makeup Faces Dataset (2016) [167] No 2,460 410 No Yes
Spectral Disguise Face Dataset (2018) [119] Yes 6,480 54 No Yes
DFW Dataset (2018) No 11,157 1,000 Yes Yes
DFW2019 Dataset (2019) No 3,840 600 Yes Yes
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however, they do not focus on the aspect of disguised face recognition.

Disguised face recognition presents the challenge of matching faces under both intentional
and unintentional distortions. It is interesting to note that both forms of disguise can result in
either genuine or imposter pairs. For instance, a criminal may intentionally attempt to conceal
his identity by using external disguise accessories, thereby resulting in a genuine match for an
authentication system. On the other hand, an individual might intentionally attempt to impersonate
another person, resulting in an imposter pair for the face recognition system. Similarly, in case of
unintentional disguises, use of casual accessories such as sunglasses or hats results in a genuine
disguised pair, while individuals who look alike are imposter pairs for the recognition system.
The combination of different disguise forms along with the intent makes the given problem more

challenging.

To the best of our knowledge, no existing disguise dataset captures the wide spectrum of in-
tentional and unintentional disguises. To this effect, we prepared and released the DFW2018 and
DFW2019 datasets. The datasets simulate the real world scenario of unconstrained disguise vari-
ations, and provides multiple impersonator images for almost all subjects. The presence of imper-
sonator face images enables the research community to analyze the performance of face recogni-
tion models under physical adversaries. The datasets were released as part of the DFW workshops,
where researchers from all over the world were encouraged to evaluate their algorithms against
this challenging task. For the DFW2018 dataset, inspired by the presence of disguise intent in real
world scenarios, algorithms were evaluated on three protocols: (i) Impersonation, (ii) Obfuscation,
and (iii) Overall. For the DFW2019 dataset, algorithms were also evaluated on an additional plastic
surgery protocol. Impersonation focuses on disguise variations where an individual either attempts
to impersonate another individual intentionally, or looks like another individual unintentionally.
In both cases, the authentication system should be able to detect an (imposter) unauthorized ac-
cess attempt. The second protocol, obfuscation, focuses on intentional or unintentional disguise
variations across genuine users. In this case, the authentication system should be able to correctly
identify genuine users even under varying disguises. The third protocol evaluates a face recogni-
tion model on the entire dataset. As mentioned previously, it is our hope that the availability of the
DFW2018 and DFW2019 datasets along with the pre-defined protocols would enable researchers

to develop state-of-the-art algorithms robust to different physical adversaries.

61



4.3 Disguised Faces in the Wild (DFW) 2018 Dataset

As shown in Table 4.1, most of the research in the field of disguised face recognition has focused
on images captured in controlled settings, with limited set of accessories. In real world scenar-
ios, the problem of disguised face recognition extends to data captured in uncontrolled settings,
with large variations across disguise accessories. Combined with the factor of disguise intent, the
problem of disguise face recognition is often viewed as an exigent task. The DFW dataset sim-
ulates the above challenges by containing 11,157 face images belonging to 1,000 identities with
uncontrolled disguise variations. It is the first dataset which also provides impersonator images
for a given subject. The DFW dataset contains the IIIT-Delhi Disguise Version 1 Face Database
(ID V1) [26] having 75 subjects, and images corresponding to the remaining 925 subjects have
been taken from the Internet. Since the images have been taken from the Web, most of the im-
ages correspond to famous personalities and encompass a wide range of disguise variations. The
dataset contains images with respect to unconstrained disguise accessories such as hair-bands,
masks, glasses, sunglasses, caps, hats, veils, turbans, and also variations with respect to hairstyles,
mustache, beard, and make-up. Along with the disguise variations, the images also demonstrate
variations across illumination, pose, expression, background, age, gender, and camera quality. The
dataset is publicly available for research purposes and can be downloaded from our website !. The
following subsections present the dataset statistics, protocols for evaluation, and details regarding

data distribution.

4.3.1 Dataset Statistics

As mentioned previously, the DFW dataset contains images pertaining to 1,000 identities, primar-
ily collected from the Internet. Most of the subjects are adult famous personalities of Caucasian
or Indian ethnicity. Each subject contains at least five and at most twenty six images. The dataset
comprises of 11,157 face images including different kinds of images for a given subject, that is,

normal, validation, disguised, and impersonator. Detailed description of each type is given below:

* Normal Face Image: Each subject has a frontal, non-disguised, good quality face image,

termed as the normal face image.

Thttp://iab-rubric.org/resources/dfw.html
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Validation Impersonation

(a) Subject A

Normal

Validation Impersonation

(b) Subject B

Figure 4-2: Images pertaining to two subjects of the DFW dataset. The dataset contains at most
four types of images for each subject: Normal, Validation, Disguised, and Impersonator.

* Validation Face Image: Other than the normal face image, 903 subjects have another non-
disguised face image, referred to as the validation image. This can help in evaluating a

proposed model for matching non-disguised face images.

* Disguised Face Image: For each subject, disguised face images refer to images having
intentional or unintentional disguise of the same subject. For the 1,000 identities present in
the dataset, every subject has at least one and at most 12 disguised images. These images
form genuine pairs with the normal and validation face images, and can help in evaluating

the true positive rate of an algorithm.

* Impersonator Face Image: Impersonators refer to people who intentionally or unintention-
ally look similar to another person. For a given subject, impersonator face images belong to
different people, thereby resulting in imposter pairs which can be used to evaluate the true
negative rate of an algorithm. The images were collected from the Internet using different
relevant keywords on Google Images, news articles, and popular entertainment blogs and

later manually verified by human examiners. In the DFW dataset, 874 subjects have images
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Table 4.2: Statistics of the DFW dataset.

| Characteristic | Count |
Subjects 1,000
Images 11,157
Normal Images 1,000
Validation Images 903
Impersonator Images 4,440
Range of Images per Subject | [5,26]

Table 4.3: Statistics of the training and testing sets of the DFW dataset.

| Number of | Training Set | Testing Set |
Subjects 400 600
Images 3,386 7,771
Normal Images 400 600
Validation Images 308 595
Disguised Images 1,756 3,058
Impersonator Images 922 3,518

corresponding to their impersonators, each having at least 1 and at most 21 images.

Statistics of the DFW dataset are presented in Table 4.2, and Figure 4-2 demonstrates sample
images of two subjects. It can be observed that disguised face images result in increased intra-class
variations for a given subject, while the impersonator images render lower inter-class variability.
Overall, the DFW dataset contains 1,000 and 903 normal and validation face images, respectively,

along with 4,814 disguised face images, and 4,440 impersonator images.

4.3.2 Protocols for Evaluation

The DFW dataset has been released with three protocols for evaluation. A fixed training and testing
splitis provided which ensures mutual exclusion of images and subjects. Images from four hundred
subjects are used to create the training set, and the remaining six hundred subjects form the test
set. Table 4.3 presents the statistics of the testing and training sets. All three protocols correspond
to verification, where a face recognition module is expected to classify a pair of images as genuine
or imposter. Detailed description of each protocol on the pre-defined training and testing partitions

is given below:
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Protocol-1 (Impersonation) evaluates a face recognition model for its ability to distinguish im-
personators from genuine users with high precision. A combination of a normal image with a
validation image of the same subject corresponds to a genuine pair for this protocol. For imposter
pairs, the impersonator images of a subject are partnered with the normal, validation, and disguised

images of the same subject.

Protocol-2 (Obfuscation) is useful for evaluating the performance of a face recognition system
under intentional or unintentional disguises, wherein a person attempts to hide his/her identity.
The genuine set contains pairs corresponding to the (normal, disguise), (validation, disguise), and
(disguise;, disguise,) images of a subject. Here, disguise,, corresponds to the n'" disguised image
of a subject. That is, all pairs generated using the normal and validation images with the disguise
images, and the pairs generated between the disguise images of the same subject, constitute the
genuine pairs. The imposter set is created by combining the normal, validation, and disguised
images of one subject with the normal, validation, and disguised images of a different subject.
This results in the generation of cross-subject imposter pairs. The impersonator images are not

used in this protocol.

Protocol-3 (Overall Performance) is used to evaluate the performance of a given face recogni-
tion algorithm on the entire DFW dataset. The genuine and imposter sets created in the above
two protocols are combined to generate the data for this protocol. For the genuine set, pairs are
created using the (normal, validation), (normal, disguise), (validation, disguise), and (disguises,
disguise,) images of the same subject. For the imposter set, cross-subject imposter pairs are con-
sidered, wherein the normal, validation, and disguised face images of one subject are combined
with normal, validation, and disguised face images of another subject. Apart from the cross-subject
imposter pairs, the impersonators of one subject are also combined with normal, validation, and

disguised face images of the same subject to further supplement the imposter set.

4.3.3 Nomenclature and Data Distribution

The DFW dataset is available for download as an archived file containing one folder for each
subject. Each of the 1,000 folders is named with the subject’s name and may contain the four types

of images discussed above: normal, validation, disguise, and impersonator. In order to ensure
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consistency and eliminate ambiguity, the following nomenclature has been followed across the

dataset:

Each subject has a single normal face image, which has been named as firstName_lastName.jpg.

For instance, for the subject Alicia Keys, the subject’s normal image is named Alicia_Keys.jpg.

* As mentioned previously, a given subject contains only a single validation face image.
Therefore, the validation image is named with a postfix ‘_a’, thatis, firstName_lastName_a.jpg.

For the example of Alicia Keys, the subject validation image is stored as Alicia_Keys_a.jpg.

* For disguised face images, a postfix of ‘_h’ is adopted, along with a number for uniquely
identifying the disguised face image of a given subject. That is, firstName_lastName_h_number.jpg.
Here, number can take values such as ‘001°, ‘002’, ... ‘010’. For example, the first disguise
image of subject Alicia Keys can be named as Alicia_Keys_h_001.jpg, while the third dis-
guised face image can be named as Alicia_Keys_h_003.jpg.

* Similar to the disguised image nomenclature, a postfix of ‘_I’ is used to store the imperson-
ator images of a subject. That is, impersonator images are named as firstName_lastName_I_number.jpg.
For example, the first impersonator image of subject Alicia Keys can be named as Ali-

cia_Keys_I _001.jpg.

In order to correctly follow the protocols mentioned above, and report corresponding accura-
cies, training and testing mask matrices are also provided along with the dataset. Given the entire
training or testing partition, the mask matrix can be used to extract relevant genuine and imposter
pairs or scores for a given protocol. The DFW dataset also contains face co-ordinates obtained via
faster RCNN [125]. Given an image of the dataset, the co-ordinates provide the face location in

the entire image.

4.4 Disguised Faces in the Wild 2018 Competition

Disguised Faces in the Wild competition was conducted as part of the First International Workshop

on Disguised Faces in the Wild?, at the International Conference on Computer Vision and Pattern

Zhttp://iab-rubric.org/DFW/dfw.html
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Recognition, 2018 (CVPR’18). Participants were required to develop a disguised face recogni-
tion algorithm, which was evaluated on all three protocols of the DFW dataset. The competition
was open world-wide, to both industry and academic institutions. The competition saw over 100
registrations from across the world.

All participating teams were provided with the DFW dataset, including the training and testing
splits, face co-ordinates, and mask matrices for generating the genuine and imposter pairs. Eval-
uation was performed based on the three protocols described in Section 4.3.2. No restriction was
enforced in terms of utilizing external training data, except ensuring mutual exclusion with the
test set. The remainder of this section presents the technique and performance analysis of all the

submissions, including the baseline results.

4.4.1 Baseline Results

Baseline results are computed using the VGG-Face descriptor [113], which is one of the top per-
forming deep learning models for face recognition. A pre-trained VGG-Face model is used for
feature extraction (trained on the VGG-Face dataset [113]). Baseline results were also provided to
the participants. Baseline results have also been computed with the ResNet-50 architecture trained
on the MS-Celeb-1M and VGGFace2 datasets [15]. The extracted features are compared using
Cosine distance, followed by classification into genuine or imposter. Both the models achieve high

recognition performance on challenging face datasets.

4.4.2 DFW2018 Competition: Submissions

The DFW competition received 12 submissions from all over the world, having both industry and
academic affiliations. Table 4.4 presents the list of the participating teams, along with their affilia-

tion. Details regarding the technique applied by each submission are provided below:

(i) Appearance Embeddings for Face Representation Learning (AEFRL) [148]: AEFRL is a
submission from the Information Technologies, Mechanics and Optics (ITMO), Russian Federa-
tion. Later in the competition, it was renamed to Hard Example Mining with Auxiliary Embed-

dings. Faces are detected, aligned, and cropped using Multi-task Cascaded Convolutional Net-
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Table 4.4: List of teams which participated in the DFW competition.

Model

7 Affiliation

Brief Description

AEFRL [148]

ITMO University, Russia

MTCNN + 4 networks for feature extraction + Cosine distance

ByteFace

Bytedance Inc., China

Weighted linear combination of ensemble of 3 CNNs

DDRNET [70]

West Virginia University, USA

Inception Network with Center Loss

DisguiseNet [115]

Indian Institute of Technology Ropar, India

Siamese network with VGG-Face having a weighted loss

DR-GAN Michigan State University, USA MTCNN + DR-GAN + Cosine distance

LearnedSiamese Computer Vision Center UAB, Spain Cropped faces + Siamese Neural Network

MEDC Northeastern University, USA MTCNN + Ensemble of 3 CNNs + Average Cosine distance
MiRA-Face [187] | National Taiwan University, Taiwan MTCNN + RSA + Ensemble of CNNs

OcclusionFace Zhejiang University, China MTCNN + Fine-tuned ResNet-28

Tessellation Tessellate Imaging, India Siamese network with triplet loss model

UMDNets [7] The University of Maryland, USA All-In-One + Average across scores obtained by 2 networks
WVU_CVL West Virginia University, USA MTCNN + CNN + Softmax
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Figure 4-3: Diagrammatic representation of (a) AEFRL [148], and (b) UMDNets [7]. Images have
been taken from their respective publications.
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Figure 4-4: Diagrammatic representation of MiRA-Face [187]. Image has directly been taken from
their publication.

works (MTCNN) [189]. This is followed by horizontal flipping, and feature extraction by four
separate networks. Feature-level fusion is performed by concatenation of features obtained for the
original and flipped image, followed by concatenation of all features from different networks. [y
normalization is performed on the concatenated feature vector, followed by classification using

Cosine distance. The CNN architecture used in the proposed model is given in Figure 4-3(a).

(ii) ByteFace: Proposed by a team from Bytedance Inc., China, ByteFace uses an ensemble of
three CNNs for performing disguised face recognition. For detection and alignment, the algorithm
uses a mixture of co-ordinates provided with the DFW dataset and MTCNN. Three CNNs are
trained with (i) modified center loss and Cosine similarity [173], (i1) joint Bayesian similarity, and
(iii) sphere face loss [82] with joint Bayesian similarity, respectively. A linear weighted combi-
nation of scores obtained via the three models is used for performing the final classification. The

CASIA WebFace [181] dataset is also used for training the proposed model.
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(iii) Deep Disguise Recognizer Network (DDRNET) [70]: A team from West Virginia Univer-
sity, USA presented the DDRNET model. The name of the model was later changed to Deep
Disguise Recognizer by the authors. Faces are cropped using the co-ordinates provided with the
dataset, which is followed by pre-processing via whitening. An Inception network [156] along
with Center loss [173] is trained on the pre-processed images, followed by classification using a

similarity metric.

(iv) DisguiseNet (DN) [115]: Submitted by a team from the Indian Institute of Technology, Ropar,
DisguiseNet performs face detection using the facial co-ordinates provided with the dataset. A
Siamese network is built using the pre-trained VGG-Face [113], which is fine-tuned with the DFW

dataset. Cosine distance is applied for performing classification of the learned features.

(v) DR-GAN: Proposed by a team from Michigan State University, USA, the framework performs
face detection and alignment on the input images using MT-CNN [189]. This is followed by feature
extraction using the Disentangled Representation learning-Generative Adversarial Network (DR-

GAN) [160]. Classification is performed using Cosine distance.

(vi) LearnedSiamese (LS): A team from the Computer Vision Center, Universitat AutA$noma
de Barcelona, Spain proposed LearnedSiamese. Facial co-ordinates provided with the dataset are
used for performing face detection, followed by learning a Siamese Neural Network for disguised

face recognition.

(vii) Model Ensemble with Different CNNs (MEDC): MEDC is proposed by a team from the
Northeastern University, USA. Face detection is performed using MTCNN followed by 2-D align-
ment. An ensemble of three CNNs is used for performing the given task of disguised face recogni-
tion. The algorithm utilizes a Center face model [173], Sphere face model [82], and a ResNet-18
model [47] trained on the MS-Celeb-1M dataset [46]. Since MS-Celeb-1M dataset also contains
images taken from the Internet, mutual exclusion is ensured with the test set of the DFW dataset.
Classification is performed using Cosine distance for each network, the average of which is used

for computing the final result.

(viii) MiRA-Face [187]: Submitted by a team from the National Taiwan University, MiRA-Face
uses a combination of two CNNs for performing disguised face recognition. It treats aligned

and unaligned images separately, thereby using a context-switching technique for a given input
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Figure 4-5: ROC curves of all participants along with the baseline results on protocol-1 (imper-

sonation), protocol-2 (obfuscation), and protocol-3 (overall) of the DFW dataset.

image. Images are aligned using the co-ordinates provided with the dataset along with MTCNN

and Recurrent Scale Approximation (RSA) [85]. Features learned by the CNNs are directly used

for classification. Figure 4-4 presents a diagrammatic representation of the proposed model.

(ix) OcclusionFace: A team from ZJU, China proposed the OcclusionFace framework. MT-CNN
[189] is used to perform face landmark detection and alignment based on five facial landmarks.

ResNet-28 [47] is used for performing classification. The model is first pre-trained on the CASIA

Webface dataset [181] followed by fine-tuning on the DFW dataset.
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(x) Tessellation: Proposed by a team from Tessellate Imaging, India, Tessellation uses a Siamese
network with triplet loss. Facial co-ordinates provided with the dataset are used for performing
pre-processing, followed by training of the Siamese network. The final layer of the model learns a

distance metric which returns a score between 0-1 for a given pair of images.

(xi) UMDNets [7]: Proposed by a team from University of Maryland, USA, its name was later
modified to "’DCNN-based approach’. Face detection is performed by the All-in-One network
[123], followed by alignment using the detected keypoints. Feature extraction is performed using
two networks, followed by independent score computation. Classification is performed by aver-
aging the scores obtained via the two feature sets. Figure 4-3(b) presents the training and testing

pipeline of the proposed model.

(xii) WVU_CL: Submitted by a team from West Virginia University, USA, WVU_CL uses the
face co-ordinates provided with the dataset along with MT-CNN [189] for face alignment. The
aligned images are provided to a CNN architecture for performing classification using a softmax

classifier.

4.4.3 Results

Tables 4.5-4.7 and Figure 4-5 present the Receiver Operating Characteristic (ROC) curves of the
above mentioned models for all three protocols. Along with the submissions, the performance
of VGG-Face [113] with Cosine distance is also tabulated as baseline. The performance of each
model is reported in terms of Genuine Acceptance Rate (GAR) at 1% False Acceptance Rate (FAR)

and 0.1% FAR. Results for each protocol are given in detail below:

Results on Protocol-1 (Impersonation): Figure 4-5(a) presents the ROC curves for all the sub-
missions, and Table 4.5 presents the GAR corresponding to two FAR values. It can be observed
that for the task of impersonation, AEFRL outperforms other algorithms at both the FARs by
achieving 96.80% and 57.64% at 1% FAR and 0.1%FAR, respectively. A difference of around
40% is observed between the accuracies at both the FARs, which suggests that for scenarios hav-
ing stricter authorized access, further improved performance is required. The second best perfor-

mance is reported by MiRA-Face which presents a verification accuracy of 95.46% and 51.09%,
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Table 4.5: Verification accuracy (%) of the participants and baseline performance on protocol-1
(impersonation).

. GAR
Algorithm @1%FAR | @0.1%FAR
AEFRL 96.80 57.64
ByteFace 75.53 55.11
DDRNET 84.20 51.26
DenseNet + COST *° 92.10 62.20
DisguiseNet 1.344 1.34°
DR-GAN 65.21 11.93
LearnedSiamese 57.64 27.73
MEDC 91.26 55.46
MiRA-Face 95.46 51.09
OcclusionFace 93.44 46.21
Tessellation 1.00 0.16
UMDNets 94.28 53.27
VGGFace (Baseline) 52.77 27.05
VGGFace?2 (Baseline) 73.94 38.48
WVU_CL 81.34 40.00

respectively. At 0.1%FAR, MEDC performs second best and achieves an accuracy of 55.46%. All
three algorithms utilize MT-CNNs for face detection and alignment before feature extraction and

classification.

Results on Protocol-2 (Obfuscation): Figure 4-5(b) presents the ROC curves for the obfuscation
protocol, and Table 4.6 summarizes the verification accuracies for all the models, along with the
baseline results. MiRA-Face achieves the best accuracy of 90.65% and 80.56% for the two FARs.
It outperforms other algorithms by a margin of at least 2.8% for GAR@1%FAR and 2.5% for
GAR@(.1%FAR. As compared to the previous protocol (impersonation), the difference in the
verification accuracy at the two FARs is relatively less. While further improvement is required,
however, this suggests that recognition systems suffer less in case of obfuscation, as compared to

impersonation at stricter FARs.

Results on Protocol-3 (Overall): Table 4.7 presents the GAR values of all the submissions, and

Figure 4-5(c) presents the ROC curves for the third protocol. As with the previous protocol, MiRA-

3Not part of DFW competition
*GAR@0.95%FAR
>The smallest FAR value is 0.95%FAR for DisguiseNet.
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Table 4.6: Verification accuracy (%) of the participants and baseline performance on protocol-2
(obfuscation).

. GAR
Algorithm @1%FAR | @0.1%FAR
AEFRL 87.82 77.06
ByteFace 76.97 21.51
DenseNet + COST * 87.10 72.10
DDRNET 71.04 49.28
DisguiseNet 66.32 28.99
DR-GAN 74.56 58.31
LearnedSiamese 37.81 16.95
MEDC 81.25 65.14
MiRA-Face 90.65 80.56
OcclusionFace 80.45 66.05
Tessellation 1.23 0.18
UMDNets 86.62 74.69
VGGFace (Baseline) 31.52 15.72
VGGFace?2 (Baseline) 54.86 31.55
WVU_CL 78.77 61.82

False Positive True Negative

Figure 4-6: Sample False Positive and True Negative pairs reported by a majority of submissions
for protocol-1 (impersonation). False Positive refers to the case where an algorithm incorrectly
classifies a pair as genuine, and True Negative refers to the case where two samples of different
identities are correctly classified as imposters.

Face outperforms other algorithms by a margin of at least around 3%. An accuracy of 90.62% and

79.26% is reported by the model for 1% and 0.1%FAR.
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Table 4.7: Verification accuracy (%) of the participants and baseline performance on protocol-3
(overall).

. GAR
Algorithm @1%FAR | @0.1%FAR
AEFRL 87.90 75.54
ByteFace 75.53 54.16
DenseNet + COST * 87.60 71.50
DDRNET 71.43 49.08
DisguiseNet 60.89 23.25
DR-GAN 74.89 57.30
LearnedSiamese 39.73 18.79
MEDC 81.31 63.22
MiRA-Face 90.62 79.26
OcclusionFace 80.80 65.34
Tessellation 1.23 0.17
UMDNets 86.75 72.90
VGGFace (Baseline) 33.76 17.73
VGGFace?2 (Baseline) 56.22 32.68
WVU_CL 79.04 60.13

False Negative True Positive

Figure 4-7: Sample False Negative and True Positive pairs reported by a majority of submissions
for protocol-2 (obfuscation). False Negative refers to the case where a pair of images are incor-
rectly classified as an imposter pair, while True Positive refers to the scenario where a pair of
images are correctly classified as a genuine pair.
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Other than the DFW competition submissions, Suri et al. [154] proposed a novel COST (Color
(CO), Shape (S), and Texture (T)) based framework for performing disguised face recognition.
COST learns different dictionaries for Color, Shape, and Texture, which are used for feature ex-
traction, along with the deep learning based model, DenseNet [56]. Final output is computed via
classifier level fusion of the deep learning and dictionary learning models. The performance of the

proposed DenseNet + COST algorithm has also been tabulated in Tables 4.12 - 4.14.

Figs. 4-6 - 4-7 demonstrate sample images of the DFW dataset correctly classified or misclas-
sified by almost all the submissions. Figure 4-6 presents False Positive and True Negative samples
for protocol-1 (impersonation). Upon analyzing the False Positive samples, it can be observed that
all pairs have similar lower face structure, which might result in algorithms incorrectly classifying
them as the same subject. Moreover, external disguises such as the cowboy hat (first pair) might
also contribute to the misclassification. For protocol-2 (obfuscation), Figure 4-7 presents sample
False Negative and True Positive pairs common across almost all submissions. It is interesting
to observe that in the False Negative pairs, disguise results in modification of face structure and
textural properties. Coupled with obfuscation of face and pose variations, the problem of disguised

face recognition is rendered further challenging.

4.5 DFW2018 Dataset: Easy, Medium, and Hard Degree of
Difficulty

In order to further analyze the DFW dataset, and study the problem of disguised faces in the
wild, the DFW dataset has been partitioned into three sets: (i) easy, (ii)) medium, and (iii) hard.
The easy partition contains pairs of face images which are relatively easy to classify by a face
recognition system, the medium set contains pairs of images which can be matched correctly by
a majority of face recognition systems, while the hard partition contains image pairs with high
matching difficulty. In literature, a similar partitioning was performed for the Good, Bad, and Ugly
(GBU) face recognition challenge [116], where a subset of FRVT 2006 competition data [117] was
divided into the three sets. The GBU challenge contained data captured over an academic year,

in constrained settings with frontal face images having minimal pose or appearance variations.
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Table 4.8: Number of easy, medium, and hard pairs for 1% and 0.1% FAR. TP and TN refer to
True Positive (Genuine) and True Negative (Imposter), respectively.

Number of
FAR Easy Medium Hard
TP | TN | Total TP | TN | Total | TP | TN | Total

1% | 11,544 | 8,878,599 | 8,890,143 || 789 | 106,398 | 107,187 || 1,564 | 67,435 | 68,999

0.1% | 9,461 | 9,034,109 | 9,043,570 || 1,138 | 11,534 | 12,672 || 3,298 | 6,789 | 10,087

This section analyzes the DFW dataset containing data captured in unconstrained scenarios with
variations across disguise, pose, illumination, age, and acquisition device.

The top-3 performing algorithms of the DFW competition have been used for partitioning the
dataset, that is, AERFL, MiRA-Face, and UMDNets. The performance of the three algorithms
is used for dividing the test set of the DFW dataset into three components: (i) easy, (i1) medium,
and (ii1) hard. Easy samples correspond to those pairs which were correctly classified by all three
algorithms, and are thus easy to classify. Medium samples were correctly classified by any two al-
gorithms, while the hard samples were correctly classified by only one algorithm, or mis-classified
by all the algorithms, and thus are the most challenging component of the dataset. It is ensured
that the partitions are disjoint, and samples belonging to one category do not appear in another
category.

Table 4.16 presents the number of easy, medium, and hard pairs at different False Accept
Rates of 1% and 0.1%. At 1%FAR, 11,544 genuine pairs are correctly classified as True Positive,
while 8,878,599 imposter pairs are correctly classified as True Negative by all three techniques.
This results in a total of 8,890,143 easy pairs, signifying that the total number of easy samples
are highly dominated by the imposter pairs. In comparison, at 0.1%FAR, the total number of
easy pairs increase to 9,043,570. It is interesting to observe that this increase is primarily due
to the increased number of easy imposters at the lower FAR. Since at lower FARs, more pairs
are classified as imposters, it leads to an increased number of easy pairs. Intuitively, at a stricter
threshold of 0.1%FAR, one would expect the number of easy genuine samples to reduce. This trend
is observed in Table 4.16, where the number of genuine pairs reduces from 11,544 at 1%FAR to
9,461 at 0.1%FAR.

The opposite trend is observed for the hard partition, where the total number of hard pairs

reduces at 0.1%FAR, as compared to 1%FAR, however, the number of genuine samples increases.
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Figure 4-8: Score distribution of the genuine pairs at 0.01% FAR, in terms of three levels of
difficulty: easy, medium, and hard.

The last three columns of Table 4.16 can be analyzed in order to observe this effect. At 1%FAR,
the number of hard genuine pairs, that is, samples which are classified correctly by at most one
algorithm is 1,564, while at 0.1%FAR it is 3,298. This implies that at a stricter FAR of 0.1%,
more genuine samples were misclassified by all three algorithms. However, the number of hard
imposter samples drops from 67,435 to 6,789 at a lower FAR. A similar trend is observed for the
medium partition, wherein a total of 107,187 and 12,672 samples were correctly classified by any
two algorithms at 1% and 0.1%FAR, respectively.

Figure 4-8 presents the score distribution of the genuine samples across the three categories
of easy, medium, and hard at 0.1% FAR. The easy and hard samples occupy opposite ends of the
distribution, while the medium category corresponds to a dense block between the two. Figure 4-9
presents sample easy and hard pairs of the DFW dataset at 0.1% FAR. The first row corresponds to
easy genuine pairs, that is, genuine pairs correctly classified by all three top performing algorithms.
Most of these pairs contain images with no pose variations ((i1)-(i1)) or similar pose variations
across images of the pairs ((ii1)-(iv)). It can also be observed that most of these pairs are of the
normal and validation images of the dataset, with minimal or no disguise variations. Images which
involve disguise in terms of hair variations or hair accessories with minimal change in the face

region are also viewed as easy pairs by the algorithms. Since in such cases, the face region remains
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(c) Hard Imposter Samples

Figure 4-9: Sample easy and hard pairs of the DFW dataset.

unchanged, algorithms are often able to correctly classify such samples with ease. This observation
is further substantiated by the hard genuine samples (Figure 4-9(b)). Most of the samples which
were not correctly classified by any of the top algorithms contain occlusions in the face region.
A large majority of genuine samples misclassified have occlusions near the eye region. All the
pairs demonstrated in Figure 4-9(b) have at least one sample with occluded eye region. Effect of
occlusion can also be observed in the hard imposter samples (Figure 4-9(c)), that is, imposters
which were not correctly classified by either of the top-3 performing algorithms. Large variations
due to heavy make-up, similar hair style or accessories, coupled with covariates of pose, occlusion,
illumination, and acquisition device further make the problem challenging. It is our belief that in
order to develop robust face recognition systems invariant to disguises, research must focus on

addressing the hard pairs, while ensuring high performance on the easy pairs as well.

4.6 Disguised Faces in the Wild 2019 Dataset

The Disguised Faces in the Wild 2019 (DFW2019) dataset contains 3840 face images of 600

subjects. The images are collected from the Internet using relevant keywords from search engines,
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Table 4.9: Statistics of the DFW?2019 dataset.

Image Variation Number of
Subjects | Images
Bridal 100 200
Plastic surgery 250 500
Other 250 3140
| Total | 600 | 3840 |

thereby demonstrating variability in terms of pose, illumination, resolution, acquisition mode, and
disguise accessories. Other than images with external accessories such as hats, caps, beard, and
sunglasses, the DFW2019 dataset also contains a subset of images having variations due to plastic
surgery and bridal make-up. Broadly, the DFW2019 dataset contains two types of images: (i)
subjects having before-after images with variations due to plastic surgery or bridal make-up, and
(i1) subjects having unconstrained disguise variations due to occlusions or make-up, along with
a normal, validation, and multiple impersonator images. Table 4.9 presents the statistics of the

DFW2019 dataset. The dataset contains:

* 200 bridal images of 100 subjects, where each subject has two images corresponding to

before and after applying bridal make-up,

* 500 plastic surgery images of 250 subjects, where each subject has two images correspond-

ing to before and after the plastic surgery procedure,

* 3140 images of 250 subjects, where each subject contains a validation and a normal im-
age, which corresponds to frontal and non-disguised high resolution images having good
illumination. Each subject also contains a set of disguised images and a set of imperson-
ator images (different subjects which appear to intentionally/unintentionally impersonate

the subject). Figure 4-10 presents sample impersonator pairs.

The dataset will be made available for the research community®. Four protocols have also been
defined for evaluations on the DFW2019 dataset. The following subsection elaborates upon each

of the protocols.

®http://iab-rubric.org/resources.html

80



Figure 4-10: Sample impersonator pairs created from the IIIT-Delhi Disguise dataset [26]. An
individual can often use disguise accessories to impersonate another individual.

4.6.1 Protocols for Evaluation

Four verification protocols have been presented for evaluating face recognition algorithms on the
DFW2019 dataset. Continuing from the DFW2018 competition [143], two protocols are: (i) Im-
personation and (ii) Obfuscation, while the remaining two correspond to (iii) Plastic Surgery and
(iv) Overall. The following paragraphs present each protocol in detail, along with the description

of genuine and imposter sets.

Protocol 1 - Impersonation: This protocol aims to assess a face recognition system under the
effect of impersonation. Here, the genuine set consists of the normal-validation image pair of the
same subject, and the imposter set consists of normal-impersonator pair, disguise-impersonator
pair, and validation-impersonator pair of the same subject. In this protocol, there exist 250 genuine

and 7,431 imposter pairs.

Protocol 2 - Obfuscation: This protocol focuses on evaluating a face recognition system under
intentional or unintentional disguise variations of genuine users. Here, the genuine set corresponds
to the normal-disguise, validation-disguise, and disguise;-disguises image pairs of the same sub-
ject, along with the before-after bridal make-up images. The imposter set contains cross-subject
pairs, where the disguised, normal, and validation images of one subject are paired with the dis-
guised, normal, and validation images of another subject. Moreover, cross-subject before-after
pairs for the bridal make-up set also constitute the imposter set. In total, this protocol contains

10,267 genuine and 2,802,011 imposter pairs.

Protocol 3 - Plastic Surgery: This protocol is specifically targeted towards evaluating a face
recognition system against changes in facial features due to plastic surgery. Here, the before-

after images of subjects who have undergone plastic surgery are utilized. The genuine set (250
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Table 4.10: Baseline results on the DFW2019 dataset. GAR is reported for the specified FAR
values.

| Protocol || Model | 0.1% FAR | 0.01%FAR |
p.q || ResNet-50 47.6 38.4
LightCNN-29v2 | 74.4 51.2
p | ResNet-50 353 16.4
LightCNN-29v2 | 555 36.9
P-3 ResNet-50 46.4 224
LightCNN-29v2 | 69.2 412
pq || ResNet-50 359 16.8
LightCNN-29v2 | 557 36.5

pairs) contains the before-after images of the same subject, while the imposter set (124,500 pairs)
contains cross-subject before-after images.

Protocol 4 - Overall: The overall protocol attempts to evaluate a face recognition system on the
entire DFW2019 dataset. Here, the genuine set contains a combination of all the images in the
genuine sets of Protocols 1-3. That is, the genuine set contains the normal-validation (Protocol-1),
validation-disguise, normal-disguise, disguise;-disguise,, before-after bridal make-up (Protocol-
2), and before-after plastic surgery (Protocol-3) image pairs. The imposter set also contains
a combination of the imposter pairs across Protocols 1-3. That is, the imposter set contains
normal-impersonator, disguise-impersonator, validation-impersonator (Protocol-1), cross-subject
imposters, cross-subject before-after bridal make-up (Protocol-2), and cross-subject before-after

plastic surgery (Protocol-3) pairs.

4.7 Baseline Results

For all the protocols, baseline results have been computed using two pre-trained state-of-the-art
deep learning based face recognition models. ResNet-507 [47] (pre-trained on the large-scale
VGG-Face2 [15] and MS-Celeb-1M [46] datasets) and LightCNN-29v2® [177] (pre-trained on the
large-scale CASIA-WebFace [181] and MS-Celeb-1M [46] datasets) have been used for evalua-
tion. Pre-trained models were used as is, without any additional training. Detected and cropped

face images were provided to the network, followed by feature extraction, and Cosine similarity

Thttps://github.com/cydonia999/VGGFace2-pytorch
8https://github.com/AlfredXiangWu/Light CNN
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based classification. Face detection was performed using the Tiny Face detector [55], followed by
manual detection of the false negative faces. The extracted embeddings were of dimension 2048
and 256 for ResNet-50 and LightCNN-29v2, respectively. Genuine Acceptance Rate (GAR) is
reported for fixed False Acceptance Rates (FARs), which form the baselines for the DFW2019
dataset.

Table 4.10 presents the baseline results obtained for the DFW2019 dataset using the two net-
works: Resnet-50 and LightCNN-29v2. Results have been tabulated for two FARs: 0.1% and
0.01% for all the protocols (protocol 1-4). LightCNN-29v2 consistently outperforms the ResNet-

50 model by achieving improved verification performance across all protocols and FARs.

4.8 Disguised Faces in the Wild 2019 Competition

The DFW2019 competition’ was held in conjunction with the International Workshop on Dis-
guised Faces in the Wild at the International Conference on Computer Vision (ICCV), 2019. Par-
ticipants had to develop a face recognition model which is evaluated on the DFW?2019 dataset.
Anonymized DFW?2019 dataset was provided to the participants as the test set, and evaluation
is performed on all four protocols. The training and testing partitions of the DFW2018 dataset
[143] were also provided as the training and validation partition, respectively, for the competition.
The DFW2019 dataset will be made publicly available for the research community. We believe
that the DFW2019 dataset can help in enhancing the recognition performance for disguised faces,

thereby improving the robustness of face recognition algorithms.

4.8.1 DFW2019 Competition: Submissions

The DFW2019 competition received over 100 registrations and 11 submissions from all over the
world. Table 4.11 summarizes the affiliation of the different submissions received as part of this
competition. Each submission is described in detail as follows:

(i) ArcFace: A team from the Imperial College London proposed using ArcFace [20] (Additive

Angular Margin Loss) for recognizing disguised faces in the wild. The model incorporates a

“http://iab-rubric.org/DFW/2019Competition.html
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Table 4.11: List of teams who participated in the DFW2019 competition.

| Algorithm | Team Institution
A-1 ArcFace Imperial College London
A-2 ArcFacelnter Imperial College London
A-3 ArcFacelntra Imperial College London
A-4 ArcFacelntralnter | Imperial College London
A-5 FakeFace ITMO University
A-6 FakeFacev2 ITMO University
A-7 FEBNet Indian Institute of Technology, Madras
A-8 LightCNNDFW | Anonymous
A-9 Mozart Tech5.ai
A-10 SEBNet Indian Institute of Technology, Madras
A-11 XuXu TechS.ai

margin in the popularly used Softmax loss for deep learning based Convolutional Neural Networks.

Facial co-ordinates are computed using the RetinaFace model [21].

(ii) ArcFacelnter: Submitted by a team from the Imperial College London, ArcFacelnter in-
corporates an additional term for enhancing the inter-class distance in the ArcFace [20] model.

RetinaFace [21] is used for computing the facial co-ordinates and geometric alignment of images.

(iii) ArcFacelntra: ArcFacelntra incorporates an intra-class penalty to enhance class compactness
into the ArcFace model. Submitted by a team from the Imperial College London, features are
extracted from the ArcFacelntra model for faces detected and aligned via the RetinaFace model
[21].

(iv) ArcFacelntralnter: ArcFacelntralnter models both inter-class and intra-class variations dur-
ing feature learning. Submitted by a team from the Imperial College London, ArcFacelntralnter
incorporates two additional terms in the ArcFace model [20] for increasing the inter-class dis-

tance and reducing the intra-class variations. Face detection and alignment is performed using the
RetinaFace [21] model.

(v) FakeFace: Submitted by a team from the ITMO University, Russia, faces are detected and
aligned with RetinaFace [21] and cropped to 112 x 112. A deep learning network is trained using
the MS-Celeb-1M dataset [46] and the ArcFace loss [20]. The model is fine-tuned with Dopple-
ganger Mining [147], Auxillary Embeddings [148], Embeddings Interpolations, and Priority Lists.

An ensemble of three such networks is used for feature extraction.
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(vi) FakeFacev2: Submitted by a team from the ITMO University, Russia, FakeFacev2 uses a
combination of RetinaFace [21] and ArcFace [20] as backbone for recognizing disguised faces in
the wild. Fine-tuning is performed on the MS-Celeb-1M dataset [46] with Doppleganger Mining
[147], Auxillary Embeddings [148], Embeddings Interpolations, and Priority Lists. Evaluation is
performed using an ensemble of three such networks.

(vii) FEBNet: A team from the Indian Institute of Technology, Madras proposed the FEBNet
model. Detected faces provided with the dataset are used with an ensemble of SE-ResNet-50
(pre-trained on the MS-Celeb-1M dataset [46]) and Inception-ResNet-v1 (pre-trained on the VG-
GFace?2 dataset [15]). Fine-tuning is performed using a combination of identity loss, triplet loss,
and category loss. Decision is taken via score-level fusion and a re-ranking approach.

(viii) LightCNNDFW: A pre-trained LightCNN-29v2 [177] network has been fine-tuned in a
Siamese manner. Binary cross-entropy loss is applied on the extracted features. Detected faces
provided with the dataset are used, along with the five-crop data augmentation technique.

(ix) Mozart: Submitted by a team from TechS5.ai, Mozart uses the detected faces provided with
the DFW?2019 dataset. An ensemble of different ResNet models is used for feature extraction,
followed by matching via the /5-distance.

(x) SEBNet: SEBNet has been submitted by a team from the Indian Institute of Technology,
Madras and utilizes an ensemble of deep learning networks. Two networks: InceptionNet-v3
(pre-trained on the MS-Celeb-1M dataset [46]) and SE-ResNet-50 (pre-trained on the VGGFace?2
dataset [15]) are fine-tuned on the DFW2018 dataset. The trained networks are used for feature
extraction, followed by Euclidean distance based score computation, score-level fusion, and a re-
ranking algorithm.

(xi) XuXu: Submitted by a team from Tech5.ai, XuXu utilizes an ensemble of different ResNet
models. The pipeline includes geometric alignment on the detected faces provided with the dataset,

followed by feature extraction from the ensemble. Matching is performed using /5-distance.

4.8.2 Results

For all the protocols, results are reported in the form of Genuine Acceptance Rate (GAR) for the

specified False Acceptance Rates (FAR). Baseline results have been reported using the Light CNN-
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Table 4.12: Verification accuracy (%) on the proposed DFW2019 dataset for the Impersonation
protocol (Protocol-1). The table presents the performance of participants and the baseline results.

Algorithm GAR
@0.1%FAR \ @0.01%FAR
A-1 72.4 44.8
A-2 72.4 448
A-3 56.8 17.6
A-4 56.8 17.6
A-5 52.4 1.2
A-6 52.0 2.0
A-7 54.8 42.4
A-8 70.4 43.2
A-9 58.8 44.8
A-10 54.8 40.0
A-11 66.0 24 4
Baseline (LightCNN) 74.4 51.2
Baseline (ResNet-50) 47.6 38.4

29v2 model [177] and the ResNet-50 model [47], with Cosine similarity based classification (Sec-
tion 4.7). The following paragraphs elaborate upon the results obtained by for each protocol,
including the submissions and the baseline results:

(i) Protocol-1 (Impersonation): Figure 4-11(a) contains the ROC curves for the baseline results
and the submissions. Table 4.12 presents the GAR at 0.1% and 0.01% FAR for all the submissions.
At both the FARs, the baseline performance of LightCNN-29v2 performs the best by achieving
74.4% and 51.2%, respectively. At both the FARs, A-1 (ArcFace) and A-2 (ArcFacelnter) perform
second best with GARs of 72.4% and 44.8%, respectively. A drop of around 24% is observed
between the verification performance at 0.1% and 0.01% FAR of LightCNN-29v2, suggesting the
need for face recognition models to focus more on preventing impersonation based attacks.

(ii) Protocol-2 (Obfuscation): Figure 4-11(b) demonstrates the ROC curves for Protocol-2 (ob-
fuscation), and Table 4.13 presents the GAR values at two specified FARs: 0.1% and 0.01%. A-4
(ArcFacelntralnter) outperforms other techniques by reporting a GAR of 98.9% and 98.4% at 0.1%
and 0.01% FAR, respectively. The second and third best performance are also obtained by variants
of the ArcFace model. In Protocol-2 the variations observed between the GAR at 0.1% and 0.01%
is less than that obtained in Protocol-2. The improved GARs at lower FARs further suggest that

deep learning based face recognition models are able to handle variations due to obfuscation better,
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Figure 4-11: ROC curves on the DFW2019 dataset for Protocol-1 and Protocol-2. Images have
been taken from the published manuscript [136].

that is, scenarios where a genuine user attempts to obfuscate their identity by means of an external

accessory.

(iii) Protocol-3 (Plastic Surgery): Figure 4-12(a) presents the ROC curves for Protocol-3, that
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Table 4.13: Verification accuracy (%) on the proposed DFW2019 dataset for the Obfuscation pro-
tocol (Protocol-2). The table summarizes the performance of participants and the baseline results.

Algorithm GAR
@0.1%FAR \ @0.01%FAR
A-1 95.7 914
A-2 98.7 97.9
A-3 97.0 94.4
A-4 98.9 98.4
A-5 91.6 86.6
A-6 92.3 87.7
A-7 92.3 87.6
A-8 57.5 38.6
A-9 91.1 80.5
A-10 80.0 71.2
A-11 90.5 80.5
Baseline (LightCNN) 55.5 36.9
Baseline (ResNet-50) 35.3 16.4

Table 4.14: Verification accuracy (%) for the Plastic Surgery protocol (Protocol-3). Results of the
submissions and baseline performance computed using ResNet-50 and Light CNN-29v2 have been
presented in the table.

Algorithm GAR
@0.1%FAR \ @0.01%FAR
A-1 94.8 87.6
A-2 98.4 95.6
A-3 93.6 86.4
A-4 98.4 95.6
A-5 95.2 90.4
A-6 95.6 92.0
A-7 78.8 47.6
A-8 70.8 43.6
A-9 86.8 76.8
A-10 73.6 54.0
A-11 90.0 81.2
Baseline (LightCNN) 69.2 47.2
Baseline (ResNet-50) 46.4 22.4

is, variations brought in the face due to the plastic surgery procedure. Table 4.14 also presents
the GAR values obtained at the specified FARs of 0.1% and 0.01% for all the submissions and

baseline results. Best performance of 98.4% and 95.6% is obtained via A-2 (ArcFacelnter) and
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Figure 4-12: ROC curves on the DFW2019 dataset for Protocol-3 and Protocol-4.

A-4 (ArcFacelntralnter) for 0.1% and 0.01% FAR, respectively. The second and third best perfor-
mance are obtained by A-6 (FakeFacev2) and A-5 (FakeFace) submissions, wherein a difference
of around 3% is observed at 0.1%FAR. High verification performance on both FARs demonstrate

the effectiveness of the submissions for handling face recognition under variations due to plastic
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(b) Protocol-4 (Overall)
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Table 4.15: Verification accuracy (%) for the Overall protocol (Protocol-4). The table presents the
performance of the participants and baseline results computed using ResNet-50 and LightCNN-
29v2.

Algorithm GAR
@0.1%FAR \ @0.01%FAR
A-1 95.2 88.6
A-2 98.3 92.0
A-3 96.7 92.1
A-4 98.4 93.6
A-5 91.4 82.2
A-6 92.1 83.1
A-7 90.7 73.6
A-8 57.1 37.4
A-9 90.7 76.1
A-10 78.8 62.8
A-11 90.0 76.0
Baseline (LightCNN) 55.7 36.5
Baseline (ResNet-50) 35.9 16.8

surgery.
(iv) Protocol-4 (Overall): Protocol-4 evaluates the performance of a face recognition system on
the entire DFW2019 dataset. Figure 4-12(b) presents the ROC curves of the submissions and
baseline results, and Table 4.15 presents the GAR values obtained at 0.1% and 0.01% FAR, re-
spectively. A-4 (ArcFacelntralnter) achieves the highest performance on both the FARs: 98.4%
and 93.6% at 0.1% and 0.01% FAR, respectively. This is followed by A-2 (ArcFacelnter) and A-3
(ArcFacelntra) on both the FARs.

Overall, the DFW2019 competition received 11 submissions, all of which utilized deep learn-
ing based pre-trained networks. It is our belief that the availability of networks pre-trained on large

datasets facilitates discriminative feature extraction, resulting in high performance.

4.9 DFW2019 Dataset: Easy, Medium, and Hard Pairs

Based on the degree of difficulty of verifying a pair of face images, the DFW2019 dataset is divided
into three components: easy, medium, and hard. This section presents an analysis of the dataset

along the above mentioned components. The easy partition contains those image pairs which are
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Table 4.16: Total easy, medium, and hard pairs at 0.01% FAR. Easy refers to the number of pairs
correctly classified as TP (True Positive)/TN (True Negative). Medium refers to the number of
pairs correctly classified as TP/TN by two algorithms, while Hard refers to the number of TP/TN
pairs correctly classified by at most one algorithm.

| | Genuine (TP) | Imposter (TN) | Total |

Easy 7,743 2,933,312 2,941,055
Medium 1,595 445 2,040
Hard 1,429 185 1,614

relatively easy to correctly verify by face recognition algorithms. On the other hand, the hard
partition contains those image pairs which are harder to verify by face recognition algorithms.
Division of the DFW2019 dataset in easy, medium, and hard categories is similar in concept to the
partitioning of the DFW2018 dataset [143], as well as the Good, Bad, and Ugly components of the
FRVT 2006 competition dataset [117].

For the DFW2019 dataset, the results obtained by the top-3 teams for the Overall protocol
(protocol-4) have been utilized to create the (i) easy, (ii) medium, and (iii) hard partition. As
observed from Table 4.15, the top-3 teams correspond to: (i) A-4 (ArcFacelntralnter), (i1)) A-6
(FakeFacev2), and (iii) A-7 (Mozart). For the DFW2019 dataset, the easy partition corresponds to
the image pairs correctly classified by all three algorithms. The medium partition contains pairs of
face images which have been correctly classified by any two of the top-3 submitting teams, while
the hard partition contains image pairs which have been classified correctly by any one algorithm,
or have been incorrectly matched by all three algorithms. The partitioning of the DFW2019 dataset
has been performed for both genuine and imposter pairs, and mutual exclusion has been ensured

across the three partitions.

Table 4.16 presents the count of the easy, medium, and hard pairs for the DFW2019 dataset
at 0.01%FAR. For the genuine set, 7,743 pairs belong to the easy category which were correctly
matched by the top three teams. On the other hand, 1,429 pairs correspond to the genuine hard
partition which were incorrectly classified by at least two of the top three teams (almost 14% of
the entire genuine set). Figure 4-13 presents a Venn Diagram demonstrating the number of mis-
classifications of genuine pairs from the DFW2019 dataset. It can be observed that 603 pairs
were mis-classified by all top-3 teams, which form a part of the hard partition for the DFW2019

dataset. In total, the medium and hard partitions correspond to 3,654 pairs of face images from the
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Figure 4-13: Venn diagram demonstrating the number of mis-classifications of the genuine pairs
by the top-3 teams (A-4: ArcFacelntralnter, A-6: FakeFacev2, A-7:Mozart) at 0.01% FAR. The
common region (603 samples) is a subset of the hard samples which were mis-classified by all
algorithms.
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Figure 4-14: Scatter plot of the scores obtained by the top-3 teams for the Easy, Medium, and Hard
pairs of the DFW2019 dataset.

DFW2019 dataset. Figure 4-14 presents the scores obtained by the top-3 algorithms for the three
partitions. Scores for the easy and hard sets of the DFW2019 dataset occupy opposite ends of the

distribution, while scores corresponding to the medium partition are present in the middle.

In several law enforcement applications, face recognition systems are often required to operate

under the strict threshold of 0% FAR. That is, no imposter pair should be incorrectly classified
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Figure 4-15: Venn diagram demonstrating the number of mis-classifications of the genuine
pairs (True Positive samples) by the top-3 teams (A-4: ArcFacelntralnter, A-6: FakeFacev2, A-
7:Mozart) for O False Positives. The common region (10,594 samples) corresponds to a subset of
samples which were mis-classified by all algorithms.

as a genuine pair (0 FAR) while correctly classifying the genuine set of images (high GAR). On
the DFW2019 dataset, Figure 4-12(b) can be analyzed to observe very low performance at lower
FARs for the overall protocol. Figure 4-15 presents a Venn Diagram for the number of incorrect
classifications of the genuine set by the top-3 algorithms at 0% FAR. 10,594 pairs of images are
mis-classified by all three algorithms, which corresponds to 98.39% of the total genuine samples.
The reduced performance at lower FARs suggests the need for robust face recognition systems
applicable to critical law enforcement applications. It is our belief that moving forward, face
recognition algorithms should focus on further reducing the number of hard pairs, while achieving

high accuracy on the easy partition.

4.10 Summary

This research presents a novel Disguised Faces in the Wild dataset (referred to as the DFW or
the DFW2018 dataset) and the Disguised Faces in the Wild 2019 (referred to as the DFW2019)
dataset. The DFW?2018 dataset contains 11,157 images pertaining to 1,000 identities with varia-
tions across different disguise accessories, while the DFW2019 dataset contains 3,840 images of
600 subjects. All images are collected from the Internet via relevant keyword searches on different
search engines, thereby demonstrating wide variations with respect to pose, illumination, lighting,

resolution, capturing device, and disguise accessories. A given subject may contain four types of
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images: normal, validation, disguised, and impersonator. Out of these, normal and validation im-
ages are non-disguised frontal face images. Disguised images of a subject contain genuine images
of the same subject with different disguises. Impersonator images correspond to images of differ-
ent people who try to impersonate (intentionally or unintentionally) another subject. Additionally,
the DFW2019 dataset contains variations due to different disguise accessories, and before-after
images for plastic surgery and bridal make-up. To the best of our knowledge, these are the first
disguised face datasets to provide impersonator images for different subjects. This research also
presents pre-defined evaluation protocols and baseline results of two state-of-the-art deep learning
based networks: LightCNN-29v2 [177] and ResNet-50 [47] for both datasets. The two datasets
were released as part of the International Workshop on Disguised Faces in the Wild, held in con-
junction with the Computer Vision and Pattern Recognition (CVPR) conference, 2018, and the
International Conference on Computer Vision (ICCV), 2019, respectively. This research also sum-
marizes the performance of the submissions received as part of the competitions, and analysis has
also been performed by partitioning the datasets into three components: (i) easy, (ii) medium, and
(111) hard. Dedicated research in the direction of disguised face recognition could help in the de-
velopment of robust face recognition systems, imperative for several real world applications. It is
our hope that the DFW dataset would help facilitate research in this important yet less explored
domain of face recognition. This research has been published in the IEEE Transactions on Bio-
metrics, Behavior, and Identity Science; and the IEEE/CVF International Conference on Computer
Vision Workshops, 2019. All the images have been taken from the above published manuscripts
[136, 143].
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Chapter 5

Disguised Resilient Face Verification

5.1 Introduction

Recently, the Los Angeles Police Department released the top phrases used to describe suspects'.
Most of the keywords correspond to some form of accessory used to obscure one’s face, such as
cap/hat, hoodie, mask, or wig. Such accessories are often also used in day-to-day life, resulting in
unintentional obfuscation of the facial region. Hidden biometric information (e.g. facial region)
often causes challenges to a face recognition system [150], presenting the need to develop systems
invariant to disguise variations.

Disguised face recognition refers to the task of matching face images with variations due to
disguise accessories. It has wide-spread applicability in scenarios related to law-enforcement and
surveillance. An automated recognition system often utilizes data captured via surveillance cam-
eras such as CCTV cameras, resulting in low resolution facial regions (often less than 32 x 32).
To the best of our knowledge, no research has focused on low resolution face recognition under
disguise variations; an important yet unexplored problem. To this effect, this research proposes
a novel Disguise Resilient framework for disguised face verification, applicable to low resolution
facial images as well.

Broadly, the use of disguise accessories can either be to (i) obfuscate one’s identity or (ii)
impersonate another individual. Unintentional use of accessories such as sunglasses or scarves

often obfuscate the face region [35, 45], rendering automated face recognition challenging. On the

Thttps://lasentinel.net/suspect-wore-a-hoodie.html
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Figure 5-1: This research presents a novel Disguise Resilient (D-Res) framework for learning dis-
guise invariant features. The framework utilizes the proposed DED-Net architecture for processing
tessellated face images. Ten score pairs (s; = [¢;, ¢2]) are obtained via the classifier (one for each
patch) for genuine and imposter classes. The scores are combined in a weighted manner (using
weights w;) to generate the final score s for the given input image pair.

other hand, such accessories can often also be used to impersonate another individual, or appear
as their look-alike. In such scenarios, a robust face recognition system should be able to correctly
identify the individual as an imposter. Recent research in disguised face recognition has resulted
in algorithms achieving promising results for the scenario of obfuscation. For example, in the
recent Disguised Faces in the Wild 2019 competition [136], for the scenario of obfuscation, the top
performing team achieved 98.9% and 98.4% Genuine Acceptance Rate (GAR) at 0.1% and 0.01%
False Acceptance Rate (FAR), respectively [22]. On the other hand, at the same FAR values, the
best performance of 74.4% and 51.2% GAR was obtained for the impersonation protocol [136].
The considerable low performance for the impersonation protocol suggests the challenging nature

of the problem, and the need for dedicated research focus.

This research presents two-fold contributions: (i) a novel supervised Encoder-Decoder formu-
lation, termed as the DED-Net, capable of learning disguise-invariant features from face images,
and (i1) the proposed Disguise Resilient (D-Res) framework (Figure 5-1) for disguised face verifi-
cation, applicable to low resolution face images as well. Global and local features are learned from
the full face and different facial patches in order to learn an effective verification model. Extensive
evaluation is performed on the two most recent and challenging datasets: the DFW2018 [143] and
DFW2019 [136] datasets. This is also the first work presenting benchmark results and baselines
for low resolution disguise face verification for three different resolutions: 32 x 32, 24 x 24, and
16 x 16. Experimental evaluation demonstrates the accuracy improvement achieved by the D-Res

framework on multiple protocols for both the datasets.
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5.2 Related Work

Automated disguised face recognition has garnered the attention of the research community over
the past several years. Initial research focused on identifying the non-disguised facial patches,
followed by the extraction of hand-crafted features invariant to disguise variations. For example,
Ramanathan et al. [121] and Martinez et al. [92] utilized a combination of eigenspaces and
Mahalanobis distance for disguised face recognition. Singh et al. [145] proposed using 2D log-
polar Gabor features for disguised face verification, while Wright e al. [176] focused on extracting
sparse features for faces with occlusions, to eliminate the effect of disguise on face recognition.
Dhamecha et al. [26] proposed identifying non-disguised facial patches, and matching using a

Local Binary Pattern based algorithm.

Recently, with the advent of representation learning algorithms, researchers have also tried to
learn disguise-invariant representations for efficient face recognition. Moreover, the availability of
real-world datasets and challenging competitions, such as the Disguised Faces in the Wild (DFW)
competition series [136, 143], have further pushed the state-of-the-art for disguised face recog-
nition. Smirnov et al. [148] proposed learning a face verification network using hard example
mining and auxiliary embeddings. Zhang et al. [187], Subramaniam ef al. [151], and Bansal et
al. [7] proposed using ensembles of deep learning based face recognition systems for addressing
disguised face verification. In 2019, Deng and Zafeiriou [22] proposed using the ArcFace loss,
while modeling the inter-class and intra-class variations. Suri et al. [153] proposed A-LINK, an
active learning based inter-domain knowledge algorithm for modeling the disguise variations in

deep learning networks.

Despite the recent advances and improvement in disguised face verification, the state-of-the-
art performance is substantially lower as compared to traditional face recognition. For example,
the best reported results for the Impersonation protocol of the DFW 2019 dataset are around 78%
[136], whereas over 99% verification performance has already been achieved on the widely-used
Labeled Faces in the Wild (LFW) dataset [57]. Further, to the best of our knowledge, no research
has focused on understanding the resolution effects on disguised face verification; an imperative

task for surveillance settings.
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Figure 5-2: Overview of the proposed Disguise Resilient Framework on full face images. Pair
of images are provided to the DED-Net model for feature extraction, followed by concatenation
and input to the classifier. The classifier outputs a score denoting whether the two images belong
to the same subject or not. The DED-Net is a convolutional encoder-decoder model, containing
convolution (conv.) and deconvolution (deconv.) filters at different layers (represented by squares).
It 1s optimized via the Cosine and Mahalanobis distance based minimization between the input
and the reconstruction, along with the Mutual Information based loss between the features. The
classifier is a classical neural network containing neurons in each layer (represented as circles).
The different colors in the extracted feature signify different values at each position. Figure has
been taken from the published manuscript [140].

5.3 Proposed Disguise Resilient (D-Res) Framework

Disguised face verification refers to the task of matching a given pair of facial images and classi-
fying them as genuine (same class) or imposter (different class). Here, at least one of the images is
disguised in nature i.e., it contains variations due to disguise accessories. Owing to the presence of
disguise accessories, often parts of the facial region are obfuscated or have a different appearance
than their original self (e.g. due to make-up or plastic surgery). Disguised face recognition thus

suffers from its own set of unique challenges. Specifically:

* There exists high variations between images of an individual caused due to make-up or

obfuscation due to artifacts (high intra-class variations).

* In cases where individuals intentionally alter facial features to appear similar to another

individual, it leads to higher similarity between subjects (low inter-class variations).

* Disguised faces further present the challenge of no definitive facial region being altered or
no specific kind of artifact being used. As described previously, there are several types of

disguises: make-up, or use of accessories such as beard, moustache, sunglasses, or scarves,
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which increases the diversity of the problem, making face recognition further challenging as

well as pertinent.

Therefore, an effective disguised face verification algorithm must be able to extract discriminative
features from the given image pair, useful for accurate verification. Further, the algorithm must be
invariant to minor variations in the input image (such as light make-up or slight obfuscations).

In order to handle the above highlighted challenges, we propose an Encoder-Decoder model,
termed as the Disguise Encoder-Decoder network (DED-Net). An Encoder-Decoder model con-
sists of an encoder network which learns a representative feature for the given input, followed by
a decoder network used to reconstruct the input image from the learned feature. Traditionally, in
an encoder-decoder formulation, the optimization function minimizes the error between the input
and the reconstructed output using the Euclidean distance. Euclidean distance has shown to per-
form well with images of a similar distribution, however, we postulate that a multi-objective loss
function with different distance metrics is more suited to learn disguise resilient features. Thus, we
propose the DED-Net model, which is further extended to present the Disguise Resilient (D-Res)
framework for face verification. The D-Res framework utilizes tessellation on the input facial im-
ages for obtaining both local and global features, thus being useful for disguised face verification.

The following subsections elaborate upon the proposed model and the proposed framework.

5.3.1 Disguise Encoder-Decoder Network (DED-Net)

The proposed model is designed such that it is able to learn representations while encoding the (i)
“direction” variations between the image vectors, i.e. the locally altered features due to make-up or
illumination (i1) “distribution” of pixel values, i.e. learn features resilient to noise and disturbance
due to obfuscation or additional artifacts, while incorporating (iii) “supervision” during feature
learning. The proposed model is thus better suited to handle disguise-specific variations caused due
to the challenging nature of the problem. The proposed DED-Net formulation incorporates two
distance metrics: Cosine and Mahalanobis for learning features invariant to disguise, both in forms
of obfuscation and impersonation. Both the distance metrics are more resilient to non-identically
and non-independently distributed feature vectors. This enables the feature learning model to

incorporate the direction and magnitude of the loss between the input and its reconstruction. It
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is our belief that for disguised face recognition, the Cosine distance is a suitable metric since it
focuses on modeling the distribution of the pixels in two given images, as opposed to their exact
pixel values. Therefore, in scenarios of variations in the pixel intensity values due to make-up, the
Cosine distance will be able to model the similarity better as compared to the Euclidean distance.
Further, for disguised face images, we believe that the Mahalanobis distance is a well-suited metric
for an Encoder-Decoder architecture since it focuses on minimizing the reconstruction error based
on a set of selected weight vectors, thus learning a model invariant to minor manipulations in the
images. Due to the increased variability of data, we also incorporate a pair-based supervision term
in the formulation of the proposed encoder-decoder model to enforce learning features invariant to
disguise. This is accomplished by introducing Mutual Information (MI) as a penalty term in the
loss function. If the mutual information is high, the dependence between the two vectors is high,
thus resulting in good classification accuracy. Applying Mutual Information between the learned
representations ensures similar features for same-class samples; a distinctive property useful for
face verification models. Figure 5-2 presents a diagrammatic representation of the DED-Net model
for an input pair of images. Thus, for a pair of images (X, X5) and label y, the proposed DED-Net

model is mathematically expressed as:

Lp-res = —||X1 © DEX))|I* — [|X2 © D(E(X))|[* +

Lo
|IXa @ (DEX))I” + ||ij9 (D(E(Xa)))|I* + Ane[IM]]y (5.1)
Ly
_yx MI(E(X1), E(Xa)) + (1 —y) * MI(E(Xy), £(Xs)) + ArR

/

Vv
Ly

where, £(.), D(.), and MI(.) refer to the Encoder network, Decoder network, and the Mutual
Information function. ® and & refer to the Cosine and Mahalanobis operator, respectively. M
refers to the Mahalanobis matrix, Ay, refers to its respective weight constant, and Az R is the
regularization term on the network weights. The first four terms ensure learning of representative
features for the input pair via the Cosine and Mahalanobis loss functions, while the next two terms
incorporate supervision for learning discriminative features. The proposed DED-Net model thus

utilizes a multi-objective loss function for learning features useful for disguise recognition. Each
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component of the proposed model has been described in detail below:

Cosine based Loss Function (L): Cosine similarity models the similarity between two vectors
in terms of their direction variations. It calculates the similarity based on the relationship of the
vector values in contrast to the absolute magnitude difference between the two. Therefore, it has
extensively been used in subspace learning algorithms that attempt to find vectors that best repre-
sent the given set of classes and for classification tasks [165]. In order to learn disguise resilient
features, cosine similarity enables learning features invariant to make-up or local alterations which
are common in cases of impersonation or passive disguises. We propose to utilize the Cosine sim-
ilarity between the input and the output of an Encoder-Decoder model. The Cosine similarity is

given as:
a-b

Cos(a,b) = a© b||* = —rm
lall3 > [|bl]3

(5.2)

where, C'os(a, b) represents the Cosine similarity between two vectors a and b, and ® represents the
Cosine similarity operator. Incorporating the Cosine similarity in an Encoder-Decoder model with

an encoder network as £(.) and a decoder network as D(.), results in the following formulation:
Lo=—|XODEX))|*+ AR (5.3)

where, X refers to the input sample, £(X) refers to the learned representation, and D(£(X)) refers
to the reconstructions obtained by the decoder. R is the regularizer on the network weights, and
XR is the regularization weight. As opposed to the Euclidean distance based encoder-decoder, the
above model does not attempt to replicate the pixel values of the input data at the reconstruction
layer, rather it learns representations such that the relationship between the pixels at the recon-

struction is similar to that at the input.

Mahalanobis based Loss Function (£,,): We propose using the Mahalanobis distance to model
the distribution of reconstructed sample’s pixel values with respect to the input sample. Maha-
lanobis distance accounts for the variability in the data distribution and is a unit-less scale-invariant
distance metric which is used to measure the distance between two given points. For two vectors

a and b, the Mahalanobis distance is given as:

Mah(a,b) = ||la ® b||* = (a — b)"M(a — b) (5.4)
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(c) Before-After Bridal Make-up Images for Sample Subjects

Figure 5-3: Sample images from the DFW2019 dataset having variations due to (a-b) disguise
accessories demonstrating their genuine images (images belonging to the given subject (Subject-A
or Subject-B)) and impersonator images (images of different subjects impersonating the given sub-
ject). The DFW dataset also contains images having variations due to (c) bridal make-up (sample
images of three subjects have been shown before and after applying the make-up). The use of
accessories results in obfuscated face regions, rendering automated face recognition challenging.

where, Mah(a,b) represents the squared Mahalanobis (pseudo) distance between a and b. M
represents a pseudo-distance matrix having the dimensions [m x m], where m corresponds to the
vectorized dimension of the input sample. Traditionally, in Mahalanobis distance calculations, M
is a symmetric positive semi-definite matrix, however, for minimizing the reconstruction error of
the encoder-decoder model, these constraints are relaxed. The encoder-decoder formulation with

Mahalanobis (pseudo) distance can be represented as:
Ly =X & (DEXDI + AulMls + XR (5.5)

Similar to Equation 5.3, )\;/% enforces regularization on the network weights. In the above equation,
we enforce a ¢;-norm on the learned Mahalanobis matrix, that is, ||M]||; with a regularization
weight \y;. ¢1-norm promotes learning of a sparse M matrix, which forces the model to focus
on some weight connections while minimizing the reconstruction loss. This enables the model to
iteratively update its weights based on the reconstruction loss of a subset of the total nodes of the
network. Therefore, minimizing the Mahalanobis distance ensures weight vectors are selected such
that the distance between the input and its reconstruction is minimized when both are projected

onto M. This implies that the representation encodes information invariant to minor manipulation
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of pixels and does not overfit on the training data.

MI based Loss Function (£,,;): Adding the above mentioned distance metrics in the loss function
ensures the learning of disguise resilient features. However, disguised faces bring with them the
challenge of increased variations between images belonging to the same subject and also reduced
differences between two different individuals due to similar accessories such as beard or scarf.
Therefore, we add an additional supervision in the loss function via mutual information based
penalty for a given pair of images. This results in learning discriminative features which enhances

the recognition performance. Given two vectors (a, b), Mutual Information (MI) is given as:

M1I(a,b) = p(a,b)log <]%) (5.6)

We propose to incorporate mutual information between the learned features of an image pair as
a penalty term to introduce supervision in the encoder-decoder model. Given two inputs, X; and
X, mutual information is applied on the learned representations obtained by the Encoder (£(.)).

For a given pair of images and corresponding features, the MI based loss function is given as:
Lyr=y*MI(E(X4), (X)) — (1 —y) = MI(E(Xy),E(X2)) (5.7)

where, y is the label of the pair of the images i.e., whether they belong to the same subject (y = 1)
or not (y = 0). Mutual information between the features of a pair of images is encoded as a
supervised regularizer. Since mutual information is a similarity term, it is added in the loss function

with a negative sign.

5.3.2 D-Res Framework for Face Verification with Disguise Variations

The proposed model has been used to prepare the D-Res framework for disguised face verification.
Face verification models are required to process a pair of input images and output a score signify-
ing whether the pair is genuine (belonging to the same class) or imposter (belonging to a different
class). Figure 5-2 presents the D-Res framework for face verification using full face images. A
pair of images are provided as input to the DED-Net model, resulting in a pair of feature vectors.

The features are concatenated and provided as input to a three-dense layer neural network for clas-
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sification into same or different class. The same pipeline is followed during the model training and

testing.

D-Res Framework on Tessellated Face Images: Since disguised face recognition suffers from
the challenge of arbitrary changes in different parts of the face image, the proposed D-Res frame-
work also utilizes the tessellated face image. As has been observed in the literature [11, 16],
tessellation of the face image enables an algorithm to focus on local features. Figure 5-1 presents
a broad overview of the entire framework using the whole face and tessellated face as input. A
pair of images are provided as input, followed by their tessellation into nine patches each. The
generated patches are overlapping in nature, such that one-third of a given patch overlaps with the
horizontal and vertical neighboring patches, respectively. Therefore, ten pairs consisting of the
whole face and face patches are provided to the DED-Net model, followed by the classifier. For an
input pair of images, there exist ten score vectors for same or different class (one for the full face
pair, and nine for patch pairs). Weighted score-level fusion is performed on the scores to obtain

the final score, as follows:
10
i=1

where, wj is the weight for the i" score (s?). Final decision is taken based on the weighted score
(s). At the time of testing, following Figure 5-1, the trained models are used for feature extraction

and classification.

5.4 Experiments and Implementation Details

The effectiveness of the proposed D-Res framework has been evaluated on two datasets: (i) Dis-
guised Faces in the Wild 2018 (DFW2018) dataset [143] and (ii) Disguised Faces in the Wild 2019
(DFW2019) dataset [136]. Figure 5-3 presents sample face images from the DFW2019 dataset.
Experiments have been performed for the original high resolution images, where comparison has
been drawn with the baseline results and the state-of-the-art results. Experiments have also been
performed to present the baseline and benchmark results on low resolution images having resolu-

tions 32 x 32, 24 x 24, and 16 x 16.
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Table 5.1: Verification Accuracy (%) on the DFW2018 dataset. Owing to the same protocol, some
results have directly been taken from the published paper [143]. The best performance is given in
bold, while the second best has been underlined.

Algorithm Protocol-1 Protocol-2 Protocol-3
1%FAR \ 0.1%FAR \ 1%FAR \ 0.1%FAR \ 1%FAR \ 0.1%FAR
VGGFace [143] 52.77 27.05 31.52 15.72 33.76 17.73
ResNet-50 [143] 73.94 38.48 54.86 31.55 56.22 32.68
A-Link [153] 95.73 75.38 88.97 72.13 89.30 72.72
AEFRL [148] 96.80 57.64 87.82 77.06 87.90 75.54
DenseNet+COST [154] 92.10 62.20 87.10 72.10 87.60 71.50
MiRA-Face [187] 95.46 51.09 90.65 80.56 90.62 79.26
ArcFace [22] 98.66 60.84 95.08 92.20 95.11 91.76
FLF [84] - - - - 91.30 78.55
DDEFR [199] 96.30 60.84 90.19 80.61 90.30 79.57
TeCS? + DenseNet [155] 96.9 65.3 90.6 79.2 90.9 79.8
] Proposed H 98.02 \ 93.16 H 96.83 \ 90.58 H 97.18 \ 91.80

DFW2018 Dataset [143]: The DFW2018 dataset is a CVPR2018 competition dataset, containing
11,157 face images of 1,000 subjects. The dataset contains face images collected from the Web,
demonstrating variations across different disguise accessories such as scarves, hats, sunglasses,
turbans, and beards. For a given subject, the dataset contains two non-disguised face images,
multiple disguised images, and multiple impersonator images. The impersonators of a subject cor-
respond to different people who appear to impersonate or look like them. The dataset contains
three pre-defined protocols: (i) Impersonation, (ii) Obfuscation, and (iii) Overall. Protocol-1 fo-
cuses on evaluating a face recognition algorithm for impersonators, that is, pairs of images which
appear to belong to the same subject but do not, while the second protocol focuses on evaluating
an algorithm under disguise variations for genuine pairs. The third protocol evaluates an algorithm
on the entire dataset. Experiments have been performed on all three protocols: pre-defined training
testing split is followed, where images pertaining to 400 subjects form the training partition (3,386

images) while the remaining 600 subjects form the test set (7,771 images).

DFW2019 Dataset [136]: The DFW2019 dataset is an ICCV2019 competition dataset, containing

3,840 face images of 600 subjects. The dataset encompasses variations across disguise acces-

105



sories, bridal make-up, and plastic surgery. Since it has been collected from the Web, the dataset
contains unconstrained images with variations due to pose, illumination, acquisition device, gen-
der, and ethnicity. Four protocols have been defined on the DFW?2019 dataset: (i) Impersonation,
(i1) Obfuscation, (iii) Plastic Surgery, and (iv) Overall. Protocols 1,2,4 are similar to those of the
DFW2018 dataset, whereas Protocol-3 focuses on evaluating an algorithm under variations ob-
served due to plastic surgery. Experiments have been performed on all protocols, and consistent
with the pre-defined protocol, all images have been used as the test set, and no explicit training has

been performed on the DFW2019 dataset, thus resulting in a cross-dataset evaluation protocol.

Implementation Details: Figure 5-2 presents the complete pipeline for the proposed D-Res frame-
work. For all the experiments, a pre-trained ResNet-50 [47] based Encoder-Decoder model is used
as the base architecture, followed by a three dense layer neural network as the classifier. The Ma-
halanobis matrix (IM) is initialized as an identity matrix, and updated using gradient descent during
model training. Training has been performed using a Nvidia K40 GPU, with an initial learning rate
of 1e—4 using the Adam optimizer [69] for 200 epochs, and a batch-size of 50. The weights for Eq.
5.8 and the A values (Eq. 5.1) have been obtained empirically via grid search [9]. The value of the
A parameters varies in the range of 0.01 — 0.1 for different experiments (Eq. 5.1), and Dropout [53]
has been used as the regularizer (R). Specifically, for the DFW2018 and 2019 datasets, A\ = 0.1
and A\y; = 0.02. Data augmentation has been performed during training by means of flipping along
the y-axis, color variations, and adding Gaussian noise. Bicubic interpolation has been used for

increasing/decreasing the resolution of the face images for different experiments.

5.5 Results and Analysis

Tables 5.1-5.4 and Figures 5-6-5-7 present the results obtained on the DFW2018 and DFW2019
datasets. Pre-defined metrics have been used for reporting the results: GAR@1% FAR and
GAR@0.1% FAR for the DFW2018 dataset, while GAR@0.1% FAR and GAR@0.01% FAR
have been used with the DFW2019 dataset. The performance of the proposed D-Res framework
along with the baseline results have also been provided for varying resolutions of the input image,

that is, 32 x 32, 24 x 24, and 16 x 16. Beyond disguised face verification, additional results have
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also been reported on standard benchmark face verification datasets.

Table 5.2: Genuine Acceptance Rate (GAR) (%) on the DFW2019 dataset for Protocol-1 (Imper-
sonation), Protocol-2 (Obfuscation), Protocol-3 (Plastic Surgery), and Protocol-4 (Overall) for two
False Acceptance Rates: 0.1% and 0.01%. Comparative results have directly been taken from the
published manuscript [136]. The best performance is given in bold, while the second best has been

underlined.

Algorithm Protocol-1 Protocol-2 Protocol-3 Protocol-4
0.1% \0.01% \ 0.1% \0.01% \ 0.1% \0.01% \ 0.1% \ 0.01%
Baseline (ResNet-50) 47.6 384 35.3 16.4 46.4 22.4 35.9 16.8
Baseline (LightCNN) 744 | 51.2 55.5 36.9 69.2 47.2 55.7 36.5
XuXu 66.0 244 90.5 80.5 90.0 81.2 90.0 76.0
Light CNNDFW 70.4 432 57.5 38.6 70.8 43.6 57.1 374
Composite Mini Batch [149] || 52.4 1.2 92.3 87.7 95.6 92.0 92.1 83.1
FEBNet [151] 54.8 424 92.3 87.6 78.8 47.6 90.7 73.6
ArcFacelnter [22] 72.4 44.8 98.7 97.9 98.4 95.6 98.3 92.0
ArcFacelntralnter [22] 56.8 17.6 98.9 98.4 98.4 95.6 98.4 93.6
Proposed | 792 | 552 [[ 992 ] 973 | 98.0 | 96.0 | 98.7 | 96.3

5.5.1 Performance of the D-Res Framework

Comparison with State-of-the-art Algorithms on the DFW2018 Dataset: Table 5.1 presents
the performance of the D-Res framework, along with the other comparative algorithms and base-
line results on the DFW2018 dataset. Owing to the same protocol, results have directly been taken
from the published manuscripts. The effectiveness of the proposed framework can be observed
across all three protocols, where it achieves the state-of-the-art or second best performance. For
example, on the Impersonation protocol, the proposed framework demonstrates a substantial in-
crease at 0.1%FAR, by achieving 93.16%, showcasing an improvement of over 18% as compared
to the current state-of-the-art (A-Link: 75.38%). Similar results can be observed for the other pro-
tocols at other FARs as well. Overall, the proposed framework achieves over 96% for all protocols
at 1%FAR, while obtaining over 90% for all protocols at 0.1%FAR. The substantial improvement
observed in the challenging Impersonation protocol strengthens the utility of the proposed frame-

work for disguised face verification.

Comparison with State-of-the-art Algorithms on the DFW2019 Dataset: Similarly, Table 5.2
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Figure 5-4: (a) Histogram of the scores obtained by the D-Res framework on the Overall protocol
(DFW2019). Separation can be observed between the genuine and imposter scores with a small
overlap. Sample genuine pairs (images belonging to the same subject) are also shown which were
not identified by the D-Res framework. The pairs had scores in the overlapping region between
the genuine and imposter scores. Excessive make-up and obfuscation results in highly challenging
samples. (b) tSNE visualization of the features learned by the D-Res framework for ten subjects
suggesting distinguishing features based on the subject information.

presents the performance of the D-Res framework along with other comparative techniques and
baseline results on the DFW2019 dataset. The proposed framework achieves comparative perfor-
mance to the state-of-the-art results, often resulting in improved performance as well. For example,
at the Overall protocol (Table 5.2), the proposed framework presents an improvement of at most
3% at both FARs as compared to the state-of-the-art algorithm (ArcFacelntralnter). Similar to
the previous dataset, the proposed framework demonstrates a substantial improvement on the Im-
personation protocol, especially at a lower FAR. An improvement of around 4% is observed at
0.01% FAR (55.2% from 51.2%). The improvement obtained by the proposed framework, es-
pecially at lower FARs, promotes its usage for real world scenarios requiring high performance
at stricter FARs. Figure 5-4(a) presents the score distribution obtained by the D-Res framework
demonstrating minimal overlap between the scores, thus suggesting high discriminability between
the features. Figure 5-4(a) also presents sample mis-classifications of the proposed D-Res frame-
work. Make-up resulting in obfuscation of true facial features also makes automated recognition
challenging. Further, Figure 5-4(b) presents the tSNE visualization of the features obtained from
the DED-Net model. The plot demonstrates distinction between different subjects, possibly due

to the Mutual Information loss component which ensures samples of the same class have similar
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Table 5.3: Ablation study of the D-Res framework on the overall protocol of the DFW2018
(Protocol-3) and DFW2019 (Protocol-4) datasets. GAR at 0.1% FAR has been reported, and the
efficacy of each component in the framework is evaluated by computing the performance of the
framework without the component.

| Algorithm | DFW2018 | DFW2019 |
Proposed - {Cosine} 85.6 94.0
Proposed - {Mahalanobis} 86.4 94.5
Proposed - {MI} 84.0 91.9
Proposed - {Tessellation} 78.5 90.4
Proposed D-Res Framework |  91.8 | 987 |

representations, while samples of different classes have varying representations. The class-specific
features learned by the DED-Net model further support the D-Res framework during the verifica-

tion process, resulting in distinguishable features for genuine/imposter prediction.

Ablation Study on the D-Res Framework: Table 5.3 presents the verification accuracy is re-
ported at 0.1% for the DFW2018 and DFW2019 datasets, on the Overall protocols. The ablation
study is performed by removing a single component from D-Res framework while keeping the
remaining as it is. Maximum drop of around 13% and 8% (on DFW2018 and DFW2019, re-
spectively) is observed upon removing the component of tessellation (‘Proposed - Tessellation’).
The accuracy drop reinstates the need for incorporating both local and global features for disguised
face verification. The second major contribution comes from the component of Mutual Information
(MI), where a drop of around 7% and 4% (on the DFW2018 and DFW2019 dataset, respectively)
is observed upon its removal from the proposed framework (‘Proposed - MI”). Mutual information
enforces similar features for different images of the same subject, thereby modeling the intra-class
variations. Removal of the MI based component might result in less discriminative features, thus
resulting in a drop in performance. Similarly, Table 5.3 presents the variations observed upon re-
moving the Cosine/Mahalanobis based component. The drop in performance due to the removal

of each component strengthens their inclusion in the D-Res framework.

For a given pair of input images, the D-Res framework takes around 0.02 seconds for fea-
ture extraction and classification (genuine/imposter) on a V100 GPU. During inference, the pro-

posed framework utilizes a lightweight ResNet-50 base architecture for feature extraction, which
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(i) 32x32 (ii) 24x24 (iii) 16x16

Figure 5-5: Images from the DFW2019 dataset at different resolutions. Images have been bicubi-
cally interpolated to 224 x 224.

is similar to or smaller than other architectures used in recent literature (ArcFace [20]: ResNet-
50/ResNet-100, GroupFace [68]: ResNet-100). Over the base architecture, the proposed D-Res
framework also performs tessellation followed by score fusion for obtaining the final output. A
marginal increase of 0.01 seconds is obtained on incorporating the tessellation step which results

in an overall performance improvement of over 8% (obtained via ablation study in Table 5.3).

5.5.2 Baseline Results and Performance of D-Res Framework for Low Res-

olution Disguised Face Verification

As discussed previously, disguised face recognition has wide-spread applicability in surveillance
scenarios, where low resolution data is often captured via CCTV cameras. Low resolution face
recognition has attracted the attention of the research community since the past few decades
[61, 110, 171], with research focusing either on super-resolution/synthesis techniques [182, 183],
learning resolution invariant features/classifiers [37, 88, 138]. However, to the best of our knowl-
edge, no research has focused on understanding or evaluating low resolution disguised face recog-
nition. To this effect, as part of this research, we present the baseline results for low resolution
disguised face recognition, along with the results of the proposed framework. Evaluation has been
performed on three resolutions: 32 x 32, 24 x 24, and 16 x 16. Figure 5-6(a) presents sample
images at different resolutions, demonstrating the decreasing information content with reducing
resolutions. Baseline results have also been computed using the pre-trained LightCNN-29 model

[177], which was also used as the baseline for DFW2019 competition (Table 5.2).
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Figure 5-6: ROC curves on the (a) DFW2018 and the (b) DFW2019 datasets, for multiple resolu-
tions at the Overall protocol. The performance of the D-Res framework has been compared with
the baseline model (LightCNN-29) for different resolutions: (i) Original, (i) 32x32, (iii) 24x24,
and (iv) 16x16. The D-Res framework outperforms the respective baseline at each resolution.

Figure 5-6(b-c) presents the Receiver Operating Characteristic (ROC) curves on the Overall
protocol for the D-Res framework and the baseline model for different resolutions. For both
the datasets, the proposed framework outperforms the corresponding baseline performance by a
respectable margin. For example, on the DFW2018 dataset, the proposed framework achieves
43.48% at 1% FAR for 24 x 24 resolution, whereas the baseline model achieves 25.28%. Similar
improvement is seen for the DFW2019 dataset as well, across different resolutions. Figure 5-7
presents the performance of the D-Res framework on all seven protocols, for the three different
resolutions, at the pre-defined FARs for both the datasets. While it is not surprising to observe a
drop in performance as the resolution decreases, a substantial drop in performance is observed be-
tween the performance on 32 x 32 and 16 x 16 face images. For example, on the DFW2019 dataset,
at 0.1% FAR, the proposed framework obtains an accuracy of 84.0% at 32 x 32, which reduces
to 49.6% at 16 x 16. While the D-Res framework achieves improved performance as compared
to the baseline, lower resolutions still present vast scope for improvement. In order to deploy face
recognition systems in real world scenarios, we believe it is imperative for future research to focus

on the challenging task of disguised face recognition with low resolution variations.
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Figure 5-7: Bar graphs demonstrating the variation in accuracy obtained over the DFW2018 and
DFW?2019 datasets for 32x32, 24x24, and 16x16 input resolutions.

5.5.3 Additional Results: Benchmark Face Verification Datasets

The proposed DED-Net model has also been evaluated on traditional benchmark face verification

datasets. Evaluation is performed on three standard datasets:

* Labeled Faces in the Wild (LFW) dataset [57] consists of 13,233 unconstrained facial images
belonging to 5,749 identities. The standard unrestricted with labelled outside data protocol

has been followed, which contains 6,000 image pairs for face verification evaluation.

e Youtube Face (YTF) dataset [175] consists of 3,425 videos of 1,595 identities. The face

verification protocol requires matching 5,000 video pairs in 10 folds and report the aver-
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Table 5.4: Verification accuracy (%) of the DED-Net model and comparative techniques on the
LFW, YTF, and 1JB-B datasets. Comparative results have directly been taken from the different
published manuscripts.

Algorithm LFW | YTF FARS le-Ié‘IIlT I? AR=1c.5
RegularFace [192] 99.61 | 96.7 - -
CosFace [165] 99.81 | 97.6 94.80 88.11
UniformFace [29] 99.80 | 97.7 - -
AFRN [65] 99.85 | 97.1 88.50 77.10
ArcFace [20] 99.83 | 97.7 94.25 89.33
GroupFace [68] 99.85 | 97.8 94.93 91.24
Circle Loss [152] 99.73 | 96.3 - -
TeCS? + DenseNet [155] | 99.40 - - -
SFace [195] 99.83 | 98.0 - -
Orthogonality Loss [180] | 99.7 - 94.33 -
] Proposed \ 99.87 \ 98.2 \ 94.89 \ 91.26 \

age accuracy. Similar to the LFW dataset, results have been reported using the standard

unrestricted with labelled outside data protocol.

* JARPA Janus Benchmark-B Face (1JB-B) dataset [174] contains 21.8K still images (facial
and non-facial), 55K frames from 7,011 videos corresponding to 1,845 subjects. Results
have been reported on the standard pre-defined face verification protocol involving identi-
fying a given pair of images as genuine or imposter. Face verification accuracy has been

reported for the False Acceptance Rate (FAR) of 1e — 4 and 1le — 5.

Table 5.4 presents the results obtained by the proposed face verification framework, along with
the recent comparative techniques. Comparison has been performed with recent angular-margin
based Softmax losses (such as CosFace [165] and ArcFace [20]), domain-specific GroupFace [68],
along with other recent techniques such as RegularFace [192] and UniformFace [29]. As shown in
Table 5.4, the proposed framework outperforms existing techniques on the LFW and YTF datasets,
by obtaining 99.87% and 98.23%, respectively. Similar performance is obtained on the 1JB-B
dataset, where the proposed framework achieves 94.89% and 91.26% accuracy for FAR = le — 4
and FFAR = le— b5, respectively. The proposed framework is thus amongst the top two performing
techniques for the IJB-B dataset. The performance obtained on the challenging benchmark face

verification datasets further strengthens the utility of the proposed framework for generic facial
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verification tasks as well.

5.6 Summary

Automated disguised face recognition is a long-standing problem and its applicability in scenarios
such as access control and surveillance suggests high real world utility. To this effect, this research
proposes a novel Disguise Resilient (D-Res) framework for effective disguised face verification.
The proposed framework utilizes the proposed Disguise Encoder-Decoder network (DED-Net) for-
mulation for extracting meaningful disguise-invariant features. The DED-Net model is optimized
using a multi-objective loss function which models the Cosine and Mahalanobis distance between
the input and the reconstructions, while introducing Mutual Information based discrimination at
the feature level. The effectiveness of the proposed framework is demonstrated on two recent and
challenging benchmark datasets: (i) DFW2018 and (i1) DFW2019 datasets, where it achieves state-
of-the-art performance in almost all seven protocols, with substantial improvement specifically for
the Impersonator protocols. This research also presents the baseline results and the performance
of the D-Res framework for low resolution disguised face recognition. Results have been demon-
strated on three resolutions: 32 x 32, 24 x 24, and 16 X 16. A sharp drop in performance is observed
from 32 x 32 to 16 x 16 resolution, thus suggesting a need for dedicated research focus. Despite the
challenging nature of the problem, the D-Res framework demonstrates improvement as compared
to the baseline performance, however, the lower accuracies demand dedicated research attention,
especially for low resolution disguised face verification.

Beyond disguise face verification, the proposed framework has also been evaluated on standard
benchmark face verification datasets, where it achieves improved performance, thus suggesting
applicability in generic face verification scenarios as well. Further, the ablation study performed
on the framework suggests contribution of tessellation and Mutual Information based components;
both of which can be incorporated in traditional classification algorithms for potential boost in
performance. Mutual information based loss promotes learning of discriminative features, while
tessellating the input image into patches enables the model to focus on different local and global
features. In future, the D-Res framework can be optimized to reduce the additional cost while

maintaining the high recognition performance. The framework achieves improved performance
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across datasets and protocols; however, dedicated effort is required for further enhancing the face
verification performance for scenarios of impersonation (79.2% obtained on Protocol-1, DFW2019
dataset as compared to 98.7% on the overall dataset). This research has been published in IEEE
Transactions on Circuits and Systems for Video Technology (IEEE T-CSVT). All images of this

chapter have been taken from the published manuscript [140].
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Chapter 6

Gender Prediction from Very Low

Resolution Face Images

6.1 Introduction

Gender is one of the primary attributes often used to describe an individual. Over the past several
decades, researchers have attempted to understand the behavioral differences between the two
genders [31, 89]. These behavioral difference have further been explored for enhancing digital
user experience, human computer interaction, and gender targeted advertisements. On the other
hand, human beings have also always used the physical differences as a key identifying attribute
of an individual. This has resulted in utilization of gender information in scenarios of surveillance,
security, and access control. Given the tremendous applications of automated gender classification,
researchers have proposed several novel algorithms using different biometric modalities to model
the same [39, 87, 106, 124, 159].

Face of an individual is one of the most distinguishable and non-invasive modalities for gen-
der recognition. Automated gender recognition! on face images has attracted the attention of
researchers since a long time. While gender recognition in controlled, well-illuminated scenarios
has been well explored, it is still considered an arduous task in unconstrained scenarios. For ex-
ample, low resolution faces captured in uncontrolled surveillance settings are difficult to process

by most of the existing automatic gender classification algorithms. In general, images captured

!Gender classification and gender recognition have been used interchangeably.
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Figure 6-1: Sample male images from SCface dataset [42] captured from surveillance cameras.

from surveillance cameras or from a distance, entail non-cooperative subjects in unconstrained
environments. These images are often of poor quality, resulting in low resolution face regions.
From Figure 6-1, it can be observed that low resolution face images often contain less information
content along with several challenging covariates. These challenges require developing a robust
algorithm which is capable of performing gender classification in the given challenging scenarios.

In the literature, researchers have explored several techniques to address the task of gender
recognition. Moghaddam et al. [99] presented the superior performance of non-linear Support
Vector Machines for performing gender recognition in low-resolution thumbnail images. Com-
parative analysis with other techniques such as Fisher linear discriminant and nearest neighbor
classifiers presented the strength of their proposed approach. Andreu et al. [6] varied the resolu-
tion of face images from 2 x 1 to 329 x 264 pixels and studied it’s effect on gender recognition for
large datasets. Experiments were performed on pixel intensity values with two classifiers, and re-
duced performance was observed with low resolution faces images. In 2016, Juefei-Xu et al. [63]
proposed DeepGender, a progressive convolutional neural network training technique for gender
recognition, with an application to low resolution face images. The model aimed to learn important
regions of the face for the given task and yielded promising results.

This research aims to address the task of gender classification in (very) low resolution im-
ages. Two supervised autoencoder formulations are proposed for learning discriminative features,
useful for effective classification. Specifically, a Class Specific Mean Autoencoder is proposed,
which uses the class information of a given sample at the time of training to learn the intra-class
similarity and extract similar features for samples belonging to the same class. Further, a novel
formulation of Class Representative Autoencoder is also presented which encodes both inter-class
and intra-class features for feature learning. For the specific task of gender classification, Auto-

gen 1s utilized, which is a Class Representative Autoencoder model for gender classification on
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(a) Male (b) Female

Figure 6-2: Mean-male and mean-female images obtained from the CMU Multi-PIE dataset [44].

low resolution face images. During the feature learning process, AutoGen aims to incorporate the

inherent characteristics of male and female facial features.

6.2 Proposed Supervised Autoencoders

Deep learning architectures have been used in literature to address a large variety of tasks [77].
Specifically, recent models such as the FaceNet [134], VGG-Face [113], and DeepFace [157]
have shown high performance for the task of face recognition. Models have been developed to
perform automated face detection and alignment as well [17, 30, 80]. Figure 6-2 presents the mean
images of the two classes, demonstrating significant variation. Based on this observation, it is
our hypothesis that projecting the image features closer to the class mean can assist in learning
class specific discriminative features. Therefore, in this work, we propose two models: (1) Class
Specific Mean Autoencoder and (ii) Class Representative Autoencoder, which learn features while
modeling the class variations, such that the learned features are discriminative in nature. Before

elaborating upon the proposed models, the following subsection presents some preliminaries.

6.2.1 Preliminaries: Supervised Autoencoders

Several researchers have proposed modifications to the traditional autoencoder architecture. Table
6.1 provides a summary of these architectures. Most of these are unsupervised in nature, however,
researchers have proposed supervised architectures that leverage the availability of labeled data
as well. In this section, we briefly present the original formulation of autoencoder followed by

discussing the existing supervised architectures.
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Table 6.1: Brief literature review of autoencoder based formulations.

Authors ‘ Approach ‘ Supervised

Vincent et al. [162] Stacked Denoising Autoencoder (SDAE): Noise is added | No
to the input data to learn robust representations.

Ng [105] Incorporated ¢; norm in the loss function of the autoen- | No
coder to introduce sparsity in the learned features.
Rifai et al. [128] Contractive Autoencoder (CAE): Input space is localised | No

by adding a penalty term which is the Jacobian of the input
with respect to the hidden layer.

Rifai et al. [127] Higher order Contractive autoencoder: CAE + Hessian of | No
the output with respect to the input.
Zheng et al. [194] Contrastive autoencoder: A term to reduce the intra-class | Yes

variations between the learned representation of samples
belonging to the same class is added at the final layer.

Wang et al. [168] Generalised Autoencoder: SDAE is modified such that the | No
representation incorporates the structure of the dataspace.
Zhang et al. [191] Stacked Multichannel Autoencoder: The gap between syn- | No

thetic and real data is reduced by learning a mapping be-
tween the two.

Gao et al. [34] Inspired from SDAE, an identification model is proposed, | Yes
where the probe image is treated as the noisy input while
the gallery images are treated as the clean input.

Zhuang et al. [200] A two layer model is proposed wherein, a representation is | Yes
learned in the first layer, and the class label is encoded in
the second layer.

Majumdar et al. [90] A joint sparsity (using ¢ 1) promoting supervision penalty | Yes
term is added to the loss function of SDAE.
Meng et al. [97] A relational term, which aims to model the relationship be- | No
tween the input data is added to the loss function.

For a given input x, the loss function of a single layer traditional autoencoder [49] is given as
follows:

argmin ||z — Wp(W.z) |5 (6.1)
W€7Wd

where, W, and W, are the respective encoding and decoding weights of the autoencoder, and ¢
corresponds to an activation function, generally incorporated for introducing non-linearity in the
model. Common examples of activation functions are sigmoid and tanh. An autoencoder learns
features (f, = ¢(W.x)) of the given input x, such that the error between the original sample and
it’s reconstruction (W, f,.) is minimized. For a k layered autoencoder, having encoding weights as

WL W2 . WF and decoding weights as W1, W2 ... 'W¥_ the loss function of Equation 6.1 is
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modified as follows:

argmin |z —boa (x)|; (6.2)

WL WE W, Wh
where, a(z) = ¢(WF(O(WEL .. (¢(W'lx))))) refers to the encoding function, and b (z) =
WIL(W2... (WEz)) corresponds to the decoding function. The first and the last layers correspond
to the input and output layers respectively, while the remaining layers are often termed as the

hidden layers.

In the literature, researchers have incorporated class information in the traditional formulation
of an autoencoder in order to facilitate supervision. Gao et al. [34] modify the denoising au-
toencoder [162] to learn supervised image representations in order to optimize the identification
performance. At the time of training, for a given subject, the probe image is the input to the au-
toencoder (analogous to the noisy input), and the gallery image of the subject (analogous to the
clean image) is the target image used for computing the reconstruction error, as in the case of a
denoising autoencoder. A similarity preservation term is added to the loss function such that the
samples belonging to the same class have a similar representation. Given probe and gallery im-
ages of class ¢, each probe image is represented using x,,; and its corresponding gallery images are

represented using ;. The loss function for the supervised autoencoder is as follows:

1
argmin — > ( [z —bo a(w)ll; + A lla(zs) — alzas)ll;
wl,.. Wk, N

i
1 k
wi,.. wk

ra( KLl + KL(on 1) ©3)

where, p, = % Z % (a(xi) + 1) and py, . = %Z %(a(xm) + 1>

here, the first term corresponds to the reconstruction error, second is the similarity preservation
term, and the remaining two terms correspond to the Kullback Leibler (KL) divergence [71] to

introduce sparsity in the hidden layers.

Contrastive Autoencoder (CsAE) proposed by Zheng et al. [194], is another variant of super-
vised autoencoder which uses the class label information during training. The loss function of
the model is the difference between the output of two sub-autoencoders trained simultaneously on

samples belonging to the same class, along with the loss function of each sub-autoencoder. The
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equation for the same is given as:

argmin A(|lz1 —bo a(z1)|; + [lo2 = boa(ws)[3) + (1= A) [On(ar) — Oxla2)l5-

wi .. Wk,

(6.4)

where, x, and z; represent two different input samples belonging to the same class. For each sub-
autoencoder, a(r) = ¢(WFo(WH L .¢(Wl(x))) and b(x) = WL(W2... Wk(x)), where W? and
W refer to the encoding and decoding weights of the i'" layer, and Oy (z) is the output of the k'

layer.

Recently, Majumdar et al. [90] present a class sparsity based supervised encoding algorithm
wherein a joint-sparsity promoting /s ; —norm supervision penalty is added to the loss function.

For samples X, belonging to total C' classes, the modified algorithm is presented as:

C
argmin IX —boaX)[5+ A [[WXelly, (6.5)

Wé:"wwlg’wlw"’ws c=1

where, X, refers to the samples belonging to class c. The regularization term enforces same
sparsity signature across each class, which leads to similar representations of samples from a given

class.

6.2.2 Proposed Class Specific Mean Autoencoder

While all the above techniques incorporate supervision into an otherwise unsupervised model, the
proposed architecture incorporates the mean feature of each class into the feature learning process
as well. The key motivation behind the proposed algorithm lies in the observation that a sample
belonging to class male is closer to the mean image of class male as compared to the mean image
of class female. Thus it is our hypothesis that if the intra-class variations are encoded, it may help
in learning class-specific features. Inspired from this observation, in this research, we present a

novel formulation of Class Specific Mean Autoencoder.

In the proposed formulation, the loss function of an autoencoder [49] is updated by introducing
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class specific information. For simplicity and clarity, Equation 6.1 is repeated as follows:

argmin ||z — Wao(W,z) |3 (6.6)

ey Wy

For an input sample z., belonging to class c, the feature vector f,_ is defined as follows:

fxc = ¢(Wexc) (67)

The mean feature vector pertaining to the c'* class is defined as:

me = p(G(WeXe)) (6.8)

where, o represents the mean operator, and X, represents all the training samples belonging to

class c.

As discussed earlier in this section, we postulate that encoding the difference between the
feature of a sample and the mean sample of the same class can help in encoding class-specific
features. In other words, the feature of a particular class is brought similar/closer to the mean
feature of that class. To encode this information, Eqs. 6.7 and 6.8 are utilized to form the following

optimization constraint:

| foe — mell3 (6.9)

The above equation is incorporated into an autoencoder to create Class Specific Mean Autoen-
coder as follows:

argmin [z, — Wa(Woao)l2 + Al fo. — e (6.10)
Wand

where, A is the regularization constant. The proposed Class Specific Mean Autoencoder learns
the weight parameters such that the features of a particular class are grouped together. Expanding

Equation 6.10, we obtain:

argmin ||z, — qub(We:Ec)Hg + Ao(Weze) — N(gb(WeXC))Hg (6.11)

e, Wy
The updated loss function of Equation 6.11 ensures that the learned feature for a sample is close
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Figure 6-3: Proposed Class Specific Mean Autoencoder. x and % represent the input and the
reconstructed samples respectively, W, and W, denote the encoding and decoding weights, and
f corresponds to the learned feature vector.

to the mean representation of its class, while being representative of the input sample as well. The

second term is added for supervised regularization and can be viewed as:
E=|fo—tl; (6.12)

for a given expected target ¢ and obtained output f,.. The above equation draws a direct parallel
with Equation 6.1, where the expected target is z, and the obtained output is (W 4¢(W.x)). Sim-
ilar to the update rule for Equation 6.1, the update rule for the above regularization term for j
expected (7;) and obtained (o;) output, with respect to weight we, ;, can be written as:

oE 1
OW,.. . 2

Ci,j

an
oW

¥ (0 — 1) * (6.13)

€i,j

Similar to the gradient descent backpropogation applied to Equation 6.1, the Class Specific Mean

Autoencoder is solved iteratively via the above update rule till convergence.

For a k layered Class Specific Mean Autoencoder, having encoding weights as W1, W2 . 'W¥,
and decoding weights as W1, W2 . "W the loss function of Equation 6.10 can be modified as:

i=k
argmin |z — boa(z.) 5+ Y A || £1, —mi; (6.14)
wl,.. Wk,

e i=1
1 k
wi,.. whk

where, a(z) = ¢(WF(S(WEL . (¢(W'lz))))) is the encoding function, and b(x) = WL(W3 .. (Wky))

e
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corresponds to the decoding function, and ffjc and m* are defined as:

fE = o(WE(@(WE L (6(Wlx.))))) (6.15)

me = (A(We(g(W . (6(WeXo)))))) (6.16)

Owing to the large number of parameters involved, the optimization of the above model is
performed via the greedy layer by layer approach [10]. At the time of testing, the learned encoding
weights (W1, W2 . WP¥) are used to calculate the feature vector for a given sample, which is
then provided as input to a classifier. Figure 6-3 presents a pictorial representation of the proposed

algorithm, for a two class problem.

Input : Training images of male (X,,,4;) and female (X f¢pqs) Classes, iter = 0, maxlIter.
Output: Encoding and decoding weights: W, W.

Initialize W, and W;

while iter < maxliter do

Compute mean male feature (m*" ) using Equation 6.8 ;

male
Compute mean female feature (m%*" . ) using Equation 6.8 ;

female

foreach x fcpaie € Xtemale do

‘ Minimize Equation 6.10 using  feynqie and m
end
foreach z,,,,. € X0 do

‘ Minimize Equation 6.10 using 4. and m
end
iter++;

end

Algorithm 1: Training Single Layer Class Specific Mean Autoencoder for Gender Prediction

iter
female>

iter .
male’

6.2.3 Proposed Class Representative Autoencoder

The Class Specific Mean Autoencoder discussed above learns representations while modeling the
intra-class variations only. However, the problem of gender classification is marred by the com-
bined problem of high intra-class variations and low inter-class variations. To this effect, Class
Representative Autoencoder is proposed which builds over the traditional unsupervised autoen-

coder, modeling both inter-class and intra-class variations at the time of feature learning. Gender
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prediction is performed by the proposed model, termed as AutoGen. The optimization function
incorporates class-specific terms for discriminative feature learning, in order to learn class-specific
representations. This is done by minimizing the distance between a sample’s representation and
the representative feature of the sample’s class, while maximizing the distance from the represen-
tative feature of all other classes. The class representative feature is computed as the mean feature
vector of all the samples of a given class. The additional terms aid in incorporating inter-class and
intra-class variations during the feature learning process such that the learned features are discrim-
inative in nature. In a n class problem, for a sample z. belonging to class ¢, the proposed model

can be written as:

n
. 2 2 2 :
argmin ||z, — b o a(z.)||7 + As |72, — mean.||m — Z i ||z, —mean;||m; Yi#c (6.17)
0 ,
=1
where, 0 = {W,, W_}, r,_ refers to the hidden representation of sample z., and A\ and \; refer
to the regularization constants for the additional terms. mean; refers to the mean feature (hidden)
representation of all samples belonging to class ¢. For a single layer AutoGen, it can be computed
as:

mean; = u(p(W.X;)) (6.18)

where, W, are the encoding weights, X; corresponds to all the training samples belonging to the

i class, and y refers to the mean operator. Expanding Equation 6.17:

arg;nin |z — deb(Wezc)Hfm + As |o(Wez,) — M(?ﬁ(WeXc))Hi“

. (6.19)
= Al o(Were) — n(6(W.X))|[3 Vi # ¢
=1

Thus, the proposed formulation (Equation 6.19) consists of three terms: a term for learning the
sample’s feature, second for incorporating class similarity, and third for incorporating dissimilarity
with other classes. As is the case with the traditional autoencoder, the first term aims to reduce
the reconstruction error. The second term is responsible for bringing the learned representation
(r;.) of a sample x belonging to the class c closer to mean, (representative feature of class s).

Since the entire loss function is minimized, this intra-class term is also minimized, thus resulting
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Feature Extraction: AutoGen

Hidden Layer

Hidden Representation, h,

Input Sample, x Reconstructed Sample, ¥

Figure 6-4: Pipeline for performing gender recognition on low resolution face images. The pro-
posed AutoGen model is used for feature extraction, followed by a neural network for classifica-
tion. AutoGen aims to learn discriminative features by incorporating inter-class and intra-class
variations during feature learning. Figure has been taken from the published manuscript [137].

in learning feature vectors closer to the mean feature representation of that class. The third term in
Equation 6.17 is responsible for maximizing the distance between the learned feature vector from
the representative features of all other classes. This inter-class term attempts to force the model to
learn a feature representation different from the representative (mean) feature of all other classes,

thereby incorporating discriminability in the feature learning process.

In order to train the above model, back-propagation is performed using the gradient descent
approach [48]. The model is trained for k iterations, such that at the ;" iteration, the parameters

learned in the previous (j — 1) iteration are updated using the derivative of the loss function. The
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weight update rule can be written as:

JE

W= wi—1
Tow

(6.20)
where, E corresponds to the loss function given in Equation 6.19. Since all three terms in the for-
mulation are differentiable (when using a differentiable activation function), the rule for updating
the weights at each iteration can be obtained by calculating the derivative of each term. In order
to extend the algorithm for deeper layers, Class Representative Autoencoder can be trained in a

greedy layer-by-layer manner [10].

AutoGen: Class Representative Autoencoder for Low Resolution Gender Recognition

The proposed formulation aims to learn discriminative features in order to enhance classification
of a given face sample into one of the two classes - male or female. At the time of training,
mean representations for both the classes are calculated and incorporated by AutoGen for feature

learning. The loss function, for a male input sample can be written as follows:
argmin ||z — g o F@a)lp + A llre,, —meann||p — Ar |Irs, —meang|[5. (6.21)

where, 7, is the learned representation for the male input sample z,,,, and mean,, is the mean
of features of all the male samples. meany corresponds to the mean of feature vector of all the

female samples. Similarly, the loss function for a female input sample is as follows:
. 2 2
arggnln |z —go f(a:f)||§;, + As|lray — meaanF — A ||rey = meaanF (6.22)

where, 7, is the learned representation for the female input sample z;. The additional terms in
the proposed model contribute to the supervised regularization during the feature learning process.
The proposed model is used for feature extraction, which is followed by a neural network for
classification. Figure 6-4 illustrates a pictorial representation of the proposed algorithm. At the
time of testing, the learned encoding weights of AutoGen (W,) are used to obtain the feature

representation of the given test face image. The feature is then provided as input to the trained
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neural network, which finally predicts whether the input face image belongs to a male class or a

female class.

6.3 Datasets and Experimental Protocol

This research aims to address gender classification in low resolution face images. In order to
evaluate the performance of the proposed algorithm, the following datasets are used that contain

images at different resolutions.

6.3.1 Datasets Used

Experiments are performed on the CMU Multi-PIE [44] and SCface [42] datasets. Details of each
dataset are as follows:

CMU Multi-PIE Dataset [44]: The dataset contains images of 337 subjects, captured in in-
door settings having variations with respect to pose, illumination, and expression. A frontal only
subset of the dataset containing 50,248 images is used in the experiments. The dataset is divided
into training and testing partitions, such that the train set consists of 18,420 images and the remain-
ing 31,828 images make up the test set. Equal samples from both classes is ensured in the training
partition.

SCface Dataset [42]: This dataset consists of visible and NIR images of 130 subjects captured
over three distances. For each distance, one subject has five visible images and two NIR images
captured in uncontrolled indoor environment. Since the aim is to perform low-resolution gender
recognition, images pertaining to only the farthest distance have been used in the experiments.
For visible spectrum experiments, 100 images are used for training, and 550 are used for testing.

Exclusivity of subjects across the training and testing partition is maintained.

6.3.2 Experimental Protocol

As part of pre-processing, face detection is performed on all datasets using Viola Jones face de-
tector [163], which is followed by geometric normalization of the face images. The detected faces

are then resized to specific resolutions for different experiments. For all the datasets, the training
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Table 6.2: Classification accuracies (%) for gender classification on 24 x 24 and 16 x 16 face
images from the CMU Multi-PIE dataset.

| Algorithm [ 24 x24]16 x 16 |
Autoencoder (AE) 88.80 88.80
Denoising AE 88.21 87.82
Deep Belief Network 79.99 72.36
Discriminative RBM 72.84 70.41
COTS: Face++ 73.93 0.00
COTS: Luxand 74.14 0.00
Class Specific Mean AE 89.86 89.54
Class Representative AE (AutoGen) 90.10 89.57

partition is used to train the feature learning models and classifier, while testing is performed on the
test set. For the CMU Multi-PIE dataset, experiments are performed for two resolutions: 24 x 24
and 16 x 16, while since only the farthest distance is chosen for the SCface dataset, experiments
are performed at 24 x 24 resolution. The proposed autoencoder is trained on the training set of the

CMU Multi-PIE dataset, which is fine-tuned for the SCface dataset.

6.4 Results and Analysis

In order to compare the performance of the proposed model with existing algorithms, compari-
son has been drawn with Autoencoders (AE) [49], Denoising Autoencoders (DAE) [161], Deep
Belief Networks (DBN) [52], Discriminative Restricted Boltzmann Machine (DRBM) [75], and
two Commercial-Off-The-Shelf (COTS) systems, Luxand [1] and CNN-based Face++ [197]. All
models are trained with a fixed architecture of [k, k], where k is the size of the input image. Once
the feature learning process is over, features are extracted using the model and a Neural Network

is trained for the 2-class classification problem of male versus female. A two layer neural network

of dimensionality [/, i, 11—6] is trained, where [ is the length of the feature vector. sigmoid activation
function was used on all hidden layers. Due to the large class-imbalance of test samples, mean
class-wise accuracy is reported for all the experiments.

Classification Performance on the CMU Multi-PIE Dataset: Table 6.2 presents the classifica-

tion performance of the proposed models for 24 x 24 and 16 x 16 face images. For both the reso-
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Table 6.3: Class specific classification accuracies (%) obtained with AutoGen for gender classifi-
cation on the CMU Multi-PIE dataset.

| Male | Female |
| 24 x 24 |

8747 | 9273
16 x 16

| 8650 [ 92.64 |

AE

DAE
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— — —DBN
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Figure 6-5: Receiver Operating Characteristic (ROC) curves for 24 x 24 and 16 x 16 resolution
face images from the CMU Multi-PIE dataset. Here, ‘Proposed’ refers to the AutoGen model.

lutions, the proposed autoencoder based models outperform existing algorithms and commercial-
off-the-shelf systems by reporting higher classification accuracies. In case of 24 x 24, AutoGen
gives a classification accuracy of 90.10%, which is at least 7% higher than COTS (Face++). For
16 x 16 resolution, a classification accuracy of 89.57% is achieved, which depicts improvement
over other comparative algorithms. It is important to note that the commercial matchers, Face++
and Luxand fail to process any image of this resolution, thereby resulting in 0% classification per-
formance. Figure 6-5 presents the Receiver Operative Characteristic (ROC) curves obtained for

the experiments.

Table 6.3 also presents the class-wise classification accuracy obtained using AutoGen for the
above experiments. It can be observed that for face images of resolution 24 x 24, female classi-

fication accuracy is significantly higher than male classification accuracy for both the resolutions.
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Figure 6-6: Sample male images misclassified as females by AutoGen. Most of the mis-
classifications are categorized by unusual hairstyle, expression, or accessories such as sunglasses.

Table 6.4: Classification performance (%) for gender classification on 24 x 24 face images, for the
SCface dataset.

| Algorithm | Accuracy (%) |
Autoencoder (AE) 84.29
Denoising AE 81.35
Deep Belief Network 70.19
COTS: Face++ 2.72
COTS: Luxand 65.54
Class Specific Mean AE 87.82
Class Representative AE (AutoGen) 88.53

Upon analyzing the misclassified samples of males as females (Figure 6-6), it can be observed that
unusual hairstyle, accessories, and sunglasses act as challenging artifacts for gender recognition.
The performance of commercial-off-the-shelf systems, especially for 16 x 16 face images further
reinstates the need for robust algorithms for gender recognition. It can also be observed that the
accuracies obtained by AutoGen on 16 x 16 face images and 24 x 24 vary by less than 2%, for
each dataset. This suggests that even with low resolution face images, the model is able to learn
sufficient discriminative features.

Data Captured in in Real-World Scenarios: SCface Dataset: SCface dataset [42] has been
captured in real world conditions containing 130 subjects. Since the number of training samples
for the SCface dataset are very less, a fine-tuning approach was applied for the models. The trained
feature extractor for CMU Multi-PIE dataset was fine-tuned with the training set of the SCface
dataset. Table 6.6 gives the classification accuracy obtained on the dataset. It can be observed that
the proposed models outperform existing algorithms by at least 4% by obtaining a classification
accuracy of 88.53% (AutoGen). The improved performance of AutoGen with a small training set

further motivates the usage of the proposed algorithm for the given task.

Effect of Number of Layers: To study the effect of deeper architectures for the purpose of gender
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Figure 6-7: Comparison of classification accuracies for two layer feature extraction models, for
face images having 16 x 16 resolution.

classification, all feature extraction models were trained for two layers. Greedy layer-wise training
algorithm [10] was applied for 16 x 16 face images. Figure 6-7 presents the classification accu-
racies obtained after learning two layers of feature extraction models, along with the first layer
classification results. It can be observed that the performance of all models reduce upon going
deeper, or upon learning higher level of abstractions. While the accuracy of the proposed model
reduces by less than 1.5%, the classification performance of DBN reduces by at most 17%. This
demonstrates that while AutoGen can be used for learning deeper feature representations, however,

for gender recognition in low resolution images, a single layer model performs best.

Visualizations: Figure 6-8 depicts some sample reconstructed images from CMU Multi-PIE
dataset, obtained using AutoGen. It can be seen that the reconstructions of the mean male and
female feature representations appear visually similar to the mean images. Along with that, the
reconstructions of different samples demonstrate that the reconstructed face images are represen-
tative of the class to which the sample belongs. It can also be seen that the reconstructed image of
a sample is closer to the mean reconstruction of the sample’s class, as opposed to the other class.
These visualizations along with the experimental results motivate the use of AutoGen for the task

of gender classification on low resolution face images.
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Figure 6-8: Sample reconstructed images from CMU Multi-PIE dataset using AutoGen.
6.5 Additional Experiments on Attribute Prediction

Beyond gender recognition from low resolution face images, the proposed models have also been
evaluated on two additional case studies: (i) gender prediction from low resolution Near Infrared
(NIR) images and (i1) adulthood prediction from face images. Details regarding each case study

are given in the following subsections.

6.5.1 Gender Prediction from Low Resolution NIR Images

Extending upon the experiments discussed in the previous Section, the proposed models have also
been evaluated from gender prediction from NIR images. The implementation details, compar-
ative algorithms, and classification pipeline remain consistent as before. Experiments have been

performed on two datasets:

* PolyU-NIR Face Dataset [186]: The PolyU NIR Face Dataset consists of 34,000 NIR spec-
trum face images of 335 subjects, having pose, illumination and distance variations. Out of
these, 9,960 images are used for training (4,980 per class) and the remaining images form

the test set.

* SCface Dataset [42]: This dataset consists of visible and NIR images of 130 subjects cap-
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Table 6.5: Classification accuracies (%) for gender classification on 16 x 16 and 24 x 24 face
images from the PolyU NIR dataset.

| Algorithm [ 24 x24]16 x 16 |
Autoencoder (AE) 63.46 61.28
Denoising AE 62.95 63.91
Deep Belief Network 65.10 49.00
Discriminative RBM 50.01 52.93
COTS: Face++ 52.46 0.00
COTS: Luxand 35.10 0.00

| Class Representative AE (AutoGen) | 7132 | 69.86 |

tured over three distances. For each distance, one subject has five visible images and two
NIR images captured in uncontrolled indoor environment. Images pertaining to only the far-
thest distance have been used in the experiments. For NIR spectrum experiments, 52 images
are used for training and the remaining form the test set. Exclusivity of subjects across the

training and testing partition is maintained.

Experimental Protocol: As part of pre-processing, face detection is performed on all datasets
using Viola Jones face detector [163], which is followed by geometric normalization of the face
images. The detected faces are then resized to specific resolutions for different experiments. For all
the datasets, the training partition is used to train the feature learning models and classifier, while
testing is performed on the test set. For the PolyU-NIR dataset, experiments are performed for two
resolution: 24 x 24 and 16 x 16, while for the the SCface dataset, experiments are performed at
24 x 24 resolution only. For the SCface dataset, the proposed autoencoder is initially pre-trained on
the PolyU-NIR dataset, followed by fine-tuning on the SCface dataset. An additional experiment
is also performed for spectrum-invariant gender classification. In this case, the performance of a
single model is analyzed for both NIR and visible images. The training sets of CMU Multi-PIE
(discussed in the previous Section) and PolyU-NIR datasets are combined to create a single multi-
spectrum training set. Gender classification performance is reported with the proposed AutoGen
model on the testing partitions of the two datasets.

Results and Analysis for Gender Prediction from Low Resolution NIR Images: Table 6.5 and
Table 6.6 present the classification accuracies obtained on the PolyU-NIR dataset and the SCface

dataset, respectively. For both the resolutions and across datasets, the proposed AutoGen model
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Table 6.6: Classification accuracies (%) for gender classification on 24 x 24 NIR face images, for
SCface dataset.

| Algorithm | Accuracy (%) |
Autoencoder (AE) 91.83
Denoising AE 88.61
Deep Belief Network 50.00
COTS: Face++ 0.00
COTS: Luxand 15.26

| Class Representative AE (AutoGen) || 95.79 |

Table 6.7: Class specific classification accuracies (%) obtained with AutoGen for gender classifi-
cation on the PolyU NIR dataset.

] Male \ Female ‘
| 24 x 24 |

6647 | 76.17
16 x 16

| 7047 | 69.24 |

outperforms the comparative algorithms and commercial-off-the-shelf systems. For the PolyU-
NIR face dataset, AutoGen presents a classification accuracy of 71.32% and 69.86% on the two
resolutions, which gives an improvement of at least 5% over existing algorithms, and at least
20% over COTS. Figure 6-9 presents the Receiver Operative Characteristic (ROC) curves obtained
for the experiments. Table 6.7 also presents the class-wise classification accuracy obtained using
AutoGen on the PolyU-NIR dataset. It can be observed that for face images of resolution 24 x 24,
female classification accuracy is significantly higher than male classification accuracy.

Training AutoGen for Spectrum Invariant Gender Classification: In an attempt to model
the gender variations across spectra in a single architecture, AutoGen was trained for face images
of both spectrum, having a resolution of 16 x 16 pixels. A single model of AutoGen was trained
using images of NIR and visible spectrum from the training sets of CMU Multi-PIE and PolyU-
NIR. A classification accuracy of 88.47% and 69.66% is obtained for CMU Multi-PIE and PolyU-
NIR face datasets respectively. In case of visible spectrum, a drop of around 1.1% is observed in
the recognition performance (88.47% as opposed to 89.57%), and a drop of less than a percent is

observed in case of NIR gender classification. This experiment suggests that while a combined
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Figure 6-9: Receiver Operating Characteristic (ROC) curves for 24 x 24 and 16 x 16 resolution
face images for the PolyU NIR dataset. Here, ‘Proposed’ refers to the AutoGen model.

model does not display any improvement in the classification performances, however, the drop in
accuracies is also very less. This motivates formulation of spectrum invariant models for the given

task.

6.5.2 Adulthood Prediction

Human aging is a complex process and brings with it behavioral and physiological changes. One
associates maturity and mental growth with the behavioral changes that occur with time. Age
is also often used as a means of access control, physically as well as virtually, to keep younger
minds away from activities and content they are not deemed ready for. A threshold age, known
as the age of majority, is defined by most states to universalize the concept of an individual being
physically and mentally ready to assume control for their actions and decisions. However, there are
different age limits prescribed by individual state and federal governments for different activities.
For instance, in the USA, the legal age for smoking is 18 years while age limit for voting and
drinking is 21 years.

The physiological and behavioral effects of aging vary for every individual and are a function of
several parameters such as health, living style, environmental conditions, and gender. Therefore,
it is challenging to accurately estimate the age of a person. As can be seen from Figure 6-10,

it becomes difficult to predict the age of individuals just immediately below, or above the age
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(b) At the age of majority

Figure 6-10: Sample images from the FG-NET Aging dataset [111]. (a) shows images of indi-
viduals below the age of majority, and (b) shows sample individuals at the age of majority. These
examples illustrate the challenging nature of adulthood classification.

of majority (e.g., 18 years). Among the currently available non-intrusive biometrics, the face
changes significantly with age and is therefore a preferred modality for estimating the age of a
person. As of now, at different checkpoints, an officer or a designated person in-charge estimates
the age of a person by visually observing an individual. In cases where visual inspection becomes
difficult, she/he asks for an identification (ID) card as the proof of age. However, research has
shown that both these measures used for age estimation and verification are prone to errors [32,
93]. With easy availability of tampered or fake ID cards, several youngsters use these cards to
mis-represent their identity. Recently, in a survey at Harvard University [172], it was found that
18% underage students obtained alcohol using fake ID cards. Inspired by these observations and
motivated by the increasing use of technology and automation in our day-to-day life, this research
aims to automate the process of classifying an individual as an adult or not. For a given face image,
the proposed algorithm aims to predict if the person has attained the age of majority or not. Such
a system could be deployed at multiple places having age based restricted access; for instance,
voting centers, driving license centers, and traffic check posts to scan for minors, restaurants and
bars to prevent under-age alcohol consumption, cinema halls to enable restricted access, or around
tobacco selling vending machines. Apart from the above mentioned applications, such systems can

also be deployed virtually, where access is granted based on the age; for example, in online poker
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rooms. To this effect, the proposed autoencoder based formulations have also been evaluated for

the challenging task of adulthood prediction from face images.

Datasets and Experimental Details: Given a face image, predicting whether the individual is an
adult or not, can be modeled as a two class classification problem: individuals below the age of 18
years are referred as minors, while individuals of age equal to or greater than 18 years are referred
as adults. Experiments are performed on two datasets: (i) Multi-Ethnicity dataset and (i1) MORPH
Album-II dataset. Figure 6-11 shows some sample images from both the datasets. Details about

each are given below:

* Multi-Ethnicity Dataset: Since the existing datasets containing images of minors and adults
comprise very limited variations with respect to ethnicity, pose, and expression, along with
very few samples below the age of 16, we propose the Multi-Ethnicity Dataset. The dataset
contains variations across ethnicity, gender, resolution, illumination, as well as minute pose
and expression. It consists of 13,133 face images obtained from: (i) proposed Multi-Resolution
Face Dataset containing 4,019 face images, and (ii) Heterogeneous Dataset containing 8,112
face images [25], and (ii1) FG-Net Aging Dataset containing 1,002 face images [111]. Due
to the lack of datasets containing face images of both adults and minors, we have created the
Multi-Resolution Face Dataset (MRFD) consisting of 4,019 face images of minors and adults
of two resolutions with slight variations in pose, expression, and illumination. The Multi-
Resolution Face Dataset consists of face images of 317 Indian subjects captured in outdoor,
as well as indoor environment. The dataset consists of images of 307 minors (3,896 images)
and 10 adults. Images have been captured from two smartphones (with 3.1 MP camera) with
resulting face size of 360 x 420 pixels, and a high resolution hand-held Canon digital camera
with resulting face images of dimension 560 x 680. Each subject has at least 12 near-frontal,
well-illuminated images (at least 4 from each camera source). The dataset contains varia-
tions in age, ranging from toddlers to adults of around 50 years. The subjects were only
asked to look at the camera, without any instructions for pose or expression, which resulted
in images with varying head movement and expression. This is the first dataset containing
such large number of minor images which would help in facilitating research on minor face

images as well.
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(a) Multi-Ethnicity Dataset
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(b) MORPH Album-II Dataset

Figure 6-11: Sample images from the datasets used for experimental evaluation.

Table 6.8: Summarizing the dataset description and experimental protocol.

Number of Images of

Number of Images in

Dataset Images Minors \ Adults Train Set \ Test Set
MORPH Album-II Dataset | 55,132 3,330 51,802 4,662 50,470
Multi-Ethnicity Dataset 13,133 8,574 4,559 6,276 6,857

* MORPH Album-II Dataset: Craniofacial Longitudinal Morphological Face (MORPH) dataset
[126] consists of two albums: Album-I contains scanned digital face images, while Album-II
contains longitudinal digital face images captured over several years. A subset of Album-II
containing 55,134 images of 13,000 subjects is made available for academic researchers,
which has been used for experimental analysis in this research. The dataset contains images

of subjects between the age range of 16 to 77 years, and also provides metadata for race,

gender, date of birth, and date of acquisition.

Experimental Protocol and Implementation Details: Unseen training and testing partitions are
created for both the datasets. For training, equal number of samples from both the classes are used,
which is defined by the class with lesser number of samples. 70% of the samples corresponding
to the minor class and equal number of images from adult class are used for training, while the
remaining data is used for testing. For the MORPH dataset, this results in the training and testing
sets of size 4,662 and 50,470 images respectively. Similarly, for the Multi-Ethnicity dataset, 6,276

images are selected for training with the constraint that equal number of samples are selected from
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both the classes. The remaining face images constitute the test set. Details of data partitioning are

documented in Table 6.8.

To showcase the efficacy of the proposed algorithm, comparison has been drawn with other
deep learning based feature extractors; namely, Stacked Denoising Autoencoder (SDAE) [162],
Deep Boltzmann Machine (DBM) [50], and Discriminative Restricted Boltzmann Machine (DRBM)
[75]. Comparison has also been drawn with VGG-Face descriptor [113], which is one of the state-
of-the-art deep learning based feature extractor. Features extracted from these models are provided
as input to a Neural Network for classification. A CNN based Commercial-Off-The-Shelf (COTS)
system, Face++ [197], has also been used to compare the performance of the proposed model.
Since there does not exist any COTS for the task of adulthood prediction, Face++ is used to esti-
mate the age of the given face image, which is then utilized to classify the input as an adult or a
minor. In order to analyze the statistical significance of the results obtained by the proposed model,
McNemar test [96] has been performed. Given the classification results obtained from two models,
McNemar test predicts whether the performance of both the models is statistically different or not.
For every comparison of the proposed Class Specific Mean Autoencoder with an existing architec-
ture, a p-value is reported. A smaller p-value corresponds to a higher confidence level of statistical
difference. In this research, all claims of statistical significance have been made at a confidence

level of 95%.

For all the experiments, face detection is performed on all images using Viola Jones Face
Detector [163], following which the images are geometrically normalized and resized to a fixed

size. A Class Specific Mean Autoencoder of dimensions [m, m] is learned, where m is the size

of the image. Following this, a neural network of dimension [, %] is trained for classification.
stgmoid activation function is used at the hidden layers. Models are trained for 100 epochs with
a learning rate of 0.01. We have followed the best practices used for setting the parameters and
architecture for deep learning [76]. For existing algorithms, in order to maintain consistency, a two

layer architecture is utilized for the feature extractor and neural network.

Experimental Results and Observations: Owing to the large class imbalance in the test sam-

ples, mean class-wise accuracy has been reported for all the experiments. The formula used for
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calculating the accuracy is as follows:

A inor A U
ACCUTacy _ CCUTracyps ; CCUT ACY Adult (623)

where, Accuracyyrinor and Accuracyaqu: correspond to the accuracies obtained for minor and

adult classification, respectively by a particular model.

Results on Multi-Ethnicity Dataset: Table 6.9 presents the classification accuracies of the
proposed model along with other existing architectures on the Multi-Ethnicity Dataset. Figure 6-
12 also presents the Receiver Operative Characteristic (ROC) curves obtained for the experiments.
It is observed that the proposed Class Specific Mean Autoencoder (2-layer) achieves a classifica-
tion accuracy of 92.09%, which is at least 2.5% better than existing algorithms. This is followed by
VGG-Face with an accuracy of 89.45%, while Face++ (commercial off-the-shelf system) achieves
a classification performance of 78.41%. The improvement of 5.29% in performance of the pro-
posed model as compared to a Stacked Denoising Autoencoder can be attributed to the additional

class representative terms added to the autoencoder formulation.

Table 6.9 also presents the p-values obtained upon performing the McNemar test to evaluate
the statistical difference. Since all the values are below 0.05, we can claim with a confidence level
of 95% that the performance of the proposed model is statistically different from all other existing
models. In order to understand the effect of number of layers, experiments are also performed
using a single layer Class Specific Mean Autoencoder. For a single layer, the proposed model
yields an accuracy of 91.58%, which continues to show an improvement of at least 2%, compared

to other models with the same architecture.

To analyze the class-specific classification accuracies, Table 6.11 presents the confusion ma-
trix for the proposed Class Specific Mean Autoencoder on the Multi-Ethnicity dataset. The results
indicate that the performance of the trained model is not biased towards any particular class by
achieving a classification accuracy of 93.52% and 90.65% on the two classes of adults and minors,
respectively. This is essential to ensure that while unauthorized access is not provided to minors,
rightful adults are not restricted from it either. In order to cater to the application of age-specific
authorized access control, it is essential to ensure that the percentage of people below the age

of majority i.e., minor, obtaining unauthorized access should be minimal. To analyze the perfor-
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Figure 6-12: Receiver Operating Characteristic (ROC) curves obtained for categorizing whether
a given face image is of an adult or not. Here, ‘Proposed’ refers to the Class Specific Mean
Autoencoder. Figure has been taken from the published manuscript [141].

Figure 6-13: Sample images from the Multi-Ethnicity dataset, incorrectly classified by all algo-
rithms. At the time of capture, all individuals were below the age of 18. It can be seen that while
the actual age of the samples was below the age of majority, it is easy to mistake minors of 16-
17 years as adults. External accessories such as scarves may also introduce mis-classification,
resulting in unauthorized access control.

mance of all architectures for such an application, Figure 6-15 presents bar graphs summarizing
the percentage of minors misclassified as adults. It can be seen that the proposed model achieves
a misclassification percentage of 9.35%, as opposed to 22.97% by Face++. Figure 6-13 presents
some sample images from the Multi-Ethnicity dataset misclassified as adults by all the algorithms.
It can be observed from the sample images that these images were captured either near the age of
majority of 16-17 years or have artifacts such as headbands/scarves, which further make the task
of adulthood classification challenging. Certain samples of kids below the age of one year were

also mis-classified, possibly due to the undeveloped features of newborns.

The major challenges associated with the problem of adult classification lie in the age bracket
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Table 6.9: Classification Accuracy (%) on Multi-Ethnicity dataset. p-Value corresponds to the val-
ues obtained after performing McNemar test to compare the classification performance of an exist-
ing architecture with the proposed Class Specific Mean Autoencoder. The proposed model presents
improved classification performance, while being statistically different from all other models at a
confidence level of 95%.

] Method \ Accuracy (%) \ p-Value \ Statistical Significance ‘
SDAE [162] 86.80 0.003 Significant
DBM [50] 65.16 < 0.001 Significant
DRBM [75] 87.03 0.001 Significant
VGG-Face [113] 89.45 0.004 Significant
COTS: Face++ [197] 78.41 < 0.001 Significant
Class Specific Mean Autoencoder 92.09 - -

Table 6.10: Classification Accuracy (%) on MORPH Album-II dataset. p-Value corresponds to
the values obtained after performing McNemar test to compare the classification performance
of an existing architecture with the proposed Class Specific Mean Autoencoder. The proposed
model presents improved classification performance, while being statistically different from all
other models at a confidence level of 95%.

] Method \ Accuracy (%) \ p-Value \ Statistical Significance ‘
SDAE [162] 66.25 0.005 Significant
DBM [50] 65.30 < 0.001 Significant
DRBM [75] 65.72 < 0.001 Significant
VGG-Face [113] 70.44 0.010 Significant
COTS: Face++ [197] 57.23 < 0.001 Significant
Class Specific Mean Autoencoder 73.13 - -

Figure 6-14: Sample images from the Multi-Ethnicity dataset that are in the age bracket of 16-19
years and misclassified by the proposed Class Specific Mean Autoencoder. The first image belongs
to an adult of age 19 years, while the remaining belong to entities below the age of majority.

of 16 to 19 years (16-17: minors, and 18-19: adults). On the Multi-Ethnicity dataset, the proposed
algorithm achieves a classification accuracy of 64.58% on the above mentioned age range. VGG-
Face, which performs the second best, reports an accuracy of 58.33%, which is at least 6% lower

than the proposed algorithm. Figure 6-14 displays sample images from the specified age range and
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Figure 6-15: Percentage of minors incorrectly classified as adults for both the datasets. A lower
percentage would ensure fewer instances of unauthorized access. Here, ‘Proposed’ refers to the
Class Specific Mean Autoencoder.

Table 6.11: Confusion matrix of Class Specific Mean Autoencoder on the Multi-Ethnicity
database.

L] Predicted |

Adult | Not Adult
Adult 93.52% 6.48%
Not Adult | 9.35% 90.65%

Actual

are misclassified by the proposed algorithm. The images demonstrate the challenging nature of
human aging which are dependent on intrinsic and extrinsic person-specific factors, such as health,

environment, and climate.

Results on MORPH Album-II Dataset: The classification accuracies obtained by the pro-
posed model and other existing architectures are tabulated in Table 6.10, and Figure 6-12 presents
the Receiver Operating Characteristic (ROC) curves obtained for the experiments. It is observed
that the proposed architecture achieves a classification accuracy of 73.13%, which is at least 2.5%
better than existing approaches, while Face++ (COTS) achieves an accuracy of 57.23%. Table 6.10
also presents the p-values obtained upon performing the McNemar statistical test on the proposed
Class Specific Mean Autoencoder and other existing models. While the second best performance is
achieved by VGG-Face features (70.44%), it is important to note that the improvement in accuracy
achieved by the proposed model is statistically significant for a confidence level of 95%. Upon

analyzing the gender-specific adulthood prediction results, it can be observed that the classifica-
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(a) Minors (b) Adults
Figure 6-16: Sample images from the MORPH Album-II dataset correctly classified by the pro-

posed algorithm, and not by other existing algorithms. (a) Images of individuals having age 16
(first two samples) or 17. (b) Images of just turned adults of 18 (first two) or 19 years of age.

Table 6.12: Classification accuracy (%) on perturbed face images for Multi-Ethnicity and MORPH
Album-II datasets.

Perturbation Multi-Ethnicity Dataset MORPH Dataset
Proposed | VGG-Face || Proposed | VGG-Face
No Perturbation (Original) 92.09 89.45 73.13 70.44
Gaussian Blur (Sigma = 3) 89.54 61.34 72.40 50.00
Gaussian Noise (¢ = 0, Std. dev. = 0.01) 87.95 50.59 72.09 50.03
Gaussian Noise(u = 0, Std. dev. = 0.001) 91.66 60.57 72.98 62.08
Holes (10 holes of 3 x 3) 87.35 64.67 72.55 56.70

tion accuracy on female sample images is 62.89%, whereas the accuracy on male sample images
1s 75.09%. It is further observed that for females, the misclassification of adults as minors is much
higher, as compared to males, thereby resulting in an overall lower classification performance.

From Figure 6-15, it can be observed that the proposed model achieves a minor misclassifi-
cation percentage of only 3.9%, as opposed to nearly 80% by Face++ (COTS) on the MORPH
Album-II dataset. The high misclassification rate of minors by Face++ reinstates the requirement
for robust algorithms with the ability to process and analyze minor face images as well. It is im-
portant to note that the age of face images in MORPH Album-II dataset varies from 16 to 77 years.
Thus, resulting in a further challenging dataset having multiple subjects just below the age of ma-
jority. The higher misclassification rate achieved can thus also be attributed to this challenging
age range. It is also interesting to observe from Figure 6-15 that while DRBM achieves a lower
misclassification of minors as adults (i.e., 3.30%), the overall classification accuracy of DRBM
based approach is less than the proposed approach (Table 6.10). This further motivates the use of
the proposed algorithm for ensuring rightful access to adults, while restricting minors.

Figure 6-16 presents sample images of the age group of 16-19 (16-17: minors, 18-19: adults)
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years from the MORPH Album-II dataset which are correctly identified by the proposed algorithm
and not by any other algorithm. Upon analyzing the mean images of both the classes, we observe
a significant visual difference in the jaw area of minors and adults. As can be seen from Figure
6-16 as well, minors appear to have a tighter jaw line which is often not observed with adults.
We believe that this variation has been encoded well by the proposed model among other features,
resulting in superior performance.

Performance on Perturbed Face Images: It has often been observed in literature that the
performance of deep models deteriorates in the presence of perturbations [40]. The proposed
model has also been evaluated on perturbed face images in order to understand its vulnerabili-
ties. This is performed by incorporating perturbations in the form of Gaussian blur, Gaussian
noise, and holes in the original face images. Experiments are performed on the Multi-Ethnicity
and the MORPH Album-II datasets with the protocols discussed earlier. The models are trained
on unperturbed (original) images but the test images are perturbed. In this evaluation, no sep-
arate training is performed for the perturbed face images. Table 6.12 presents the classification
accuracies obtained from the proposed Class Specific Mean Autoencoder, and the second best per-
forming model, VGG-Face. It can be observed that with perturbed test images, the accuracy of the
proposed model reduces by less than 5% and 1.04% for Multi-Ethnicity and MORPH Album-II
datasets, respectively. On the other hand, VGG-Face demonstrates a drop of at least 24% and 8%
on the two datasets, respectively. This experiment demonstrates the utility of the proposed model

for performing classification under different kinds of perturbations.

6.6 Summary

Gender prediction from low resolution face images is a challenging and less explored area, with
wide-spread application. This research proposes two novel supervised autoencoders for the given
task: (i) Class Specific Mean Autoencoder and (i1) Class Representative Autoencoder (termed as
AutoGen. Both the models utilize class information during training to learn discriminative fea-
tures, useful for classification. While the Class Specific Mean Autoencoder focuses on learning
representations closer to the class mean, AutoGen also promotes higher inter-class variation during

learning. The performance of the two models has been demonstrated on low resolution face images
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having 16 x 16 and 24 x 24 resolution. The proposed models demonstrate improved classifica-
tion performance as compared to the existing techniques and commercial-off-the-shelf systems.
The improved performance strengthens the need to incorporate class-specific discriminative in-
formation at the feature extraction stage, and motivates the use of the proposed models. Further,
additional experiments have also been performed on other attribute classification tasks such as
gender prediction in NIR spectrum and adulthood prediction on face images. Across different
tasks, datasets, and resolutions, the proposed models demonstrate improved performance. This
research has been published in Pattern Recognition Letters and the International Joint Conference
on Neural Networks (IJCNN), 2017. Most of the images have been taken from the above published
manuscripts [137, 141].
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Chapter 7

Conclusion and Future Research

This dissertation focuses on two challenging and less explored covariates of unconstrained facial
analysis: images captured under (i) low resolution and (ii) disguise variations. Both the covariates
are commonly observed in facial images captured from a distance, and present unique set of chal-
lenges. As part of this dissertation, deep learning based facial analysis models have been proposed,
which demonstrate improved performance on different standard benchmark datasets as compared

to the state-of-the-art methods. The key contributions of this dissertation are:

* Face Recognition Models for (Very) Low Resolution Face Images: A novel Dual Di-
rected Capsule Network (DirectCapsNet) has been proposed for very low resolution face
recognition. DirectCapsNet utilizes a combination of capsule layers and convolutional lay-
ers for learning an accurate classifier for VLR images. Further, a novel DeriveNet model has
also been proposed for VLR/LR face recognition, which utilizes a novel Derived-Margin
softmax loss. The DeriveNet model incorporates a derived margin for modeling the inter-
class variations for learning improved class boundaries. Both the models utilize auxiliary
HR samples during training, and attempt to learn from their higher interpretive information
content. The proposed models have been evaluated on several real-world datasets including
the challenging UCCS dataset and the DroneSURF dataset, where improved performance

has been obtained.

* Disguised Faces in the Wild Datasets: This dissertation also presents two novel datasets:

(1) Disguised Faces in the Wild 2018 (DFW2018) and Disguised Faces in the Wild 2019
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(DFW2019). These are the first-of-a-kind dataset containing disguised images and imper-
sonator images for a given subject. Further, the DFW2019 dataset also contains images
corresponding to bridal accessories and variations due to plastic surgery. Both the datasets
have been collected from the Internet, thus demonstrating wide variability with respect to the
disguise accessories. Statistical details regarding the datasets, benchmark protocols, base-
line results, and the additional analysis has been discussed in the dissertation. Further, both
the datasets were released as part of the DFW Challenge and Workshop across two consec-
utive years. The results and analysis of the submissions of the challenges have also been

discussed, demonstrating relatively lower performance at stricter False Acceptance Rates.

* Disguise-Resilient Face Verification: Finally, the Disguise-Resilient (D-Res) pipeline has
been presented for face verification under disguise variations. A novel Disguise Encoder-
Decoder Network has been presented which focuses on learning a disguise invariant facial
representation. The DFW2018 and DFW?2019 datasets have been used for evaluating the ef-
ficacy of the proposed model, where it achieves state-of-the-art performance. Further, to the
best of our knowledge, this is the first research which discusses the relevance of face recog-
nition in the intersection of low resolution and disguise variations. To this effect, baseline
results have been reported on the standard benchmark protocols of the two datasets, along

with the results of the proposed pipeline.

* Gender Prediction Models for Low Resolution Face Images: This dissertation presents
one of the initial research on automating gender prediction from LR face images. Two
novel autoencoder formulations have been presented: (i) Class Specific Mean Autoencoder
and (i1) Class Representative Autoencoder. The original unsupervised autoencoder model
is updated to incorporate the class information during model training for learning enhanced
discriminative features. The efficacy of the proposed models has been demonstrated on

different datasets and different resolutions.

While the research presented in this dissertation advances the literature and state-of-the-art
in face recognition,there still exists substantial scope for improvement. Figure 7-1 presents a
diagrammatic overview of the suggested future work by building upon the contributions of this

dissertation. Specifically, some potential directions for future research are as follows:
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Figure 7-1: This dissertation presents algorithms for facial analysis under low resolution and dis-
guise variations. Potential future research directions have been demonstrated in this figure includ-
ing (i) utilizing temporal information for rich features via video acquisition, (ii) creating robust
automated models invariant to adversarial attacks, (ii1) incorporation of ancillary information for
improved feature generation, and (iv) development of universal facial analysis models.

* Developing a Universal Facial Analysis Framework: Facial analysis algorithms deployed
in real-world scenarios are expected to process unconstrained facial images captured under
the effect of multiple covariates. As demonstrated in this dissertation, the performance of
face recognition algorithms reduces significantly on low resolution images having disguise
variations as compared to their high resolution counter-parts. The drop in performance thus
suggests the need for developing universal facial analysis models or pipelines capable of
handling the combination of different covariates at run-time. The domain of model ensem-
ble could also be explored for achieving the desired goal, while maintaining the constraint of
fast real-time processing. Further, the techniques presented in this dissertation for VLR/LR
face recognition can also be extended to handle other variations observed in VLR/LR sam-
ples such as blurring, sensor noise, or compression artifacts, which render automated facial
recognition further challenging. Beyond model developments, currently, the research com-
munity is also marred with the challenge of limited in-the-wild datasets capturing real-world
variations. The DFW2018 and DFW2019 datasets, created as part of this dissertation, con-
tain high resolution face images captured from the Internet with disguised and impersonator
images. Since the datasets are collected from the Internet, the images mostly belong to
well-known celebrities from across the World. While the dataset enabled further research,
it can be extended to include facial images captured in real-time while maintaining the high

variation of disguise accessories. Further, real-world datasets must also be created to cap-
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ture multiple covariates together, as would be expected by a facial analysis model deployed
in real-world settings. Dedicated research along the lines of algorithmic/model develop-
ment and real-world datasets availability may ensure the usage of universal facial analysis
frameworks in the near future. The following points further present potential solutions for

strengthening facial analysis models.

Fusion of Ancillary Information for Accurate Face Recognition under Challenging Co-
variates: This dissertation explored the broad area of attribute classification in low reso-
lution face images, specifically, gender classification, where the proposed models achieved
encouraging performance. Given the relatively lesser information content in low resolution
samples, accurate attribute prediction can thus be utilized as ancillary information for devel-
oping more robust face recognition models, capable of high performance. Further, ancillary
information such as gait, soft biometrics, and contextual cues can also aid in accurate face
recognition in scenarios of obfuscated facial region as well. Several concepts of biomet-
ric fusion can be applied for the fusion of ancillary information into the face recognition

pipeline, such as, feature-level fusion, score-level fusion, or decision-level fusion.

Developing (LR) Facial Analysis Models Robust to Attacks: The development of face
recognition algorithms for challenging scenarios such as low resolution and disguise varia-
tions also require them to be protected against unwanted attacks. While research has focused
on evaluating and advancing the robustness of face recognition models against adversarial
attacks (perturbations), most of the research has catered towards models developed for high
resolution face images only. Since noise is often an inherent characteristic of low resolution
samples, a trained model might be invariant to slight pixel perturbations. However, since
such models can have high applicability in critical real-world scenarios (e.g. recognition
from a distance), it is imperative for upcoming research to focus on the challenging intersec-
tion of adversarial attacks and (very) low resolution face recognition in order to enhance the

robustness of recognition models.

Video-based LR Facial Analysis: One of the key applications of unconstrained facial anal-
ysis (especially from a distance) is for automated remote monitoring. In such scenarios,

often a (CCTV) camera captures the live feed, which is processed at real-time. Here, the
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live feed mostly corresponds to a video content as compared to images captured across vary-
ing timestamps. Therefore, a potential future research direction is to develop facial analysis
algorithms for a video input, as opposed to an image based input. Here, the additional tem-
poral information can help in developing robust algorithms capable of utilizing modalities

beyond the face as well.

Finally, it is important to note that the work done as part of this dissertation and the proposed
future work focus on utilizing facial analysis algorithms in an ethical manner for the betterment of
the society by reducing the required manual effort in different facial analysis tasks. In scenarios
where a face recognition system is marred with a large search space (millions of face identities),
facial analysis algorithms focusing on attribute prediction can often be utilized as a pre-processing
unit, thus helping in the reduction of the effective search space. Such combinations can be useful
in scenarios of automated missing person identification, strengthening facial verification modules
by adding an additional layer of attribute matching, or applying child-specific locks/restrictions on
unmonitored devices such as smart TVs/iPads etc. It is our belief that facial analysis systems must
be used in an ethical manner, in compliance with existing policies, and promote a better, safe, and

an equitable life for all.
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