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Abstract

In a Mobile ad hoc Peer-to-Peer (M-P2P) network, mobile peers (MPs) inter-
act with each other in a peer-to-peer (P2P) fashion. Proliferation of mobile
devices (e.g., laptops, PDAs, mobile phones) coupled with the ever-increasing
popularity of the P2P paradigm (e.g., KaZaa, Gnutella) strongly motivate
M-P2P network applications. However, challenges such as free-riding, data
accessibility and mobile resource constraints (e.g., energy) need to be ad-
dressed for realizing M-P2P applications. In particular, economic incentive
schemes become a necessity to entice mobile peers to share their data, given
the generally limited resources of mobile devices. Furthermore, in M-P2P
networks, data availability is typically low due to rampant free-riding, fre-
quent network partitioning and mobile resource constraints. Hence, this dis-
sertation focuses proposes economic incentive-based approaches for effective

data management in M-P2P networks.

In this regard, this dissertation makes the following key research contribu-
tions. First, we propose the economic incentive-based top-k query processing
system in M-P2P networks. The system assigns rewards/penalties (payoffs)
to MPs for incentivizing their participation and for enabling them to re-
evaluate their data item scores for top-k query processing. Furthermore,
we extend the system to incorporate the notion of a peer group-based eco-
nomic incentive scheme. Second, we propose the system for improving data
availability in M-P2P networks by incentivizing broker MPs to provide value-

added routing service, which includes pro-active search for the query results



by maintaining an index of the data items (and replicas) stored at other
MPs (as opposed to just forwarding queries). Moreover, the system also
incentivizes relay peers to act as information brokers for improving data
availability and efficient load sharing. Third, we propose the system for effi-
ciently managing the vehicular traffic in road networks using economy-based
reward /penalty framework with traffic congestion control. In particular, a
user is rewarded for following system-assigned paths, while it is penalized
for any deviations from the system-assigned paths. Finally, we present an
economic incentive system for improving rare data availability by means of

licensing (with group-based) replication in M-P2P networks.

Our performance evaluation demonstrates significant improvements in the
processing of top-k queries in terms of query response times and accuracy at
reasonable communication traffic cost, as compared to existing schemes. We
also determine the number of brokers, beyond which the mobile peers are
better off without a broker-based architecture i.e., they can directly access
data from the data-providing peers. Furthermore, our performance study
for E-VeT shows that it is indeed effective in managing vehicular traffic in
road networks by reducing the average time of arrival and fuel consumption.
Finally, our performance study indicates considerable improvements in query

response times and availability of rare data items in M-P2P networks.

Keywords: Mobile-P2P networks, mobile computing, data management,

data replication, top-k query processing, economic schemes and incentives
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1

Introduction

In a Mobile ad hoc Peer-to-Peer (M-P2P) network, mobile peers (MPs) inter-
act with each other in a peer-to-peer (P2P) fashion [SF04, MMKO09|. Prolif-
eration of mobile devices (e.g., laptops, PDAs, mobile phones) coupled with
the ever-increasing popularity of the P2P paradigm (e.g., KaZaa [Kaz06],
Gnutella |[Gnu]) strongly motivate M-P2P network applications. Mobile
devices wirelessly communicating in a P2P fashion (e.g., Microsoft’s Zune
[Zun06]) facilitate M-P2P applications by enabling information sharing on-
the-fly. Moreover, the proliferation of mobile devices with embedded GPS
sensors coupled with the growth in the popularity of infotainment services
for vehicles have created new avenues for improving vehicular traffic manage-
ment in road networks. Thus, schemes for improving transportation system

efficiency are becoming increasingly popular [AWX*11, SWYX11].

In M-P2P networks, an MP obtains the required information from the neigh-
bouring MPs via short-range communications such as Bluetooth, 802.11g.
For example, Alice wants to find the top-k restaurants with “lunch specials”
(or “manager’s special hours”) within 1 km of her current location. Here,
top-k can be determined based on the parameters (e.g., star rating, price

and distance from the point of query reference) selected by the user. In a
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similar vein, another application could involve a parking lot, where MPs can
collect information about available parking slots and charges based on their
preferences such as nearby floor. The parking slot availability information
has to be current and therefore the such information is temporal in nature.
Similarly, an MP may want to find top-k stores selling Levis jeans in a shop-
ping mall with criteria such as (low) price during a specific time duration. In
a similar vein, people want to find others with similar interests (e.g., tennis,

music) at a party. Figure 1.1 illustrates some of these application scenarios.

| want to find restaurants
serving Italian food within
2 km radius with “lunch
specials”

Whereis an
available car parking
slot nearby my
current location?

- ‘-}v‘ W 7 7 |

Finding nearby car parking slots

(a) Finding top-k restaurants with “lunch spe- (b
cials”

Figure 1.1: Application scenarios for Mobile-P2P environments

On the other hand, in cases of the sudden events like an earthquake, users of-
ten get disconnected from the respective centralized base stations [NWT12].
Hence, a user in that area can either ask nearby people for information con-
cerning shelters or distribute such information to other MPs in its vicinity.
Such NN queries can be processed in a mobile environment in a P2P fashion,
where collaboration among the peers provides possibilities for them to inter-
act in the absence of functioning communication infrastructure such as base
stations. In a similar vein, M-P2P networks can also be used to do effective
distribution of rare data items, which get sudden bursts in accesses based on
events. For example, suppose a group of archaeologists is in the course of an
expedition in a remote Amazonian forest, where communication infrastruc-

tures (e.g., base stations) do not exist. When there is a sudden unexpected
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decrease in temperature and gusty winds, they need to look for information
about protective clothing such as shops selling sweaters and wind-cheaters,

photos of such clothing and so on.

Additionally, suppose a group of adventure tourists unezrpectedly encounters
a cave during their journey. They would like to find information about where
to buy gas-masks and associated safety equipment for added safety, video tu-
torials on how to use this equipment and so on. Similarly, when a tourist
moving in a forest notices a rare bird, she may wish to find additional in-
formation about the bird and videos about its living habits. In a similar
vein, due to the sudden and unexpected onset of a heat wave, a group of
botanists on an expedition in a forest may want to find information such as
non-drinking water sources and pictures/videos of the locations of such water
sources. In these application scenarios, M-P2P interactions can facilitate the

MPs in finding the required information.

Observe that such ad hoc queries are spatio-temporal in nature (e.g., park-
ing slot availability information), hence they cannot be answered without
obtaining information from other MPs. Incidentally, such P2P interactions,
which facilitate spatio-temporal queries among MPs, are generally not freely
supported by existing wireless communication infrastructures. Notably, this
research will also contribute towards CrowdDB [FKK*11], which uses hu-
man input via crowdsourcing to process queries that cannot be answered by
database systems or search engines. The inherently ephemeral nature of M-
P2P environments suggests that timeliness of data delivery is of paramount
importance in these applications, thereby necessitating query deadlines. For
example, an MP looking for top-k restaurants with “happy hours” would

generally prefer to receive the answer within a specified deadline.

Incidentally, Amazon.com has developed Mechanical Turk [Ama05|, which is
an online marketplace for match-making between the requirements of busi-
nesses and the skill sets of developers. Developers can select from a large
pool of tasks based on their skill sets. The Mechanical Turk system also

provides economic incentives. Observe that technologies, such as WiFi and
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Bluetooth networks, are nowadays adequately capable of providing a plat-

form for incentive-based mobile P2P collaborations.

Data availability in M-P2P networks is typically lower than in fixed net-
works due to frequent network partitioning arising from peer movement and
also due to mobile devices being autonomously switched ‘off’. Rampant
free-riding further reduces data availability i.e., most peers do not provide
any data [HA05, KSGMO03a]. (Nearly 90% of the peers in Gnutella were
free-riders [AH00].) Observe that increased MP participation in providing
service to the network would likely lead to better data availability, better
data quality, higher available bandwidth and multiple paths to answer a
given query. Incidentally, data availability is less than 20% even in a wired

environment [SGGO1].

Given the generally limited resources (e.g., bandwidth, energy, memory space)
of MPs and the fact that relaying messages requires energy, the relay MPs
may not always be willing to forward queries in the absence of any incentives,
let alone search pro-actively for query results in order to ensure timeliness
of data delivery. Thus, providing incentives for relay MPs to pro-actively
search for query results becomes a necessity to improve data availability in
M-P2P networks. Notably, many schemes such as incentive-based schemes,
replication-based schemes and caching-based schemes can be used for improv-
ing data availability. Hence, we will provide an overview of these schemes in

this dissertation.

1.1 Trends in mobile applications

Mobile devices have nowadays become handy computing tools for effective
analysis and rapid sharing of information on-the-fly. This section examines
the current business and technological trends across some of the mobile ap-

plication areas.
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Business trends

Ecommerce

Electronic Commerce is the sale and procurement of supplies and services
using information systems technology. There are three steps of Ecommerce:
(i) put marketing information on web (ii) allow online order taking (iii) con-
struct electronic exchanges. Online shopping or online retailing are the ex-
amples of Ecommerce. Moreover, mobile e-commerce is exactly the same as
e-commerce except that the access mechanism is via a wireless phone or ter-
minal rather than the fixed telephone network. The research work in [LWO08|
shows how mobile e-commerce can be potentially useful in this new era of
mobile technology. Consider mobile-P2P dissemination of merchant’s sale
and inventory information, which enables a customer with a smart-phone
to locate a desired product at the time of entry into the mall. The system
proposed in [LWO08| motivates merchants to provide inventory/sale/coupons

information electronically to nearby potential customers.

Medical healthcare

The healthcare environment comes with major constraints and requirements
such as confidentiality of the medical data, privacy of the doctor-patient rela-
tionship and genuineness of the source of medical information. Such vital is-
sues must be satisfied by the mobile environment [AMMO3] in order to deploy
the mobile applications for medical healthcare systems. Mobile applications
related to biomedical information have been increasingly becoming attrac-
tive to the medical community as the small-screen devices (e.g., PDAs and
smart-phones) permit the healthcare practitioners to access online biomedi-
cal resources anywhere at any time. Thus, the recent application proposals

on mobile devices have been explored in [AMMO3, PSS06].

Due to mobile resource constraints such as the limited display screens, the

various information to be displayed on the same screen also tends to be



1.1. Trends in mobile applications 6

limited. To overcome this barrier, [PSS06| proposed the system called multi-
modal transcoder. This technique transcodes full-text biomedical informa-
tion resource, which can be supported by various types of mobile devices.
Furthermore, [PSS06| proposed a novel algorithm, which uses visual tem-
plate matching and piglet detection process to understand the structure of
biomedical resources. In this work, the usability study showed that the sys-
tem’s usability is improved by the simplification and summarization tech-
nique, and it is also useful to deliver the compressed information to the

mobile user.

Moreover, the usage of wireless technologies play a significant role in telemedicine,
which is also known as mobile-health. The work proposed in [XTL*11] shows
that telemedicine is used to calculate, to communicate and to deliver high-

quality medical care.

In developing regions such as Africa, where the rural areas still may not be
benefited by the basic civilized facilities, especially, the health care and med-
ications. Due to inappropriate healthcare facilities, sometimes people may
lose their life in the rural areas. One of the solutions could be the wear-
able sensors, which can continuously monitors the patients and issues the
warnings to the doctors or care takers by sending messages on their mobile
devices. |[RAT12| represents the decision support system, which collects data
from various wearable sensors and analyzed this data for the variety of dis-
eases. Furthermore, this result will be stored and sent to the required person
as an Short Message Service (SMS). The proposed system in [RAP12] in-
tegrates the wearable sensors with mobile device and developed a platform,
which continuously monitors the patient. In case of emergency, this system
is capable of sending SMS on the doctor’s mobile phone. This system collects
data from the various wearable sensors in the mobile, analyze that data and

send it to the centralized server.
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Public services

Mobile devices became a part of the every user in the society. Hence, mobile
applications, which are related to public services, are rapidly being developed
to provide facilities to the society. Many public services such as transporta-
tion, weather etc. can be facilitated by mobile applications. For example, an
extremely important public service is transportation. To facilitate the users
in transportation application scenarios, mobile devices are capable of pro-
viding the following services to the user: (i) navigation (ii) provide current
traffic situation such as congestion or accident (iii) suggest alternate path-
ways for user’s traveling (iv) explore the spots of interest during a given user’s
itinerary. The works in [GK03, GK02| discuss a wide gamut of possibilities

for deploying such mobile-based services for the benefit of the users.

[GKO03] proposed the development of a travel guide, i.e., a mobile passenger
guide, which helps the passengers to purchase electronic tickets using mobile
terminals via Internet. Moreover, the travel guide works as an electronic
ticket during the travel as well as guides the passengers via short messages.
The system uses one personal database to work as an electronic ticket based
on the user requirements. Similarly, the work related to the passenger sup-
port system had also been discussed previously in [GKO02|. In this work,
system allows user to make their travel plans and purchase necessary tickets
by accessing the booking system via mobile computing devices. Such a sys-
tem can be really helpful for public transport to provide easiness and quick
access to the end-users. In addition to this, for visually handicapped pas-
sengers, the proposed system has been implemented and tested in a railway

station.

In a similar vein, the research work in [LWO08| shows the numerous uses of
mobile-P2P databases. In particular, the work focuses on transportation
problems. According to the research work of [LW08|, Mobile P2P database
software enables travelers to cooperate intelligently, which improves safety

and mobility. When a vehicle encounters an accident, a congestion or a
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dangerous road surface, it will able to send “slow-speed message” to trail-
ing vehicles, and this helps other drivers to make decisions such as finding

alternative roads and also may help in avoiding pile-ups in some situations.

Moreover, [LWO08| described a car-sharing application, which can potentially
improve the efficiency of transportation systems. Notably, a car-sharing sys-
tem can address issues such as environmental pollution, fuel consumption,
public safety and congestion. Such car-sharing requires matchmaking and
provision of information that is simultaneously relevant in time, location and

interest.

Integration of mobile P2P databases with navigational devices and PDA’s
can be used to disseminate information about relevant resources, like car-
sharing partners, free parking slots and available taxicabs. The commercial
purpose of Mobile P2P databases has also been shown in [LW08] e.g. airports
have stores, kiosks and malls, where there is significant potential for informa-
tion dissemination among Mobile-P2P users. Here, merchants can provide
their location information and help users to search for products. Mobile-P2P
interactions can facilitate in disseminating real-time information related to
flight changes, delays, queue length, parking information, special security
alerts and procedures and baggage information, which benefits both con-

sumers and airport operators.

Technological trends

Near Field Communication (NFC)

More recently, e-Transaction widely adopted to simplify the process of trans-
action across various platforms such as e-ticket, e-commerce, etc. Moreover,
the virtual money is involved in every virtual transaction. For example, shop-
ping with virtual money becomes a common practice using NFC, especially,

when we have smart phones.

A novice prototype for Train Ticket Application using NFC is shown in
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[NHW12]. In this system, with the help of NFC enabled mobile device,
the passenger gets the information about the vacant seats in the train and
passenger feels like he/she purchasing this ticket because, a passenger can get
the scanned copy of the e-ticket on the mobile device, when he/she completes
the payment using the voucher system. When conductor approaches the
passenger in the train, the passenger sends ticket data to the conductor and
once the conductor receives the data from passenger, the ticket data will be

destroyed from the passengers device.

Similarly, the work in [TZF12] demonstrates Thumb, a system to share infor-
mation instantly on smart phones, especially for resources with extreme short
life time. Using Thumb, a third-party can share the information with others,
while the users get spontaneously notification about that. For example: any
passenger wants to cancel the railway ticket just before one day of the train
departure, and wants to sale ticket, then that user is able to advertise this

information over the internet.

Data Dissemination

Data dissemination is a passive mode of communication in which the usage
rate of information is much higher than the rate of information produc-
tion [RR09| . In other words, it is an asymmetric communication, where
downloading rate is much higher than uploading rate. Data dissemination
related applications become very crucial due to the rapid growth of informa-
tion generation and their distribution over communities. The recent social
networking-based applications became a vital platform for the data dissemi-
nation. For managing such a wide variety of information and retrieving the
specific information in real time in mobile environment, we need to have
some semantics to be associated with the every piece of information. This
also helps to distribute the information across the boxes of choices. The
works on semantics-based information management on resource-constrained

mobile environment have been proposed in [PCR*10, RHTA10, EHTA11].



1.2. Research challenges in M-P2P networks 10

The work in [EHTA11| proposed OntoWiki framework, which is the novel
approach for semantics-based information management through mobile se-
mantic collaboration. OntoWiki allows users to browse data in offline mode.
This enables users to retrieve information even though they are in no-network
area such as forest, villages etc. Such platform is very handy to collect se-
mantically rich information like biodiversity expeditions to remote areas,
where network connectivity is very low and discontinued or sometime totally

unavailable.

1.2 Research challenges in M-P2P networks

Two major challenges associated with data management in M-P2P networks
are free-riding and data availability. Other challenges include mobil-
ity and resource constraints (e.g., energy, bandwidth, processing power and
memory) of mobile devices. As a consequence of peer mobility, the underly-
ing physical ad hoc network keeps changing dynamically, thereby making it
challenging to maintain a P2P overlay network for an optimal or reasonable
topology [BCFNO03]. Furthermore, peer mobility also causes frequent network
partitioning, thereby leading to reduced data availability as well as decreased
connectivity. Additionally, issues concerning privacy, security and trust also

arise in M-P2P environments. These issues are discussed in [MKO6].

Free-riding

Free-riding is defined as “A fundamental tension between individual rational-
ity and collective welfare”. In P2P networks, majority of the users generally
choose to do free-riding i.e., they want to consume resources, but not con-
tribute any resources of their own. For example, in Gnutella [AH00]|, 70%
of the users share no data at all. Thus, free-riding is a rampant problem in
P2P networks [RL03]. It causes limited growth of data in the system, which

causes reduction in users’ interest in accessing and providing services in the
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P2P network. Consequently, over a period of time, it leads to system col-
lapse. Notably, the problem of free-riding is further exacerbated in M-P2P
environments due to mobile resource constraints such as energy, bandwidth

and memory.

One solution to free-riding is to rely on altruism e.g., assume that all peers
are generous and would contribute resources unselfishly. If social generosity
is sufficiently high, there is no need for intervention [FC05|. However, in this
case, users do not have any incentive to perform such altruistic acts. Another
solution could be to provide incentives to the users for encouraging them to
contribute to the M-P2P network. Here, we are considering the realistic

assumption that users are selfish and respond to reward /punishment.

Data availability

Data availability in M-P2P networks is typically lower than in fixed net-
works due to frequent network partitioning [HMO6| arising from peer move-
ment, mobile resource constraints (e.g., bandwidth, energy, memory space)
and mobile devices being autonomously switched ‘off’. (Incidentally, data
availability is less than 20% even in a wired environment [SGGO01].) Ram-
pant free-riding further reduces data availability since a large percentage of
MPs are typically free-riders [HA05, KSGM03a, GBM01, LDHS05] i.e., they
do not provide any data. Thus, economic incentive schemes become a neces-
sity to entice resource-constrained MPs with incentives to provide data for

answering queries.

1.3 Contributions of the Dissertation

The following are the contributions of this dissertation.
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E-Top: Top-k Query Processing in Mobile-P2P Networks

using Economic Incentive Schemes

A peer in M-P2P networks is used to have top-k queries. For example, some-
one wants to find the top-k restaurants with “happy hours” (or “manager’s
special hours”) within 1 km of her current location. Here, top-k is determined
based on the parameters (e.g., star rating, price and distance from the point
of query reference) selected by the user. Similarly, another application could
involve a parking lot, where MPs can collect information about available
parking slots and charges, and then they can inform the brokers. The park-
ing slot availability information has to be current and therefore, the broker
can compare such current information with its current list of parking slots.
The broker can then provide the top-k available slots to the query-issuing
MP in terms of price or distance (from the MP’s current location). Similarly,
an MP may want to find the top-k stores selling Levis jeans in a shopping

mall with criteria such as (low) price during a specific time duration.

Observe that such ad hoc queries are temporal in nature (e.g., parking slot
availability information), hence they cannot be answered by the broker with-
out obtaining information from other MPs. Notably, this research will also
contribute towards CrowdDB [FKK*11], which uses human input via crowd-
sourcing to process queries that cannot be answered by database systems or
search engines. Additionally, such M-P2P interactions among peers are gen-
erally not freely supported by existing wireless communication infrastruc-
tures. The inherently ephemeral nature of M-P2P environments suggests
that timeliness of data delivery is of paramount importance in these appli-
cations, thereby necessitating query deadlines. For example, an MP looking
for top-k restaurants with “happy hours” would generally prefer to receive

the answer within a specified deadline.

E-Top provides the efficient processing of such top-k queries in M-P2P net-
works using economic incentive schemes. E-Top issues economic rewards to

the mobile peers, which send relevant data items (i.e., those that contribute
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to the top-k query result), and penalizes peers otherwise, thereby optimiz-
ing the communication traffic. Peers use the payoffs (rewards/penalties) as
a means of feedback to re-evaluate the scores of their items for re-ranking
purposes. In E-Top, brokers facilitate top-k query processing in lieu of a

commission.

The main contributions of E-Top are three-fold:

1. Tt proposes two economic incentive schemes, namely ETK and ETK+,
in which MPs act individually towards top-k query processing. These
schemes assign payoffs to MPs for incentivizing participation and for

enabling them to re-evaluate their data item scores.

2. It extends ETK and ETK+ to propose a peer group-based economic in-

centive scheme ETG, which defines three payoff allocation approaches.

3. It is indeed effective in improving the performance of top-k£ queries in
terms of query response times and accuracy at reasonable communica-

tion traffic cost, as demonstrated by our performance evaluation.

E-Top also discourages free-riding due to its economic nature. ETK and
ETK+ differ in that while ETK performs equal distribution of payoffs to the
rankers, ETK+ uses a weighted distribution. In ETG, ad hoc groups of MPs
are formed in the vicinity of the query location. Each group has a leader for
coordinating the top-k query processing. In contrast with ETK and ETK+-,
where individual MPs directly send their top-k items to the broker, query
processing in ETG proceeds by means of group members sending their indi-
vidual top-k items to the group leader. The group leader selects (i.e., ‘filters’)
the top-k items to be sent to the broker based on the relative frequencies of
the items in the individual top-k lists. In our application scenarios, some
of the restaurant managers in the vicinity of the query location can be the

group leaders.

In our performance evaluation, as a baseline reference, we adapt a non-

economic non-incentive-based existing top-k query processing scheme for
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MANETSs, proposed in [HHS'10|, which is designated as NETK (Non-
Economic Top-K) scheme. Furthermore, NETK does not incorporate the
notion of item re-ranking as no feedback has been sent back to the MPs, who
participated into top-k query processing. NETK is the closest to our top-k
query processing schemes since it addresses dynamic top-k query process-
ing in mobile networks. None of the existing proposals on economic issues

addresses top-k query processing in M-P2P networks.

E-Broker: Economic Incentive-based Brokerage Schemes

for Improving Data Availability in Mobile-P2P Networks

This work proposes the E-Broker system for improving data availability in
M-P2P networks by incentivizing MPs to provide value-added routing service.
Here, the term “value-added routing service” refers to the broker MPs en-
abling pro-active search for the query results by maintaining an index of the
data items (and replicas) stored at other MPs (as opposed to just forwarding

queries).

The main contributions of E-Broker are three-fold:

1. It proposes the EIB (Economic Incentive-based Brokerage) scheme,
which incentivizes relay peers to act as information brokers for perform-
ing value-added routing and replication in M-P2P networks, thereby

effectively improving data availability.

2. It proposes the EIB+ (enhanced Economic Incentive-based Brokerage)
scheme, which extends the EIB scheme by incorporating three different
broker scoring strategies for providing additional incentives to brokers
towards providing better service. Brokers with higher scores become
preferred brokers and they earn higher commissions than common bro-

kers. EIB+ also facilitates load-sharing among the peers.

3. It experimentally determines the number of brokers, beyond which the
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mobile peers are better off without a broker-based architecture i.e.,

they can directly access data from the data-providing peers.

Similar to E-Top, E-Broker also discourages free-riding in M-P2P networks.
Both EIB and EIB-+ use economic incentives in that every data item is
associated with a price (in virtual currency). Data item price depends upon
several factors such as access frequency, data quality and estimated response
time of access. The query-issuer pays the price of the queried item to the
data-provider, and a commission to the broker and the relay MPs in the

successful query path.

We have evaluated the performance of EIB and EIB+ w.r.t. the non-economic
E-DCG+ replication scheme [HMO06|. Notably, E-DCG+ is the closest to
our schemes since it aims at improving data availability in MANETs. As
a baseline, we also do performance comparison w.r.t. a non-incentive and
non-broker-based NIB (Non-Incentive without Brokerage) scheme to show

the performance gain due to brokerage.

E-VeT: Economic Reward/Penalty-based System for Ve-

hicular Traffic Management

This work proposes the E-VeT system for efficiently managing the vehicular
traffic in road networks using economy-based reward/penalty schemes. In
this work, the cost of traversing a path in the road network corresponds to
the time required for the path traversal, unless otherwise specified. Hence,
we shall use the terms “path cost” and “path time-cost” interchangeably.
Observe that defining path cost in terms of time encompasses factors such
as path distance, the speed limit relevant to the path and the path’s traffic

congestion.

In E-VeT, base stations collaboratively facilitate dynamic vehicular route
assignments for mitigating the traffic congestion, thus reducing the average

time of arrivals and fuel consumption. However, vehicles may not follow the
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paths assigned by the base stations e.g., when they can find lesser-cost paths.
To incentivize vehicles towards following the system-assigned paths, E-VeT
uses rewards/penalties (payoffs), which are in terms of real currency.
Hence, these payoffs can be used towards paying road taxes, car registration,

and license/toll fees.

This work assumes that all the vehicles fall under the purview of the E-
VeT reward/penalty framework, which could be implemented as part of a
government-mandated program for facilitating traffic management. Note
that the proposed scheme is a government-mandated system, it is always op-
erational, but only the price changes dynamically based on the congestion.
Thus users, will not know the pricing scheme and congestion information
well ahead of time. Though the system suggests and offers options to users,
they still have a choice of paying the penalty and taking the higher-priced
paths; the objective is not to force users for explicit load-balancing. Since
we have a reward/penalty system, it is using incentives for load-balancing.
It is also different and better than randomization where users can get one
of the options, which they have to follow, and they have no choice to alter
the option they received. Thus, in our scheme, we preserve the notion that

a user is the final entity to decide the path taken.

This work can be seen as a further extension to the initial proposal for routing
of the VS-scheme for parking introduced in [AWX"12|. In the VS-scheme,
a central authority (CA) makes an optimal assignment, and penalizes ve-
hicles severely for deviating from it. Furthermore, in the VS-scheme, the
CA guarantees that each vehicle v will pay a travel-cost to slots that is not
higher than v’s cost in equilibrium. Since in an optimal assignment some
vehicles may travel longer than in equilibrium, the CA compensates them in
dollars so that the total cost that v pays is not higher than v’s travel-time
in equilibrium. The CA also charges vehicles that travel less in the opti-
mum assignment than in the equilibrium assignment. This dollar-charge is

equivalent to the saving in travel-time.

Our work here is mainly focused on routing in V2V different from parking
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of vehicles in [AWX"12] in terms of policies for route allocation of vehicles
based on revenues, modeling the pricing problem for revenue generation and
finding a suitable reward /penalty scheme that adapts to changing behavior
of drivers over period of time. In addition, the performance metrics directly
focus on the impact of different revenue allocation schemes on the average
fuel saving, average time of arrival and the number of messages exchanged

among others.

In summary, our proposed schemes differ from existing proposals [Bra96,
Mor10, Xu06, Yan12, Iss11] in mainly two ways. First, we introduce a re-
ward /penalty framework for controlling the traffic congestion. Second, users’
good behavior (i.e., following the system advice) is considered in the conges-
tion control decision-making in the sense that the system remembers past
behavior and rewards/penalty earned in the past. Thus, our scheme is user-
centric and it inspires users to earn rewards so that they can get preferred

assignment of paths when needed by redeeming rewards.

The contributions of E-VeT are three-fold:

1. It proposes an R*A (Revenue-based Route Allocation) scheme, which
rewards vehicles for following system-assigned longer-time paths, and
charges a fee for following system-assigned shorter-time paths. Further-
more, it penalizes (charges much higher fee) vehicles for any deviations

from the system-assigned paths.

2. It presents the R?A™ (extended R?A) scheme by incorporating the no-
tion of revenue-scales for further incentivizing vehicles based on their

past system usage.

3. It discusses a route allocation algorithm, which gives lesser-time paths
as a preference to vehicles that have earned higher revenue based on

the scheme used i.e., either R2A or R2A ™.

Note that both R?A and R2A™ schemes are designed to ensure fairness in

the sense that vehicles pay when they travel faster, and they earn currency
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when they travel slower. Both schemes penalize vehicles, which deviate from
system-assigned paths, thereby incentivizing them to adhere to the system-
assigned paths. Furthermore, when vehicles follow the system-assigned paths,
they are rewarded either in terms of time-savings (i.e., lower time-cost routes
being allocated) or in terms of real currency (i.e., payments for following

longer time-cost routes).

R2A and R2AT differ in that while R?A assigns payoffs to vehicles based
on every individual journey, R2A™ performs the payoff assignment based on
the consistency of a given vehicle in following the system-assigned paths
across multiple journeys. To achieve this, R2A™ uses a set of pre-defined
revenue-scales and provides better payoffs to the vehicles that are associated
with higher revenue-scales. This entices vehicles to consistently follow the
system-assigned routes. Our performance study shows that the proposed
schemes are indeed effective in managing vehicular traffic in road networks

by reducing the average time of arrival and fuel consumption.

E-Rare: Economic Incentive Schemes for Improving Avail-

ability of Rare Data in Mobile-P2P Networks

E-Rare focuses on handling rare data items in an M-P2P environment. Rare
data items are those, which get sudden bursts in accesses based on events
as they are only hosted by only a few peers in comparison to the network
size. Thus, they may not be available within few hops of query-issuing peers.
The sudden burst in accesses to rare items generally occurs within a given
time-frame (associated with the event), before and after which such items

are rarely accessed.

Some application scenarios are as follows. Suppose a group of college stu-
dents in the course of an expedition in a remote forest, where communica-
tion infrastructures (e.g., base stations) do not exist. When there is a sud-
den unexpected decrease in temperature and gusty winds, they need to look

for information about protective clothing such as shops selling sweaters and
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wind-cheaters, photos of such clothing and so on. In a similar vein, suppose a
group of tourists unerpectedly encounters a cave during their journey. They
would like to find information about where to buy gas-masks and associated
safety equipment for added safety, instructional tutorials on how to use this
equipment, and so on. Similarly, when a motorist driving in a mountainous
region, sees a rare animal, she may wish to find additional information about
living habits. Additionally, due to the sudden and unexpected onset of a
heat wave, a group of botanists on an expedition in a forest may want to find
information such as non-drinking water sources and pictures of the locations
of such water sources. In these application scenarios, M-P2P interactions can

facilitate the MPs in finding the required information.

Such M-P2P interactions for effective sharing of rare data are currently not
freely supported by existing wireless communication infrastructures. Observe
how the sudden urgent demand of several MPs for information concerning
rare items (e.g., protective clothing or gas-masks) arises due to the occurrence
of events such as the sudden onset of harsh weather conditions or the users

unexpectedly encountering a cave.

E-Rare is a novel economic incentive model for improving rare data avail-
ability by means of licensing-based replication in M-P2P networks. E-Rare
comprises two replication schemes, namely ECR and ECR+, both of which
use its incentive model for improving rare data availability. The key differ-
ence between these schemes is that in ECR, the MPs act individually towards
replication, while for ECR+-, the MPs perform replication in groups. In both
these schemes, a given MP issues queries specifying its desired data item, its
location and query deadline. In E-Rare, each data item is associated with
four types of prices (in virtual currency), which provide different rights to the
query-issuer concerning the usage of the item. E-Rare requires a query-issuer
to pay one of these prices for its queried data item to the query-serving peer,

thereby effectively increasing data availability and combating free-riders.

The main contributions of E-Rare are three-fold:
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1. It provides incentives for replication of rare data items by means of a

novel licensing mechanism, thereby improving rare data availability.

2. It provides additional incentives for MPs to collaborate in groups,

thereby further improving rare data availability.

3. A detailed performance evaluation has been done to show the improve-
ment in query response times and availability of rare data items in

M-P2P networks.

Incidentally, virtual currency incentives are suitable for P2P environments
due to the high transaction costs of real-currency micro-payments [TR04].
The works in [DPGB03,ET04,ZCY03] discuss how to ensure secure payments
using a virtual currency. Notably, these secure payment schemes are com-
plementary to our proposal, but they can be used in conjunction with our

proposal.

We have performed a detailed performance evaluation of both ECR and
ECR+. As a baseline reference, we have also compared against an existing
non-incentive and non-economic replication E-DCG+ scheme for MANETS,
proposed in [HMO6], which is closure to our scenario. We have used aver-
age response times of queries, query success rates, query hop-counts and the
number of messages as performance metrics. ECR+ outperforms ECR due
to its group-based incentives (such as discounts), which facilitate collabo-
rative replication among MPs. ECR outperforms E-DCG-+ essentially due
to its economic licensing scheme, which incentivizes MP participation in the
creation of multiple copies of rare items. Both ECR and ECR+ incur more
messages than E-DCG+ because in case of E-DCG+, a large percentage of
unsuccessful queries result in decreased amount of data transfer, albeit at

the cost of reduced query success rates.

1.4 Organization of the Dissertation

The dissertation is organized as follows:
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Chapter 2 provides a general introduction and discusses about related

work in this field.

Chapter 3 discusses our proposed system E-Top for top-k query processing
in Mobile-P2P Networks using economic incentive schemes, when operating
on resource constrained mobile devices. E-Top incorporates the economic
incentive-based schemes to perform the effective query processing and to
improve the data availability by means of increasing peer participation in
M-P2P networks, which relies not just on the available peers but also on the

query’s answer-rate as well as its answer-quality at the query-issuing peer.

Chapter 4 provides a description of our second research component E-
Broker, which looks at effective broker participation in M-P2P network to-
wards serving better quality to the MPs by means of improving query response-
time. The proposed brokerage schemes are based on various types of incen-
tives to the broker-MPs towards serving M-P2P networks. We justify in this
work that in a mobile environment, the nearly optimal broker’s participation
would effectively improves data availability thereby resulting faster response

and better quality.

Chapter 5 discusses our third research component of this dissertation E-
VeT, which focuses on efficient vehicular traffic management in road net-
works using economy-based reward/penalty schemes. In E-VeT, our goal is
to identify that how effectively system can assign the paths to the vehicles
to manage vehicular traffic by reducing the average time of arrival and fuel

consumption.

Chapter 6 discusses our forth research component of this dissertation E-
Rare, which focuses on leveraging network heterogeneity of rare data avail-
ability in M-P2P networks. In E-Rare, our goal is to identify that how

effectively a rare data is adequately replicated on mobile peers to improve
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rare data availability while keeping its rarity (i.e., value of a data for a given

time) up.

Chapter 7 concludes this dissertation with a summary of our contribu-

tions. We have also provided the directions for future work.

We are pleased to note that the contributions of this dissertation work have
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e Nilesh Padhariya, Anirban Mondal, Sanjay Kumar Madria, and Masaru
Kitsuregawa. “Economic incentive-based brokerage schemes for improv-
ing data availability in mobile-P2P networks.” Computer Communica-

tions, (2013) 36(8):861-874

e Nilesh Padhariya, Ouri Wolfson, Anirban Mondal, Varun Gandhi and
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tem for Vehicular Traffic Management.” Mobile Data Management,

MDM(1) 2014: 99-102

Moreover, the following papers are currently under review in journals.

e Nilesh Padhariya, Anirban Mondal, Sanjay Kumar Madria and Masaru
Kitsuregawa. “Fconomic Incentive Schemes for Improving Availability

of Rare Data in Mobile-P2P Networks”

e Nilesh Padhariya, Anirban Mondal and Sanjay Kumar Madria. “Top-k
Query Processing in Mobile-P2P Networks using Economic Incentive

Schemes”
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Related Work

This chapter provides an overview of existing works related to economic
schemes for data management in M-P2P environments. Notably, the com-
bination of issues such as node mobility, free-riding, network partitioning
and resource constraints (e.g., energy, memory space) are more relevant to
M-P2P environments, although some of these issues may also arise in other
environments. As a single instance, in static P2P environments, the issue
of node mobility does not arise and resource constraints are not as severe
as in M-P2P environments. The free-riding issue in traditional static P2P
environments may be handled by blocking the free-riders. However, in M-
P2P environments, in order to have connectivity in the network, we need to

attract free-riders to provide services.

2.1 Economic incentive schemes

This section provides an overview of economic incentive schemes.
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2.1.1 Economic schemes for resource allocation in P2P

networks

Economic schemes have been discussed for resource allocation in distributed
systems [FNY93, FYN88,KS89]. The proposed model in [FNY93] manages
distributed data objects by means of revenue-based resource allocation. In
this economic model, each job/transaction pays to the processor for per-
forming data object-related read/write operations, while the processor uses
revenues to lease copies of data objects to other processors. Here, the price
of the data objects are decided by themselves. Thus, the economic model

facilitates efficient management of data objects in the system.

The work in [FYN88| discusses microeconomics load-balancing in distributed
systems. In this economic model, the prices of the resources in the system are
decided based on their demands. The system assumes that the demand gen-
erates the competition among the non-cooperative devices in the distributed
system. In particular, each job is assigned to a host using an auction mech-
anism i.e., the winning host serves the job. This economic approach has
been shown to provide better performance due to its limited complexity and

intrinsic decentralization.

In a similar vein, [KS89] also examined the effective distribution of divisible
resources in a distributed system. For example, the file allocation based on
communication cost and its processing time are optimized by dividing a file
into several parts distributed fashion. Thus, a file is processed by executing
each of its individual parts on different processors. [Gro03| has described the
economic aspects in a pure peer-to-peer (P2P) networks. They considered
GNUnet file-sharing, which is a distributed framework that uses trust-based
mechanisms for performing economic resource allocation among equal peers,
while minimizing free-riding. Thus, it defined a game of cooperative play-
ers to maximize individual outcomes, while distinguishing between friendly
and malicious players. However, this work does not incorporate any pricing

model.
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The proposals in [L104, XLN06b, XLN06a| discuss economic schemes for re-
source allocation in wireless ad hoc networks. The goal of [LI04] is to per-
form service provisioning in a mobile ad hoc network (MANET) environ-
ment, hence it proposes a distributed algorithm for effective service pro-
visioning. Moreover, it uses the Vickrey auction mechanism for allocating
services among selfish peers in the MANET. The proposal [XLNO6b| as-
sumes that the peers would prefer to be selfish rather than cooperative in
wireless ad hoc networks. Hence, incentive mechanisms would inspire selfish
and greedy peers to participate and share their resources, thereby reduc-
ing free-riding. This work presented the price-pair mechanism to allocate
resources across peers, while incentivizing them for their services to the net-
work, thereby further increasing the extent of cooperative behavior in the
system. By means of cooperation, the system is converged to the desired
global optimal operating point, even though the peers are independent and
the system is decentralized. Similarly, the proposal [XLNO06a| provides the
price-based resource allocation framework for fair and optimal resource uti-
lization among the peers. The price of each resource is computed based on
the notion of ‘maximum cliques’ of that resource in the wireless ad hoc net-
work. They also showed that the proposed distributed algorithm converges

to a global network optimum w.r.t. resource allocations.

Observe that the schemes in [FYN88,KS89,FNY93,Gro03] do not address M-
P2P issues such as node mobility, free-riding, frequent network partitioning
and mobile resource constraints. Furthermore, the schemes in [L.104,XLNOG6b,

XLNO06a] do not incorporate replication or data rarity issues.

2.1.2 Incentive schemes for encouraging peer participa-

tion in static P2P networks

Incentive-based schemes for encouraging peer participation in static P2P
networks involve formal game-theoretic approaches such as the proposal

in [GBMO1]. The work in [GBMO1| proposed an incentive-based model for
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P2P file-sharing systems. They provided various payment schemes under a
game-theoretic model in which each selfish user is trying to increase his re-
wards. The work also analyzed the equillibria of users’ strategies with respect

to micro-payment and quantized micro-payment mechanisms.

The works in [HA05, RLO3| encourage peer participation using utility func-
tions. [HA05| aimed at encouraging resource sharing by providing incentives
to the peers and they also address the issue of malicious peers. [HA05] defined
utility functions based on credit i.e., contributed bytes - consumed bytes, for
measuring users’ behavior. However, they do not address data quality i.e., a
given user may share fake files to increase his credit. [RLO3| also uses utility
functions to measure the user’s value to the system. It described three dif-
ferent utility functions based on (a) the total number of files shared (b) the
total size of the data shared and (c) the popularity of the shared files. These
utility functions consider reward (i.e., user’s sharing) and penalty (i.e., user’s

consumption).

Furthermore, [KSGMO03a| has also addressed free-riding in P2P networks and
proposed a solution based on a peer participation metric called the Eigen-
Trust score [KSGMO3b]. The parameters in the EigenTrust metric are used
for defining the incentives that are to be awarded to the peers. EigenTrust en-
sures that participatory peers obtain rewards, but less active peers do not get
excluded from the system, thereby providing opportunity to the free-riders
to be active participants in the network. Moreover, [LDHSO05| considers the
asymmetric angle of the P2P system, where the uploaded bytes have less
value then the downloaded bytes because selfish and rational peers would
prefer downloads as opposed to uploads. Hence, [LDHS05| provides more
incentives for the uploaded bytes w.r.t. the downloaded bytes.

Observe that the approaches [HA05,RL03, KSGM03a| are too static to be de-
ployed in M-P2P networks because they assume peers’ availability and fixed
topology. Furthermore, they do not address few mobile resource constraints

(e.g., energy) and data rarity issues.
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The works in [Azz10a,Azz10b] focus on addressing the problem of free-riding
in decentralized collaborative environments. In particular, these works pro-
pose a taxonomy for classifying and tracking free-riders in multimedia sys-
tems based on trustworthiness. The proposal in [LGS12] addresses free-riding
in the popular eMule/eDonkey P2P file-sharing network by evaluating and
improving the fairness policy, which rewards contributors. Notably, the works
in [LGS12,Azz10a, Azz10b, HA05, KSGMO03a| do not address replication and

mobile resource constraints.

2.1.3 Incentive schemes for combating free-riding in MANETSs

The proposals in [BHO1, BH03, ZCY03, CN04, CGKO03, SNCR03| address
free-riding in MANETs. The work in [BHO1| introduces a virtual currency
to stimulate node cooperation for packet forwarding services. They provide
two different models, namely the Packet Purse Model (PPM) and the Packet
Trade Model (PTM), for defining the price of the packet forwarding service.
In PPM, nuglets (a form of virtual currency) are loaded into a packet by
the source, and intermediate nodes takes off these nuglets from the given
packet according to their respective prices for the forwarding service. On the
other hand, in PTM, each node in the message path ‘buys’ a packet from
the predecessor node and ‘sells’ it to the successor node, thereby implying
that the destination node has to pay the price for the packet forwarding
service. Observe that PTM is vulnerable to network overload, since senders
do not have to pay. Thus, PPM is more promising. The work also proposed
the hybrid and extended PPM (with Fixed Per Hop Charges and Auctions)

approaches for packet forwarding service.

Similarly, the works in [BH03,ZCYO03] also use virtual currency to stimulate
the cooperation of mobile nodes in forwarding messages. In [BHO03|, virtual
currency is defined as a ‘nuglet counter’ on each peer, which is decreased
by one in case of peer has generated a packet (i.e., peer wants to obtain

service from the network) and is increased by one in case a peer forwards
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a packet (i.e., the peer serves the network). In order to use the message-
forwarding service, the value of nuglet counter on a peer must be positive,
thereby facilitating the avoidance of free-riding. The work also suggested
mechanisms for protecting the nuglet counter. [ZCY03] proposed Sprite, a
simple cheat-proof, credit-based mechanism to provide message-forwarding
service among selfish nodes in a MANET. This work considered incentivizing
peers for their cooperation as follows: a node keeps a receipt of its receiv-
ing/forwarding message; later it clears with Credit Clearance Service (CCS)
provider by uploading receipts; and obtains currency for its services. This

mechanism does not require any tamper-proof hardware at any node.

The auction-based iPass [CN04| incentive scheme and the works in [CGKOO03,
SNCRO3] also provide incentives for relaying messages. iPass pays to each
flow i.e., the message path from source to destination with relay peers as the
intermediate nodes, for the message-forwarding service in a non-cooperative
MANET environment. The resource allocation is performed by bidding,
and a flow is chosen by a generalized Vickrey auction with reverse pricing
mechanism. It shows that truthful bidding of utility is a dominant strat-
egy and incentivization leads to higher social welfare for the whole network.
The work in [CGKOO03] explores an incentive-based model for a MANET.
A mobile node can earn as much as it is capable of transmitting messages,
but its capacity is constrained by its remaining energy, hence the system
will be balanced. [SNCR03| considers a market-based approach, in which
each node independently charges prices for relaying the data packets. The
method effectively converges to the equilibria of the resulting market due to
its iterative price and rate allocation algorithm. In particular, the propos-
als in [CGKOO03,SNCRO03| concentrate on compensating forwarding cost in

terms of battery power, memory and CPU cycles.

However, these works do not consider M-P2P architecture. Furthermore,
they do not consider data rarity issues, data item prices and incentives for
data replication i.e., they do not entice peers to host data. Also, they do

not address the issue of creating pro-active mobile peers for providing value-
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added routing services.

2.1.4 Incentive schemes for M-P2P networks

The work in [MMKOT7c| discussed ABIDE, which is an auction-based eco-
nomic model for M-P2P networks. In ABIDE, the relay mobile peers are
encouraged to provide value-added routing services in lieu of a commis-
sion. ABIDE also considers load-balancing issues. Furthermore, the work
in [MYM10] proposed EcoBroker, which is a novel economic incentive-based
brokerage model for improving data availability via replication for multiple-
item queries in Mobile-P2P networks. In EcoBroker, data requestors need
to pay the price (in virtual currency) of their requested data items to data-
providers. The economic incentive model of EcoBroker effectively combats
free-riding by incentivizing MPs to become brokers and to host replicated
data, thereby improving data availability. Moreover, its brokerage model

facilitates efficient processing of queries involving multiple data items.

The proposals in [XWR06, WXS04| discuss incentive schemes for combating
free-riding in M-P2P networks. The work in [XWR06] provides incentives to
mobile peers for participation in the dissemination of reports about resources
in M-P2P networks. Each disseminated report contains information concern-
ing a spatial-temporal resource e.g., availability of a parking slot at a given
time and location. The work in [WXS04| considers opportunistic resource
information dissemination in transportation application scenarios. A mo-
bile peer transmits its resources to the mobile peers that it encounters, and
obtains resources from them in exchange. The works in [WXS04, XWRO06]
primarily address data dissemination with the aim of reaching as many peers
as possible i.e., they focus on how every peer can get the data. However,
they do not incentivize relay peers to perform value-added routing and to
host data. Furthermore, they do not consider licensing-based data replica-

tion and data rarity issues.

The work in [MMEKO09| proposes an economic incentive model for the efficient
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processing of constraint queries in M-P2P networks, given that M-P2P users
may issue queries with varying constraints on query response time, data qual-
ity of results and trustworthiness of the data source. The focus in [MMKO09]
is on how to index the constraints in user queries by using the CR*-tree.
Furthermore, the work in [MMKO09| provides incentives for peers to form
collaborative peer groups for maximizing data availability and revenues by
mutually allocating and deallocating data items using royalty-based revenue-
sharing. Thus, the focus in [MMKO09] is completely different from the focus
of E-Broker in that E-Broker focuses on brokerage schemes for performing

value-added routing and replication (and load-sharing) in M-P2P networks.

2.1.5 Economic schemes for top-k£ query processing

The proposal in [SIC08| addresses top-k queries and aggregate queries for
probabilistic databases with focus on data uncertainty and semantics. Un-
certainty imposes probability as a new ranking dimension that does not exist
in the traditional settings. This work has novel formulations based on tradi-
tional top-k semantics, which are combined with real-world semantics. The
proposed framework supports query processing and indexing by encapsu-
lating a state space model and an efficient search algorithm for computing
query answers. The state space model divides the search space into small
sub-spaces, thereby minimizing the number of accessed tuples and the size

of the materialized search space.

The work in [HCO7] examines the optimization of top-k queries in middleware
by means of a cost-based optimization approach. The work incorporates
various search and optimization algorithms. In particular, each top-k request
is treated differently in the sense that their access costs vary. In contrast
to relational queries, where “focused” search is possible through relational
definitions, top-k queries are handled by using logical tasks as building blocks
for identifying a comprehensive and focused search space. The work has

defined several search schemes over a spectrum of possible algorithms to
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identify an optimal algorithm for a given top-k query.

The proposals in [LXL10, WXTLO07| discuss top-k query processing in wireless
sensor networks. In [LXL10]|, each top-k query retrieves k£ number of data
objects, where the top-k£ evaluation is done by a scoring function on the
queried features from sensor data. For conserving the energy of the sensor
nodes, the work minimizes redundant data transmissions by means of both a
cluster-tree routing structure for locally aggregating objects as well as a cross-
pruning technique for filtering purposes. The work in [WXTLO7| exploits
semantics and facilitates energy-efficiency by installing a filter at each sensor

node to avoid unnecessary updates.

The work in [LCLCO04] uses a probabilistic approach towards cost-effectively
selecting sensor nodes for processing continuous probabilistic queries in wire-
less sensor networks by reducing sensor data aggregation. The tutorial
in [ZYV08| provides a comprehensive overview of top-k query processing in
wireless sensor networks. The proposal in [HSHNO09| discusses a message pro-
cessing method for top-k queries in MANETS for reducing the communication
traffic. The work in [JCCL10] discusses location-based top-k query process-
ing for wireless broadcast environments using two R-tree variants, namely
the broadcast aggregate R-tree and bit-vector R-tree. The work in [LLKLO09|
presents a search engine geared towards providing mobile users with top-k
web search results. Notably, the proposals in [SIC08, HC07,LXL10, WXTLO07,
LCLC04,HSHN09,JCCL10,LLKL09]| do not incorporate M-P2P architecture

and economic schemes for incentivizing top-k query processing.

Incidentally, P2P replication suitable for mobile environments has been in-
corporated in systems such as ROAM [RRPKO01|, Clique [RNC03| and Ru-
mor [GRR798|. However, these systems do not incorporate economic incen-

tive schemes and top-k queries.

The work in [PMGT11] addresses the processing of top-k queries in M-P2P
networks by using economic incentive schemes. In the proposed economic

model (designated as EcoTop), which is based on a super-peer architecture,
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brokers facilitate top-k£ query processing in lieu of a commission. EcoTop
issues economic rewards to the mobile peers, which send relevant data items
(i.e., those that contribute to the top-k query result), and penalizes peers
for sending irrelevant items, thereby optimizing the communication traffic.
Peers use the rewards/penalties as a means of feedback to re-evaluate the
scores of their respective items for item re-ranking purposes. FEcoTop also
incorporates commissions for relay peers to incentivize them in forwarding
messages quickly. A performance study demonstrates that EcoTop is indeed
effective in improving the performance of top-k queries, while minimizing
the communication traffic. Notably, this novel economic incentive model

also discourages free-riding in M-P2P networks.

2.1.6 Payment schemes

A small study [MdRKO04], which was conducted on users’ motivation and
decision to share resources in P2P networks, revealed that 50% of the ques-
tioned users would share more, if some materialistic incentives (e.g., money)
are dispensed by the application. Herein lies the motivation for coupon-based
systems like adPASS [SHO04]. The works in [DPGB03,ET04,ZCY03| discuss
how to ensure secure payments using a virtual currency. Another way pro-
posed in [GA04] describes Coupons, an incentive scheme that is inspired by
the eNcentive framework [RFJY03|, which allows mobile agents to spread
digital advertisements with embedded coupons among mobile users in a P2P

manner.

Several non-repudiation [KMZ02,SS05| systems, which can be incorporated
to control the deceiving behaviour of peers, have been developed. In many
applications such as content distribution, the price can also be controlled by

the service-providers [FST04].

MoB [CABPO05] is an open market collaborative wide-area wireless data ser-
vices architecture, which can be used by mobile users for opportunistically

trading services with each other. MoB also handles incentive management,
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user reputation management and accounting services.

A bootstrap kind of mechanism can also be used in many applications [DHA03a|.
Symella is a Gnutella file-sharing client for Symbian smartphones. It expects
that illegal acts occur, such as interpolation or destruction of the distribu-
tion history to get incentives. Hence, the distribution history attached to
the e-coupon [CNO04| is enciphered with a public-key cryptographic system
so that users cannot peruse the distribution history. Moreover, a message
digest (MD) of the distribution history is embedded by digital-watermarking
technology to check the validity of the history.

2.1.7 Trust-based schemes

The work in [QMK10] analyzes various existing decentralized and distributed
trust management schemes. Based on this analysis, it proposes the M-trust
scheme for mobile-P2P networks. M-Trust is a robust and scalable light-
weight trust ratings aggregation scheme. Notably, the M-trust scheme also
considers issues such as system mobility and dynamic network topology. In
a similar vein, the work in [RSB11| proposes a generalized distributed trust
management scheme to estimate peer trust based on their encounter history
in different environmental contexts. Moreover, the work also discusses how to
prioritize contexts depending upon the level of association with them. Fur-
thermore, the proposal in [SLO3| presents the TrustMe protocol for managing
trust and anonymity in P2P environments. The work also demonstrates that
the TrustMe protocol is reasonably secure against a wide variety of potential

attacks.

The proposal in [AR10] examines the role of recommenders in P2P systems
with the objective of managing trust. In particular, it provides an in-depth
treatment of the feedback behavior of the recommenders as well as their role
in trust assessment for P2P systems. Non-repudiation systems [SS05] can
also be incorporated to control the deceiving behaviour of peers. The work

in [BBS10] discusses an experimental model for trust and cooperation for
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partner selection in social networks.

The work in [VLAOCT10] proposes a human-based model for building a trust
relationship between nodes in an ad hoc network. In particular, it proposes
the Recommendation Exchange Protocol (REP), which enables nodes to ex-
change recommendations about their neighbors. Trust is based not only on
previous individual experiences, but also on the recommendations of other
nodes. Nodes maintain and exchange trust information about nodes within

their respective radio ranges.

Notably, the trust-based schemes discussed above can be used in conjunction
with our proposal as countermeasures to the selfish and deceiving behaviors

of the peers.

2.2 Data Caching in mobile environments

To improve the response time of data retrieval in mobile environments, Data
caching plays an important role. This section provides an overview of data

caching schemes for mobile environments.

2.2.1 Cooperative caching

In a mobile environment, the mobile client can access data items from the
cache of its neighbouring client. This concept is known as “cooperative
caching”. Notably, cooperative caching can also be used in conjunction with
the P2P paradigm. [CLCO04] proposes a cooperative caching scheme, desig-
nated as COCA, for mobile systems. COCA categorizes the mobile clients
into two categories: Low Activity Mobile clients (LAM) and High Activity
Mobile Clients (HAM). Notably, mobile clients from both of these categories
share their respective caches. COCA reduces the server workload because the
server replicates data items on the LAMs, while the HAMs take advantage

of these replicas. Thus, COCA improves the overall system performance,
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reduces the number of requests as well as the access miss ratio when the

mobile hosts are outside of the service region.

Wireless Sensor Networks support several applications such as environment
control, intelligent buildings, and target tracking in battlefields. Over the
past few years, Wireless Sensor networks have been growing in importance.
To serve data in short latency and with minimal energy consumption, these
applications require optimization in communication among the sensors. Hence,
cooperative data caching protocols has been proposed. The selection of sen-
sor nodes is at the heart of these protocols, and it plays an important role
in making the caching and request forwarding decisions. The [DKTM11] in-
troduces two new metrics to aid in the selection of such nodes. On the basis

of these metrics, the work proposed two new cooperative caching protocols.

2.2.2 Techniques for maintaining cache consistency

In mobile database systems, if data is cached on a mobile host, it will reduce
the query response time and also conserve the generally limited bandwidth.
However, there is a need for cache consistency. A basic cache consistency
scheme works as follows. The server broadcasts the invalidation report, which
identifies the updated data objects so that the mobile hosts may remove the
old data from their cache. Due to this reporting, the reconnecting process
of a given mobile host may be slow as the mobile host requests the server
for validating a cache as it receives an invalidation report. [KLO1| proposes
a set of new cache validation schemes, which are capable of conserving the

bandwidth for cache validation as well as for query processing.

Caching is also useful for reducing the server load as it facilitates data ac-
cess at clients, thereby improving the overall performance of the system. In
mobile computing environments, there are chances of frequent disconnec-
tions. In such situations, coherence between servers and clients becomes a
necessity. [ZCY06| proposes a category of cache invalidation strategy and

mathematical model, and develops a high-performance caching technique.
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Moreover, the work evaluates the performance for practical wireless mobile

computing scenarios.

Furthermore, the cache invalidation methods are record ID-based, hence they
are not adequate to manage the cache consistency of the mobile clients effi-
ciently. [Chu08| proposes a cache invalidation scheme for continuous partial
query in mobile computing environment, which is predicate-based. Here,
the cache state of the mobile client is the predicate. The server broadcasts
the cache invalidation report (CIR) and the predicate to the client for cache
management. This method is useful for reducing the requirement of data for
cache management. There are a number of methods to generate the CIR in

the server and to identify the invalid data in the client.

Additionally, in dynamic environments, users may not always be able to
stay in permanent contact with the network, but message delivery should
be guaranteed for all active users of the network. [SPFT09| introduces two
caching policies: basic caching and leaf caching for providing guaranteed

message delivery.

2.2.3 Cache replacement strategies

While caching frequently accessed data items on the mobile clients improve
the system performance, the cache size is generally limited. Hence, effec-
tive cache replacement techniques become a necessity to determine the set of
data items that should be evicted from the cache. [KMS07] proposes a cache
replacement policy called the Weighted Predicted Region-based Cache Re-
placement Policy (WPRRP) for location-dependent data. WPRRP works on
the basis of client’s movement by selecting the predicted region to calculate

the weighted distance of a given item.

In a mobile computing environment, the mobile user uses cache to access
the data easily, thereby enhancing the data availability as well as improv-
ing the data access time. Information is transferred from the server to the

query-issuer depending on its current location. This is known as Location
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Dependent Information Services (LDISs). [KSM10]| proposes a cache replace-
ment policy named Prioritized Predicted Region based Cache Replacement
Policy (PPRRP), which uses a cost function for the data eviction based on

the client’s movement pattern.

[HXWT05] proposes a proactive caching model, which caches the result
objects along with the index that supports these objects as the results. This is
helpful for object reusability for all common types of queries. To optimize the
query response time, [HXWT05]| also proposes an adaptive scheme to cache
an index. In mobile environments, proactive caching achieves significant

performance gains as compared to page caching and semantic caching.

As the cache size is limited on mobile devices, there are number of cache
replacement policies, used to discover a proper subset of items for eviction.
The Euclidean distance and Euclidean space are important parameters for
eviction in existing policies. In spatial networks, position and movement of
the objects are constraints and network distance is an important measure.
By considering the network density, network distance and the probability of
access, [JPNSO08| proposes a cache replacement policy which uses Progressive
incremental network expansion (PINE) technique to calculate the network

distance.

Moreover, [JYLKO02] proposes a caching policy and broadcast scheme in which
the geographical adjacency and characteristics of target area in Location
Dependent Queries (LDQ) are reflected. By applying the moving distance
of mobile host, [JYLKO02| develop the caching policy suitable for urban area.
The broadcast scheme uses the space-filling curve to cluster data based on
adjacency of data in LDQ. The expectation is: when executing LDQ in
local cache, the caching policy offers more accurate answers and significantly
improves the workload of mobile hosts. Also, the broadcast scheme improves

the battery life of the mobile host.

Mobile environment is dynamic, in which the mobile users are moving around

a number of service areas. Notably, as the mobile user goes from one ser-
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vice area to another, the new server takes responsibility of that user. This
process is known as handoff. In the process of handoff, the new server will
not get benefit to access the cache. As a solution to this, [PC05| discovers
numerous cache retrieval schemes to improve the cache retrieval efficiency.
The use of ‘coordinator buffer’ shows the improvement in the cache retrieval.
Moreover, Dynamic and Adaptive cache Retrieval scheme (DAR) is devel-
oped, which can deal with the service of handoff by utilizing proper cache

methods according to specific criteria.

An adaptive per-user per-object cache consistency management (APPCCM)
scheme is proposed in [LC11|. The scheme supports strong data consistency
semantics through integrated cache consistency and mobility management in
wireless mesh networks. Minimization of overall network cost is the main
objective of APPCCM. In APPCCM, caching of data objects is done dy-
namically, depending on mesh client’s mobility and data query/update char-

acteristics and network conditions.

2.2.4 Semantic caching

The bandwidth of the mobile devices is also a challenge in developing large
spatial database application on mobile environment. Here, the spatial data
is used to process the query in mobile environments. [SZS05| attempted to
combine multi resolution spatial data structure and semantic caching tech-
niques for efficient processing of spatial queries. [SZS05| also proposed a new
semantic caching model named Multi-resolution Semantic Caching (MSC)
by considering the characteristics of multi-resolution spatial data and multi-
resolution spatial query (MSQ) in mobile environments. MSC improves the
performance in three ways: (a) a reduction in the amount and complexity of
the remainder queries; (b) the redundant transmission of spatial data already
residing in a cache is avoided; (c¢) a provision for satisfactory answers before

100% query results have been transmitted to the client side.

Furthermore, the two features of semantic cache, namely less network traf-
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fic and improved response time, make it efficient for mobile environments.
The [LHC12| extends the traditional semantic cache management in three
ways: (a) extension of quadtree-based index structures to semantic caches,
(b) availability of a query processing strategy and (c¢) discussion on object-

oriented implementation of the semantic cache.

2.3 Data Replication

Data replication means that the same data is stored at multiple nodes. Data
replication is generally used for improving data availability, system reliabil-
ity and performance. This section provides an overview of data replication

schemes.

2.3.1 Data replication in P2P networks

Replication schemes for static P2P networks [BMSV03, DHA03b| and tradi-
tional replication strategies [KA00| for distributed systems do not consider
peer mobility issues. The proposal in [BMSV03]| tries to overcome the vari-
ous failures that may potentially occur in P2P systems. The work suggested
an analytical method based on reasoning about the efficiency of replication
with redundancy to handle failure tolerance and its recovery albeit at a small
scale. They also proposed a bulk replication scheme, in which the groups of
files or file systems are replicated across the network for high data availability,

hence the system has persistent storage failures and fast access.

The study in [DHA03b] addressed data consistency in P2P systems, where
the data has been replicated at several peers. For maintaining data consis-
tency, the update strategy needs to be capable of providing the same result
throughout the network. The work has proposed a hybrid push/pull algo-
rithm based on rumor spreading/gossiping mechanism. The algorithm pro-
vides an efficient and robust communication scheme for replication with high

probability of consistency in a distributed environment. Moreover, [KAQ0Q|
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also addressed database replication rather than file replication with data con-
sistency as a key objective. Several replication techniques for addressing data

consistency in a distributed environment have been discussed in [DGMS85|.

The work in [MLKO04| shows how data replication impacts the performance
of a static P2P system, where the data dependability issue is critical. In par-
ticular, the work in [MLKO04| proposes a dynamic data replication strategy
for effective load balancing among the peers and dynamic query redirection
to reduce the query response time. The data to be replicated is decided by
an individual peer based on access frequency i.e., a data with high access
frequency is considered as ‘hot’ item and therefore a suitable candidate for
replication. Moreover, the replicas of data items with relatively low access
frequencies are periodically deallocated for optimizing the disk space of the
peers. The work also considered the distance as a replication parameter. A
given query is redirected based on the index available at each peer. Here, the
index comprises the list of peer ids, which host replicas of a given data item.
The performance shows that dynamic data replication scheme indeed outper-
forms the traditional replication schemes due to its effective load-balancing
mechanism. Furthermore, the work in [MKO05]| discusses replication schemes
for efficient data management in a wide area network (WAN) environment,
where the major challenge is node heterogeneity in terms of processing capac-
ity and storage. The work also addresses issues such as bandwidth variations,
decentralized control, incomplete knowledge about the network, distributed

ownership and scalability of WANs.

The work in [SYHN10] considers the reduction of delays i.e., interruption time
in replica downloading in P2P streaming environments, but it is focused at
a lower level networking layer. In this work, load is distributed across the
clients by storing partial (pieces) of streaming data on them. Interruption
time occurs due to client’s disconnectivity or its low bandwidth. Hence,
the work proposed a method to reduce this interruption time by considering
the importance of the pieces of data based on their immediacy and scarcity.

Peers receive more important pieces faster, hence more replication is done
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for the more important pieces. Increased replication of a data piece reduces
its importance, hence eventually other data pieces also get opportunities to

be replicated.

2.3.2 Data replication in MANETSs

A network, where content exchange or delivery is done by autonomous peers,
it becomes challenging to construct efficient distributed algorithms for con-
tent replication. This is due to the autonomy of the peers and their freedom
to decide which objects they want to replicate. Additionally, churn (i.e.,
peers leaving the network autonomously) poses significant challenges to data

availability.

The proposals in [HM06, HMO05] discuss replication in MANETs. E-DCG+
[HMO6| creates groups of mobile peers (MPs) that are biconnected compo-
nents in a MANET, and shares replicas in larger groups of MPs to provide
high stability. An RWR (read-write ratio) value in the group of each data
item is calculated as a summation of RWR of those data items at each MP
in that group. In the order of the RWR values of the group, replicas of items
are allocated until memory space of all MPs in the group becomes full. Each
replica is allocated at an MP, whose RWR value to the item is the highest

among MPs that have free memory space to create it.

The work in [HMO05] aims at classifying different replica consistency levels in
a MANET based on application requirements, and proposes protocols to re-
alize them. In this work, each replica is valid till its original owner updates it.
Hence, applying strict consistency updates may potentially degrade the sys-
tem performance, given the inherently dynamic nature of the environment.
Thus, the work assumes that all applications do not necessarily require such
strict consistency, and it defines consistency based on group-level informa-
tion consistency. For example, in case of a disaster management group, the
information must be consistent within the group, but not strictly consistent

w.r.t. to the other groups. Here, the local consistency maintenance within
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a given group is performed via quorums and it is based on local conditions
such as location and time. Notably, the proposals in [HM06, HM05| do not

consider any economic model, M-P2P architecture and data rarity issues.

Incidentally, P2P replication suitable for mobile environments has been in-
corporated in systems such as ROAM |[RRPKO1]|, Clique [RNC03] and Ru-
mor [GRRT98]. ROAM, which is a system designed based on the Ward
model [RPR96], satisfies a replication solution redesigned specifically for mo-
bile environments. ROAM further considers replication factors such as local
replication, appliance compatibility for replication and consistent updates

throughout the network.

Clique, a server-less file system model, uses optimistic replication algorithms
to store replicas in users’ native file systems. It provides mechanisms for en-
suring consistent updates (i..e., the replicas are consistent), periodic update
management and conflict management. Moreover, it guarantees replica con-
vergence, thereby ensuring data consistency at the group level. In essence,
updates are propagated to all nodes within the group to provide reliable and

robust data management in the distributed environment.

The Rumor file system is also based on an optimistic replication algorithm,
where updates are propagated based on opportunistic cost model among the
sites replicating the files. It is built at the application level of the users’
mobile devices to provide higher portability, while limiting replication costs.
The files are updated through a periodic reconciliation mechanism, which
ensures the maintenance of consistency when communication can be restored.
However, these systems do not incorporate economic models and data rarity

issues.

Various data replication techniques have been proposed for MANET databases.
By considering the issues of MANET data replication, [PGVAOQS]| tries to at-
tempt the classification of existing MANET data replication techniques, and
proposes various criteria for selecting the appropriate replication technique

for a given application scenario. The work also considers several data replica-
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tion issues relevant to MANET databases such as energy, mobility, real-time
data availability and frequent network partitioning, based on which the repli-

cation schemes have been classified.

Moreover, in a MANET, the mobile peers move freely and disconnections take
place frequently, thereby reducing the data accessibility due to the dynam-
ically changing network topology. [HC06| proposes a group mobility model
and a replica allocation scheme to address the problem of data accessibility
by replicating data items and using the concept of group mobility, where a

group of mobile nodes move together.

2.3.3 Data replication in M-P2P networks

The work in [MMKO6¢| has proposed CLEAR, a context and location-based
approach for replica allocation in M-P2P networks. It exploits user mobility

patterns, and considers load and different levels of replica consistency.

The works in [MMKO06a, KKMM10] propose CADRE (Collaborative Allo-
cation and De-allocation of Replicas with Efficiency), which is a dynamic
replication scheme for improving the typically low data availability in ded-
icated and cooperative mobile ad-hoc peer-to-peer (M-P2P) networks. In
particular, replica allocation and de-allocation are collaboratively performed
in tandem to facilitate effective replication. Such collaboration is facilitated
by a hybrid super-peer architecture in which some of the mobile hosts act as
the ‘gateway nodes’ (GNs) in a given region. GNs facilitate both search and

replication.

The main contributions of CADRE are as follows. First, it facilitates the
prevention of ‘thrashing’ conditions due to its collaborative replica allocation
and de-allocation mechanism. Second, it considers the replication of images
at different resolutions to optimize the usage of the generally limited memory
space of the mobile hosts (MHs). Third, it addresses fair replica allocation
across the MHs. Fourth, it facilitates the optimization of the limited energy

resources of MHs during replication.
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The proposals in [MMK06b, MK10] discuss E-ARL, which is a novel Eco-
nomic scheme for Adaptive Revenue-Load-based dynamic replication of data
in dedicated M-P2P networks with the aim of improving data availability.
Thus, E-ARL considers a mobile cooperative environment, where the MPs
are working towards the same goal, and the network performance is facili-
tated by the economic scheme. E-ARL essentially allocates replicas based on
its economic scheme. Each data item has a price in virtual currency. E-ARL
requires a query issuing peer to pay the price of its queried data item to the
query-serving peer and a commission to relay peers in the successful query

path.

The main contributions of E-ARL follow. First, it uses an economic scheme
for efficiently managing M-P2P resources in a context-aware manner by facil-
itating effective replica hosting and message relaying by peers. Second, it col-
laboratively performs bid-based replica allocation to facilitate better quality
of service. Third, it incorporates both revenue-balancing and load-balancing
to improve peer participation and performance. Fourth, it conserves the

energy of low-energy MPs to facilitate network connectivity.

The work in [MMKO07a| considers that M-P2P users may issue queries with
varying constraints on query response time, data quality of results and trust-
worthiness of the data source. Thus, this work proposes ConQuer, which
addresses constraint queries in economy based M-P2P networks. ConQuer
proposes a broker-based incentive M-P2P model for handling user-defined
constraint queries. It also provides incentives for MPs to form collaborative
peer groups for maximizing data availability and revenues by mutually al-
locating and deallocating data items using a royalty-based revenue-sharing
method. Such reallocations facilitate MPs in providing better data quality,

thereby allowing them to further increase their revenues.

The work in [MMKOG6b| presented the economic model for efficient replica
management in M-P2P networks, in which mobile peer has been incen-
tivized to host replica. Here, mobile peers choose which data should be

replicated based on its importance. In this manner, mobile peers earn rev-
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enues from their hosted queried data items. Hence, it encourages peer par-
ticipation to improve data availability and discourages free-riding. Progres-
sively, [MMKO07a| proposed ConQuer: a group-based replication method with
incentivization in M-P2P networks. This work assume the super-peer ar-
chitecture for M-P2P network, in which a broker i.e., super-peer has been
incentivized for serving constrained query processing by query-issuing peer.
Moreover, collaborative peer groups further improves data availability and
revenues by mutually allocating and deallocating data items based on royalty-
based model. In a similar vein, a collaborative replication approach for M-

P2P networks is also proposed by [KKMM10).

The proposal in [MMKO07b| discussed an economic model LEASE, in which
data-providers lease data items to the free-riders in lieu of a lease payment.
Hence, it provides free-riders the opportunity to earn revenue by hosting
data, thereby incentivizing them towards data hosting. [MMO08] also discussed

incentive-based services for a dynamic data management in M-P2P networks.

2.4 Vehicular Network (VANET) Management

Economic models for resource allocation in distributed systems [KS89] implic-
itly assume that every node in the system would follow the system-assigned
policies. In contrast, our environment considers autonomous vehicles that
may not necessarily adhere to system-assigned routes in the absence of in-
centives. Incentives have been proposed for stimulating data sharing and
combating free-riding in mobile-P2P networks [PMG™11, WXS04, XWRO06|
as well as for encouraging nodes to forward messages in mobile ad hoc
networks [BHO03|. However, these works do not incorporate economic re-

wards/penalties for vehicular routing.

The proposal in [Bra96| proposes the use of an incentive-compatible pricing
and routing scheme, which also compensates users for sharing their vehicular

movement information. Moreover, the work in [Mor10] proposed a dynamic
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pricing model, which is based on values of time (VOT). The work assumed
that the travel-time is a function of vehicles’ types e.g., VOT may differ across
public transportation vehicles and personal vehicles. Furthermore, the work
in [Xu06] proposes a dynamic congestion pricing model, which captures users’

personal choices by means of a discrete choice framework.

A predictive model for dynamic pricing in traffic management has been pro-
posed in [Yanl2|. In particular, it formulates a mathematical model for
addressing distance-based dynamic congestion pricing. Based on the types
of measurements volume, speed and occupancy of vehicles, three types of
toll collections are proposed; pass-based, per use-based and distance-based

associated with different types of rate patterns.

The feasibility of applying dynamic congestion pricing to traffic management
has been studied in [Iss11|. The study focuses on spatial or temporal vari-
ations in pricing of road-usage, thereby discouraging overuse during rush
hours by incentivizing users to travel using alternate routes or at alternate
times. Thus, tolls can be adjusted continually based on road conditions e.g.,
prices increase when the tolled lane(s) are busy and decrease when the tolled

lane(s) are relatively less busy.

The work in [RSKMO09| proposes a P2P traffic information system for pur-
poses of dynamic route guidance. Cellular Internet access is used for estab-
lishing a P2P overlay over the Internet. However, it does not use economic
payoffs to encourage vehicles towards following system-assigned paths. The
emphasis in [BGJL06| is on routing messages in vehicle-based disruption-

tolerant networks, and this is orthogonal to our focus.

As a first differentiating factor from others, our scheme provides users some
rewards for following system suggested routes at different times and assigns
penalty for any deviations. Our second differentiating contribution is that
our scheme considers users’ history and incorporates that to suggest different
paths and pricing to different users. This is similar to frequent flyer (traveller)

schemes where users are given certain privileges and rewards, which they can
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use for availing better service. Note that our system also introduces penalty

so that users are discouraged from deviating system-assigned paths.

2.5 Crowdsourcing

Crowdsourcing refers to the process of outsourcing activities from a firm to
an online community or crowd in the form of an ‘open call’. Any member
of the crowd can then complete an assigned task and be paid for their ef-
forts [Whi09|. In this concept the company pays only for products or services
that meet its prospects; beyond the cost and benefits of the company. Char-
acterization of crowdsourcing from management science perspective is given

in [Sch09].

The task that requires human intelligence for the crowdsourcing has become
an acceptable medium for creation of resources. For the purpose of system
building and evaluation, the information retrieval and related fields regularly
use it. In this case there are chances of fraudulent attempts by malicious
workers and it is also challenging and time consuming process to identify
these persons for both crowdsourcing providers and requesters. The work

in [EdV11] explains that how to reduce such fraud attempts.

The usage of mobile devices is going to increase day by day because of the
availability of number of facilities other than just a communication device.
Mcleark, AMT, txteagle, mCrowd and SMSAssassin are the various applica-
tions and platforms developed to take the best advantage of the crowdsourc-
ing. Moreover, few mobile companies are planning to provide crowdsourcing

enabled mobile device to support such applications.

Moreover, [Eag09| presents a system to provide open-access working plat-
form to people, who can earn small amount by completing the tasks e.g.,
translations, transcriptions, surveys etc. Here, people are paid either in air-
time or MPESA (mobile money) by the corporations. Such services have

been recently launched in few countries like Kenya. When Crowdsourcing
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is extended to sensor-rich mobile devices like smart phones, it has potential
that can be truly set free. The work in [YMH'09] proposes a new iPhone-
based mobile crowdsourcing platform called mCrowd; which facilitates users
to work on sensor related crowdsourcing tasks at fingertips e.g., geolocation
aware image collection, image tagging, road traffic monitoring etc. through

the rich sensor equipped with iPhone.

We can relate or combine the concept of crowdsourcing with mobile for the
effective usage of mobile devices and for the beneficial usage of the Crowd-
sourcing; it is not just enough we can also relate the crowdsourcing with
database systems. Sometimes the queries processing requires human input
as they cannot be answered by machines only. For ex: the queries like
matching, ranking or aggregating results based on fuzzy criteria. To process
the queries, which is sufficiently answered neither by database system nor
does search engine require human input via crowdsourcing which is used by
CrowdDB. The CrowdDB uses the SQL for two purposes: as a language for
posing complex queries and as a way to model data. There are some dif-
ferences between CrowdDB and traditional database system like CrowdDB
waits for the human inputs and performance and cost of the query depend on

a number of new factors. The [FKK*11] describes the design of CrowdDB.

2.6 Summary

In this chapter, we have provided the detailed discussion of various eco-
nomic schemes for effective resource allocation, encouraging peer partici-
pation and combating free-riding in static P2P networks. Then, we have
discussed the economic schemes using incentivization strategies for mobile
networks: MANETs and M-P2P networks. Interesting related work in mo-
bile environment inspired us to carry our work in this direction. Moreover,
a survey of some existing incentive-based economic systems have been pre-
sented to demonstrate the importance of such systems in today’s technolog-

ical world. Since free-riding among the MPs is a major drawback of shared
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and distributed systems, we have discussed both static and dynamic economic
approaches. However, none of these works together addresses the issues such
as free-riding, data availability and node mobility concerning the effective
data dissemination in mobile environment. We have also surveyed existing
works on economic schemes for pure M-P2P networks and noted that none
of these works consider issues concerning incentivization. Furthermore, we
are glad to introduce the concept of top-k query processing using economic

incentive approach in M-P2P networks.

Additionally, we have surveyed background information concerning data caching
and data replication in mobile networks. However, most of these works fo-
cus on memory management on a peer, while our work is distinguished from
these existing works since our proposed techniques are aimed at improving
the managing, controlling and distributing data across the network, irrespec-
tive of the initial data placement across the nodes. In this regard, we have
also studied the recent data dissemination approach through crowdsourcing,
which are aligned to our M-P2P scenario. In future, we would like to focus
on emerging concept of M-P2P with crowdsourcing using economic incentive

and game theoretic approaches together.



3

E-Top: Top-£ Query Processing
in Mobile-P2P Networks using

Economic Incentive Schemes

3.1 Overview

In a Mobile ad hoc Peer-to-Peer (M-P2P) network, mobile peers (MPs) inter-
act with each other in a peer-to-peer (P2P) fashion. Proliferation of mobile
devices (e.g., laptops, PDAs, mobile phones) coupled with the ever-increasing
popularity of the P2P paradigm (e.g., Kazaa) strongly motivate M-P2P ap-

plications.

Suppose Alice wants to find the top-k restaurants with “happy hours” (or
“manager’s special hours”) within 1 km of her current location. Top-k is
determined based on the parameters (e.g., star rating, price and distance
from the point of query reference) selected by the user. A broker can fa-
cilitate such range-constrained top-k£ queries by soliciting information from
the MPs in its vicinity, and it can then compare this information with its

current top-k list of restaurants to generate the top-k result to be provided



3.1. Overview 51

to the query-issuing MP. The broker compiles its current top-k list by pe-
riodically collecting information from various sources such as the Web and
social networking sites. Notably, a broker is a trusted entity, which manages
the peers in its vicinity and provides value-added services. As we shall see
later, brokers also distribute rewards/penalties across the MPs. Moreover,

brokers are those nodes that do not make wide-area movements.

In a similar vein, another application could involve a parking lot, where MPs
can collect information about available parking slots and charges, and then
they can inform the brokers. The parking slot availability information has to
be current and therefore, the broker can compare such current information
with its current list of parking slots. The broker can then provide the top-k
available slots to the query-issuing MP in terms of price or distance (from
the MP’s current location). Similarly, an MP may want to find the top-k
stores selling Levis jeans in a shopping mall with criteria such as (low) price

during a specific time duration.

Observe that such ad hoc queries are temporal in nature (e.g., parking slot
availability information), hence they cannot be answered by the broker with-
out obtaining information from other MPs. Notably, this research will also
contribute towards CrowdDB [FKK*11], which uses human input via crowd-
sourcing to process queries that cannot be answered by database systems or
search engines. Additionally, such M-P2P interactions among peers are gen-
erally not freely supported by existing wireless communication infrastruc-
tures. The inherently ephemeral nature of M-P2P environments suggests
that timeliness of data delivery is of paramount importance in these appli-
cations, thereby necessitating query deadlines. For example, an MP looking
for top-k restaurants with “happy hours” would generally prefer to receive

the answer within a specified deadline.

Incidentally, Amazon.com has developed Mechanical Turk [Ama05|, which is
an online marketplace for match-making between the requirements of busi-
nesses and the skill sets of developers. Developers can select from a large

pool of tasks based on their skill sets. Similar to our work, the Mechanical
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Turk system also provides economic incentives. Observe that technologies,
such as WiFi and Bluetooth networks, are nowadays adequately capable of

providing a platform for incentive-based mobile P2P collaborations.

Existing economic schemes for distributed systems [Gro03, KS89| and static
P2P networks [GBMO01, KSGMO03a, LDHS05| do not address top-k queries
and M-P2P issues such as frequent network partitioning and mobile re-
source constraints. Economic incentive schemes for mobile ad-hoc networks
(MANETs) [BH03| and M-P2P networks [WXS04, XWRO06| do not address
top-k query processing. Furthermore, the top-k query processing approaches
[SIC08,HC07,JCCL10, HSHN09, LCL.C04, LXL10, WXTLO07| do not consider

economic incentive schemes and M-P2P architecture.

Incidentally, data availability in M-P2P networks is typically lower than in
fixed networks due to frequent network partitioning [HMO6| arising from
peer movement and/or peers autonomously switching ‘off” their mobile de-
vices. Data availability is further exacerbated due to rampant free-riding
|[GBMO01, KSGMO03a, LDHSO05], which is characteristic of P2P environments.
Furthermore, MPs generally have limited resources (e.g., bandwidth, energy,
memory space). Since sending/receiving messages expend the limited energy
resources of MPs, minimizing the communication traffic becomes a necessity
to address energy constraints. Thus, economic incentive schemes become a
necessity to entice resource-constrained MPs with incentives to provide data

for answering queries.

This work proposes the E-Top system for addressing efficient top-k query
processing in M-P2P networks. In E-Top, we have considered that a given
query-issuer sends location-based range-constrained top-k queries to the M-
P2P network. Brokers facilitate top-k query processing in lieu of a commis-
sion. E-Top requires a query-issuing MP to pay a price (in virtual currency)
for obtaining its queried top-k result. This price is used for making pay-
ments for incentivizing rankers (i.e., peers that send data items to answer
the query), brokers and relay peers. Thus, an MP has to earn adequate cur-

rency by providing service (as a broker, ranker or relay peer) before it can
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issue its own top-k queries, thereby discouraging free-riding.

E-Top issues economic rewards to the rankers, which send relevant data
items (i.e., those that contribute to the top-k query result), and penalizes
peers for sending irrelevant items. This incentivizes MPs to send only those
data items (to the broker), which have a higher probability of being in the
top-k results, thereby optimizing the communication traffic. MPs use the
rewards/penalties as feedback to re-evaluate their items’ scores. We shall

henceforth use the term payoffs to refer to rewards/penalties.

The main contributions of E-Top are three-fold:

1. It proposes two economic incentive schemes, namely ETK and ETK+,
in which MPs act individually towards top-k query processing. These
schemes assign payoffs to MPs for incentivizing participation and for

enabling them to re-evaluate their data item scores.

2. It extends ETK and ETK+ to propose a peer group-based economic in-

centive scheme ETG, which defines three payoff allocation approaches.

3. It is indeed effective in improving the performance of top-k£ queries in
terms of query response times and accuracy at reasonable communica-

tion traffic cost, as demonstrated by our performance evaluation.

E-Top also discourages free-riding due to its economic nature. ETK and
ETK+ differ in that while ETK performs equal distribution of payoffs to the
rankers, ETK+ uses a weighted distribution. In ETG, ad hoc groups of MPs
are formed in the vicinity of the query location. Each group has a leader for
coordinating the top-k query processing. In contrast with ETK and ETK+,
where individual MPs directly send their top-£ items to the broker, query
processing in ETG proceeds by means of group members sending their indi-
vidual top-k items to the group leader. The group leader selects (i.e., ‘filters’)
the top-k items to be sent to the broker based on the relative frequencies of

the items in the individual top-k lists. In our application scenarios, some
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of the restaurant managers in the vicinity of the query location can be the

group leaders.

For simplicity we have considered the uniformly distributed grid regions to
show closed-group system. The other suggested approach based on dynamic
density-based grid can also be considered to form groups in M-P2P networks.
In that case, system may require more brokers to provide better services to
the mobile peers, but at the cost of communication overhead in terms of
energy and bandwidth. Furthermore, we considered to choose top-1 broker
towards serving top-k query into a given query path. There is no restriction
over considering multiple brokers (i.e., top-2, top-3 etc.), but in that case the
inter-broker communication further increases communication traffic, thereby
degrading overall performance of the system. This is due to that the nearby
brokers periodically exchange the information (such as global ranking list
(T), number of unique MPs that interacted with brokers, etc.) with each

other, to maintain consistency into such dynamic environment.

In the three approaches deployed by ETG for payoff allocation among group
members for any given top-k£ query, group penalties are equally distributed,
thus the schemes differ in their allocation of group rewards. Group rewards
are allocated in the following three ways i.e., equally, based on the number of
relevant items sent and based on the revenue earned from those items. The
group leader receives a percentage of the group rewards as a commission,
thereby incentivizing it to participate. Group-based collaboration provides
better incentivization since it is likely to lead to higher rewards and lower
penalties due to the following reasons. First, MPs risk a lower amount of
individual penalties due to the sharing of penalties among group members.
Second, MPs have a higher probability of obtaining rewards because the
‘filtering’ performed by the group leader ensures that collective top-k answers
from group members are likely to be of higher quality (i.e., more relevant and

accurate) than individual answers.

To the best of our knowledge, none of the existing top-k query processing

schemes in M-P2P environment uses incentives. Hence, as reference, we
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adapt an existing non-incentive-based top-k processing scheme for MANETSs.
We designate this scheme as NETK (Non-Economic Top-K'), proposed
in [HHS™10]. Although NETK does not provide incentives to the MPs. it
is closest to our top-k query processing scheme. Notably, NETK does not
incorporate the notion of item re-ranking as no feedback has been sent back

to the MPs, who participated in the top-k query processing.

The results of our performance evaluation indicate that ETG outperforms
both ETK and ETK+ due to its group-based scheme, which better incen-
tivizes MP collaboration in top-k query processing due to effective sharing
of rewards and penalties among group members. Moreover, ETK-+ outper-
forms ETK due to its weighted distribution (of rewards and penalties to
ranker MPs), which provides better incentives to ranker MPs than ETK’s
equal distribution. ETK, ETK+ and ETG outperform NETK essentially

due to the effectiveness of economic payoffs and item re-ranking.

The results also indicate that at higher values of k, query response times
increase for all the schemes due to longer query paths. This is because fewer
nearby rankers are able to provide enough relevant data items pertaining to
the top-k query. Our schemes exhibit good scalability with increasing number
of MPs because larger network implies the presence of more rankers. Our
schemes exhibit improvement in performance as the communication range
of MPs increases. This is because increase in communication range has the
effect of bringing the MPs ‘nearer’ to each other, thereby improving data

accessibility.

As the percentage of MP failures increases, our schemes degrade in perfor-
mance partly due to decreased overall MP participation and partly because
of failure of MPs that host data relevant to the top-k queries. ETG performs
best when the group sizes are neither too small nor too large. This is because
medium-sized groups are better able to leverage the benefits of group-based

collaboration.

The remainder of this chapter is organized as follows. Section 3.2 details the
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architecture of E-Top. Section 3.3 discusses the ETK and ETK+ economic
incentive schemes in E-Top. Section 3.4 presents the peer group-based ETG
economic incentive scheme of E-Top. Section 3.5 reports our performance

study. We summarize E-Top in Section 3.6 with directions for future work.

3.2 Architecture of E-Top

The architecture of E-Top consists of MPs that can assume one of the four
following roles: query-issuer, broker, ranker and relay. Notably, these roles
are interchangeable e.g., a given MP can be a broker for a top-k query 1,
but a ranker for another top-k query Qs.

query-issuer brokers rankers

! Broadcast top-kquery f Y !

Send replies to QI

‘
Send confirmation messageto

selected broker Broadcast top-k query

Send individual T lists

Send computed top-k result

Send paymentto broker

Send computed payoffs to

rankers

Figure 3.1: Illustrative example of query processing in E-Top

Query-issuer QI issues queries of the form (k, L, 7¢, p), where k is the num-
ber of data items that are requested in the location-based range-constrained
top-k query. L represents the query location, and is of the form of {(z, y),
rad}. Here, (x, y) represents the spatial coordinates associated with a given
query (), while rad represents the radius. For example, QI may want to find
restaurants within 1 km of its current location L. 7¢ is the deadline time of
Q. pis the query price that QI will pay to obtain the top-k query result'. An

MP decides the query price based on his/her information. Moreover, brokers

'Query results received by QI after the deadline entail no payments.
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periodically broadcast price ranges for data from different domains such as
restaurants, travel and so on. MPs can also subscribe for such information,
and brokers can inform them from time to time. Broker B acts as a media-
tor, which facilitates efficient top-k query processing in lieu of a commission.
As we shall see in Section 3.3, B also performs economic incentive functions

i.e., distribution of payoffs.

Rankers are MPs, which provide data items for answering the top-k query.
Rankers are rewarded if their items contribute to the top-k result, otherwise
they are penalized. Relay MPs forward messages in multi-hop M-P2P net-
works in lieu of a small constant commission. Notably, payments to rankers
are typically higher than that of broker commissions in order to better incen-
tivize MPs to provide data. This is because MPs providing data generally
contribute significantly more to data availability than brokers. Furthermore,
relay commission is lower than that of broker commission to better incentivize

brokerage functions as compared to relay functions.

During the network configuration phase in the beginning, the broker will be
pre-defined, but can also be elected based on the resources. We assume that
an MP with relatively more resources may want to become a broker for a
given query (), as it can provide better services, while in case of low resources,
an MP should play a role of relay peer, as it requires very few resources for
relay service. Moreover, an MP, which has an answer to a given query (),
may be more interested to be a ranker for that query to earn rewards. Hence,
our system does not assign specific roles to the MPs, thereby providing them
with the flexibility to decide their respective roles for a given query. However,

the role assignment for a broker is done in a pre-defined manner.

Notably, we divide the region of interest into square cells of equal area in
a grid. Since MPs may not be uniformly distributed across the cells, the
density can vary across cells. Observe that the density d of a broker’s cell is
an important consideration for E-Top because a broker connected with more
MPs (or groups in case of ETG) is preferable over one connected with less

MPs (or groups). In E-Top, a broker estimates d for its cell by examining the
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average number of unique MPs, which had connected to it, during the past
N time periods. Observe that this is a moving average. (We divide time
into equal intervals called periods, the size of a period being application-
dependent.) The results of our preliminary experiments showed that N =5
is a reasonable value for our application scenarios. We have defined d as

follows:
d = &30 (npi ) Y0 tpig) (3.1)

where np; is the number of unique MPs, which had connected to the broker
during the i" time period, while ¢p;; is the total number of MPs in the j™
region of interest and R is the number of regions that broker passed through
during the " time period. Whenever the brokers come within communi-
cation range of each other, they exchange information about ¢p;;. Brokers
periodically broadcast the value of ¢p;; in their respective region so that all
the MPs are aware of the value of tp;;. Since np; < Zle tpi;, therefore

0<d< L

3.2.1 Query processing in E-Top

Figure 3.1 illustrates query processing in E-Top. Query-issuer QI broadcasts
a top-k query @, and waits for W time units to get replies from the potential

brokers. W is computed as below:
W = (1—d)XTQ (32)

where d is the density of the query issuer’s region (i.e., square cell), and it is
computed using Equation 3.1. 7¢ is the query deadline time of (). Notably,
@I estimates the value of np, in Equation 3.1 as the average number of
unique MPs, which connected to it during recent time periods. As Equation
3.2 indicates, QI is willing to wait longer for replies from potential brokers

if the density of its region is low.

Each broker replies to QI with information about its remaining energy En,
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bid price ppq, current currency Curr, distance Dist from QI and density
d of its current location. () computes the average location density dg.,
as = > " | d;, where d; is the density for the i* broker, and n is the total
number of brokers that replied to /. Now, as candidates, QI will only
consider brokers, whose value of d exceeds dg,, because brokers in higher-
density locations are likely to provide better service due to their proximity
to an increased number of potential rankers. Thus, for each broker, whose
density exceeds dg.g, QI computes a score 7 and selects the broker with the

highest value of n for processing ). 1 is computed below:

n = (w1 xEn) + (wy/pra) + (ws/Curr) + (wy/ Dist)

(3.3)
where w; to wy are weight coefficients such that 0 < wy, ws, w3, ws < 1 and
Z?Zl w; = 1. Thus, E-Top prefers relatively high-energy brokers because
they are less likely to run out of energy, while processing the query. Lower
values of bid prices are preferred by QI since it wants to obtain the query
result at lower cost. Brokers with less currency are given higher preference
to facilitate revenue-balancing across brokers. This prevents low-currency
brokers from starvation, which may result in decreased number of brokers in
the network. QI prefers relatively nearby brokers to obtain the query result

in a timely manner.

Now the broker broadcasts () with time-to-live (TTL) of n hops. (Results of
our preliminary experiments showed that n = 6 is a reasonable value for our
application scenarios.) The high value of TTL leads to the longer query path,
hence it increases both the query latency and the communication overhead.
But very low value of TTL also has negative impacts such as decreasing in
peer participation, thereby reducing the data accuracy and the success rate.
Hence, considering the impacts of very high or very low values of TTL, we
considered to keep the value of TTL reasonable, which is dependent on the
application scenario and the density of the region. Here, low-density region

may need high TTL and vice versa.
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Each ranker R has an individual item ranking list Tfg, each data item of
which is associated with an item rank r and a selection probability u. No-
tably, the value of r is subjective because it is autonomously assigned to an
item by a given ranker. The implication is that the same item may be ranked
differently at different rankers. As we shall see in Section 3.3, u facilitates
the adjustment of item selection probability based on recent payoffs assigned
to a given item. Using the values of p and r, each ranker R computes a score
~ and selects items with relatively higher values of v to send to the broker.

v is computed below:

Vi € TfRI Yi = (w1 X (NTfR — ri)/NTfR ) + ( Wy X [ ) (34)

where r; and pu; are the rank and the selection probability of item i respec-
tively. Nr,p is the total number of items in Tr. Here, w; and w, are weight
coefficients such that 0 < wy,ws < 1 and wy; + we = 1. E-Top stipulates
that we > w; to give higher weightage to the item selection probability than
to the rank of the item. As we shall see in Section 3.3, this is consistent
with the overall objective of E-Top i.e., linking item re-ranking with payoffs.
Moreover, these weight coefficients are application-dependant i.e., accord-
ing to application’s requirement, weight coefficients are set to any values
in-between 0 and 1. There is no restriction on whether to choose w; > ws
or wy > wy, but to prioritize the item’s selection probability, we have chosen
wy > w; for our proposed application scenarios. In this work, based on our
experimental results, we set w; = 0.2 and wy = 0.8 for all the MPs. Further-
more, each ranker is associated with a risk profile §, where 0 < < 1. Only
items, whose respective values of v exceed 9, are consolidated by the ranker
in a list Ty and sent to the broker. Thus, Tk is a sorted item ranking list,
which is sent by an individual MP in response to a query. Hence, T C T¥g.
Observe that as the value of § increases, the risk of the ranker in incurring a

penalty decreases.

E-Top considers that each broker has a global ranking list, which we shall
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henceforth designate as Tg. Here, T is a global standard (e.g., michelin
guide) across the system for considering guideline for the items’ ranks. This
approach is adopted to incorporate the global rank views (such as Internet
or feedback-based) about the items along with the local rankings. Tg is
periodically exchanged among nearby brokers. Upon receiving the individual
Tg lists from possibly multiple rankers, the broker B collates and compares
them with Tg. B parses T in a top-down fashion as follows. If an item ¢ in
T occurs in at least one of the individual Ty lists, it is added to the top-k
result set 74 along with the unique identifiers of the rankers that sent 7. (In
case ¢ does not occur in any of the individual T lists, B simply traverses
downwards to the next item in Tg.) B continues parsing T in the above
manner until the result set Ty contains k items. Then B sends T4 to Q1.
Notably, if T4 contains less than k items, the result set is deemed to be

incomplete, and it is not sent to Q1.

Upon receiving Ty, QI pays B, which deducts its own commission before
distributing the payoffs to rankers and commissions to relay MPs. (We shall
discuss ranker payoffs, and broker and relay commissions in Section 3.3.)
Then each ranker R re-evaluates the selection probability u of each item in
its own Tg based on received payoffs, and then re-computes the values of

for these items.

In this work, we do not address the formation of the global list T because
this is application-dependent. Moreover, we do not consider updates to Tg
because it may exist for a long time. Furthermore, any update to Ti; must
be propagated to all the relevant brokers, which also increases the communi-

cation overhead.
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3.3 Economic incentive schemes in E-Top: ETK

and ETK-+

This section discusses the ETK and ETK+ economic incentive schemes used
by E-Top. We define an item ¢ to be relevant to a top-k query @ if it
occurs in the top-k query result set T4. We define a successful ranker w.r.t.
its (sent) data item 7 if ¢ is relevant to @), otherwise the ranker is deemed
to be unsuccessful. Thus, a ranker may be successful w.r.t. item ¢, but
unsuccessful w.r.t. another item j. Notably, in ETK and ETK+, a ranker

can only participate for query () if it hosts at least k relevant items to Q).

Incidentally, a given ranker R has no way of knowing if its sent-result would
finally occur in T4. R may maintain historical data concerning items that
have occurred previously in T4 in response to similar queries. However, if a
new query comes to R, no such historical data would be available at R. In
such cases, R would send its individual top-k ranking list without considering

the historical data.

In both ETK and ETK-+, the total payment pgr to be distributed to the

successful rankers is computed as follows:

PR = P —PB~ PRL (3.5)

where p is the query price paid by QI to the broker, pg is the broker commis-
sion and pgy, is the total amount of relay commission that the broker will pay
to the relay MPs in the respective successful query paths. Notably, the value
of pp is application-dependent. For both ETK and ETK+, we defined pp as
10% of the query price p. Although our schemes can be intuitively general-
ized to work with other values of pg, results of our preliminary experiments
showed that our schemes perform best when pg is in the range of 5% to 15%
of p. This is also consistent with our overall objective of providing better

incentives to rankers than to brokers. For both ETK and ETK-+, we define
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the relay commission pry as 1% of the query price p, thereby incentivizing

brokers more than relay peers.

As we shall see shortly, the rewards to be assigned to the successful rankers
are computed based on the value of pg. Similarly, the penalties to be assigned
to the unsuccessful rankers are also computed based on the value of pr. The
broker receives the penalty payments from the unsuccessful rankers, and
sends the total amount of penalty payments back to Q1. Thus, it is possible
for the effective payment made by QI to the broker to be less than p.

Notably, as is common with currency-based approaches, there is a bootstrap-
ping problem. That is, an MP must first earn currency by providing services,
but at the beginning, no MP can request for those services because no MP
has any currency yet. To address the bootstrapping problem, the system will

provide some initial currency to every MP at the beginning.

3.3.1 ETK

In ETK, pg is equally divided among all the relevant items. Then each
ranker, which successfully sent item i, receives a reward P; that is equal
to the total reward for item ¢ divided by the total number f; of successful
rankers w.r.t. item ¢. Given that the top-k result set is T4, P; is computed

as follows:

VieT,: P = (o) (3.6)

The reward REWER; assigned to a given ranker Rj is the total amount that
it obtains for each of its relevant items i.e., those that occur in the 7y NTFg;,
where Tg; is the individual rank list of Rj. Given the set Sganker of rankers,

the computation of REWEg; follows:

Vj € Shanker : REWg; = > P, (3.7)

1€(Ta ﬁTRj)

ETK defines penalties based on the notion of opportunity cost. This is be-

cause for all successful items, which were not sent by ranker Rj, Rj would
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have earned currency if it had sent those items. Hence, the penalty PENg;
assigned to Rj equals ) P, where i represents items that occur in T4 — Tg;.

The computation of PENg; follows:

Vj € Sanker : PENg; = ¢x | > P, (3.8)
i€(Ta—Tkr;)

where v is the factor that represents the trade-off between communication
overhead and peer participation. If the value of 1 is high, communication
overhead would reduce because peers would be wary of sending data to the
broker due to the higher penalties assigned to unsuccessful rankers. However,
this would also reduce peer participation. On the other hand, if the value
of v is low, peer participation would increase albeit at the cost of increased
communication overhead due to lower disincentives for sending items that
do not contribute to the top-k result. In this work, we set the value of ¢ to
1.3, which implies that the penalties for sending unsuccessful items is 30%
more than the reward for sending successful items. This creates disincentives
for sending out unsuccessful items, while keeping the peer participation at
a reasonable level. We leave the determination of an optimal value for 1 to

future work.

The net payment NETR; received by Rj is the difference between its total

reward and its total penalty. NETR; is computed as follows:

Vj € Shanker : NETp; = REWg; — PENg; (3.9)

Now, based on the payoffs received, Rj will re-evaluate the selection prob-
ability of all the items in its individual Tx;. ETK performs rank-weighted
increase/decrease in p for each item, depending on whether the item is re-
warded or penalized. For each item ¢ in Ty, the value of ji;; is computed as

follows:
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VJ € SRank:era\V/i € TRj :

min( pi; + oy [T =rs , 1), if i is rewarded
N
pij = (3.10)

max( fhij — Qdown ( |T1|?||r] ) , 0), ifiis penalized
R

where 7;; is the rank of item ¢ in Tg;. Observe that, p;; increases slightly for
higher-rank items that received rewards but decreases significantly in case
of a penalty. Similarly, 1;; increases significantly for lower-rank items that
received rewards but decreases relatively slightly in case of a penalty. Here,
oy and ey represent the weight coefficients for assigning rewards and
penalties respectively. ETK stipulates that 0 < o, gown < 1 and ay, <
Qdown 10 ensure that penalties exceed rewards, thereby creating disincentives
for rankers in terms of sending out items that are not relevant. In this work,
we set the values of a,,;, and ageun to 0.1 and 0.3 respectively. We leave the

determination of optimal values of a,, and gy to future work.

3.3.2 ETK+

In ETK+, pg is divided among all the items in the top-k result Ty based
on their respective rank-weights i.e., each item ¢ with its associated rank r;
has weight w; = (k — r;), where highest to lowest rank counts are from 0
to (k — 1). Furthermore, total number W of weights of all items in T4 is
computed as W = 3% w; = k (k+ 1)/2. Similar to ETK, each ranker,
which successfully sent item i, receives a reward P; that is equal to the total
reward for item ¢ divided by the total number f; of successful rankers w.r.t.

item 7. Thus, in ETK+, P; is computed as follows:

1 7/ w;
vieTy: Po= (%o ) 3.11
? A L\W PR ( )
Consequently, rewards and penalties assigned to each ranker Rj are com-
puted as in Equations 3.7 and 3.8 respectively, using the value of P; from

Equation 3.11. Hence, the net payment received by Rj is computed by Equa-
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tion 3.9.

Now, each ranker Rj will re-evaluate the score (effectively the selection prob-
ability ) of each item i in its top-k rank list T; on the basis of its received
payoffs. The effective change in the selection probability of an item depends
upon two factors: (a) the notion of item selection potential w.r.t. the risk
profile (J) (b) earning potential of the ranker Rj. Item selection potential
increases as the difference between p and § increases. Average selection po-
tential for rewarded and penalized items for each ranker Rj are computed as
s;j and s’ respectively. The computations of s; and s’ are shown below:

vj € SRanker .

1
5= Y (-4 (312)
|TR‘7 n TA| iE(TR]'ﬂTA)
1
s = = g (ij — 0;) (3.13)
j T ij — 9j
Tri = Tal | sety

where TFg; is the top-k rank list of Rj, T4 is the top-k result of a query @,
{5 is the selection probability of item 4 in T; and ¢; is the risk profile of Rj.

Earning potential e; of each ranker Rj is a measure of its item selection
efficiency. e; = | (REWg; — PENg;)/(REWg; + PENg;) |. Based on the
payoff of each item i in Tg;, the new (re-evaluated) value of y;; is computed
as follows:

vj € SRankeMVi € TR]' :

min( g+ oy (252) , 1), if i is rewarded
Hij = e, (3.14)
maz( flij — Qdown < I ) , 0), if¢is penalized

where a,,, and oo, are the weight coefficients discussed in Equation 3.10.
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3.3.3 Illustrative example for ETK and ETK+

Figure 3.2 illustrates the computations in ETK and ETK+. In Figure 3.2a,
observe how each ranker R computes the value of v using Equation 3.4 with
wy = 0.2 and wy = 0.8. For ranker R1, the elements of T, are shaded in grey
i.e., Tpy = {60, 51, 77} because their respective values of v exceed 0.8 (§; =
0.8). Figure 3.2b depicts the payoff computations with ¢» = 1.3. Observe that
ETK-+ assigns higher penalties (than ETK) to rankers for sending irrelevant
items e.g., ETK+ assigned 97.50 to R3 as compared to 78.00 in ETK. Figure
3.2c depicts the re-evaluation of the selection probability p using Equation

3.14 with «a,, = 0.1 and ogeyn = 0.3.
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T, (3,=0.8) Tiry 8,=0.5) || Tpgs (8,=0.3) T
rlidl p | vy rlidl p [y ||lr]idf p | vy ;15
0 |{77]/0.87[0.90]| [ 0 |28]0.47]0.58]| 0 |16]0.10{0.28 -
1 {44]0.69 [0.72] [ 1]53]0.23]0.36]| 1| 6 [0.28]0.40
2 [51]0.95]0.90] | 2 [84]0.67[0.70|| 2 [42[0.25|0.36 Tri || Tz | | Trs ?(3) T,
3 [47]0.47]0.49] [ 3 186]0.97]0.92|| 3 {95[0.45[0.50 60 186l ]72 ) 60
4 26]0.37]0.38] | 4 |14]0.26]0.33|| 4 |51[0.63 [0.62 » st o7 | [57 ) » o4
5 [60]0.98 [0.84] | 583]0.22]0.28]| 5 [60[0.37[0.40 = | won i 5] -
6 [73]0.880.73] | 6 136]0.36]0.37|| 6 [29[0.20[0.24 3
7160[0.60]0.54|| 7 [84]0.10[0.14 97
8 145/0.60[0.52[ 8 |87/0.71]0.61 37
9197[0.95]0.78]] 9 [72]0.75[0.62 63

(a) Compilation of top-k result T4 (k = 3)

P, (ETK) P, (ETK+)
T, | pg/k |R1|R2|R3| p./k | Rl R2|R3
60 30 |30 - | - | 45 45 | - | -
84 30 - 130 - 30 - 130 -
51 30 |15 - |15 15 | 15 | - |15

REWy, | 4530 | 15 | REWy, | 525 | 30 | 7.5

Ranker | T,-Tp; | PENy, (ETK) PEN,, (ETK+)
R1 {84) 1.3 x 30 =39.00 1.3 x 30 = 39.00
R2 | {60,51}|1.3 x (30+15) = 58.50| 1.3 x (45+7.5) = 68.25
R3 | {60, 84} |1.3 x (30+30) = 78.00| 1.3 x (45+30) = 97.50

(b) Computation of rewards and penalties

R1 (3, =0.8) R2 (3,=0.5) R3 (5,=0.3)

id| p [Perx|Perks | |1d] B Pk Pere.| (1] B [Perk | Perks
77]0.87]0.57] 0.82 | [28]0.47]0.47] 0.47 | [16]0.10] 0.10] 0.10
4410.69]0.69 ] 0.69 | [53]0.23]0.23] 0.23 | [[6 [0.28] 0.28] 0.28
A A [42]0.25]0.25] 0.25
47]0.47]0.47] 0.47 | [86]0.97[0.76 | 0.89 | [95]0.45] 0.45] 0.45
26/0.37]0.37] 0.37 | [14]0.26[ 0.26 [ 0.26
83]0.22]0.22] 0.22 | [60]0.37] 0.37] 0.37
73]0.88] 0.88 ] 0.88 | [36]0.36]0.36 [ 0.36 | [29]0.20] 0.20] 0.20
60/0.60]0.60 | 0.60 | [84]0.10]0.10] 0.10

4510.60(0.60] 0.60 |187]0.71]10.65| 0.53

9710.95(0.92 | 0.87 | [72[0.7510.72] 0.57
(c) Updates in the selection probabilities

Figure 3.2: Illustrative example for ETK and ETK+
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3.4 ETG: A peer group-based economic incen-

tive scheme in E-Top

This section discusses the group-based ETG scheme.

3.4.1 Peer groups in ETG

We define a peer group as a set of MPs, which collaborate in answering a
given top-k query. Recall that in our application scenarios, a query-issuing
MP QI may try to find top-k restaurants with “happy hours” nearby itself.
MPs that are moving nearby QI form ad hoc groups for answering this query.
Thus, groups are formed based on region. The universe is initially divided
into rectangular cells of equal area, and all the MPs moving within a par-
ticular cell constitute a group. In case there are not sufficient members in
a region at a given point of time, the region can be enlarged based on some
minimum spatial density threshold. Conversely, group region can be shrunk
based on a maximum density threshold. This work does not specifically fo-
cus on how groups are formed, but existing works [GNVTS11] can be used
in conjunction with our work for group formation purposes. Notably, ETG
stipulates that each MP can belong to any one group at a given point of
time, thereby ensuring that any MP obtains its payoff from not more than

one group leader for a given top-k query.

In ETG, each group has a group leader, which facilitates top-k query pro-
cessing within the group. A group leader should be an MP with relatively
high energy, bandwidth and processing capacity. Its mobility is typically
limited and it stays within the region. In our application scenarios, some
of the restaurant managers in the vicinity of the query location can be the
group leaders. The group leader receives a percentage of the group rewards
as a commission, thereby incentivizing it to participate. In this work, we set

the group leader’s commission to 5% of the group reward.
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Query processing in ETG proceeds via group members sending their individ-
ual list of top-£ items to the group leader. The group leader selects the top-k
items to be sent to the broker based on relative frequencies of items in these
individual top-k lists by sorting the items in descending order of frequency.
Then the group leader sends the k items with the highest frequencies to the

broker. Ties in item frequencies are resolved arbitrarily by the group leader.

ETG uses either ETK or ETK+ for performing the following two economic
functions in the top-k query processing. First, brokers assign payoffs to the
groups based on either ETK or ETK-+. (These payoffs are allocated by the
group leader among the group members, as we shall describe shortly.) Sec-
ond, upon receiving the payoffs, group members modify their item selection
probabilities as in either ETK or ETK+. Thus, ETG works in conjunction
with either of these schemes. In our performance study, we have first shown
the performance of ETG in conjunction with both ETK and ETK+, and
then presented the remaining results corresponding to ETG in conjunction

with ETK+.

Recall that in ETK and ETK+-, any given ranker can only participate for a
top-k query @ if it hosts at least k items related to (). In case of ETG, this
criterion is relaxed because even if a ranker does not host k items related to
@, it can still participate in the top-k£ query processing as long as the group
hosts at least k items related to ). Thus, ETG increases the opportunities
for rankers to contribute to the top-k query processing, thereby providing
increased opportunities for rankers to earn currency and also providing ad-

ditional incentives towards ranker collaboration.

Group-based collaboration provides better incentives for MPs to answer top-k
queries. When an MP M acts individually in answering top-k queries, it can
incur significant penalties due to sending irrelevant items to the broker. This
may discourage M from answering queries. As we shall see shortly, when an
MP participates in a group, both rewards as well as penalties are distributed
among the group members. In effect, this encourages MPs to provide answers

to top-k queries because in case its answer turns out to be irrelevant, it risks
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a lower amount of individual penalties due to sharing of penalties among
group members. Group-based collaboration also increases the probability of
obtaining rewards because collective top-k answers from the members of the
group are likely to be of higher quality (i.e., more relevant and accurate)
than individual answers. As we shall see shortly, this is made possible by the
‘filtering’ performed by the group leader on the individual top-k lists sent
by the group members. In essence, group-based collaboration leads to better

economy of scale and better results than MPs acting individually.

3.4.2 Illustrative example of peer groups in ETG

Figure 3.3 depicts an illustrative example of an instance of network topology
in ETG. Now we shall use Figure 3.3 to illustrate the concept of groups as
well as the steps involved in top-k query processing under the ETG scheme.
In Figure 3.3, P12 and P15 are the query-issuers, P1 to P23 (except P12
and P15) represent the rankers, and Bl to B3 indicate the brokers. The
groups corresponding to the queries of P12 and P15 are {G1,G2,G3} and
{G4, G5} respectively. The group leaders of G1 to G5 are P3, P5, P16, P21
and P22 respectively.

Query Locations: L1, L2

O Query—issuing MP

et @ Broker
’ @

Group Leader

Local Group

Remote Group

Figure 3.3: Tllustrative example of peer groups in ETG

In Figure 3.3, observe that multiple brokers exist. However, given a query
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@, only one of them act as the broker for (). Broker selection for () is based
on the value of n that is computed from Equation 3.3, as discussed earlier in
Section 3.2. For example, in case of P12’s query, the candidate brokers are
B1 and B2. For simplicity, suppose the energy, bid price and currency of Bl
and B2 are equal. In this case, B1 will be selected as the broker because it is
nearer to the query-issuer P12. Similarly, in case of P15’s query, holding all
other factors constant, B3 will be selected as the broker because it is nearer

(than B2) to P15.

Now let us examine the processing of P12’s query. P12 first sends out a
broadcast query to list candidate brokers in its vicinity. Based on the re-
spective values of the broker scores 7, suppose P12 selects broker B1 as the
broker for processing its query. Then B1 sends out the query to groups G1
to G3, which are nearby the query location. The group leaders (i.e., P3,
P5, P16) in these groups consolidate the top-k results from their respective
groups and send the results back to the broker. Upon receiving the results
from the group leaders, B1 compares with its global top-£ list to generate
the final top-k£ list, which it sends to the query-issuer P12. At this stage, B1
also assigns payoffs to the groups. Notably, the broker’s assignment of pay-
offs to the groups is done based on either ETK or ETK+. Then B1 sends the
top-k results to P12 and obtains payment from P12. Finally, B1 sends the

respective payments to the group leaders according to its assigned payoffs.

3.4.3 Allocation of payoffs among group members in ETG

Given a top-k query @, the resulting payoff for the group has to be allocated
among the group members such that they are incentivized towards group-

based collaboration.

We define a group member as a participant in query () if at least one of the
top-k items that it sent to the group leader is selected by the group leader
in the top-k list that the group leader propagates to the broker. On the

other hand, we define a group member as a contributor to () if at least one
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of the top-k items that it sent to the group leader occurs in the final top-k
list that is selected by the broker. Thus, the set of contributors is a subset
of the set of participants for a given top-k query. Based on the notions of
contributors and participants, we propose three schemes for payoff allocation
among group members. In all these proposed schemes, penalties are divided
among all the participants for a query @), while rewards are distributed only
among the contributors. Thus, the three approaches differ in the way in

which group rewards are allocated.

Let np be the number of participants for ). Let PE Ng represent the penalty
for the group corresponding to ). The penalty PEN; for participant j is

computed as follows:
PENg

np

PEN; = (3.15)

Notably, all our three proposed approaches for payoff allocation compute the

penalty PEN; incurred by participant j by means of Equation 3.15 above.

Observe how ETG incentivizes MP participation in groups (as opposed to
MPs acting individually) by reducing potential penalties for group members
in two ways. First, the ‘filtering’ of top-k items performed by the group
leader implies that even if a group member P had sent one or more items
(to the group leader), which do not occur in the final top-k result selected by
the broker, P incurs no penalty for such irrelevant items as long as the group
leader does not send them to the broker. In effect, being part of a group
shields the MP from incurring penalties to a certain extent. Moreover, since
the group leader receives top-£ items from multiple group members, it has a
broader (and more collective) view of the likely top-k results than individual
group members. This increases the likelihood of the group leader’s ‘filtering’
process being more effective in predicting the final top-£ results than if the

top-k predictions were done by individual MPs.

Second, the sharing of penalties across participants reduces the penalties in-
curred by those members, which sent out irrelevant items, which were selected

by the group leader and which did not occur in the final top-k results. This
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does not incentivize group members to frivolously send out irrelevant items
to the group leader because the items should have at least some chance of

occurring in the final top-k result for the group leader to have selected them.

Incidentally, the equal sharing of penalties across all participants may re-
sult in increased penalties for some of the participants, especially for the
contributors. For example, even if a contributor had not sent out any ir-
relevant items, it still has to pay the penalty due to irrelevant items being
sent by some of the other participants. However, the cost of such possible
additional penalties is offset by the benefit obtained by the contributor(s)
in terms of avoiding potential penalties due to the group leader’s filtering
process. This explains the rationale for dividing penalties equally among all

the participants for a given query Q.

The rationale for distributing rewards only among the contributors is two-
fold. First, it discourages free-riding within the group since a peer has to
contribute to the final top-k query result in order to qualify for obtaining
a share of the group reward. Observe that if the group reward were to be
distributed across all the participants, it would act as a disincentive for the
contributors since they would earn lower amounts of currency. Second, it
recognizes the contribution of the contributors to the group revenue, thereby

incentivizing peer contributions to the group.

Now we shall discuss the three approaches that ETG deploys for allocation

of group rewards among contributors for a given top-k query Q.

Equal allocation of payoff (EQ)

In EQ, each contributor obtains an equal share of the group reward REW¢
for ). Given that n¢ is the number of contributors for (), the reward REW;

for contributor j is computed as follows:

REWq
ne

REW, = (3.16)
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Notably, a major drawback of the EQ approach is that the allocation of
group reward is not based on the contribution of individual contributors

since it does not consider the number of items contributed by each of them.

Item contribution-based allocation of payoff (ICON)

To address the drawback of EQ, we propose ICON. In ICON, each contributor
obtains a share of the group reward REW; based on the number of items that
it contributed to the final top-k query result. ICON computes the reward
REW; for contributor j as follows:

|C;]

REW, = —m2
S Dytu oA

x REW (3.17)

where C; is the set of items that MP j has contributed to the final top-k

result, and n¢e represents the total number of contributors corresponding to
Q.

ICON suffers from the drawback that the allocation of group rewards is not
based on the actual revenue earned from the item (i.e., the reward that is
assigned to the item). For example, suppose contributor P1 has contributed
three items, while contributor P2 has contributed only one item. However,
the revenue earned by the group from the one item sent by P2 could be higher
than that of the total revenue earned from the three items contributed by

P1.

Revenue contribution-based allocation of payoff (RCON)

To address ICON’s drawback, we propose RCON. In RCON, each contributor
obtains a share of the group reward REW, based on the revenue earned
from the items that it contributed to the final top-k result. RCON computes

reward REW); for contributor j as follows:

ZiECj AZ

REW, = —
’ 2921 ( Zz‘ecg )‘i )

x REWg (3.18)
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where C; is the set of items that MP j has contributed to the final top-k
result, \; represents the revenue earned for a given item 7, and n¢ represents

the total number of contributors for Q).

Illustrative example of group reward allocation among contributors

Table 3.1 depicts an illustrative example of allocation of rewards among con-
tributors. Consider a top-3 query, for which the result set comprises items
{1, 2, 3}. Suppose the relevant items sent by contributors P1, P2 and P3
are {1, 3}, {2, 3} and {1} respectively. As Table 3.1 indicates, the rewards
for items {1, 2, 3} are {60, 20, 10} currency units respectively. Hence, the
total group reward REW( is the sum of these individual item rewards i.e.,
90 currency units. (For simplicity, we ignore the group leader’s commission

for this example.)

Item Item Contri- | Relevant Contributor j’s Reward
ID Reward butor Item Set
(9) (M) () (S) (REW;)
EQ ICON RCON
90/3 2/5) x 90 60 + 10 70/160) x 90
1 60 P1 {1, 3} / @/ (70/160)
=30 =36 =70 =39.375
90/3 2/5) x 90 20+ 10 30/160) x 90
2 20 P2 {2, 3} / (2/5) (30/160)
=30 =36 =30 =16.875
90/3 1/5) x 90 60/160) x 90
3 10 P3 {1} / a/ 60 (60/160)
=30 =18 = 33.750
A =
2N SC =5 Nett = 160
REW; =
90

Table 3.1: Tllustrative example of group reward allocation among contribu-
tors in ETG

For EQ, the reward is distributed equally among the contributors, hence P1,
P2 and P3 would each obtain a reward of 30 currency units. For ICON, the
number of relevant items sent by {P1, P2, P3} are {2, 2, 1} respectively,
Hence, the reward for P1is (2/(2+ 2+ 1)) %« 90 i.e., 36 currency units. In
case of RCON, the rewards for P1’s relevant (sent) items {1, 3} are {60, 10}

currency units respectively, thereby resulting in a total of 70. Similarly, the



3.5. Performance Evaluation of E-Top 77

corresponding totals for P2 and P3 are 30 and 60 respectively. Thus, RCON
computes the reward of P1 based on the weighted average of item revenues
earned. Hence, P1 obtains (70/(70 + 30 + 60)) x 90 i.e., a reward of 39.375

currency units.

Observe the difference in rewards obtained by P2 and P3 under ICON and
RCON. In case of ICON, P2 obtains double the reward of P3, even though
P3 contributed more revenue to the group. This highlights the drawback
of ICON. Observe how RCON alleviates this drawback by assigning P3 a

higher amount of reward than P2.

3.5 Performance Evaluation of E-Top

This section reports our performance evaluation by means of simulation in
OMNeT++ [Pon93|. MPs move according to the Random Waypoint Model
[BMJ198] within a region of area 1000 metres x 1000 metres. The Random
Waypoint Model is appropriate for our application scenarios, which generally

involve random movement of peers. For example, people looking for top-

‘ Parameter ‘ Default Value ‘ Variations ‘
k 8 4,12, 16, 20, 24
Number of MPs (Nsp) 100 20, 40, 60, 80
Percentage of brokers ( Pp ) 20% 10%, 30%, 40%, 50%
Queries/time unit 10
Communication Range ( CR ) 120m 40m, 80m, 160m, 200m
Percentage of MP failures ( Pr ) 20% 10%, 30%, 40%, 50%
Group size ( quantified by Sg ) 30% 10%, 20%, 40%, 50%
Bandwidth between MPs 28 Kbps to 100 Kbps
Initial energy of an MP 90000 to 100000 energy units
Memory space of each MP 8 MB to 10 MB
Speed of an MP 1 meter/s to 10 meters/s
Size of a data item 50 Kb to 350Kb

Table 3.2: Parameters of our performance evaluation for E-Top

k restaurants generally move randomly i.e., they do not follow any specific

mobility pattern. Our experiments use a total of 100 MPs. Each MP contains
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20 to 25 data items. The default communication range of all MPs is a
circle of 120 metre radius. Table 3.2 summarizes the parameters used in

our performance evaluation.

Query-issuers are selected randomly from among all the MPs in the network.
The number of such top-k queries issued in the network per time unit is
10, the query deadline 7 being varied randomly between 3 to 5 time units.
Query price p is chosen randomly in the range of 100 to 500 currency units.
Broker commission pg and relay commission pg;, are respectively set to 10%
and 1% of p. For ETG, group leader’s commission is set to 5% of the group
reward for a given query. Initial energy of an MP is selected to be randomly in
the range of 90000 to 100000 energy units. Sending and receiving a message

require 1.5 and 1 energy units respectively.

Recall that each ranker is associated with a risk profile . The number of
MPs with the values of ¢ as 0.3 (high-risk), 0.5 (medium-risk) and 0.8 (low-
risk) are 27, 43 and 30 respectively. For all our experiments, the economic
parameters are set as follows: (a) the values of weight coefficients w; to wy
for computing the broker score n in Equation 3.3 are each set to 0.25 (b)
the values of weight coefficients w; and wy for computing the item score 7 in
Equation 3.4 are set to 0.2 and 0.8 respectively (c) the penalty factor ¢ (see
Equation 3.8) is set to 1.3 (d) the values of av,, and @y, for item selection
probability re-evaluation (see Equations 3.10 and 3.14) are set to 0.1 and 0.3

respectively.

Performance metrics are average response time (ART), precision rate (PREC),
query completeness rate (QCR) and communication traffic (MSG). We define
a query as completed if the broker receives at least k items from individual
rankers (or group leaders in case of ETG) within 70% of the query deadline
time 75. Notably, a broker may fail to receive at least & items due to reasons
such as ranker unavailability and network partitioning. (Queries that are not
completed are deemed to be query failures.) We compute ART only for the
completed queries. ART = NLC Zévzcl (t; — to), where ¢, is the query-issuing

time, ¢ is the time of the query result reaching the query-issuer, and N¢ is
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the total number of completed queries. We compute ART in simulation time

units (t.u.).

PREC is the average precision rate over all the queries. Suppose T}y, is the
top-k query result and Tg, is the global top-k rank list of the respective
broker for a query ¢q. To obtain PREC for ¢, we measure the number of
items in T4, which also occur in Tg,; then we divide by the number of

items in Ti, . Notably, PREC is computed only for completed queries. Thus,
PREC = -L y°Ne (M) x 100.

Nc¢ q=1 |TGq|
QCR is the ratio of total number N¢ of completed queries to the total number
Ng of queries. QCR = ( N¢/Ng ) x100. We define MSG as the total number
of messages incurred for query processing during the course of the experiment.
Thus, MSG = fojl M,, where M, is the number of messages incurred for

the ¢ query.

To the best of our knowledge, none of the existing top-k query processing
schemes in M-P2P environment uses incentives. Hence, for purposes of mean-
ingful comparison, we adapt an existing non-incentive-based top-k processing
scheme for MANETs. We designate this scheme as NETK (Non-Economic
Top-K), proposed in [HHST10]. Although NETK does not provide incen-

tives to the MPs. it is closest to our top-k£ query processing scheme.

In NETK, each MP that receives a query message sends back a fixed number,
R, of its holding data items with the R highest scores. If each MP finds that
the total number of data items received from all its successor MPs and its
own data items with the R highest scores becomes larger than k (i.e., top-
k data items), it only sends k data items with the highest scores among
those data items to its predecessor. Notably, NETK suffers from the serious
drawback of not being able to encourage peer participation in top-k query
processing since it does not provide incentives. To strengthen NETK, we
adapted NETK to our scenario with R = [k/50] (i.e., 50% of top-k values are
allowed to send towards contributing into top-k query) because at this value

of R, NETK has above-average peer participation (based on the results of
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our preliminary experimental observations), thereby making NETK a fairly
efficient approach in itself. Furthermore, NETK does not incorporate the
notion of item re-ranking as no feedback has been sent back to the MPs, who

participated into top-k query processing.

3.5.1 Effect of peer groups with ETK and ETK+

Recall that ETG uses either ETK or ETK+ for performing some of the
economic functions (e.g., assignment of payoffs from broker to group leader)
during top-k query processing. We designate these variations as ETG(K) and
ETG(K+) corresponding to ETK and ETK+ respectively. Figure 3.4 depicts
the results. ETG(K+) outperforms ETG(K) due to two reasons. First,
ETK+’s rank-weighted payoff strategy provides better incentivization than
the uniform incentivization provided by ETK. Second, ETK+ provides more
effective re-evaluation of the item selection probability u by tying u to payoffs
associated with rankers’ items. In contrast, ETK does not directly link p to
payoffs. However, ETG(K+) incurs more MSG due to group communication
overhead. For the remainder of this section, we show the performance of

ETG in conjunction with ETK-+.

3.5.2 Effect of variations in the percentage of brokers

We performed an experiment to determine the percentage Pp of brokers in
the network. Figure 3.5 depicts the results. As Pg is increased from 10% to
20%, ART decreases and QCR increases for all the schemes. This is because
the involvement of more brokers increases the probability that a given query
is processed by at least one of the brokers. Notably, the sum total of the
number of brokers and the number of rankers is fixed. Hence, when Ppg is
increased beyond 30%, the number of rankers reduces, thereby reducing QCR
and increasing ART (due to more hop-counts required to reach the rankers).

Interestingly, beyond Pg = 40%, ETG performs slightly worse QCR. than
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Figure 3.4: Effect of peer groups with ETK and ETK+

both ETK and ETK+ due to a significantly decreased number of rankers,

which make group formation difficult.

As Pp increases, PREC increases due to the involvement of more brokers

for all the schemes.

However, PREC exhibits a saturation effect beyond

Pgp = 30% due to reduced number of rankers. As Pg is increased till 30%,

MSG increases for all the schemes due to the involvement of more brokers.

However, beyond Pp = 30%, MSG decreases due to reduced number of

rankers. Based on the results, we set the percentage of brokers to 20% so that

we can obtain good performance of E-Top with reasonable communication
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traffic.

3.5.3 Performance of ETK and ETK-

We conducted an experiment using the default values of the parameters in
Table 3.2. Figure 3.6 depicts the results. As more queries are processed,
performance improves for ETK, ETK+ and ETG due to incentives and ef-
fective item re-ranking. However, the performance eventually plateaus due

to network partitioning and unavailability of some of the rankers. ETK-+
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outperforms ETK because it provides better incentivization and more ef-
fective re-evaluation of the item selection probability, as explained for the
results in Figure 3.4. ETG outperforms both ETK and ETK+ due to better
incentives for group-based collaboration and effective payoff sharing among

group members.

[ ETG —o—
ETK+ —B—
ETK ¥
~2t ~ 50 | NETK
3 S
e y
9 0
<1 O st
> 4 6 8 10
Ny (10)
(b) QCR
1001 £16 — 6
ETK+ —H—
80 1 ETK ~¥-
~ | NETK ~1
R 60 | S
U A
ia| 0
40 | @
g Sl
20 |
2 4 6 8 10 > 4 6 8 10
No (10 No(10)
(¢) PREC (d) MSG

Figure 3.6: Performance of ETK & ETK+

NETK performs worse than that of ETK in terms of ART, QCR and PREC
due to less ranker participation (owing to the lack of incentives), which may
cause inadequate items to generate the final top-k result. Since the broker

does not always receive at least k items from rankers, NETK results in a
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significant number of incomplete query results.

MSG increases over time for all the schemes as more queries are being pro-
cessed since MSG is a cumulative metric. Interestingly, NETK incurs lower
MSG than the other schemes due to lower levels of ranker participation in
the absence of item re-ranking. ETK+ incurs lower MSG than ETK because
ETK+ assigns higher amount of penalties (as compared to ETK) to rankers
that send irrelevant items, hence fewer rankers reply to the broker in case of
ETK+. ETG incurs higher MSG than both ETK and ETK+ due to periodic
communication between group members for exchanging their own individual

top-k lists and for sharing payoffs.

3.5.4 Effect of variations in k

Figure 3.7 depicts the effect of variations in k. As k increases, QCR de-
creases for all the schemes because relatively fewer rankers would be capable
of participating in the top-k query processing. This is because a ranker is
allowed to send its top-k result only if it hosts at least k items pertaining
to the query. ART increases due to longer query paths as nearby rankers
are unable to provide enough relevant items. The performance gap (in terms
of ART and QCR) between ETK, ETK+ and ETG keeps decreasing with

increase in k due to decreased ranker participation.

As k increases, PREC increases for all the schemes due to increase in the
probability of the items (sent by the rankers) being relevant to the top-k
result. For example, if k& = 4, an item will contribute to the top-k if it
matches one of the four items in the broker’s global top-£ list T;. However,
if £k = 24, T; has 24 items, hence the ranker-sent item has a better chance
of a ‘match’ with any one of the items in Tp. ETG and ETK+ exhibit
comparable PREC beyond k = 12 because their incentives result in the same
rankers sending the top-k results at these higher values of k. PREC also
eventually plateaus for all the schemes after k£ = 12 due to peer mobility,

frequent network partitioning and unavailability of some of the rankers.
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Figure 3.7: Effect of variations in &k

As k increases, MSG increases for all the schemes due to longer query paths

arising from less ranker participation. However, MSG eventually plateaus at

k = 12 because the increased number of hops required to reach the relevant

rankers is offset by the decreased number of relevant rankers.

3.5.5 Effect of variations in the number of MPs

We conducted an experiment to examine the scalability of our proposed

schemes. Figure 3.8 depicts the results. As the number Np of MPs in-
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creases, ART increases for all the schemes due to larger network size. As
Nyp increases, QCR and PREC increase because larger network implies
more rankers. Observe that the performance of NETK is worse than that
of ETK, ETK+ and ETG due to lower levels of ranker participation in the

absence of item re-ranking, as explained for the results in Figure 3.6.
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Figure 3.8: Effect of variations in the number of MPs

ETG outperforms ETK and ETK+ due to more pronounced effect of peer
group collaboration when Ny, p exceeds 40. However, below Ny, p = 40, ETG
performs slightly worse than ETK+ due to limited effect of group collabora-

tion. MSG increases for all the schemes due to larger network size.
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3.5.6 Effect of variations in the communication range

The results in Figure 3.9 depict the effect of variations in the communication

range CR of the MPs. Increase in CR has the effect of bringing the MPs
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Figure 3.9: Effect of variations in the communication range

‘nearer’ to each other. Hence, performance improves for all the schemes due
to data items becoming ‘nearer’ and more accessible to query-issuers. Thus,
relatively fewer queries fail due to the maximum TTL criteria of 6 hops as
more MPs come within range to answer queries. Observe that the rate of

decrease in ART is not necessarily uniform because of deviations arising from
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bandwidth differences at MPs. QCR and PREC exhibit a saturation effect
for all the schemes beyond CR = 160 metres due to unavailability of some of

the rankers.

As CR increases, MSG increases for all the schemes because the increased
reachability of the MPs increases communication among them. With increase
in CR, a lower number of messages are required to reach a given MP, thereby
decreasing MSG. However, more MPs become involved in the processing of a
given query, thereby increasing MSG. These two opposing effects somewhat
offset each other at higher values of CR, thereby explaining the reason why
MSG eventually plateaus. Interestingly, ETG incurs lower MSG than ETK
at CR — 40 metres. This occurs because at such low values of CR, the MPs
are in effect ‘far’ from each other, thereby reducing the effectiveness of group
collaboration. Consequently, a lower number of messages are required for

group interactions.

3.5.7 Effect of MP failures

MPs can fail due to reasons such as depletion of their limited energy resources.
Figure 3.10 depicts the results of the effect of MP failures. As the percentage
Pr of MP failures increases, MP participation decreases, query paths become
longer and fewer potential rankers remain available, thereby degrading the
performance of all the schemes. Interestingly, at Pr = 50%, ETK, ETK+
and ETG exhibit comparable performance due to limited MP participation
making the effect of groups and item re-ranking less pronounced. As the
results in Figure 3.10d indicate, MSG decreases with increase in Pp for all
the schemes due to reduced communication overhead among a lower number
of available MPs. Interestingly, detailed examination of the experimental logs
indicated that beyond Pr = 35%, ETG incurs lower MSG than ETK due to

difficulties in group formation when relatively fewer MPs are available.
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Figure 3.10: Effect of MP failures

3.5.8 Effect of different payoff allocation approaches in
ETG

We conducted an experiment to investigate the relative performance of ETG
with the different payoff allocation approaches, namely EQ, ICON and RCON.
Figure 3.11 depicts the results. As the number of queries increases, perfor-
mance improves for all the approaches partly due to better filtering by the
group leader and partly because participants lower the item selection prob-

ability for penalized items. (Recall that in this work, participants in ETG
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decrease the item selection probability in the same manner as in the ETK+
scheme.) In effect, the filtering occurs iteratively to refine the top-k results

across an increased number of queries, thereby improving both QCR and

PREC.
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Figure 3.11: Effect of different payoff allocation approaches in ETG

ICON outperforms EQ because it provides better incentives to contributors.
Unlike EQ), it takes into account the number of relevant items sent by contrib-
utors for distributing rewards. Moreover, RCON outperforms ICON since it
better incentivizes contributors by tying rewards to the revenue earned by

the items. QCR and PREC saturate for all the approaches after 8000 queries
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have been processed due to network partitioning and unavailability of some
of the rankers. RCON incurs more MSG than ICON, and ICON incurs more
MSG than EQ because better incentives entail more participation towards

top-k query processing.

3.5.9 Effect of variations in the group size

We define the size of a group as the number of MPs in it. We conducted
an experiment to investigate the effect of variations in the group size. For
simplicity, we divide the region of interest into square cells of equal area in
a grid. MPs moving within any given cell constitute a group, hence each
cell corresponds to a group. Thus, we vary the group size by adjusting the
area of the cells. Hence, if we increase the area of each cell, the group size
increases and vice versa. Notably, although the cells are of equal area, group
size may vary across cells because MPs are not uniformly distributed across

the region.

We define a parameter Si to quantify the side-length of an individual cell
as a percentage of the total side-length of the region. Recall that our region
is 1000 metres x 1000 metres. Hence, when Sz = 10%, each cell has an
area of 100 metres x 100 metres, hence there will be 100 cells i.e., groups.
Similarly, when Sg = 30%, each cell has an area of 300 metres x 300 metres,
hence there will be 11.11 ~ 12 cells. (Notably, the group corresponding to
the last cell is likely to have fewer MPs than the first eleven cells.) Observe
how the number of cells (and consequently, groups) decreases drastically with

increase in Sg.

Figure 3.12 depicts the effect of variations in Sg. At low values of Sg, the
number of groups is high, but each group is relatively small in size due to
fragmentation. Hence, it becomes more difficult for the group leaders to
obtain k relevant items for sending to the broker. Thus, group members
behave more like individual rankers, thereby not fully realizing the benefits

of group-based collaboration. Hence, ETG exhibits improved performance
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Figure 3.12: Effect of variations in the group size

as Sg is increased from 10% to 30% due to increase in group size.

On the other hand, at high values of Sg, group size becomes large, hence
relatively fewer groups exist. However, when the group size is too large,
performance degrades. In the extreme case when the group encompasses
the whole region, the performance essentially reduces to that of ETK and
ETK+ because all the MPs act as part of one group. This explains why
the performance of ETG degrades and becomes comparable to that of ETK
and ETK+, at Sg = 40% and beyond. Observe that ETG performs best

at S¢ = 30% when the group sizes are neither too small nor too large.
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Interestingly, MSG is highest for ETG at Sg = 30% due to more group

interactions in processing a larger number of successful queries.

3.6 Summary

We have proposed the E-Top system for efficiently processing top-k queries
in M-P2P networks. E-Top issues economic rewards to the MPs, which send
relevant data items, and penalizes peers otherwise, thereby optimizing the
communication traffic. Peers use the payoffs as a means of feedback to re-

evaluate the scores of their items for re-ranking purposes.

E-Top uses three economic incentive schemes, namely ETK, ETK+ and
ETG. In ETK and ETK+, MPs act individually, the difference being that
ETK performs equal distribution of payoffs to the rankers, while ETK+
uses a weighted distribution. ETG extends ETK and ETK-+ by considering
MP collaboration in groups. Our performance evaluation demonstrates that
E-Top is indeed effective in improving the performance of top-k queries in
terms of query response times and accuracy at reasonable communication

traffic cost.

The proposed schemes in E-Top require some parameters to be tuned manu-
ally. In the near future, we plan to extend E-Top by devising an online auto-
tuning method for these parameters to enhance the usability and novelty of
the proposed schemes. Based on the application and the real implementa-
tion, we can fine-tune these parameters. Moreover, we plan to extend E-Top

by incorporating game-theoretic techniques.



4

E-Broker: Economic
Incentive-based Brokerage
Schemes for Improving Data
Availability in Mobile-P2P

Networks

4.1 Overview

In a Mobile ad hoc Peer-to-Peer (M-P2P) network, mobile peers (MPs) inter-
act with each other in a peer-to-peer (P2P) fashion [MMKO09|. Proliferation
of mobile devices (e.g., laptops, PDAs, mobile phones) coupled with the ever-
increasing popularity of the P2P paradigm (e.g., Kazaa, Gnutella) strongly
motivate M-P2P network applications, which facilitate MPs in sharing infor-
mation on-the-fly. For example, an application could involve an MP looking
for an available parking slot within 1 km of its current location. MPs in the

vicinity can collect information about available parking slots and charges,
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and then they can inform the brokers. The broker can then provide the
available parking slots to the query-issuing MP in terms of price or distance
(from the user’s current location). Note that the parking slot availability
information has to be current. Incidentally, although we consider brokers,
the nature of the networking environment is still ad hoc in the sense that the
peers can move and they can change their brokers. Hence, the presence of

brokers does not make our environment completely structured.

In a similar vein, a user could look for a restaurant with “happy hours” (or
“manager’s special hours”) within 1 km of her current location. A broker can
facilitate such queries by soliciting information from the peers moving in the
vicinity of the query location. Similarly, an MP may want to find nearby
shops selling Levis jeans in a shopping mall with criteria such as (low) price
during a specific time duration. Observe that such ad hoc queries are spatio-
temporal in nature (e.g., parking slot availability information), hence they
cannot be answered by the broker without obtaining information from other
MPs. Incidentally, such P2P interactions, which facilitate spatio-temporal
queries among MPs, are generally not freely supported by existing wireless
communication infrastructures. Notably, this research will also contribute
towards CrowdDB [FKK'11], which uses human input via crowdsourcing
to process queries that cannot be answered by database systems or search

engines.

Our target applications mainly concern slow-moving objects e.g., mobile users
in a shopping mall. Notably, our application scenarios consider tolerance to
lower data quality depending upon the requirements of the peers. We mea-
sure data quality in terms of image resolution or MP3 audio quality. More-
over, observe that the inherently ephemeral nature of M-P2P environments

necessitates query deadlines.

Data availability in M-P2P networks is typically lower than in fixed net-
works due to frequent network partitioning arising from peer movement and
also due to mobile devices being autonomously switched ‘off’. Rampant

free-riding further reduces data availability i.e., most peers do not provide
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any data [HA05, KSGMO03a]. (Nearly 90% of the peers in Gnutella were free-
riders [AHO00].) Incidentally, data availability is less than 20% even in a wired
environment [SGG01|. Given the generally limited resources (e.g., band-
width, energy, memory space) of MPs and the fact that relaying messages
requires energy, the relay MPs may not always be willing to forward queries
in the absence of any incentives, let alone search pro-actively for query results
in order to ensure timeliness of data delivery. Thus, providing incentives for
relay MPs to pro-actively search for query results becomes a necessity to
improve data availability in M-P2P networks. Notably, many schemes such
as replication-based schemes, reward-and-punish-based schemes and trust-
based schemes can also be used for improving data availability, but the focus
in this work is on incentive-based schemes. Observe that increased MP par-
ticipation in providing service to the network would likely lead to better
data availability, better data quality, higher available bandwidth and multi-

ple paths to answer a given query.

Existing schemes for improving data availability in mobile ad-hoc networks
(MANETSs) [HMO06] focus on replication, but they do not use economic incen-
tives to encourage peer participation. On the other hand, incentive schemes
[BH03,CN04, CGKO03,SNCR03| for MANETS primarily focus on providing
incentives to relay MPs to forward messages, but they do not address the
issue of creating pro-active MPs for providing value-added routing services.
M-P2P incentive schemes [WXS04,XWR06] also do not incentivize relay MPs

to perform value-added routing and to host data.

This work proposes the E-Broker system for improving data availability in
M-P2P networks by incentivizing MPs to provide value-added routing service.
Here, the term “value-added routing service” refers to the broker MPs en-
abling pro-active search for the query results by maintaining an index of the
data items (and replicas) stored at other MPs (as opposed to just forwarding

queries). The main contributions of E-Broker are three-fold:

1. It proposes the EIB (Economic Incentive-based Brokerage) scheme,
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which incentivizes relay peers to act as information brokers for perform-
ing value-added routing and replication in M-P2P networks, thereby

effectively improving data availability.

2. It proposes the EIB+ (enhanced Economic Incentive-based Brokerage)
scheme, which extends the EIB scheme by incorporating three different
broker scoring strategies for providing additional incentives to brokers
towards providing better service. Brokers with higher scores become
preferred brokers and they earn higher commissions than common bro-

kers. EIB+ also facilitates load-sharing among the peers.

3. It experimentally determines the number of brokers, beyond which the
mobile peers are better off without a broker-based architecture i.e.,

they can directly access data from the data-providing peers.

E-Broker also discourages free-riding in M-P2P networks. Both EIB and
EIB-+ use economic incentives in that every data item is associated with a
price (in wvirtual currency). Data item price depends upon several factors
such as access frequency, data quality and estimated response time of access.
The query-issuer pays the price of the queried item to the data-provider, and

a commission to the broker and the relay MPs in the successful query path.

Both EIB and EIB+ use a bid-based brokerage approach, in which brokers
collect bids from data-providers and then create a summary of recommenda-
tions based on the query preferences specified by the query-issuer M;. Based
on the bids and the application, M; selects a single bid depending upon the
price that it wants to pay and its desired data quality. After a bid is accepted,
M7 obtains the requested data item directly from the data-provider and pays
the commission to the broker. Brokers also replicate frequently queried data

items to earn revenues as well as to reduce the traffic.

We have evaluated the performance of EIB and EIB+ w.r.t. the non-economic
E-DCG+ replication scheme [HMO06|. Notably, E-DCG+ is the closest to

our schemes since it aims at improving data availability in MANETs. As
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a baseline, we also do performance comparison w.r.t. a non-incentive and
non-broker-based NIB (Non-Incentive without Brokerage) scheme to show
the performance gain due to brokerage. We experimentally determine that
EIB and EIB+ perform best when the percentage of brokers is 20% of the
total number of MPs. Moreover, EIB+ performs best when the percent-
age of preferred brokers is 20% of the total number of brokers. Both EIB+
and EIB outperform E-DCG+ and NIB due to economic incentives and bro-
kerage. EIB-+ performs better than EIB due to preferred brokerage and
load-sharing. Furthermore, E-DCG+ outperforms NIB due to its superior

replication scheme.

Both EIB and EIB+ exhibit good scalability with increasing number of MPs
due to increased opportunities for replication. However, their performance
degrades with increasing percentage of MP failures essentially due to reduced
MP participation. With increasing workload skew, EIB-+ shows better per-
formance than the other schemes primarily due to its load-sharing mecha-

nism. A preliminary version of this work has appeared in [MMKO7c|.

The remainder of this chapter is organized as follows. Section 4.2 discusses ar-
chitecture of E-Broker system. Section 4.3 details the EIB brokerage scheme,
while Section 4.4 discusses the enhanced brokerage scheme EIB-+. Section 4.5
reports our performance study. Finally, we summarize E-Broker in Sec-

tion 4.6.

4.2 Economic Incentives in E-Broker

This section discusses the economic incentives in E-Broker. These incentives
are used by both the EIB and EIB+ brokerage schemes. We defer the dis-
cussion of the brokerage schemes to Sections 4.3 and 4.4. Incidentally, each
MP maintains recent access statistics of data items (and replicas) hosted at
itself for the purpose of computing data item prices. We assume that there

could be one original version of any given data item d and multiple replicas
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of d hosted at different MPs. Memory space of MPs, bandwidth and data

item sizes may vary.

4.2.1 Querying-related incentive issues

Each query is a request for a data item. Queries are of the form (Q;q, DDQ,
€, Ts, T, maz,, BType, wy, wy, ws), where Q;q is the unique identifier of
the query, while DD() represents the desired data quality of the query-issuer
M. To satisfy query deadlines, M; stops accepting bids from brokers after
¢ time units have elapsed since the time of query issue. (The significance of
¢ will become clear when we discuss our brokerage scheme in Section 4.3.)
Here, 7¢ and 74 are M;’s specified soft and hard deadlines for answering the

query. max, is the maximum price that M; is willing to pay for the query.

BType is M;’s specified broker type for the query and assumes two values
i.e., 0 for a common broker and 1 for a preferred broker. As we shall see later,
in case of EIB+, BType can assume either value, but for EIB, BType always
equals 0 since EIB does not consider preferred brokers. Here, w;, ws and
ws are the query-issuer’s specified weight coefficients for the query such that
0 < wi,ws, w3 <1 and wy +we +wz = 1. As we shall see in Section 4, these
weight coefficients pertain to query response time, data quality and data item
price respectively, and they are used by the broker for computing the ranking

scores for the data items in the query result set (See Equation 4.4).

Given that a query @) for a data item d is issued at time tg, if () is answered
within time (¢y + 75) (i.e., within the soft deadline), M; pays the price p
of d to the data-provider Mg. However, if () is answered within the time
interval [ty + Ts, to + 7s + 7|, M pays a reduced price for d to Mg, thereby
penalizing Mg for delayed service. Higher delay implies more reduction in
price. Finally, if ) is answered after the hard deadline 74, M; does not pay
any currency to Mg. This is consistent with the timeliness requirements of

M-P2P environments.

Observe that there is no incentive for a data-provider to answer a query af-
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ter the deadline. Hence, data-providers estimate (based on past statistics
concerning network history) whether their transmitted data item will reach
the query-issuer within the deadline. Based on their estimate, they decide
whether to send the data. Notably, such estimation requires synchronized
clocks among the MPs. For example, if an MP receives a message with a
timestamp, clock synchronization among the MPs would become a necessary
condition for the MP to calculate the delay. The existing clock synchroniza-
tion approaches proposed in [SCHS07]| can be used in conjunction with our
proposed approach. However, an MP cannot absolutely know in advance
whether its answer will reach the query-issuer in a timely manner because of
issues such as network congestion, relay node failures and network partition-
ing.

Incidentally, if an MP is not able to pay the price of accessing its requested
data item, its query fails and it would not be able to access its queried data
item. This is in consonance with our overall objective of incentivizing free-
riders to provide replica hosting, brokerage and relay services. If our scheme
allowed MPs to access data items without having to pay for the access, the

free-riders would have little or no incentive to provide service.

4.2.2 Price of a data item

Each data item d has a price p (in virtual currency) that quantitatively
reflects its relative importance to the M-P2P network. When an MP issues a
query for a data item d, it pays the price of d to the MP serving its request.
(A query request could also be satisfied by a replica.)

The price u of d depends upon d’s (recent) access frequency, average query
response times (w.r.t. deadlines) for queries on d and data quality of d. An
MP Mg computes the price of a data item (or replica) d stored at itself in two
steps: (a) Mg first computes the price p,... of d based on accesses to d during
the most recent time period. (We divide time into equal intervals called

periods, the size of a period being application-dependent.) (b) Mg computes
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the moving average price p of d based on the previous N time periods. The
moving average price is necessary to take spurious spikes in accesses to d
into account to ensure that d’s price actually reflects its importance. Mg

computes fi .. of d as follows:

Pree = ttf fo‘s(ndt x (1/6%)ds x T x DQ x

(4.1)
BAMS X PAMS)/JMS,tj

where [ty — t;] represents a given time period, and § is the number of hops
between the query-issuer M; and the data-provider Mg during the time of
query issue. We assume that the query message maintains a counter that
is incremented with each hop. Thus, Mg can know the number of hops
between itself and M; at the time of query issue by examining the query
message. Furthermore, we assume that the number of hops between M; and
Mg does not change significantly between the time of query issue and the
time of query retrieval. Observe how .. decreases as ¢ increases due to

likely increased query response times.

In Equation 4.1, n is the access frequency of the given data item d during
the most recent time period. 7 reflects the price reduction (i.e., penalty) due
to delayed service. Given that ¢, is the time of query issue, and ¢, is the

time when the query results reached the query issuing MP, 7 is computed as

follows.
.
M ifto>1t, > (to+7s)
T o= pxe T Gf (ty+75) >ty > (to + 75 + T) (4.2)
0 otherwise

\

where 75 and 7y are the soft and hard deadlines of a given query respectively.
Notably, the data-provider Mg estimates the time when the query results
would reach the query-issuer M; based on the average network conditions
and historical information. Hence, in Equation 4.1, the data item price is

first estimated by Mg using the value of 7 based on the estimation of the time
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when the query results would reach M;. Payments are done periodically,
and information concerning the actual times of query results reaching the
respective query-issuers is piggybacked onto the status messages that are
sent periodically by the peers to the brokers. Thus, the actual price, which
is paid by M; to Mg, is based on the actual time when the query results

reached a given query-issuer.

The term D() in Equation 4.1 reflects the quality of data provided by Mg
for queries on d. D() is essentially application-dependent. For example, data
quality could be determined based on MP3 audio quality or image resolution.
We compute D(@) as follows. Each MP maintains a copy of the table T,
which contains the following entries: (2%, high), (y%, medium), (2%, low),
where x, y, z are error-bounds, whose values are application-dependent and
pre-specified by the system at design time. FEssentially, we consider three
discrete levels of D@ i.e., high, medium and low, and their values are 1, 0.5

and 0.25 respectively.

In Equation 4.1, BA), is the bandwidth allocated by Mg for d’s download.
BAy, equals (Y B;)/ng, where B; is the bandwidth that Mg allocated for
the i"" download of d from itself during the most recent time period, while n,
is the number of downloads of d from Mg. As BAj;, increases, fi,¢. increases
because higher bandwidth implies reduced response times for queries on d.
PAy, is the probability of availability of Mg. When PA,;, is high, the
implication is that other MPs can rely more on Mg to provide d, hence ..
increases with increase in PAysg. Jag,, is the job queue length at Mg during
time ¢;. fi,.. decreases with increase in the job queue of Mg because when
Mgy is overloaded with too many requests, Mg’s response time in answering
queries on d can be expected to increase due to longer waiting times of

queries.

After computing ..., Mg computes the moving average price p of d. We use
the Exponential Moving Average (EMA), which is capable of reacting quickly
to changing access patterns of data items since it gives higher weights to

recent access patterns relative to older access patterns. This is in consonance
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with the dynamically changing access patterns that are characteristic of M-

P2P networks. Mg computes the price p of d as follows:

fo= (ttrec — EMApe,) % 2/(N+1) + EMAye, (4.3)

where EM A,,., represents the EMA that was computed for the previous time
period, and N represents the number of time periods over which the moving
average is computed. Our preliminary experiments suggest that N =5 is a

reasonably good value for our application scenarios.

4.2.3 Revenue of an MP

The revenue of an MP M is the difference between the amount of virtual
currency that M earns and M spends. M earns virtual currency from accesses
to its own data items and replicas that are hosted at itself, and through relay
and broker commissions. Conversely, M spends currency when it queries for

data items hosted at other MPs.

We incorporate commissions to incentivize relay MPs. Relay commission is a
constant k. We use the price fi,,;, of the cheapest data item in the network as
a guide to determining a suitable value of k. The value of k is selected to be
lower than that of 1i,,;, to incentivize data sharing more than relay functions.
Observe that the value of p,,;, could change over time because new items
could be introduced into the network. However, based on the application, it
is feasible to estimate the value of fi,,;,. Thus, the value of k is essentially
application-dependent. We defer the discussion of broker commissions to

Section 4.3.

Notably, every MP joining the system is provided with a small initial amount
of currency for bootstrapping the system. Observe that the MPs would soon
exhaust this initial amount of currency by issuing queries, and by paying the
data item prices and relay commissions. Hence, after that, they would have

to earn currency for issuing their own requests, and they can earn currency
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only by hosting items and relaying messages, thereby effectively combating
free-riding. Observe how our economy-based paradigm encourages MPs to

increase their revenues, thereby ensuring that they obtain better service.

4.3 EIB: An Economic Incentive-based Broker-

age scheme for M-P2P networks

This section discusses our proposed EIB scheme.

4.3.1 Role of the brokers in EIB

EIB provides an incentive to the relay MPs to act as brokers by pro-actively
searching for the query results as opposed to just forwarding queries. A
broker obtains a commission for each query processed successfully through
itself. Hence, each MP is incentivized to maintain an index of the data items
(and replicas) stored at other MPs. This index is built by each MP on-the-
fly in response to queries and data that it relays. Hence, indexes may differ
across MPs. Brokers also provide value-added service in EIB by replicating

frequently queried data items at themselves.

Notably, the mobile peers participating in the system have software installed
in their mobile devices, and this software enables them to use the proposed
schemes. Once they use this software, they have to follow our architecture
i.e., they have to go through the brokers. Thus, when using the software, a
selfish query-issuer cannot contact the data provider directly by bypassing
the brokers. In this regard, the rationale behind our architecture (i.e., every
query must pass through brokers) is that query-issuing peers would not want
to evaluate a large number of replies coming from prospective data-providers.
Moreover, such evaluation would drain their limited energy resources. Fur-
thermore, query-issuing peers would want to have more options (e.g., price,

quality) about their requested data items, and the broker is in a position to
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provide such options.

A data-provider may allow a broker to host a replica of some of its ‘hot’
data items in lieu of a royalty payment. This is possible because we use
our proposed royalty-based revenue-sharing scheme [MMKO09] in conjunction
with EIB. Brokers have an incentive for hosting replicas of ‘hot’ items because
they can earn revenue when those replicas are queried. Data-providers are
incentivized to replicate their ‘hot’ items at brokers because they can earn
revenue from accesses to the replicas without necessitating any expenditure
of their limited energy resources for answering queries on those items. In this

manner, even if a data-provider is disconnected, it can still earn revenues.

To perform replication, every data-provider periodically broadcasts a list of
items that it wants to replicate. Brokers intercept this broadcast and decide
whether to replicate these items based on their estimate about the future
access frequencies and prices of those items. (This estimate is made based on
the queries that pass through a broker.) Since brokers have limited memory
space for hosting replicas, each broker tries to select only those items, which
would maximize its revenue-earning potential. An item’s revenue-earning
potential is the product of its price and its (estimated) access frequency.
Thus, EIB facilitates brokers in replicating frequently queried items, thereby
reducing the querying traffic. In essence, EIB effectively converts relay MPs

into brokers.

4.3.2 TIllustrative example for the network topology in

EIB

The architecture of EIB consists of query-issuers, relay MPs, brokers and
data-providers. Figure 4.1 depicts an illustrative example of the M-P2P
network topology in EIB at a certain point in time. In Figure 4.1, M is the
query-issuer, R1 to R7 are the relay peers, D1 to D4 are the data-providers,
and B1 to B5 are the brokers. Using Figure 4.1, we shall now make certain

key observations. Observe that there can be multiple paths from a query-
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issuer to a given data-provider and these paths may pass through multiple
brokers. As a single instance, a query issued by M; for a data item hosted by
D4 could proceed through multiple paths such as {M;, B2, B3, B4, R4, D4}
and {M;, B2, B3, B4, R5, D4}.

O Query—issuer: {M 1} . Data—provider: {D1 To D4}
@ Broker: {BI to BS) @ Relay MP: {R1 to R7}

Figure 4.1: Illustrative example of an instance of network topology in EIB

Our scheme stipulates that only one MP can act as the broker in a given
query path. This becomes a necessity to avoid conflicts among brokers.
Hence, when multiple brokers exist in a given query path, the broker, which
occurs first in the traversal starting from the query-issuer, would act as the
broker for the query and make the bid to the query-issuer, while the other
brokers would simply act as relay MPs. For example, in the query path
{Mj, B2, B3, B4, R4, D4}, B2 would act as the broker since it occurs first
in the traversal starting from M, while B3 and B4 would act as relay MPs.
When an MP decides to act as the broker for a query, it appends a broker tag
to the query message, thereby enabling other MPs in the same query path
to determine that a broker has already been selected in that query path.
Notably, even though EIB limits the number of brokers in a given query
path to only one, the existence of multiple query paths safeguards against

the unavailability of some of the brokers.

The number of relay MPs between a query-issuer and a data-provider may

differ. For example, let us consider a query () issued by M; for a data item
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hosted by D4. In this case, the query path {M;, B2, B3, B4, R4, D4} has
three relay MPs, namely B3, B4 and R4. On the other hand, the path {M],
D2, B1, R2, B3, R3, R4, D4} has five relay MPs, namely D2, R2, B3, R3
and R4. Thus, the total cost of relay commissions may vary across query
paths since EIB incorporates a constant relay commission per relay MP, as

discussed in Section 4.2.

It is also possible for a given data-provider to be a one-hop neighbour of
a query-issuer e.g., M; and D2 are one-hop neighbours. However, our ar-
chitecture dictates that M; cannot bypass the brokers for directly obtaining
its queried data from D2. Recall that the mobile peers are able to use the
proposed schemes by installing software in their mobile devices, and this soft-
ware enforces that each query must follow our architecture by going through
the brokers. Thus, the role of the brokers would still be relevant in such
cases. For example, some other data-provider such as D1 may be able to
provide better data quality and/or lower response time than D2 (e.g., due
to low bandwidth between D2 and Mj). In essence, the brokers provide the
query-issuer with different paths for accessing its requested data item d or
its replica. This allows the query-issuer to choose the copy of d, which best
suits its requirements in terms of response time, data quality and price. Fur-
thermore, as discussed earlier, there may be many prospective data-providers
replying to a query, and the query-issuer would not want to evaluate a large
number of replies since performing such evaluation would drain its limited

energy resources.

4.3.3 Value-added routing by relay MPs in EIB

An MP M; issues a query @ using a broadcast mechanism' and waits until e
time units have elapsed (since the time of query issue) to collect the bids from

all the brokers. When any given MP receives the broadcast query, it checks

LAfter a period of time, if M; knows a broker that can serve the query, the broadcast
would not be necessary.



4.3. EIB: An Economic Incentive-based Brokerage scheme for
M-P2P networks 108

its index. If its index does not contain the identifier of at least one MP that
hosts the requested data item or if another broker (in the same query path)
has already decided to act as the broker for that query?, it simply forwards
the query. Otherwise, it determines (from its index) the MPs, which can
answer the query, and acts as a broker by issuing a route-finding query to

locate these MPs.

Once a given broker obtains the route to one or more MPs that can serve
the query, it acquires information about the price and data quality of the
requested data item at each of these MPs. Thus, the broker summarizes
information of the form (d, M Py, u, DQ, Path) in a list Ly, where d is the
data item being requested, M P, is the unique identifier of the MP that hosts
d, D@ is the data quality of d and p is the price of d. Path is a linked list
data structure containing the list of MPs, which fall in the path between the
broker and the data-provider. In case of multiple paths between the broker
and the data-provider, Path could be a pointer to a set of linked lists (or a

two-dimensional array).

Observe that if the broker were to include in its bid (to the query-issuer)
all the data items about which it has acquired information, communication
traffic would increase and the query-issuer would have to expend its limited
energy resources to evaluate all the query results. On the other hand, if the
broker were to include only one data item in its bid, the query-issuer would
have limited choices (in terms of query results), which could potentially not
satisfy its query requirements in terms of response time, data quality and
price. Hence, the broker provides a value-added service by including in its
bid only some of the data items about which it has acquired information.
The broker determines which items it will include in its bid by using the

information in the list L;;;. For each data item in the list L4, the broker

2Recall that only one MP can be the broker in a given query path.
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computes a score 7y:

7 = (wi/RT) + (w2 x DQ) + (ws/p) (4.4)

where RT represents the query response time, which is estimated by the
broker based on network statistics. RT' is estimated by the data item size
divided by the sum of the bandwidths at the intermediate hops between the
query-serving MP and the query-issuer. D@ and pu are the data quality and
price of the item respectively, and they are evaluated in the same manner as
discussed for Equation 4.1. In Equation 4.4, wy, wy and w3 are the query-
issuer’s specified weight coefficients for the query such that 0 < wq, ws, w3 < 1
and w; + wy + w3 = 1. Thus, EIB takes the requirement of the query-issuer

into account.

The value of ~ increases with decreasing values of RT" and p because the
query-issuer would want the results quickly and with lower price. The value
of ~ increases with increase in D() because higher data quality commands
higher bid price. The broker includes in its bid (to the query-issuer) only
those items, for which the value of v exceeds the threshold T'h.,, where Th, is
the average value of v for all the items in Lyq. Hence, Th., equals (XY, v;/N),
where ; is the value of v for the i item and N is the total number of items
in Ly;q. The values of RT and D(Q for each item in every bid are also provided

by the broker to the query-issuer.

Corresponding to each data item included in the broker’s bid, the broker also
specifies the total cost of relay commissions and broker commission to inform
the query-issuer about the total cost of querying. Since the broker knows the
number of relay MPs in the query path, it can compute the total cost of relay
commission since the amount of relay commission per MP is a constant, as
discussed earlier in Section 4.2. The amount [ of broker commission for a
given data item d depends upon the data item price. Given a data item d of
price p, a broker computes [ as (1 x «), where « is a percentage of the data

item price, hence 0 < o < 1. The value of a depends upon the urgency of the
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query-issuer. Thus, we compute « as e~79, where 7g is the soft deadline of the
query. Increase in 7g implies decrease in 8 due to less urgency. Observe that
different brokers may bid different amounts of currency for the same data
item (or its replica). Incidentally, the broker’s commission is significantly
higher than that of the relay MPs’ commissions, which incentivizes relay

MPs to act as brokers by indexing more data items.

Upon receiving bids from possibly multiple brokers, the query-issuer au-
tonomously evaluates each item in each of these bids. (Recall that each
broker may send multiple items in its bid to provide the query-issuer with
more options.) Then the query-issuer selects the item, which best suits its
requirements in terms of the weight coefficients w, wy and w3 corresponding
to (estimated) response time, data quality and price respectively. In partic-
ular, EIB does not force a query-issuer to perform bid selection based on any
specific algorithm. This is because we believe that query-issuers should be
provided the flexibility to choose the item (in the bids) that best satisfies

their requirements.

An example to illustrate a possible way in which a query-issuer could select
an item from multiple bids is as follows. Suppose w; > ws > ws. In this
case, the query-issuer could first sort the items in all the bids in ascending
order of estimated response time into a list Lg.es. Then from Lgeee, it
could select only those items, whose estimated response time is lower than
the average response time of all the items in Lgee. Then it could sort the
remaining items in Lg.+ in descending order of data quality, and select only
those items, whose data quality exceeds the average data quality of all the
(remaining) items in Lgeeq. Finally, among the remaining items in Lgeecr,

it could select the item with the lowest price.

Upon completion of the bid selection, the query-issuer contacts the broker
corresponding to the successful bid, and requests it for the data item. The
successful broker contacts the data-provider, which sends the data item to
the query-issuer. Finally, upon receiving the query results, the query-issuer

pays the commission to the broker and the relay commissions to the MPs in
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Algorithm 4.1 EIB: Algorithm for a query-issuer

begin
Inputs: (a) Q : Query (b) d : Queried data item

(1) Broadcast its query Q for a data item d

2) Receive all bids that arrive within € time units of query issue

Examine each item in every bid and autonomously select the item,

which best suits query requirement

(4) Select the broker Sel corresponding to the successful bid

(5) Send message to selected broker Sel requesting selected item and
provide Sel with identifier of selected data-provider Mg

(6) Obtain data item from Mg

(7) Pay the price of the item to Mg

(8)

9)

—~
w
=

Pay the broker commission to the selected broker Sel
Pay relay commissions to relay MPs in successful query path

Algorithm 4.2 EIB: Algorithm for a broker and relay MPs

begin
Inputs: (a) Q : Query (b) d : Queried data item

(1) Receive the broadcast query @ for data item d from query-issuer M
(2) if broker tag not attached to Q
/* EIB stipulates one broker per query path */
(3)  Check own index to list the identifiers of all MPs
hosting d into a set Sety

) if Setprg is empty

) Forward @ to its one-hop neighbours

) else

) for each Mg M in Setpyg

) Issue a query to find the route(s) to M

) List all the routes from itself to M into a set Setroute

0) if Setroute is empty

1) Forward @ to its one-hop neighbours

2) else

3) Select the shortest route R from itself to M based on

bandwidths at the intermediate hops

(14) Obtain price and data quality of d from M, and add d to

a list Lbid
(15) Select from Ly;q only those items, for which the value of
v exceeds Th~ and include these items in the bid

(16) For each item included in the bid, collate all the price, Mg,
response time and data quality information and the bid
value 8
/* The bid value 3 for a given data item is a percentage
of the data item price. 3 is the broker commission for a
successful bid. */

) Send the bid to My

) Wait for My’s reply

) if My accepts bid

) Obtain identifier of selected Mg from My

) Send a message to selected Mg to send the data item to My

) Receive broker commission from My

the successful query path.

Algorithm 4.1 is executed by a query-issuer, while Algorithm 4.2 is executed
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by the other MPs, which can either be brokers or relay MPs.

4.4 EIB+: An Enhanced Economic Incentive-
based Brokerage Scheme for M-P2P net-

works

This section discusses the EIB+ scheme, which extends the EIB scheme by
incorporating three broker scoring strategies for further incentivizing brokers
towards providing better service. EIB+ distinguishes two different types of
brokers, namely common brokers and preferred brokers. Brokers with higher
scores become preferred brokers and they earn higher commissions than com-
mon brokers. Furthermore, only the preferred brokers are allowed to spawn
sub-brokers for load-sharing purposes, thereby further incentivizing brokers
since they can earn currency from royalty-based revenue-sharing [MMKO09|

with the sub-brokers.

Notably, in order to become a preferred broker, a broker needs to serve a
minimum threshold number of users. Thus, if a broker serves an adequate
number of different users, the rating scores from different users average out,
thereby implying that a broker cannot become a preferred broker by serving
only one peer well because broker scores are based on averages. Even though
we understand that it is difficult to synchronize the ratings for different bro-
kers, peers can select in their region their preferred brokers. Furthermore,
observe that complete synchronization of broker score ratings across different

users is not practically feasible due to subjectivity in human judgment.

4.4.1 Tllustrative example of network topology in EIB+

Figure 4.2 depicts an illustrative example of the M-P2P network topology in
EIB-+ at a certain point in time. M7 is the query-issuer, D1 to D4 are the
data-providers, R1 to R4 are the relay peers, C'B1 to C'B3 are the common
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brokers, and PB1 to PB2 are the preferred brokers. SB1 is the sub-broker
corresponding to the preferred broker PB1, while SB2 and SB3 are the
sub-brokers corresponding to the preferred broker PB2. Observe that the
common brokers such as C'B1 and C'B2 do not have any sub-brokers. Con-
sider a query () issued by M; for a data item hosted by D4. For the query
path {M;, PB1, CB2, PB2, SB3, D4}, if Q needs to be processed by a
common broker, C'B2 would act as the broker, while PB1 and PB2 would
act as relay MPs. If ) needs to be processed by a preferred broker, PB1

would act as the broker.

Q Query—issuer: {My } . Preferred Broker: {PB1, PB2}

. Data—provider: {D1 to D4} . Common Broker: {CB1, CB2, CB3}
. Relay MP: {R1 to R4} O Sub-broker: {SB1, SB2, SB3}

RI SB1

Figure 4.2: Illustrative example of an instance of network topology in EIB+

The broker type (i.e., common or preferred) specified in @) should match with
at least one broker in the given query path for it to be processed in that query
path. This is in consonance with adhering to the query-issuer’s intentions.
However, this does not necessarily result in query failures due to the possible
existence of multiple brokers (which match the broker type specified in Q)
in different query paths. Thus, if M| issues a query for an item in D4 with
the condition that it should be processed by a preferred broker, it will not
be processed in the path {M;, D2, CB1, R2, CB2, R3, SB3, D4} since this

path does not contain any preferred broker. However, it would be processed
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in other query paths e.g., {M;, PB1, C B2, PB2, SB2, D4} and {M;, PB1,
CB2, R3, SB3, D4}.

4.4.2 Strategies for assigning scores to brokers

We propose three strategies for assigning performance-based scores to brokers

in EIB+.

4.4.2.1 Individual Ranking (IR) strategy

In IR, each MP assigns a score A to each broker, with whom it has interacted
within a particular time-period. Each broker returns a bid to the query-issuer
My, and the bid contains the estimated query response time, data quality
(of query result) and the total bid price for processing the query. (Total
bid price refers to the sum of data item price, broker commission and relay
commissions.) M; uses this bid information to compute the value of A for
the broker that made the bid. The value of A is computed for both successful

and unsuccessful bids.

If a query is answered after the hard deadline 74, M; assigns A = 0 for that
query to the corresponding broker(s) to penalize broker performance because
queries answered after the deadline are not useful to M;. Furthermore, since
a broker has no incentive to bid a total price, which is higher than that of
M;’s maximum specified price, the question of the total bid price exceeding

the maximum specified price does not arise. \ is computed as follows:

A= (w1 % Agr) + (w2 x (1= Apg)) + (ws x ) (4.5)

where Agpr, Apg and A, quantify broker performance w.r.t. broker response
time, data quality and total (bid) price respectively, and they are computed
in Equations 4.6, 4.7 and 4.8 respectively. (Broker response time is the dif-
ference between the time of query issue and the time at which the broker’s

response arrives at M;.) In Equation 4.5, wy, we and w3 are weight coeffi-
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cients such that wy, +wy+ws = 1. The values of wq, wy and w3 are decided by
M;7 for a given query depending upon its requirements. For example, if quick
response time is critical to My, it will assign a high value to w;. Observe how
EIB+ provides autonomy to the MPs in assigning scores to brokers based on

their individual querying requirements. Agrp is computed below:

)\RT = (TH — RT)/TH (46)

where 77 and RT are the hard deadline and the broker response time of the
query respectively. Observe that the value of Agr increases as RT decreases.
Thus, the objective of Equation 4.6 is to reward brokers for providing timely
service. The amount of reward is based on the difference between the hard
deadline of the query and the broker response time. The computation of Apg

follows:

DDQ — DQ)/DDQ if DQ < DD
Ao = (DDQ - DQ)/DDQ if DQ < DDQ ()

1 otherwise
where DD(@) and DQ are Mj’s specified desired data quality and the actual
data quality for the query respectively. The objective of Equation 4.7 is to
penalize brokers, which provide lower quality of data than that of M;’s de-
sired data quality. The amount of penalty is based on the difference between
M7’s desired data quality and the actual data quality provided by the broker.
The value of A\pg increases as queries are answered with lower data quality,
hence we use the value of (1 — Apg) in Equation 4.5 for the computation of
A. However, when D@ > DD(), we set A\pg = 1 to reward brokers, who have

performed upto (or better than) M;’s expectations of data quality.

The computation of A, follows:

Ay = (mazx, —p )/ mazx, (4.8)

where max,, and p are the M;’s specified maximum price and the total price

bid by the broker for the query respectively. Observe that the value of A,
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increases as the total bid price decreases. Thus, the objective of Equation
4.8 is to reward brokers, which can serve the queries at lower total price. The
amount of such reward is based on the difference between M;’s maximum
specified price and the total bid price of the given query. Thus, an MP will
have an estimate about the performance of the brokers that it has interacted
with. However, IR suffers from the drawback that each MP is likely to be
able to interact with and assign scores to only a few brokers that are in its

vicinity.

4.4.2.2 Neighbour-based Gossiping (NGS) strategy

To address the drawback of IR in terms of being able to assign scores to
only a relatively few brokers, we propose the NGS strategy. In NGS, MPs
gossip with their one-hop neighbours to share their respective broker scores
(obtained by using IR). Thus, each MP will get to know the performance
of brokers, with whom it may not have had any interaction. For example,
suppose MP M; has interacted with only brokers B1, B5 and B7, while
its one-hop neighbour M, has interacted with brokers B1, B6, B7 and BS.
Thus, M; will obtain new information from M, about the performance of B6
and B8, while M, will obtain information from M; about the performance of
B5. Gossiping facilitates neighbouring MPs to refine their information about
broker scores. Since MPs are likely to obtain new information, they have an

incentive to participate in gossiping.

When a given MP M obtains broker scores from its one-hop neighbours, it
computes its score for each broker B; as follows. If M has not interacted
with B;, it will simply compute its score for B; as the average Avg of all the
scores (for B;) that it receives from its neighbours, who have interacted with
B;. On the other hand, if M has interacted with B;, it will compute its score

for B; as the average of the score that it assigned to B; and Awvg.
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4.4.2.3 K-hop neighbour-based Gossiping (K-NGS) strategy

The K-NGS strategy extends the NGS strategy by allowing gossiping among
K-hop neighbours. (Recall that in NGS, gossiping is limited only to one-
hop neighbours.) Thus, K-NGS facilitates MPs in assigning scores to more
brokers than NGS and also uses inputs about broker scores from more MPs
than NGS, thereby providing a broader and more refined picture of relative
broker performance albeit at the cost of increased communication overhead.
Note that under the K-NGS strategy, a given MP M computes its score for

each broker B; in the same manner as discussed for the NGS strategy.

4.4.3 Load-sharing by means of sub-brokers in EIB-+

Preferred brokers in EIB+ are allowed to spawn sub-brokers for load-sharing
purposes. Now let us examine the concept of sub-brokers. When a preferred
broker PB becomes overloaded with too many requests, it replicates its data
and index at MPs, which are willing to host its data and index. We designate
such MPs as sub-brokers. Thus, preferred brokers dynamically create sub-
brokers based on load and network performance to effectively convert relay
MPs into brokers. This facilitates load-sharing among preferred brokers and
sub-brokers, thereby making it likely to improve query response times due to

less waiting times at the job queues of these MPs.

The preferred broker is incentivized to share its data and index with the sub-
brokers because it can earn currency from such sharing. This is because we
use our proposed royalty-based revenue-sharing scheme [MMKO09]| in conjunc-
tion with EIB+. Thus, revenues of preferred brokers are further increased
due to the presence of sub-brokers. Observe how EIB+ incentivizes brokers

to perform better in order to become preferred brokers.

A preferred broker PB selects its sub-brokers based on three factors, namely
remaining energy, bandwidth and current value of currency. PB prefers

MPs with higher remaining energy as sub-brokers because such MPs are
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likely to be able to serve more queries, thereby facilitating them in earning
more currency and consequently, also enabling PB to earn more currency
because of the royalty-based revenue-sharing scheme [MMKO09|. Moreover,
PB gives preference to MPs with high bandwidth because such MPs are
likely to serve queries relatively quickly, thereby enabling them to earn more
currency. (Recall that data item prices depend upon timeliness of query
response.) Furthermore, PB prefers MPs with low current value of currency
as sub-brokers because such MPs have more incentive to serve queries to earn
currency than MPs, whose current values of currency are high. Notably, this
also facilitates newly joined MPs (that have low currency) to seamlessly
integrate themselves into the system by actively participating in the network

as sub-brokers.

Notably, PB selects its sub-brokers from among its one-hop neighbours in
order to minimize the communication traffic incurred for allocating replicas
at sub-brokers. To select its sub-brokers, PB sends a message to its one-hop
neighbour MPs requesting them to send their values of remaining energy,
bandwidth and currency. Those MPs, which are interested to become sub-
brokers of PB, reply to PB with the requested values. PB uses these values

to compute a score S for each MP as follows.

S = (w; X En) + (wy x BA) + (ws/Curr) (4.9)

where En, BA and C'urr are the values of remaining energy, bandwidth and
currency of the MP. In Equation 4.9, wq, wy and w3 are weight coefficients
such that ( w; + wy + w3 = 1 ). The values of these weight coefficients are
autonomously selected by a given preferred broker, hence they may differ
across preferred brokers. MPs with relatively higher values of S are selected
by PB as its sub-brokers. We leave the determination of the optimal number

of sub-brokers per preferred broker to future work.
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4.5 Performance Evaluation of E-Broker

This section reports our performance evaluation by means of simulation in
OMNeT++ [Pon93|. MPs move according to the Random Waypoint Model
[BMJ*98] within a region of area 4 km x 4 km. We believe that the Random

Waypoint Model is appropriate for our application scenarios.

Default
Parameter Variations
Value
Number of MPs (Nyp) 1000 200, 400, 600, 800
% of brokers ( Pp ) 20% 10%, 30%, 40%, 50%
% of preferred brokers ( ¢ ) 20% 10%, 30%, 40%, 50%
Queries/time unit 10
Communication Range ( CR ) 120m 40m, 80m, 160m, 200m
Percentage of MP failures ( Pg ) 20% 10%, 30%, 40%, 50%
Workload skewness ( ZFy ) 0.5 0.1, 0.3, 0.7, 0.9
Bandwidth between MPs 1 Mbps to 2 Mbps (Bluetooth)
Initial energy of an MP 90000 to 100000 energy units
MP service capacity 1 to 5 units
Time-to-expire of a data item 3 mins to 7 mins
Memory space of each MP 120 MB to 150 MB
Speed of an MP 1 meter/s to 10 meters/s
Size of a data item 0.5 MB to 10 MB

Table 4.1: Parameters of our performance evaluation for E-Broker

Table 4.1 summarizes our performance study parameters. A total of 8000
data items is uniformly distributed among 1000 MPs i.e., each MP owns 8
data items. For each MP, the available memory space for hosting replicas is
its remaining memory space, after memory for storing its 8 data items has
been allocated. Query-issuers are selected randomly from among all the MPs.
Each query is a request for a single data item. The number of such queries
issued in the network per time unit is 10, the query’s hard deadline 74 being
varied randomly between 25 to 30 time units. The query’s soft deadline 7g
is 90% of 7. Query price is chosen randomly in the range of 100 to 500
currency units. Broker commission and relay commission are respectively set
to 10% and 1% of the query price. For query routing purposes, we use the
AODV protocol until a query is intercepted by a broker. Initial energy of
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an MP is selected randomly between 90000 to 100000 energy units. Sending

and receiving a message require 1.5 and 1 energy units respectively.

In Table 4.1, TP stands for ‘replica allocation Time Period’. Periodically,
every T'P seconds, MPs broadcast a list of items that they want to replicate.
Similar to existing works [HMO06|, we assume that network topology does
not change significantly during replica allocation since it requires only a few
seconds. The default communication range of all MPs is a circle of 120 metre

radius.

For all our experiments, the weight coefficients are set as follows: (a) the
values of wy, wy and w3 for computing v in Equation 4.4 are set to 0.5,
0.25 and 0.25 respectively, (b) the values of wy, wy and ws for computing A
in Equation 4.5 are set to 0.5, 0.25 and 0.25 respectively, (c¢) the values of
wy, we and ws for computing S in Equation 4.9 are set to 0.4, 0.3 and 0.3

respectively.

Our performance metrics are average response time (ART) of queries,
data availability (DA), query hop-count (HC) and communication
traffic (MSG). ART = (1/Ng) SN2 (T} —T;), where T} is the time of query
issue, T is time of the query result reaching the query-issuer, and Ng is
the total number of queries. ART includes the download time, and is com-
puted only for the successful queries. DA = (Ng/Ng) x 100, where Ng is
the number of queries that were answered successfully. Thus, DA measures
the percentage of successful queries. Queries may fail due to network par-
titioning or due to energy-depletion or unavailability of MPs that host the
queried data items, or due to queries exceeding the TTL (‘hops-to-live’).
Preliminary experiments suggested that TTL=8 is a reasonable value for
our application scenarios. Hence, we consider TTL=8 for our proposed EIB
and EIB+ schemes. We define the query hop-count HC as the hop-count
incurred by the query in the successful query path. Thus, HC is measured
only for successful queries. We define MSG as the total number of messages
incurred for query processing during the course of the experiment. Thus,

MSG = fojl M,, where M, is the number of messages incurred for the ¢



4.5. Performance Evaluation of E-Broker 121

query.
We compare the performance of our proposed broker-based EIB and EIB+
incentive schemes with the non-incentive E-DCG+ scheme [HM06]. We
adapted the E-DCG+ scheme [HMO06| to our scenario. As discussed in
Section 2, E-DCG+ is a non-incentive and non-economic replication scheme,
and it does not provide incentives for replica hosting. E-DCG+ is executed
at every replica allocation period. E-DCG+ is the closest to our scheme since
it addresses replication in mobile ad-hoc networks. Furthermore, we believe
that E-DCG+ is among the best approaches for meaningful performance
comparison with our proposed schemes because it is the most recent approach

and it has already been compared to other non-incentive schemes.

As a baseline, we also do performance comparison w.r.t. a non-incentive and
non-broker-based NIB (Non-Incentive without Brokerage) scheme to show
the performance gain due to brokerage. Notably, querying in NIB is simply
AODV-based and broker commissions do not arise. Furthermore, in case
of NIB, we set the TTL to be 12 i.e., 50% higher than the TTL for our
proposed EIB and EIB-+ schemes. NIB does not provide any incentive to a
peer to forward messages. In NIB, a peer forwards a message in the multi-hop

network with a probability of 0.3.

Recall that EIB+ uses three different strategies for assigning broker scores.
Here, we present the performance of EIB+ in conjunction with the K-NGS
strategy. We have also performed an experiment to indicate the performance

of EIB+ with each of the three broker scoring strategies.

4.5.1 Determining the percentage of brokers

We performed an experiment to determine the percentage Pp of brokers in
the network. Figure 4.3 depicts the results. As Pp is increased from 10%
to 20%, DA improves (albeit at the cost of higher MSG) for both EIB and
EIB+ because the involvement of more brokers increases the probability that

a given query is processed by at least one of them. However, as Pjp is increased
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beyond 20%, performance keeps degrading due to reduction in the number
of data-providers. This is because the sum total of the number of brokers
and the number of data-providers is fixed. Notably, EIB-+ exhibits better

performance than EIB due to the presence of preferred brokers.
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Figure 4.3: Determining the percentage of brokers

The results in Figure 4.3 suggest that there is a trade-off between the per-
formance (in terms of ART, DA and HC) and the communication traffic.
Based on our experimental results, we set the percentage of brokers to 20%
so that we can obtain good performance of EIB and EIB+ with reasonable

communication traffic. Observe that both EIB and EIB+ perform slightly
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worse than NIB when Pg = 50%. A closer look at the results in Figure 4.3
suggests that performance gain of EIB over NIB occurs only when Pjg is less
than 48%. This is because when Pg exceeds 48%, the benefits from broker-
age are offset by the additional overhead of interactions among the relatively
larger number of brokers. Hence, when Pp exceeds 48%, the peers are better
off without a broker-based architecture i.e., they can directly obtain the data

from the data-providers.

4.5.2 Determining the percentage of preferred brokers

in EIB+

We conducted an experiment to determine the percentage 1 of preferred
brokers. Here, 1) = ((Npref/Nrotar) * 100), where Np,.¢ is the number of
preferred brokers, while Np. is the total number of brokers. For example,
if Nroiw = 20 and ¢ = 20%, the number of preferred and common brokers
would be 4 and 16 respectively. For this experiment, we also varied the
number SB of sub-brokers corresponding to each preferred broker. Figure 4.4
depicts the results. We use the notations SB-0, SB-2 and SB-4 to represent,
the scenarios for EIB+ corresponding to 0, 2 and 4 sub-brokers respectively

per preferred broker.

The results in Figure 4.4 indicate that as ¢ is increased from 10% to 20%,
the performance of EIB+ improves slightly in the cases of SB-0, SB-2 and
SB-4 due to the incentivizing effect of preferred brokerage becoming more
pronounced. However, as v is increased to 30% and beyond, the performance
of EIB+ degrades. This occurs because at higher values of ¢, more brokers
are allowed to become preferred brokers, thereby implicitly reducing the level
of service required to become a preferred broker. This reduces the incentive

for preferred brokerage.

EIB+ performs better in the case of SB-2 (albeit at the cost of higher MSG)
as compared to that of SB-0 due to load-sharing among the preferred brokers

and their respective sub-brokers. However, in case of SB-4, EIB-+ performs
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Figure 4.4: Determining the percentage of preferred brokers in EIB+

worse than for SB-2 because the relatively high overhead of data allocation

among a larger number of sub-brokers reduces the performance. The results

in Figure 4.4 suggest that EIB+ performs best at reasonable communica-

tion overhead when 1 = 20% (in case of SB-2). Thus, we experimentally

determine v to be 20% and SB to be two.
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4.5.3 Performance of EIB and EIB-}

Figure 4.5 depicts the results using the default values of the parameters in

Table 4.1. The results in Figure 4.5a indicate that after the first 20000 queries
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Figure 4.5: Performance of EIB & EIB+

have been processed, EIB, EIB+ and E-DCG+ exhibit comparable perfor-
mance because the effect of replication is not pronounced at the initial stages.
However, over time as more queries are processed, performance improves in
terms of ART, DA and HC for all the schemes essentially due to the effect of

replication becoming more prominent. Both ART and HC eventually plateau
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due to reasons such as network partitioning, competition among replicas for

memory space and unavailability of some of the MPs.

The results in Figure 4.5d indicate that EIB and EIB+ incur higher MSG
than E-DCG+ and NIB primarily due to the additional communication over-
head introduced by brokers (and sub-brokers in case of EIB+). However, we
believe that the additional number of messages incurred by EIB and EIB+
is a small price to pay for the performance benefits of these schemes. EIB+
incurs higher MSG than EIB because it incorporates gossiping among neigh-
bouring MPs for computing broker scores. E-DCG+ incurs higher MSG than
NIB because in E-DCG+, every MP needs to periodically send messages to

other MPs to convey replication-related information.

EIB-+ outperforms EIB because it provides additional incentives to brokers
for performing value-added routing by incorporating the notion of preferred
brokers. Moreover, EIB+ also performs effective load-sharing between pre-
ferred brokers and sub-brokers, thereby reducing query waiting times in the
job queues of the brokers. EIB performs better than E-DCG+ due to its
economic incentives, which encourage MP participation. Increased MP par-
ticipation implies more opportunities for replication, more memory space for
hosting replicas and multiple paths for locating a data item/replica. Fur-
thermore, unlike E-DCG+, EIB maintains indexes at the brokers (which
facilitate value-added routing) and it replicates ‘hot’ data items at the bro-
kers. E-DCG+ exhibits better performance than NIB because of its superior

replication mechanism.

4.5.4 FEffect of variations in the number of MPs

We varied the total number Ny;p of MPs, keeping the number of queries
proportional to Nyp. Figure 4.6 depicts the results. As N;p increases,
ART and MSG increase for all the schemes due to increase in network size.
However, the rate of increase in ART is lower for EIB and EIB-+ than for

E-DCG+ and NIB due to their better incentivization of replication by means
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of economic incentives and brokerage. As Nj;p increases, DA increases for
all the schemes due to increased opportunities for replication. HC follows
a pattern similar to that of ART, the slight deviations occurring due to
bandwidth differences. Observe that when Ny;p — 20, EIB+ exhibits slightly
worse DA than that of EIB because the benefits provided by preferred brokers

are not realized due to the existence of fewer preferred brokers.
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Figure 4.6: Effect of variations in the number of MPs
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4.5.5 Effect of variations in the communication range

The results in Figure 4.7 depict the effect of variations in the communication

range CR of the MPs. Increase in CR has the effect of bringing the MPs
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Figure 4.7: Effect of variations in the communication range

‘nearer’ to each other. Hence, performance improves with increase in CR for

all the schemes due to data items becoming ‘nearer’ and more accessible to

query-issuers. However, performance gains occur only until CR=120 metres.

Beyond CR=120 metres, ART and DA degrade for all the schemes because

the MPs become too ‘close’ to each other, hence a relatively larger number
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of MPs and brokers become involved in the processing of any given query.
This results in a relatively larger number of queries waiting in the job queues
of the data-providers, hence some of the query deadlines are missed. Beyond
CR—=120 metres, the performance gap between EIB and EIB+ keeps decreas-
ing because the benefits of preferred brokerage become less pronounced when
the MPs are already too ‘near’ to each other. In essence, all the schemes per-

form best when CR=120 metres.

As CR increases, MSG increases for all the schemes because the increased
reachability causes more MPs to become involved in the processing of a given
query. On the other hand, with increase in CR, a lower number of messages
are required to reach a given MP. These two opposing effects somewhat offset
each other at higher values of CR, thereby explaining the reason why MSG

eventually plateaus for all the schemes.

4.5.6 Effect of MP failures

MPs can fail due to reasons such as depletion of their limited energy resources.
Figure 4.8 depicts the results of the effect of MP failures. As the percentage
Pr of MP failures increases, MP participation decreases, query paths become
longer and fewer data-hosting MPs remain available, thereby degrading the
performance of all the schemes. Interestingly, at Pr = 50%, all the schemes
exhibit comparable ART due to limited MP participation making the effect
of economic incentives and brokerage less pronounced. As the results in
Figure 4.8d indicate, MSG decreases with increase in P for all the schemes
due to reduced communication overhead among a lower number of available
MPs. Interestingly, at Pr = 50%, EIB incurs lower MSG than E-DCG-+
due to scarcity of brokers when the total number of available MPs become
relatively low. However, EIB+ still incurs higher MSG than E-DCG-+ due

to gossiping-related communication overheads.
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Figure 4.8: Effect of MP failures

4.5.7 Effect of different strategies for assigning performance-

based scores to brokers in EIB-+

We conducted an experiment to investigate the relative performance of EIB+
with the different strategies, namely IR, NGS and K-NGS, for assigning
performance-based scores to brokers. Figure 4.9 depicts the results. K-
NGS outperforms NGS because its gossiping among k-hop neighbours better
incentivizes preferred brokerage by incorporating broker scores from a larger

number of MPs albeit at the cost of higher MSG. Similarly, NGS performs
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better than IR since its gossiping among one-hop neighbours provides better
incentives for preferred brokerage than IR. The performance of all the three
strategies improve over time as more queries are processed due to the reasons

discussed for the results in Figure 4.5.
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Figure 4.9: Effect of different strategies for assigning performance-based
scores to brokers in EIB-+

Figure 4.10 depicts the snapshots of broker scores at the time-points of 40000
and 100000 queries respectively under IR, NGS and K-NGS. The X-axis
represents the unique identifiers of the brokers, while the Y-axis depicts the

score of each broker. Periodically, after every 20000 queries, the scores of
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brokers are recorded. The scores are on a scale of 1 to 10, where a higher
score indicates better performance. Each MP assigns an initial score of 5 to
all the brokers at the start of every 20000-query time-period. (This periodic
resetting of scores is necessary to reflect current performance of brokers.)
Factors such as a broker’s location, mobility pattern and current network

conditions result in variation of scores across brokers.
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Figure 4.10: Snapshots of broker scores at the time-points of 40000 and
100000

Now let us examine the results in Figure 4.10a. We will denote the broker
with ID of ¢ as Bi. Observe that there is no clear pattern regarding any

specific scoring strategy assigning higher or lower scores than the others. For
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example, K-NGS assigned the lowest score to B4, but it assigned the highest
score to B2. Observe that BS is assigned a much higher score by IR than by
NGS and K-NGS. Broker scores vary across scoring strategies because they
consider varying amounts of interaction with other MPs. These strategies
may also assign comparable scores to any given broker e.g., Bl and B11 in
the results in Figure 4.10a. This occurs when a broker’s performance remains
comparable in providing services to MPs at different locations. A broker’s
score may fall below 5 (e.g., Bl in Figure 4.10a) due to reasons such as

connectivity to limited resources in its mobility path and limited energy.

Even though broker scores may vary across scoring strategies, the results in
Figures 4.10a serve as a guide for evaluating broker performance, thereby
facilitating in distinguishing between common and preferred brokers. For
example, in Figure 4.10a, B5, B12, B13 and B19 and in Figure 4.10b, B4,
B5, B10 and B13 would be the preferred brokers, while the other brokers

would be common brokers.

4.5.8 Effect of variations in the workload skew

Figure 4.11 depicts the results when the zipf factor ZFy, is varied. No-
tably, among all the schemes, only EIB+ supports load-sharing, which oc-
curs between preferred brokers and sub-brokers. As ZFy, increases (i.e.,
increasing skew in the workload), performance degrades for all the schemes.
This occurs due to increased waiting times at the job queues of overloaded
data-providers, thereby causing some of the queries to miss the deadlines.
Observe how EIB+’s load-sharing mechanism facilitates it in outperforming
the other schemes. However, the performance gap between EIB+ and the
reference schemes decreases with decreasing skew due to the effect of load-
sharing becoming less pronounced. As ZFjy increases, the number of query
failures increase (due to queries missing their deadlines), thereby reducing
MSG. However, for EIB+, MSG increases beyond ZFy, — 0.5 due to the

interactions between the preferred brokers and their sub-brokers.



4.6. Summary 134

60 ¢ o
~ 40 ooy
3 S
= <M}
& a) Kerrremmenn
< '/./"Efm/. —— - A
EIB B 20| EB+ =0
E-DCG+ - L
‘ ‘ ‘ NIB O "NIB - ‘ ‘ ‘
01 03 05 07 09 0l 03 05 0T 09
7Fy, 7Fy,
(a) ART (b) DA
8 -
6 L
O]
2 4
2 L

01 03 05 07 09 01 03 05 07 09
ZFy, ZFy,
(c) HC (d) MSG

Figure 4.11: Effect of variations in the workload skew

4.6 Summary

In M-P2P networks, data availability is typically low due to rampant free-
riding, frequent network partitioning and mobile resource constraints. We
have proposed the E-Broker system for improving data availability in M-

P2P networks.

E-Broker incorporates two economic incentive-based brokerage schemes, namely

EIB and EIB+. EIB incentivizes relay peers to act as information brokers for
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performing value-added routing and replication in M-P2P networks, thereby
effectively improving data availability. The EIB+ scheme extends the EIB
scheme by incorporating three different broker scoring strategies for providing
additional incentives to brokers. EIB+ also facilitates load-sharing among

the peers.

We have also evaluated the number of brokers, beyond which the peers are
better off without a broker-based architecture. Our performance study in-
dicates that the proposed schemes are indeed effective in improving query
response times, data availability and query hop-counts at reasonable com-
munication traffic cost in M-P2P networks. In the future, we plan to extend

this work by using game-theoretic approaches for data item pricing.



5

E-VeT: Economic
Reward /Penalty-based System
for VVehicular Trafhic

Management

5.1 Overview

The proliferation of mobile devices with embedded GPS sensors coupled with
the growth in the popularity of infotainment services for vehicles have created
new avenues for improving vehicular traffic management in road networks.
Thus, schemes for improving transportation system efficiency are becoming

increasingly popular [AWX"12, SWYX11].

Given that vehicles generally tend to autonomously select shorter routes with
lower traffic congestion, a relatively large number of vehicles often choose the
same ‘popular’ (i.e., relatively shorter and congestion-free) routes, thereby
causing congestion. Such traffic congestion typically results in increased ve-

hicular fuel consumption and delayed arrival at destinations. Thus, coordi-
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nation among the routes allocated to different vehicles becomes a necessity
to reduce traffic congestion. However, vehicles trying to coordinate their
routes among themselves in a vehicle-to-vehicle (V2V) manner in vehicular
ad hoc networks (VANETS) would cause privacy concerns, communication

traffic congestion and selfish behaviors.

Incentives have been proposed for stimulating content sharing in mobile-P2P
networks [PMG™11, WXS04, XWR06|. However, these works do not address
traffic management and vehicular routing issues such as congestion. More-
over, a P2P traffic information system for dynamic route guidance has been
discussed in [RSKMO09|. However, these works do not incentivize vehicles in

following system-assigned traffic routes.

This work proposes the E-VeT system for efficiently managing the vehicular
traffic in road networks using economy-based reward/penalty schemes. In
this work, the cost of traversing a path in the road network corresponds to
the time required for the path traversal, unless otherwise specified. Hence,
we shall use the terms “path cost” and “path time-cost” interchangeably.
Observe that defining path cost in terms of time encompasses factors such
as path distance, the speed limit relevant to the path and the path’s traffic

congestion.

In E-VeT, base stations collaboratively facilitate dynamic vehicular route
assignments for mitigating the traffic congestion, thus reducing the average
time of arrivals and fuel consumption. However, vehicles may not follow the
paths assigned by the base stations e.g., when they can find lesser-cost paths.
To incentivize vehicles towards following the system-assigned paths, E-VeT
uses rewards/penalties (payoffs), which are in terms of real currency.
Hence, these payoffs can be used towards paying road taxes, car registration,

and license/toll fees.

This work assumes that all the vehicles fall under the purview of the E-
VeT reward/penalty framework, which could be implemented as part of a

government-mandated program for facilitating traffic management. Note



5.1. Overview 138

that the proposed scheme is a government-mandated system, it is always op-
erational, but only the price changes dynamically based on the congestion.
Thus users, will not know the pricing scheme and congestion information
well ahead of time. Though the system suggests and offers options to users,
they still have a choice of paying the penalty and taking the higher-priced
paths; the objective is not to force users for explicit load-balancing. Since
we have a reward/penalty system, it is using incentives for load-balancing.
It is also different and better than randomization where users can get one
of the options, which they have to follow, and they have no choice to alter
the option they received. Thus, in our scheme, we preserve the notion that

a user is the final entity to decide the path taken.

This work can be seen as a further extension to the initial proposal for routing
of the VS-scheme for parking introduced in [AWX"12]. In the VS-scheme,
a central authority (CA) makes an optimal assignment, and penalizes ve-
hicles severely for deviating from it. Furthermore, in the VS-scheme, the
CA guarantees that each vehicle v will pay a travel-cost to slots that is not
higher than v’s cost in equilibrium. Since in an optimal assignment some
vehicles may travel longer than in equilibrium, the CA compensates them in
dollars so that the total cost that v pays is not higher than v’s travel-time
in equilibrium. The CA also charges vehicles that travel less in the opti-
mum assignment than in the equilibrium assignment. This dollar-charge is

equivalent to the saving in travel-time.

Our work here is mainly focused on routing in V2V different from parking
of vehicles in [AWX™12] in terms of policies for route allocation of vehicles
based on revenues, modeling the pricing problem for revenue generation and
finding a suitable reward /penalty scheme that adapts to changing behavior
of drivers over period of time. In addition, the performance metrics directly
focus on the impact of different revenue allocation schemes on the average
fuel saving, average time of arrival and the number of messages exchanged

among others.

In summary, our proposed schemes differ from existing proposals [Bra96,
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Mor10, Xu06, Yan12, Iss11] in mainly two ways. First, we introduce a re-
ward /penalty framework for controlling the traffic congestion. Second, users’
good behavior (i.e., following the system advice) is considered in the conges-
tion control decision-making in the sense that the system remembers past
behavior and rewards/penalty earned in the past. Thus, our scheme is user-
centric and it inspires users to earn rewards so that they can get preferred

assignment of paths when needed by redeeming rewards.

The contributions of E-VeT are three-fold:

1. Tt proposes an R*A (Revenue-based Route Allocation) scheme, which
rewards vehicles for following system-assigned longer-time paths, and
charges a fee for following system-assigned shorter-time paths. Further-
more, it penalizes (charges much higher fee) vehicles for any deviations

from the system-assigned paths.

2. It presents the R?A™ (extended R?A) scheme by incorporating the no-
tion of revenue-scales for further incentivizing vehicles based on their

past system usage.

3. It discusses a route allocation algorithm, which gives lesser-time paths

as a preference to vehicles that have earned higher revenue based on

the scheme used i.e., either R2A or R2A ™.

Note that both R?A and R2A™ schemes are designed to ensure fairness in
the sense that vehicles pay when they travel faster, and they earn currency
when they travel slower. Both schemes penalize vehicles, which deviate from
system-assigned paths, thereby incentivizing them to adhere to the system-
assigned paths. Furthermore, when vehicles follow the system-assigned paths,
they are rewarded either in terms of time-savings (i.e., lower time-cost routes
being allocated) or in terms of real currency (i.e., payments for following

longer time-cost routes).

R2A and R2AT differ in that while R?A assigns payoffs to vehicles based

on every individual journey, R?A* performs the payoff assignment based
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on the consistency of a given vehicle in following the system-assigned paths
across multiple journeys. To achieve this, RZA™ uses a set of pre-defined
revenue-scales and provides better payoffs to the vehicles that are associated
with higher revenue-scales. This entices vehicles to consistently follow the
system-assigned routes. Our performance study shows that the proposed
schemes are indeed effective in managing vehicular traffic in road networks

by reducing the average time of arrival and fuel consumption.

The remainder of this chapter is organized as follows. Section 5.2 presents
the architecture of E-VeT, while Section 5.3 discusses the proposed RZA
and R?A™ economic reward/penalty-based schemes and the route allocation
algorithm. Section 5.4 provides the proof of correctness. Section 5.5 reports

the performance study. Finally, we conclude in Section 5.6.

5.2 Architecture of E-VeT

This section discusses the architecture of E-VeT. The architecture of E-VeT
consists of the road network, checkpoints, base stations and vehicles. E-VeT
envisages the road network as an overlay graph, where each vertex represents
a checkpoint, and each edge represents a route connecting these checkpoints.
Here, a checkpoint is a landmark such as a major road intersection, a hospital
or a well-known tourist spot. Thus, the journey of each vehicle comprises a
traversal of a set of such checkpoints, and we designate the route between
two checkpoints as a path. We define the source and destination of a
given vehicle’s journey as the checkpoints that are nearest to the starting
point and the desired end-point of the journey respectively. A base station
is a powerful, reliable and static node. For simplicity, we assume that each

checkpoint is associated with a single base station and vice versa.

When a given vehicle V' approaches a checkpoint C, it sends information
about its destination to the base station B corresponding to C. Upon receiv-

ing this information from multiple vehicles in its vicinity, B executes a route
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allocation algorithm (discussed later in Section 5.3) and assigns a path to
each vehicle for travelling to the next checkpoint. We shall henceforth refer
to the path assigned to a given vehicle by a base station as the system-
assigned path. Notably, the route allocation algorithm is executed by the
corresponding base station at every checkpoint (that falls along a given ve-

hicle’s route) until it is routed to its destination checkpoint.

In E-Vet, base stations assign rewards/penalties (i.e., payoffs) to the vehicles.
As we shall see in Section 5.3, E-VeT performs route allocation by providing
preference to vehicles, which have earned more payoffs, thereby incentivizing
vehicles to follow system-assigned paths. Payoff allocation to the vehicles
is performed on a checkpoint-to-checkpoint basis. Suppose vehicle V' tra-
verses the path from checkpoint C1 to checkpoint C2. Let us refer to the
base stations corresponding to C1 and C2 as B1 and B2 respectively. Here,
B2 performs the payoff allocation to V', after communicating with the base
station B at the checkpoint that was previously traversed by V. If V had
followed the system-assigned path, B=B1, otherwise B could be any of the
neighboring base stations of B2.

Observe how base stations collaborate with each other to facilitate revenue-
based dynamic vehicular routing for reducing traffic congestion. Such col-
laboration becomes a necessity for coordinating smooth traffic low among
vehicles, which do not directly interact with each other to preserve their
privacy. Incidentally, traversal of a path between two given checkpoints is

associated with a cost, which we shall discuss now.

5.2.1 Computation of path cost

Recall that in E-VeT, the path cost corresponds to the time required for
traversing the path. The cost ¢; of traversing path j is computed by a given
base station in two steps (a) Compute the path cost t,.; for the current
time-period (b) Compute ¢; as the exponential moving average of the path

costs over the most recent time-periods to account for fluctuations in path
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usage. l., depends upon factors such as path distance, speed limit of the
path and path congestion. Thus, path cost can change temporally depending
upon path congestion. Since path congestion is related to path flow, let us

first compute the path flow F}; for path j as follows:
Fjﬂg == NLj,t/NEj,t (51)

where NFE;; and NL;, are respectively the number of vehicles that entered
or left path j during time-period . We assume that NFE;; and NL;, are both
non-zero i.e., there are always vehicles on the road. Let us henceforth refer
to the path flow as flow. Consistent with real-world scenarios, we consider
that bi-directional flow values may differ e.g., the flow value from a given
checkpoint X to a checkpoint Y may differ from that of the flow value from
Y to X. However, such differences in flow values do not impact our proposed

schemes.

trec; is computed as follows:

D;/Smaz if Fj, =1
tre(:j = ( ]/ ) ! (52)
(D;/Smaz )/ Fji otherwise

where D; and S,,,, are the distance and speed limit of path j respectively.
Observe that the term (D;/Spa.) in Equation 5.2 concerns the congestion-
free path cost (i.e., F;;=1). Moreover, trec; increases with decrease in Fj,

because more congested paths typically entail higher path costs.

Using the value of ¢,..;, the computation of ¢; according to the exponential

moving average (EMA) formula follows:
ti = ((tree; = EMApey) x 2/(T+1)) + EMA,., (5.3)

where EM A, is the EMA that was computed for the previous time-period
and T is the number of time-periods considered in the moving average compu-

tation. Results of our preliminary experiments suggest that T=5 is suitable
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for traffic management application scenarios. Notably, EMA gives higher
weights to recent time-periods, hence it is appropriate for dynamically chang-

ing path costs that may occur in traffic management application scenarios.

5.2.2 Illustrative example for road network topology in

E-VeT

Figure 5.1 depicts an illustrative example of the road network topology in
E-VeT at a certain point in time. In Figure 5.1, the checkpoints C1 to C6
are connected by weighted paths P1 to P8, whose respective path costs are

shown in parentheses. Here, path costs are indicated in case of congestion-free

C1 to C6 : Checkpoints w5 VI toV5: Vehicles

O Source checkpoint _Pi®) _ Path j with cost p

. Destination checkpoint B W [ east—cost route
C2

Destination for

{VI1to V5} (VI.V2.V3)

(0)8d

ca P6(9)

3 Destination for j

{V4,V5}

Co6

Figure 5.1: Example for E-VeT road network topology

paths. Observe that path costs are essentially dynamic in that they increase
as path congestion increases. For simplicity, all the vehicles V1 to V5 are
associated with the same source checkpoint C1. The destination checkpoints
for {V1, V2, V3} and {V4, V5} are C5 and C6 respectively. For simplicity,

this example assumes that bi-directional path costs are equal.
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Assume that each vehicle prefers to take the least-cost path to its respective
destination. Observe that all the vehicles V1 to V5 would have to traverse
C4 on their way to their respective destinations. From C1 to C4, three paths
are possible, namely {P1, P4}, {P2} and {P3, P5} with path costs of 3 (i.e.,
2+1), 8 and 5 (i.e., 2+3) respectively. Thus, all the vehicles would want to
take the least-cost path {P1, P4} to C4. However, all five vehicles taking
path P1 would increase traffic congestion there, thus effectively increasing

the path cost.

For reducing path congestion, coordination among vehicular routes becomes
a necessity for ensuring smooth traffic flow. As we shall see in the next
section, such coordination in E-VeT is performed by the base stations, which

incentivize vehicles towards following system-assigned paths.

5.3 Revenue-based route allocation in E-VeT

This section discusses our proposed R%A and R?A* economic reward /penalty-
based schemes. Based on the scheme used (i.e., either R?A or R?A™), E-VeT
assigns payoffs to the vehicles. These payoffs are used as inputs for E-VeT’s
incentive-based route allocation algorithm, which is also presented in this

section.

5.3.1 The R2A scheme

Recall that we define path costs in terms of time. For computing rewards and
penalties in R2A, we define the notions of lower-cost paths and higher-cost
paths as follows. Consider the existence of multiple possible paths between
two given checkpoints. Each path, whose cost is below the median path-cost
of all these paths, is defined to be in the set of lower-cost paths. Conversely,
each path, whose cost equals or exceeds the median path-cost of all the paths
between the two given checkpoints, is defined to be in the set of higher-

cost paths. R?A rewards vehicles, which follow system-assigned higher-cost
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paths, and charges a fee for following system-assigned lower-cost paths. Fur-
thermore, it penalizes vehicles for any deviations from the system-assigned
paths, thereby incentivizing them to adhere to the system-assigned paths.
Thus, vehicles pay (in the form of fees) when they travel faster, while they
get paid (in terms of rewards) when they travel slower, thereby achieving

fairness.

Given that a path is the route between two given checkpoints, a given vehicle
V' has to traverse multiple paths during its journey from its source to its
destination. Thus, its revenue from a given journey equals the difference
between the rewards and the fees/penalties over all these paths. During a
given journey, suppose V follows (a) r; system-assigned higher-cost paths (b)
ro system-assigned lower-cost paths and (c¢) r3 paths that are not assigned
by the system. Then V’s revenue REV from the given journey is computed

as follows:

REV = TZI REW,; — (rZQ Fee,, + TZS LYn> (5.4)
=1

- m=1 n=1
where REW, is the reward for the ["* system-assigned higher-cost path fol-
lowed by V. Fee,, is the fee that is charged for the m!" system-assigned
lower-cost path followed by V, while LY, is the penalty for the n** non-
system-assigned path followed by V. Thus, given that the revenue of V' from
its p™ journey is REV,, its total revenue equals 25:1 REV,, where P is the

total number of journeys performed by V.

Now let us see how the rewards and penalties are computed for V for a given
path. The reward depends upon the cost difference between the system-
assigned path and the corresponding median-cost path. Thus, the base sta-

tion computes the reward REW g2 4 earned by V for a given path as follows:

REWR2A = (tj - tmedmn) X A (55)

where t; is the path cost of the path j that the system assigned to V, and

timedian 18 the median-cost path between the two checkpoints associated with
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path j. X is a parameter for converting time-cost to dollar-cost. Notably,
the value of A is a constant, which is fixed by the system. Observe that
REWpg2, increases with increase in the difference between t; and #,.cqian
because higher rewards should be provided to vehicles for incentivizing them

to follow relatively higher-cost system-assigned paths.

In Equation 5.5, both ¢; and ¢,,c4ian are computed using Equations 5.2 and
5.3. Thus, both ¢; and ?,,c4ian are system-estimated time-costs based on
current conditions of congestion as opposed to being actual times. Observe
that if actual times had been used, vehicle users would have an incentive to
spend significantly large amounts of time on the system-assigned path for
obtaining increased amount of rewards. Furthermore, observe that if there
is only one path between two checkpoints, the reward would be zero because
both the median-cost path and the system-assigned path would be the same

in this case.

To better understand the computations of ¢; and t,,c4ian, let us refer to Fig-
ure 5.1. For simplicity, assume that in Figure 5.1, all paths are congestion-
free. Suppose a vehicle needs to find a path j between the two checkpoints
C1 and C4. Here, the median-cost path is {P3, P5} with path cost of 5,
hence ty,cgian=5. If the system assigned the path P2 to V, ;=8 because the
path cost of P2 equals 8. On the other hand, if the system had assigned the
path {P1, P4} to V, t; would have been 3.

The fee Feegz 4 is charged to V for following a given system-assigned lower-
cost path j. It depends upon the difference between the cost of taking the
median path and the cost of taking path j. Notably, we consider the cost
of the median path to effectively handle scenarios involving outliers. Thus,
given that ¢; is the cost of the system-assigned lower-cost path j and t,,cgian
is the cost of taking the median path between the two checkpoints corre-

sponding to j, Feegrz4 is computed as follows:

FeeRQA = (tmedian - t]) X A (56)



5.3. Revenue-based route allocation in E-VeT 147

Both ¢; and t,,c4ian are computed using Equations 5.2 and 5.3. Referring
to Figure 5.1, consider the paths between C1 and C4. Suppose the system
has assigned the path {P1, P4} to V, hence t;=3. Here, t;,cqian=> because
it corresponds to the cost of taking the path with the median cost {P3,
P5} between C1 and C4. Notably, the significance of A\ in Equation 5.6 is

essentially the same as in Equation 5.5.

A penalty is incurred by V when it deviates from the system-assigned path.
E-Vet assigns different values of LY depending upon whether the opted path
is in the set of lower-cost paths or in the set of higher-cost paths. When the
opted path is in the set of higher-cost paths, the system shall levy no penalty,
hence LY —=0. Conversely, when the opted path is in the set of lower-cost
paths, the system shall levy a penalty proportional to the difference between
tmedian and ty,s where t,,cdian 1S the median-cost path and ty is the cost of

the opted path, as shown in Equation 5.4.

(tmedian - t/) x A\ ift < tmedian
LY poy = ’ ’ (5.7)

0 otherwise

where t,,ec4ian 15 the median-cost path, and ¢ is the path cost of the path j’
taken by the user. Here, )\ is the dollar-cost for penalty, and it is system-
defined.

Observe that R%A assigns payoffs without taking into account the past system
usage of a given vehicle in following the system-assigned paths across its
multiple journeys. Thus, it suffers from the drawback of not being capable of
incentivizing consistent behavior by the vehicles in adhering to the system-

assigned paths.

5.3.2 Illustrative example for R*A

Figure 5.2 depicts an illustrative example for the computation of rewards and

penalties in R?A for a given vehicle V. The values of the reward REWp2 4
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Coent| 6, |[REW g2 4| Feepz | LY g2 s | REVi2 4
Cl [1.15 0 0 | 000 000
c2 [1.07 3 Tio00] 1.00 0 | 000 1.00
Cc3 [1.03 = 007] 0 0 | 0.00] 0.00
C4 |0.90 |LZmedian | F- 0 0 0.70 | -0.70
C5 |0.34 0 0 |630] 630
C6 |0.17 0 0 | 800 -8.00

(a) Path costs to next checkpoints (b) System-assigned path C2

REWgs 4| Feepza| LY g2 A| REViz 4
0 0 ] 0.00] 0.00
0 0 | 0.00] 0.00
0 0 | 0.00] 0.00
0 0.70 | 0.00 | -0.70
0 0 |630] -6.30
0 0 | 800/ -8.00

(c) System-assigned path C4

Figure 5.2: Tllustrative example for the computation of rewards/penalties in
R2A

and the penalties Feegzy and LY r24 are computed using Equations 5.5, 5.6
and 5.7. Suppose C.,,, is the checkpoint at which V is currently located,
while C1 to C6 are the possible next-checkpoints for its journey towards its
destination, as indicated in the column C,,.,; of Figure 5.2a. The second
column ¢; in the same figure refers to the cost of traversing the path from

Ccurr to Cnezt .

Observe that C6 is the checkpoint that is associated with the minimum-cost
path from C.,.. to any of the next-check-points. Figure 5.2a also indicates
the values of A and %,,.4i0n that will be used for computing the rewards and
penalties. For simplicity, in this example, we show the computation of LYx2 4
(see Equation 5.7) using only the current time-period instead of averaging

the values over the past 1" time-periods.

Figures 5.2b and 5.2¢ depict the rewards and penalties when the system-
assigned next-checkpoints for V are C2 and C4 respectively. In Figure 5.2,
observe that V' earns rewards only when it follows the system-assigned path

to C2, which is in the set of higher-cost paths, hence its revenue RE Vg2, is
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positive only in this case. The reward for V' in this case is computed using
Equation 5.5. Thus, REWg24=((1.07 — 0.97) x 10) i.e., 1.00. Furthermore,
observe that in Figure 5.2, the value of Feeg24 is 0 for all the cases because
the system-assigned path to C2 is in the set of higher-cost paths, thereby
making the penalty Feegrz,4 inapplicable.

Observe that here the applicable penalty for deviating from the system-
assigned path and opting for a lower-cost path are computed using Equa-
tion 5.7. For example, the value of LYg24 when the next-checkpoint is C1 is
zero because C1 is associated with a higher-cost path, whereas the value of
LYg2 4 is -6.30 in the case of C5, where C5 is associated with the lower-cost
path. The values of REVg2, are computed using Equation 5.4, which are

also indicated in Figure 5.2.

5.3.3 The R2A" scheme

The R?A* scheme extends the R2A scheme by incorporating the notion of
revenue-scales for taking into account a given vehicle’s consistency in ad-
hering to the system-assigned paths across multiple journeys. RZA™ defines
M revenue-scales, each of which is associated with a range of revenues. Then
it associates a given vehicle with a revenue-scale based on the vehicle’s rev-
enue. Suppose M =4, where revenue-scales {1, 2, 3, 4} correspond to revenue
ranges {0-1000, 1001-2000, 2001-3000, 3001-4000} respectively. Here, the

vehicle with revenue of 2500 units is associated with revenue-scale 3.

R2ZA™ uses these revenue-scales for distributing the payoffs. Vehicles, which
are associated with higher revenue-scales, earn better payoffs. This provides
an additional incentive to the vehicles to consistently follow the system-
assigned paths so that they can earn adequate currency to qualify for higher
revenue-scales, at which their payoffs would improve. Given M revenue-scales

with a given vehicle being associated with revenue-scale m, R?A™ computes
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the payoffs as follows:

REWR24+ = (m/M) X REWg2 4
Feegepar = (m/M) X REWgey (5.8)
LYRQAJr = (m/M) X LYRQA

where REWg2 4, Feegzy and LYR2y4 are computed using Equations 5.5, 5.6
and 5.7 respectively. Similar to R2A, R2AT computes a given vehicle’s rev-

enue using Equation 5.4.

5.3.4 Route allocation algorithm

A given base station performs the route allocation to all the vehicles that are
moving towards its corresponding checkpoint. When a vehicle approaches a
checkpoint, it communicates to the corresponding base station the following
information: its destination, its previous checkpoint, the checkpoint assigned
to it at the previous checkpoint and its revenue. Notably, this communication
is done by the tamper-resistant software module in the vehicle to the base
station, thereby ensuring that a vehicle cannot provide false information to

the base station concerning its system-assigned checkpoint.

Upon receiving the information from all the vehicles during a system-defined
time-period, the base station computes the payoffs of the vehicles based on ei-
ther R2A or R?A*. Moreover, it uses the route allocation algorithm to assign
paths to the vehicles. Then it performs the following actions for each vehi-
cle: (a) updates their revenues based on whether they followed the system-
assigned paths, (b) sets its value as the last visited base station, and (c) sets

the cost of the assigned path in the vehicle’s system.

Notably, the route allocation algorithm uses a path flow threshold, which
we designate as PFy,. The implication of PF};, is that the route allocation
algorithm would assign vehicles to a given path only upto the value of PFy,,
thereby not allowing a path to go beyond a given level of traffic congestion.

Once the threshold PFy, is reached for a given path (when path flow keeps
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decreasing due to traffic congestion), the path is considered to be full, hence
the algorithm would not assign any more vehicles to that path for that time

interval.

The value of the PF};, threshold can be decided based on the acceptable time
of travel between two checkpoints C1 and C2 during different time intervals.
Recall that flow in a given path P is the ratio of the number of vehicles exiting
P to the number of vehicles entering P during a given time interval. Thus,
for example, the flow threshold can be set to 0.6 and 0.8 during peak hours
and non-peak hours respectively for maintaining smooth traffic low. The
acceptable threshold can be determined based on the distance between the
two given checkpoints and the average possible speed (i.e., (maximum speed
limit + minimum speed limit) / 2), which can provide the ideal time of travel
between the two checkpoints. This can then be calculated for peak hours
and off-peak hours based on the threshold selected and the time determined
should be within the acceptable limit set by the travel authority for smooth

flow of traffic at different times.

Algorithm 5.1 discusses how a base station identifies the top-k preferred
checkpoints for a given vehicle, given the overlay graph G(V, E) of the road
network, and the respective destination of each vehicle as input. First, it
determines the least-cost k paths to the destination of the vehicle based on
the path cost using the approach in [Epp98|. Then, for each of these least-cost
k paths, it identifies the next checkpoint that the vehicle needs to traverse
for following that path to its destination, and stores these checkpoints in a
list PL. Now, for each checkpoint in PL, it computes the path cost. Finally,
it sorts the checkpoints in PL in ascending order of the path costs. Thus,
the sorted PL list essentially reflects the preference of the vehicle towards its

route assignment in terms of path cost minimization.

Algorithm 5.2 presents the economy-based route allocation algorithm in E-
VeT using the preference list for each vehicle, as generated by the Algo-
rithm 5.1. Incidentally, vehicles with relatively higher revenues are likely to

be those that have either adhered more frequently to their system-assigned
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Algorithm 5.1 Greedy algorithm for identifying the preference list of next-
checkpoints for a given vehicle
begin

Input: (a) G(V,E): Overlay graph of the road network
(b) dest: Destination of the vehicle
Output: PL: Sorted list of top-k preferred next-checkpoints for the vehicle

(1) Determine least-cost k paths to dest based on path cost
(2) for each least-cost k path
(3) Identify corresponding next-checkpoint and add it to list PL

(4) for each checkpoint in PL
(5) Compute the path cost

(6) Sort the checkpoints in PL in ascending order of the path costs

end

Algorithm 5.2 Algorithm for route allocation in E-VeT
begin

Input: (a) Destination, previous checkpoint and the checkpoint assigned
by the previous checkpoint’s base station for each vehicle 4
(b) Preference list PL; for each vehicle ¢
(c) Revenue of each vehicle
Output: Assignment of next-checkpoint to each vehicle

(1) Sort the vehicles in descending order of revenue into a list Ly
(2) for each vehicle ¢ in Ly
(3) for each checkpoint C; in PL;
/* The path from the base station to checkpoint j is designated as path j

(4) if (path flow>PFy)

(5) Assign vehicle ¢ to path j
(6) Recompute the path flow
(7) break

end

paths or taken longer-time paths more often. Thus, observe how the route
allocation Algorithm 5.2 incentivizes vehicles with higher revenues by pro-
viding them with preference in route allocation. Furthermore, from Line 4
of Algorithm 5.2, notice how the algorithm assigns vehicles to a given path

depending upon the PFj;, threshold criterion.

5.4 Proof of correctness of E-VeT

The proof aims to show that the mechanism is designed in a way that the

dominant strategy for all the vehicles is to follow the system assigned path.

Definition. For a given vehicle V', we define two possible decisions, namely

(a) follow the system-assigned path and (b) not follow the system-assigned
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path. We denote the former and latter as f and f respectively. Let us denote
the corresponding payoffs for the former and the latter cases as Py and Py

respectively.

To prove the correctness of the mechanism, we shall prove that P;> Py i.e.,
(Pr —Pj > 0) for all possible cases. (We shall also derive the minimum value

of penalty that should be levied to hold the above condition.)
Proof: The following two cases arise:

Case 1: The system-assigned path j is among the higher-cost paths.(t; >

tmedian )

In this case, observe that the fee Feeg2,4 is not applicable. Hence, P; =
REWpg2y — Atj, where REW g2 4 is computed using Equation 5.5 and ¢; rep-
resents the path cost as computed using Equations 5.2 and 5.3. Moreover,
when V follows a non-system-assigned path j', Py = —LY g24 — Atj/, where
LY o4 is computed using Equation 5.7, and t; is the cost of path j’, which

is computed using Equations 5.2 and 5.3.

Now, let us find the minimal value LY g2y of penalty for which Py > Py

(Equating it to get minimal value)

Pf = Pf — (t]' — tmedian))\ — )\tj = 7LYR2A — )\tj/
- )\(tj’ - tmedian) = _LYRZA
— LYR2A = )\(tmedian - tj’)
The penalty algebraically becomes negative when the vehicle deviates from
the system by opting for a path higher than the median cost path. In such

a scenario, the system levies no penalty on the vehicle keeping LY to be zero.

Case 2: The system-assigned path j is among the lower-cost paths. (t; <
tmedian)
In this case, observe that the fee Feep24 becomes applicable and REW g2 4 is

not applicable. Hence, Py = —Feegz 4 — M, where Feep: 4 is computed using

Equation 5.6 and ¢; represents the path cost as computed using Equations 5.2
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and 5.3. Moreover, when V' follows a non-system-assigned path j', Py =
—LY p2g — Atj, where LY gey4 is computed using Equation 5.7, and ¢,/ is the
cost of path 7/, which is computed using Equations 5.2 and 5.3.

Now, let us find the minimal value LY g2, of penalty for which Py > Py

(Equating it to get minimal value)

Pf = Pf — *(tmedian — t])>\ — )\tj = 7LYR2A — )\tj/
- )\(tj/ - tmedian) = *LYRzA
— LYR2A = )\(tmedian - tj’)
The penalty algebraically becomes negative when the vehicle deviates from
the system by opting for a path higher than the median cost path. In such a

scenario, the system levies no penalty on the vehicle keeping LY to be zero.ll

5.5 Performance Study

This section reports the performance evaluation of our proposed R2A and
R2A* schemes by means of simulation. We consider a universe of 30 km by
30 km, which is divided into 10 regions of equal area. Table 5.1 summarizes

the parameters used in the performance study.

We consider a total of 200 checkpoints. The number of checkpoints in each
region is determined using a Zipf distribution with a zipf factor ZF¢ of 0.5
(i.e., high skew) over 10 buckets, where each bucket corresponds to one of
the 10 regions. Then for each region, the required number of checkpoints is
randomly selected from the points within that region. Moreover, we consider
a total of 25000 vehicles, which are homogeneous in terms of gas mileage
and speed. The number of journeys for each vehicle during the course of
our experiment is randomly chosen to be between 2 and 6. Furthermore, the
source checkpoint for a given vehicle for each journey is chosen randomly

from the 200 checkpoints.

For selecting the destination checkpoint for a given journey for a vehicle, we

make the observation that in real-world scenarios, destinations for journeys
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‘ Parameter Default Variations
Number of journeys (Nj) (10%) 10 2,4,6,8
Number of vehicles (Ny/) (10%) 25 5, 10, 15, 20
Number of checkpoints (N¢) 200 40, 80, 120, 160
Skew in checkpoint distribution (ZF¢) 0.5 0.1, 0.3, 0.7, 0.9
Skew in destination (ZFp) 0.5 0.1, 0.3, 0.7, 0.9
Percentage of users who are not 40 20, 60, 80, 100
revenue-conscious (Py)

Table 5.1: Parameters of the performance study

are typically skewed across regions. In other words, some of the ‘popular’
regions would contain destinations for a disproportionately large number of
journeys, while other regions would contain destinations for only a relatively
smaller number of journeys. Thus, given the total of 100000 journeys (per-
formed by different vehicles) in our experiments, we first select the destination
region for each journey using a Zipf distribution with zipf factor ZFp—0.5
(i.e., high skew) over 10 buckets corresponding to the 10 regions. Then given
a destination region, we randomly select any one of the checkpoints contained

in that region as the destination for a given journey.

Performance metrics are average fuel savings (AFS), average time sav-
ings (ATS), success rate (SR) and communication cost in terms of the
total number of messages (MSG). AFS and ATS are both computed
based on the differences in fuel consumption and journey time respectively
between the minimum-cost route and the system-assigned route. AFS is
computed as follows:
1

AFS = o ;(chmpi — FCsy4,) (5.9)
where F'Cinp, and FCgy, are the fuel consumption corresponding to the
minimum-cost route and the system-assigned route respectively for the
journey. Observe that AFS is computed as the average value of fuel savings

across the total number N; of journeys.
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Similarly, ATS is computed as follows:

Ny

1
ATS = — TCrinp, — TCga, 5.10
N, ;( P 54;) (5.10)
where T'Ciinp, and T'Cgya, are the time consumption for the minimum-cost
route and the system-assigned route respectively for the i journey. ATS is

computed as the average value of time savings across N; journeys.

The success rate SR depends upon the number of journeys that completed
within 2% of the time required when following the minimum-cost route. Here,
required time when using the minimum-cost route is estimated by the route’s
cost divided by vehicle speed. Our experiments use z—20%. For example,
suppose the time required when using the minimum-cost route for a given
journey is 20 minutes. Then, only the journeys, which were completed within
24 (i.e., 20x1.2) minutes are deemed to be successful. Thus, SR is computed
as the ratio between the number of successful journeys and the total number

of journeys.

Finally, MSG:E:ﬁ\;J1 MSG;, where M SG; is the number of messages for the
it" journey. Thus, MSG is a cumulative metric over the total of N; journeys.
Notably, the interaction between a vehicle and the base station at any given
checkpoint incurs two messages. The first message is from the approaching
vehicle to the base station, while the second message is sent by the base

station to the vehicle for informing it about the system-assigned path.

Recall that in Section 5.3.1, we defined the notion of a lower-cost path be-
tween two given checkpoints as a path, whose cost is below the median path-
cost of all the paths connecting the two checkpoints. As reference, we use
a scheme in which only the lower-cost routes carry a fee (akin to toll-road
fees), while other paths do not entail any fees. The fee for the lower-cost
paths is computed using Equation 5.6. We shall henceforth designate this
scheme as the Congestion-Pricing (CP) scheme. CP does not provide any
rewards to vehicles for taking longer time-cost routes. Moreover, in CP, the

base stations do not coordinate vehicular traffic routing, hence they do not
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provide any economic incentives to the vehicles towards following the system.
Furthermore, CP does not necessitate any interactions between base stations
and vehicles. In essence, CP charges fees to vehicles when they travel faster,
but it does not reward vehicles when they travel slower, and CP does not

incorporate the reward/penalty mechanism of E-Vet.

Notably, in case of R2A, R?A* and CP, the implicit assumption is that every
vehicle is trying to maximize its revenue. However, in practice, there could
be a percentage of vehicle users, who do not care about maximizing their
revenue i.e., these users are not revenue-conscious. Hence, we also examine
the performance when 40% of the users are not revenue-conscious, while
the other 60% are trying to maximize their revenue. In the experimental
results, we designate the performance of R2A, R2A* and CP under the above

condition as R%2A};, R?A; and CPy respectively.

5.5.1 Performance of E-VeT

We conducted an experiment using the default values of the parameters in
Table 5.1. Figure 5.3 depicts the results. As the number N; of journeys
increases, performance in terms of AFS (measured in fuel units (f.u.)),
ATS (measured in time units (t.u.)) and SR improves for both R*A and
R2AT due to their effective economic reward /penalty-based route allocation,
which reduces traffic congestion, thereby resulting in both fuel and time
savings as well as higher success rates. Both R?A and R2A™ outperform
CP essentially due to their economic reward/penalty-based route allocation
approach. In contrast, in case of CP, the vehicles acting selfishly in trying
to follow the least-cost routes to their respective destinations cause traffic
congestion. This further increases both fuel consumption and average time

of journey.

R2A* performs better than R?A because it provides additional incentives for
the vehicles to consistently follow the system-assigned paths across multiple

journeys. Moreover, R*A outperforms R*Ay;, and R?A™ outperforms R2A}.
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Figure 5.3: Performance of E-VeT

This is because in case of R?Ay and R?A};, 40% of users are not revenue-
conscious, thereby reducing the effectiveness of these schemes. Furthermore,
R?A}; outperforms R?A (in terms of AFS, ATS, SR) upto a certain number of
journeys primarily because R?Aj; better incentivizes vehicles in consistently
following the system-assigned paths. However, as the number of journeys
exceeds 80,000, R*A performs better than R*A};. This occurs because as the
number of journeys increases beyond a certain point, the implication is that a
larger absolute number of users are not revenue-conscious, thereby reducing

the effectiveness of R*Af.
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Observe that MSG equals zero for CP in all cases because in CP, the vehicles
do not need to interact with the base stations. On the other hand, MSG
increases over the number of journeys in our proposed schemes since it is a
cumulative metric. MSG is comparable in case of R2A, R2A*, R?A; and
R?Aj; as these schemes involve similar interactions between the vehicles and
the base stations at the corresponding checkpoints. These interactions occur
through the software in each vehicle, regardless of whether the users are

revenue-conscious.

5.5.2 Effect of varying the number of vehicles

We conducted an experiment to examine the scalability of E-VeT w.r.t. the
number of vehicles. Figure 5.4 depicts the results of varying the number Ny
of vehicles. As Ny increases, performance in terms of AFS, ATS and SR
degrades for both R?A and R?2A™ due to increased traffic congestion arising
from a larger number of vehicles. Observe that the performance degradation
is only slight essentially due to the effective incentive-based route allocation
performed by both R2A and R2A*. As Ny increases, MSG increases for both
R2A and R?A™ because the number of interactions between the base stations
and the vehicles increases, given the increase in the number of vehicles. Fur-
thermore, the explanation for the relative performance of R?A;; and R?A is

essentially the same as in case of Figure 5.3.

5.5.3 Effect of varying the number of checkpoints

We conducted an experiment to investigate the effect of varying the number
N¢ of checkpoints. Figure 5.5 depicts the results. As Ng increases, the
route assignments are performed at a relatively larger number of checkpoints,
thereby implying more opportunities for fine-tuning the route assignments.
Hence, performance (in terms of AFS, ATS and SR) improves for all our
proposed schemes. This performance gain comes at the cost of higher MSG

because vehicles and base stations exchange messages at a larger number of
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Figure 5.4: Effect of variations in the number of vehicles

checkpoints. However, we believe that the increase in MSG is a small price

to pay for the performance gain in reducing the overall traffic congestion.

Furthermore, the results indicate that R*A performs better than RZAf;. This

occurs because 40% of the users are not revenue-conscious in case of R?Af;,

which reduces its effectiveness in reducing traffic congestion.



5.5. Performance Study 161

01 2 I 2
RIA % R
Poo Py O
~4} ¢ Y ~ 87
= =
g g
7 &
<ot < 4
40 80 120 160 200
Ne
(b) ATS
100
75
v/'\
< S
E 50 o
1] 1)
p
25
& & © & ]

40 80 120 160 200 40 80 120 160 200

(c) SR (d) MSG

Figure 5.5: Effect of variations in the number of checkpoints

5.5.4 Effect of variations in skew in checkpoint distri-

bution

Recall that ZF¢ is the zipf factor, which quantifies the skew in the distri-
bution of checkpoints across the 10 regions considered in our experiments.
Figure 5.6 depicts the results of varying ZFy. As ZF¢ increases, the im-
plication is that a disproportionately large number of checkpoints occur in
only a few of the regions, while other regions contain only a relatively small

numbers. Hence, in most of the regions, there are fewer opportunities for
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Figure 5.6: Effect of variations in skew in the distribution of checkpoints

fine-tuning the route assignments. Thus, given that vehicular journeys cut

across different regions, the performance (in terms of AFS, ATS and SR) of

our proposed schemes degrades as the checkpoint distribution becomes more

skewed. However, MSG remains comparable for our proposed schemes be-

cause it depends upon the number of checkpoints, regardless of the skew in

the distribution of checkpoints.
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5.5.5 Effect of variations in the percentage of users who

are not revenue-conscious

Recall that the R?Ay, R*A}; and CPy schemes were defined to take into
account that a certain percentage of the users are not revenue-conscious i.e.,

they do not care about maximizing their revenue. Let us designate this per-
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Figure 5.7: Effect of variations in the percentage of users who are not revenue-
conscious

centage as Py. In Figure 5.7 as Py increases, the performance of our proposed

schemes degrade because an increasing number of users become indifferent
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to the revenue-maximization objective, which is used by our schemes to in-
centivize vehicles to follow the system-assigned paths, thereby reducing the
overall effectiveness of our schemes. Interestingly, when P;—100% the perfor-
mance of our proposed schemes becomes comparable to that of CP because
at that point, 100% of the users are not revenue-conscious, thereby implying
that the users are not incentivized by our proposed schemes. However, MSG
remains comparable across variations in P because the interactions between
the vehicles and the base stations occur through the software in each vehicle,

regardless of whether the users are revenue-conscious.

5.6 Summary

We have proposed the E-VeT system for efficiently managing vehicular traffic
in road networks using economy-based reward /penalty schemes. E-VeT aims
at reducing traffic congestion by enabling base stations to collaboratively
facilitate dynamic vehicular route assignment. Our proposed RZA scheme
rewards vehicles for following system-assigned longer-time paths, and charges
a fee for following system-assigned shorter-time paths. R?2A™ extends R?A
by incorporating the notion of revenue-scales for additionally considering a
given vehicle’s past history in following system-assigned paths across multiple
journeys. Thus, in E-VeT, vehicles earn revenues based on either the RZA
scheme or the R2A™ scheme. The route allocation algorithm used by E-VeT
provides preference to vehicles earning higher revenues by assigning them to
shorter-time paths, thereby incentivizing them to follow the system-assigned
paths. Our performance study shows that the proposed schemes are indeed
capable of effective traffic management in road networks by reducing the

average time of arrival and fuel consumption.

In the near future, we will validate the results of spatio-temporal variations
of vehicular traffic in VANETs [BK09| within our framework of economic

reward /penalty schemes.
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E-Rare: Economic Incentive
Schemes for Improving
Availability of Rare Data in
Mobile-P2P Networks

6.1 Overview

In a Mobile ad hoc Peer-to-Peer (M-P2P) network, mobile peers (MPs) inter-
act with each other in a peer-to-peer (P2P) fashion. Proliferation of mobile
devices (e.g., laptops, PDAs, mobile phones) coupled with the ever-increasing
popularity of the P2P paradigm (e.g., KaZaa) strongly motivate M-P2P ap-
plications. Mobile devices wirelessly communicating in a P2P fashion (as
Microsoft’s Zune [Zun06]) facilitate M-P2P applications by sharing informa-
tion on-the-fly.

This work focusses on handling rare data items in an M-P2P environment.
Rare data items are those, which get sudden bursts in accesses based on

events as they are only hosted by only a few peers in comparison to the
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network size. Thus, they may not be available within few hops of query-
issuing peers. The sudden burst in accesses to rare items generally occurs
within a given time-frame (associated with the event), before and after which

such items are rarely accessed.

Some application scenarios are as follows. Suppose a group of college stu-
dents in the course of an expedition in a remote forest, where communication
infrastructures (e.g., base stations) do not exist. When there is a sudden de-
crease in temperature and gusty winds, they need to look for information
about shops selling sweaters and wind-cheaters in a nearby town, photos of
such clothing and so on. In a similar vein, suppose a group of adventure
tourists unezrpectedly encounters a cave during their journey. They would
like to find information about where to buy gas-masks and associated safety
equipment along with instructional tutorials on how to use this equipment
and so on. Similarly, when a motorist driving in a mountainous region, sees a
rare animal, she may wish to find additional information about living habits.
Additionally, due to the sudden onset of a heat wave, a group of botanists on
an expedition in a forest may want to find information such as non-drinking
water sources and pictures of the locations of such water sources. In these
application scenarios, M-P2P interactions can facilitate the MPs in finding

the required information.

Such M-P2P interactions for effective sharing of rare data are currently not
freely supported by existing wireless communication infrastructures. Observe
how the sudden urgent demand of several MPs for information concerning
rare items (e.g., protective clothing or gas-masks) arises due to the occurrence
of events such as the sudden onset of harsh weather conditions or the users

unexpectedly encountering a cave.

In this work, we assume an environment, where all the MPs collaborate on
information sharing and are trusted. Notably, any distributed trust manage-
ment schemes [QMK10, RSB11, SL03] can be used in conjunction with our
proposed work for managing trust. Furthermore, we assume that there is no

connection between the seller of the rare items and the MPs who own /host
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information about them. Thus, these MPs are not agents of any sellers of
the rare items. They provide the information that they have collected from
their own use or based on their general interest in some types of rare items.
Thus, the scope of our proposed model is restricted to information exchange
about rare items among the MPs within the M-P2P network (such as in

crowdsourcing) as opposed to the buying/selling of the actual rare items.

Similar to the works in [HMO06, XP03|, our target applications mainly con-
cern slow-moving objects e.g., adventure tourists in a forest. Our applica-
tion scenarios assume data accesses to occur within soft real-time deadlines
and as such, we do not address scenarios where real-time access is required.
Additionally, given our assumption concerning slow-moving objects, a query-
issuing MP may still be wandering in the region for say, the next 2-3 minutes.
In our work, a user specifies a TTL (hence a soft real-time) for her query,

and if the answer is not found within the TTL, the query fails.

Data availability in M-P2P networks is typically lower than in fixed networks
due to frequent network partitioning arising from peer movement, mobile
resource constraints (e.g., bandwidth, energy, memory space) and mobile
devices being autonomously switched ‘off’. (Incidentally, data availability
is less than 20% even in a wired environment [SGGO1].) Rampant free-
riding further reduces data availability since a large percentage of MPs are
typically free-riders [HA05, KSGMO03a] i.e., they do not provide any data.
Availability of rare data is further exacerbated since they are generally stored
at relatively few MPs, which may be several hops away from query-issuers.
Thus, economic models become a necessity to combat free-riding and to
incentivize MPs to host replicas for improving rare data availability in M-

P2P networks.

Existing replication schemes for improving data availability in mobile ad
hoc networks (MANETSs) [HM06, KMSAO8| do not consider economic incen-
tives for data hosting, licensing mechanisms, M-P2P architecture and data
item rarity issues. Incentive schemes for MANETs [BH03, CN04, CGKOO03,

SNCRO3] primarily focus on encouraging message forwarding, but they do
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not address replication. M-P2P incentive schemes [WXS04, XWR06] do not

address the replication of rare data items.

This work proposes E-Rare, a novel economic incentive model for improving
rare data availability by means of licensing-based replication in M-P2P net-
works. E-Rare comprises two replication schemes, namely ECR and ECR+,
both of which use its incentive model for improving rare data availability.
The key difference between these schemes is that in ECR, the MPs act indi-
vidually towards replication, while for ECR+, the MPs perform replication
in groups. In both these schemes, a given MP issues queries specifying its

desired data item, its location and query deadline.

In E-Rare, each data item d is associated with four types of prices, which
provide different rights to the query-issuing MP M; concerning the usage
of d. The first two price types entitle M; to obtain information about d
at different levels of detail (e.g., information about a few shops selling gas-
masks versus complete catalogues of more shops selling gas-masks), but they
do not provide M; the right (or license) to enable downloads of d from itself.
In contrast, the third and fourth price types concern licensing for partial
and full use downloads, and are aimed towards enabling and incentivizing
replication by means of data licensing. Notably, all four price types depend
upon factors such as item rarity score and timeliness of query response. In
ECR, the item rarity score depends upon the variability in the access counts
of d during recent periods of time. Here, we assume that time is divided
into equal intervals, each of which is designated as a time-period. Notably,
our proposed approach requires synchronized clocks among the MPs, and
the existing clock synchronization approaches proposed in [CW04, SCHS07|
can be used. In ECR+, the item rarity score additionally depends upon the
number of MPs which host d.

E-Rare requires a query-issuing MP M; to pay any one of these four prices
for its requested data item to the MP Mg serving its request, depending upon
the price type associated with its query. Furthermore, it requires M; to pay

a constant commission to each relay MP in the successful query path from
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which it eventually downloads the data, thereby enticing them to forward
queries quickly. Note that even though the M; has to pay a constant relay
commission to each relay MP, it does not necessarily imply that a shortest
path should be applied because the total payment made by the M, includes
both the item price and the relay commissions. For example, using the short-
est path would result in the M; paying a lower amount for relay commissions,
but it could end up paying a higher total cost because the item price may
be higher at the mobile peer (in that path) from which M; would need to

eventually download the item.

Observe how E-Rare effectively combats free-riding because free-riders would
have to earn currency for issuing their own requests, and they can earn cur-
rency only by means of hosting items and relaying messages. Notably, given
that E-Rare associates rare data items with prices, it is possible for an M; to
avoid accessing the items because of their prices or if the M; has not earned
adequate revenue by hosting items or by relaying messages. Furthermore, in
E-Rare, item prices increase with rarity, thereby providing free-riders with
higher incentive [GA04, RFJY03, SHO4| to host rare items for maximizing
their revenues. By enticing free-riders to pool in their energy and bandwidth
resources to host rare items, E-Rare improves rare data availability due to

replication.

In ECR+, a peer group is defined as a set of MPs working together such
as an adventure tour expedition group. MPs provide discounts only to the
MPs within their group, thereby incentivizing MP participation in the group.
These discounts are applicable to all the four price types discussed earlier.
Notably, group members need not necessarily be one-hop neighbors i.e., they

may be scattered across the network due to peer movements.

The main contributions of E-Rare are three-fold:

1. Tt provides incentives for replication of rare data items by means of a

novel licensing mechanism, thereby improving rare data availability.

2. It provides additional incentives for MPs to collaborate in groups,
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thereby further improving rare data availability.

3. A detailed performance evaluation has been done to show the improve-
ment in query response times and availability of rare data items in

M-P2P networks.

Incidentally, virtual currency incentives are suitable for P2P environments
due to the high transaction costs of real-currency micro-payments [TR04].
The works in [DPGB03,ET04,ZCY03] discuss how to ensure secure payments
using a virtual currency. Notably, these secure payment schemes are com-
plementary to our proposal, but they can be used in conjunction with our

proposal.

We have performed a detailed performance evaluation of both ECR and
ECR+. As a baseline reference, we have also compared against an existing
non-incentive and non-economic replication E-DCG+ scheme for MANETS,
proposed in [HMO06], which is closure to our scenario. We have used aver-
age response times of queries, query success rates, query hop-counts and the
number of messages as performance metrics. ECR+ outperforms ECR due
to its group-based incentives (such as discounts), which facilitate collabo-
rative replication among MPs. ECR outperforms E-DCG-+ essentially due
to its economic licensing scheme, which incentivizes MP participation in the
creation of multiple copies of rare items. Both ECR and ECR+ incur more
messages than E-DCG+ because in case of E-DCG+, a large percentage of
unsuccessful queries result in decreased amount of data transfer, albeit at

the cost of reduced query success rates.

The results also indicate that both ECR and ECR+ exhibit good scalability
with increasing number of MPs due to increased opportunities for replication.
Moreover, ECR+’s performance improves with increasing group size due to
increased replication opportunities. However, beyond a certain point, further
increase in group size does not significantly improve performance due to sat-
uration. Both ECR and ECR+ perform best when the communication range

is neither too high nor too low. This is because when the communication
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range is large (i.e., in effect, the MPs are ‘nearer’ to each other), the effect
of gains in query response times is offset by the overheads of higher number
of incoming queries at MPs that host data items and increased relay prop-
agation latencies. Conversely, when the communication range is too small,
query response times increase because more hops are required for answering

queries.

ECR+ performs best when the discount is neither too high nor too low. This
is because when the discount is too high, MPs hosting rare items have reduced
incentives to join the group due to reduction in their earnings from license
prices. On the other hand, when the discount is too low, MPs trying to obtain
licenses for replicating rare items have reduced incentive to participate in
the group. The results also demonstrate that both ECR and ECR+ perform
best when replication is performed neither too early nor too late. Finally, the
performance of both ECR and ECR+ degrades with increasing percentage

of MP failures due to reduced opportunities for replication.

The remainder of this chapter is organized as follows. Section 6.2 details
the economic incentive model of E-Rare for rare data items. Section 6.3
discusses the ECR and ECR+ replication schemes. Section 3.5 reports our
performance evaluation. Finally, we summarize E-Rare in Section 6.5 with

directions for future work.

6.2 Architecture of E-Rare

This section discusses our proposed economic incentive model E-Rare for

improving the availability of rare data items in M-P2P networks.

In E-Rare, a given query-issuing MP M; issues a query () of the form
(d, L, 17g), where d is the queried data item. Data item d is described as a
combination of keywords. We assume that each device in M-P2P network
has the capability to match keywords to data items stored in their devices L

represents the query location, and is of the form {(z, y), rad}. Here, (x, y)
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represents the spatial coordinates associated with a given query @), while rad
represents the radius. For example, M; may query for an item d within 1
km of its current location L. 7¢ is the deadline time of ). The ephemeral-
ity of M-P2P environments necessitates timely responses, and consequently
query deadlines. Notably, the query-issuer does not specify an explicit rarity
score for its queried item because rarity scores of any given item can change
dynamically depending upon accesses, and these scores vary across the MPs.
Hence, the query-issuer does not necessarily know the rarity scores of data
items that are hosted at other MPs. In essence, we want the rarity scores to

be kept transparent from the query-issuers.

This work assumes that the only way that a MP can obtain a data item is
by purchasing it. Thus, a given MP cannot obtain a data item while relaying
it for other MPs. This assumption is justifiable in practice because each
data item is protected through copyright protection, encryption and security
mechanisms [DCRS14]. Several existing content authoring techniques can be

used for license protection and restricted distribution [Jok03].

6.2.1 Computation of the rarity score )4

Now let us discuss how the rarity score Ay of a data item d is computed in
E-Rare. \; depends upon the variability in the access count of d during the
past N periods of time. Observe that the value of \; should increase with
the variability in access count of d over the last N periods in consonance
with our definition of rarity, which incorporates sudden bursts in accesses for
rare items. For example, information about gas-masks and associated safety
equipment is heavily accessed only during a specific time-frame associated
with a rare event, while at other times, such information may not be accessed

at all. The computation of \; follows:

M= L= (FXim)) [maz(ne, 5 Xm) } +1]/2 (6.1)
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where N is the number of time-periods over which )y is computed. Here,
7. refers to the access count of data item d for the current period, while »;
represents the access count of d for the i* time-period. Our preliminary

experiments revealed that N = 5 is suitable for our application scenarios.

Notably, the term (1 Zf;l 7; ) represents the average access count of d dur-
ing the last N time-periods. Thus, when the current period’s access count
exceeds the past average access count, the term { (7. — (%2511 n:)) /
maz (1., ~ SV, 7:) } lies between 0 and 1. On the other hand, when the
current access count falls below the past average access count, this term lies
between -1 and 0. Hence, in Equation 6.1, we add 1 to this term and divide
by 2, thereby making the value of \; between 0 and 1. Observe that the value

of Ay may differ among the MPs for the same data item since it is associated

with sudden bursts at each MP.

Based on the value of A4, a given data item is classified into one of the follow-
ing three classes: rare, medium-rare and non-rare. Each class is associated
with a range of \y. For rare items, 0.7 < \; < 1; for medium-rare items, 0.5
< A\g < 0.7; and for non-rare items, 0 < Ay < 0.5. These rare data classes
are determined based on our experimental results. The ranges for each class

are pre-specified system constants that are known to all the MPs.

6.2.2 Types of item prices in E-Rare

Each query @) for any given item d is associated with any one of four types
of prices, which provide different rights to the query-issuing MP M; con-
cerning the usage of d. We designate these prices as partial_use_ price Py,
full_use_price Fy g, partial_use_ license_ price PULy g and full _use_ license_ price
FULyqg. My pays one of these four prices to the query-serving MP Mg, de-

pending upon the type of price associated with its query.

Paying the partial_use_ price Py entitles M; to obtain some basic or partial
information about its queried data item d, while paying full use_ price Fj g

entitles M; to obtain more detailed information about d. For example, in
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case of our application scenario concerning a sudden spike in the demand
for gas-masks and associated safety equipment, paying P;o would entitle
M7 only to information about a few shops selling such equipment and their
respective prices at these shops. However, paying F,; o provides M; with
more detailed information such as complete catalogues of more shops selling
these items, contact addresses and telephone numbers of these shops, how to
order these items (e.g., by phone) and instructional materials demonstrating
how to use these items. Notably, the payments of P;q or I, pertain to
M;’s sole use of d i.e., M; does not obtain the right to host d at itself for

downloads by other MPs. Thus, M; cannot earn currency by hosting d.

For obtaining the right to earn currency by hosting d and allowing down-
loads of d at itself, M; needs to pay either of the two license prices for d.
In E-Rare, an MP may purchase two types of licenses, which we designate
as partial use license (PUL) and full use license (FUL) respectively. When
an MP M purchases a single PUL for a data item d from d’s original owner,
it obtains the right to provide d to any one query-issuing MP, which issues
a partial_use_price query for d. Thus, purchasing np PULs for d enables
M7 to earn currency from np downloads of d pertaining to partial _use price
queries. Similarly, purchasing np FULs for d enables M; to earn currency
from np downloads of d pertaining to full use price queries. Observe that
being collaborative and trusted, MPs in possession of an item would not ex-
ceed the number of pre-specified downloads. Furthermore, we assume that
each data item is protected through copyright protection and license security
mechanism. Several existing content authoring techniques can be used for
license protection and restricted distribution. They can be encrypted using
traditional public-private key encryption techngiues [DCRS14|. Notably, ob-
serve that in E-Rare, when an MP pays a one-time license price to get a given
item, it is not allowed to fulfill as many queries as it wants, although allowing
an MP to do so would improve data availability. The rationale behind this is
to protect the original owner’s benefit i.e., to incentivize the original owner

to create and maintain information about rare items.
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Observe how the data licensing mechanism of E-Rare provides an economic
means of incentivizing data replication because the data owners can earn
currency from the license prices. We assume that the initial number of li-
censes is fixed by the owner of data items, and that decides the number of
licensees. We also assume that there are enough peers interested to ask for
licenses of a given item from licensor. In general, the number of licensees can
be updated by the owner on the regular feedback received from other peers
within the group (in case of ECR+) based on the query response time, and
their availability. Furthermore, if the owner of an item d replicates d with-
out charging a license price, competition with the MPs hosting replicas of d
would be likely to reduce its earnings from hosting d. The licensing mecha-
nism also improves rare data availability by guarding against the possibility

of unavailability of the rare item owner.

For the sake of convenience, Table 6.1 summarizes the notations used in E-
Rare. Notably, each data item d is associated with a score \;, which quantifies
its rarity, and therefore influences item prices. The remainder of this section
discusses the computation of the four price types and the computation of

MP revenues in E-Rare.

Symbol Significance
d A data item
Ad Rarity score of d
My Query-issuing MP
Mg Query-serving MP
Py The partial use price of d
Fa.0 The full use price of d
PULg g | The partial_use_ license_ price of d
FULg,q The full wuse_license_price of d

Table 6.1: Summary of notations in E-Rare

Computation of the partial use price P;g

The partial_use_price Py of a data item d for a given query () depends

on the rarity score \; of d and the response time of the query ) w.r.t. the
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query deadline. Notably, ;¢ should increase with increase in Ay because
rare items should command higher prices. Furthermore, for rewarding faster
service, Py o should be higher for queries answered considerably earlier than
the query deadline than for queries answered very close to the deadline. Thus,
given that 7o and Rg represent the query deadline and the query response
time respectively, P, should increase with increase in the ratio (7g / Rg).

P, g is computed as follows:

(Mg X eT@/Rq ) if Rg <o
Pig = (6.2)

0 otherwise

When making the purchase, the buyer is provided with a list of pricing op-
tions e.g., if 3 minutes delay, $10; if 7 minutes delay, $2 etc. Thus, the buyer
has some expectation about the total price which he will be paying for the
purchase. Observe that for queries answered after the deadline, P, ¢ is set to
zero because the query results may no longer be useful to the query-issuer.
Observe how P, g decreases with decreasing the rarity score A\;. Furthermore,
for the very first query on d, we assume Rg—7 for bootstrapping purposes.

Hence, in this special case, Py o=M\q X €.

Computation of the full use price I

Intuitively, we can understand that the full_use_price F,; g of a data item d
for a given query @) should always exceed its partial_use_ price Py because

it provides more information to the query-issuer. We compute Fj g as follows:
deQ = Pd,Q x T (63)

In Equation 6.3, the value of P, is computed from Equation 6.2. Here, T
always exceeds 1 to ensure that F; o always exceeds P;g. The value of T
depends on the difference between the value proposition to the user provided

by partial and full access to the information, and hence, it is application-
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dependent. In this work, based on the results of our preliminary experiments,

we set T = 1.3.

Computation of license_prices PUL;qg and FUL,q

The license prices, PULgq and F'ULgg, for a single PUL and FUL respec-

tively are computed as follows:

PULyg = peg + (Hpeg + Hrng ) | Heag (6.4)

FULyg = prg + (Hpg + Hrng ) | Peag (6.5)

In Equations 6.4 and 6.5, up, , and pug, , are the average values of P; o and
F,; g respectively at the original owner of d since both P; o and F,;q vary
across queries. Thus, the owner of d computes up, , and pr,, by averaging
the individual values of P;¢ across all the queries (for d) that it answered
corresponding to the partial _use price and the full use_price respectively

during recent time-periods.

Intuitively, PULgq should exceed pp,, because it enables the query-issuer
to earn currency from hosting item d. In Equation 6.4, observe that PUL, ¢
always exceeds up, , because the second term is always a positive number
that is greater than 1. This is because ur,, > up,,, as discussed earlier.

Similarly, in Equation 6.5, FULgq always exceeds pif, -

For the sake of convenience, we have summarized the four price types in

E-Rare in Table 6.2.

| | Partial (Information) | Full (Information)
Use Pig= Fig=PFiox7T
{()\d x e/Ra) if Ry < g
0 otherwise
License PULyq = FULyq =
Prig+ (1Pig + 1Fig )/ PPig | Praig+ (BPig + [rig )/ IPig

Table 6.2: Summary of item price types in E-Rare
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6.2.3 Revenue of an MP

Revenue of an MP M is the difference between the amount of virtual cur-
rency that it earns and the amount that it spends. M earns currency from
accesses to data items that it hosts and by relaying messages. M spends cur-
rency by accessing items hosted at other MPs, and by paying commissions
to the relay MPs corresponding to its queries. Given that E-Rare has four
types of item prices, the revenue of M is the sum of the net earnings of an
MP corresponding to each of these four price types and the net earnings due

to message relay commissions.

In E-Rare, message relay commission is a constant /', which is a small per-
centage of the average partial_use_price pup,,. This is in consonance with
E-Rare’s objective of providing greater incentives to MPs for hosting items
than for relaying messages. In this work, we set K to be 5% of the average
value of P, . Note that the value of P, varies across queries, however the
prices of items in the application can be used as a guideline to estimate an
approximate average value of P, . In this work, relay MPs have to relay as
this is a part of the protocol i.e., they do not decide whether they want to
relay the data.

Suppose M hosts p data items. For queries served by M, let the access counts
of the i*" item corresponding to the partial use_price, full use_price, par-
tial_use_license_price and full wuse_license_price be nsp, nsg, nspyr,
and nspyr, respectively. Moreover, let the corresponding prices for these
accesses be P;, F;, PUL; and FUL; respectively. Furthermore, suppose M

relays m messages. Thus, the total earnings F); of M is computed as follows:

Ey = Y7 [(nsp xP) + (nsp, x Fy) +
(nspur, x PUL; ) + (nspyr, x FUL;) | (6.6)
+(mxK)

In the above equation, the first and second terms represent M’s earnings

corresponding to partial _use_price and full use price respectively, while
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the third and fourth terms relate to M’s earnings from licensing. Note that
M can earn license prices (corresponding to PUL and FUL) only for the items

that it owns. The fifth term represents M’s earnings from relay commissions.

Let the number of queries issued successfully' by M corresponding to the par-
tial _use_price, full _use_price, partial _use_license_price (PUL) and full use_ license_ pri
(FUL) be ngp, nqr, ngpyr and ngryp respectively. Moreover, let the "
item’s price paid by M to obtain the query result corresponding to its desired
price type be P;, F;, PUL; and FUL; respectively. Furthermore, suppose
M paid relay commissions for n messages in the course of issuing different

queries. Thus, the total spending Sy, of M is computed as follows:

Su o= [2ZE0 B+ [225 B+

(6.7)
[ 24 PUL | + [0 FUL | + (nx K)

In Equation 6.7, the first and second terms represent M’s spending on the
queries that it issued corresponding to partial use_price and full _use price
respectively. The third and fourth terms relate to M’s spending due to
purchases of licenses (i.e., PUL and FUL). The fifth term represents M’s

spending due to relay commissions.

Hence, using Equations 6.6 and 6.7, the revenue w of M is computed below:

w = Ey—5Su (6-8)

6.3 Economy-based Replication schemes for E-

Rare

This section discusses two economy-based replication schemes, namely ECR.
and ECR+, for improving rare data availability. They are based on the

incentive-model discussed in the previous section.

LA successful query is one for which M receives the query results before the deadline.
For unsuccessful queries, M does not spend any currency.



6.3. Economy-based Replication schemes for E-Rare 180

6.3.1 ECR: Individual-based replication scheme

In ECR, each MP M autonomously decides the items to host at itself on a
periodic basis. These items could be either the items that M owns or the
items for which it sees high demand (as in case of rare items) based on the
messages that it relays. M tries to obtain such high-demand items from its
neighbors. Thus, this method helps in combating free-riders by attracting
them to host items and earn incentives. Initially, when the system starts, for
uniformity, reduced replication-related overhead and later for performance
comparison purposes, we initialize the replication period, which is the same

for all the MPs. Thus, the replication period is independent of data items.

Algorithm 6.1 ECR: Algorithm for an MP M

begin

/¥ MEM is an M’s memory space */

/* TH is a rarity score threshold for M */

/* \; is a rarity score for data item i */
(1) Receive broadcasted list Br of the data items from M’s neighbours
(2) Merge Br with M’s own list of available data items in Ap
(3) Sort Ag in descending order of data items’ rarity scores

(4) for each item ¢ in Ap

(5) if MEM > 0and \; > TH
(6) Store ¢ in MEM

(7) MEM = MEM - sizeof[i]
(8) Add i to purchased list Pr
(9) else
(10) break

(11) for each item i in Pgr
(12) Pay partial/full use price of i to its sender-MP

For determining which data items to host at itself, M autonomously sets a
rarity threshold score T Hg. (Thus, T'Hg can vary across MPs.) M computes
T Hpr as an average rarity score of the rare items that it currently hosts. M
proceeds to fill up its available memory space by first sorting its own items
in descending order of their rarity scores and hosting only those items, whose
rarity scores exceed T'Hg. Then, if M has available memory space, M creates
a list of items, for which it has seen high demand (based on its intercepted

relay messages). M sends a message to its neighbors to enquire whether
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they have some of these items and the associated item rarity scores. Upon
receiving replies from its neighbors, M tries to replicate at itself only those
items, whose rarity scores exceed T Hpg, by paying either of the license price
types to the corresponding neighbor(s). M’s remaining memory space (if
any) is then progressively filled up one-by-one with its own items based on

descending order of their rarity scores.

Discussion on ECR

Note that resource constraints include memory space and energy of the mo-
bile devices, and ECR uses an incentive-based replication mechanism, where
peers earn currency from items that are downloaded from them. This facili-
tates efficient allocation of limited available memory space for replicas among
the MPs because the peers are incentivized to host items (or replicas) that

are more likely to maximize their revenues.

Furthermore, our proposed model requires a query-issuing peer to pay a
constant commission to each relay MP in the successful query path from
which it eventually downloads the data, thereby enticing them to forward
queries quickly. Since sending and receiving messages tax the limited energy
resources of the mobile peers, this addresses the energy constraint by ensuring
that the peers preserve their energy by forwarding the important messages

that are associated with a higher possibility of downloads.

As such, we do not handle node mobility explicitly. However, in our simu-
lations, we model node-mobility in terms of the Random Waypoint (RWP)
Model appropriate for our application scenarios such as adventure tourists

(or archaeologists) moving randomly.

Note that the deletion of items (or replicas) at a peer is autonomous. A peer
does not necessarily have to delete items, whose access count falls below a
certain threshold. For example, if the item is rare and thus higher-priced, a
peer may still decide to continue hosting it in the expectation of earning high

amount of revenues when the rare item gets accessed due to the occurrence
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of some rare event. Observe that the hosting of rare items is important to
the network as a whole for maintaining the data availability when a sudden

burst of queries comes in for the rare items.

6.3.2 ECR-+: Group-based replication scheme

Now we shall discuss ECR+, which extends the ECR scheme by incorporating
the notion of peer groups for improving the availability of rare data items in

E-Rare.

We define a peer group as a set of MPs working together such as an adven-
ture tour expedition group. Notably, group members need not necessarily
be one-hop neighbors i.e., they may be scattered across the network due to
peer mobility. For the sake of convenience, we shall henceforth refer to a peer
group as a group. As we shall see shortly, MPs provide discounts only to
other MPs within their group to incentivize MP participation in the group.
As such, group formation schemes are outside of the scope of this work. No-
tably, existing group formation schemes such as MobilisGroups [LSS11| and
Team-Formation [AMP98, HL05| schemes can be used in conjunction with

our proposal.

Group members periodically broadcast their list of items to members within
their group. We assume that these broadcast messages are received by all the
MPs within the group. Each MP M’s broadcast message constitutes a list,
which contains entries of the form {MP_id, data_id, Ay, price, acc_ count},
where MP _id is the unique identifier of M, data_id is the identifier of the
data item d that it hosts, \; is the rarity score of d, price is the price of d,
and acc_ count is the average access count of d at M over the last N time-
periods. Notably, as we shall see shortly, MP_ id and data_id facilitates
MPs in determining the number of group members that host a given item
d. Furthermore, the rarity score guides the MPs in replicating rare items.
Additionally, the price and access count information for each item facilitates

replication by guiding the MPs in evaluating the revenue-earning potential
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of each item.

Given that nodes in a group are scattered across the network, messages
between group members will often pass through non-group members too.
Thus, when the message packets hop through the network, the intermediate
non-group nodes can also see the data items and the associated hosts from
the packets. This facilitates the discovery of members of the groups (and
the rare items that they host) by peers, which are outside of these groups.
However, we do not assume that each peer has, at any point of time, complete

information about all the data items when they send out queries.

Incidentally, the periodic message exchanges among the MPs to share infor-
mation about the items that they host do not matter in the calculation of
revenue. These messages are sent periodically as status messages, as required
by our proposed ECR+ scheme for keeping the peers informed about the in-
formation hosted at other peers. Since every peer incurs this cost of sending
these messages and every peer sends a comparable number of such messages,
it basically neutralizes (i.e., cancels out) and it does not have any relative

effect in the calculation of peer revenues.

Computation of the rarity score \; in ECR-+

For computing the rarity score \; of a data item d in ECR+, we extend
Equation 6.1 by additionally considering the number ¢ of MPs (group mem-
bers) that host d. A given MP is able to compute the value of £ because
it knows how many other MPs host d within its group due to the periodic
broadcast messages, in which each MP includes the list of data items that it
hosts?. This is in contrast with the case of ECR, where a given MP cannot

compute the value of ¢ due to the lack of such broadcast messages. Thus,

2 Recall our assumption that the broadcast messages are received by all the MPs within

the group.
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ECR+ computes A\; based on more information than ECR. However, since it
is also possible for members outside the group to host d, £ is essentially an
approximate quantification of how many MPs host d. Thus, our computation
of ¢ represents an inevitable compromise for defining rarity in the absence of
complete information in decentralized settings. In ECR+, each MP computes

the rarity score \; for each data item d (that it hosts) as follows:

Moo= = (255 m)) / (maz(ne, 25 ) x &)} +1]/2
(6.9)

where N is the number of time-periods over which A\; is computed. Here,
7. refers to the access count of data item d for the current period, while »;
represents the access count of d for the i time-period. Similar to the case
of ECR, the value of \; may differ among the MPs for the same data item
since it is associated with sudden bursts at each MP. Thus, the value of )4
for a given item may differ across group members in ECR+. Furthermore,
as in Equation 6.1, observe that the range of \; in Equation 6.9 is between

0 and 1.

6.3.3 Illustrative example of peer groups in E-Rare

Figure 6.1 depicts an illustrative example of an instance of network topology
in ECR+. Now we shall use Figure 6.1 to illustrate how groups facilitate
the improvement of rare data availability. In Figure 6.1, the groups {P1,
P4, P8, P10, P11, P15, P18}, {P2, P6, P12, P14}, {P3, P9, P13, P20} and
{P5, P7, P16, P17, P19} are shown in different colors. Observe that group
members need not be one-hop neighbours e.g., P1 and P10 are not one-hop

neighbours.

Suppose peer P18 sees high access count for an item d, which it does not
own or host. Additionally, suppose d is owned and hosted by one of its group

members, say P1. For simplicity, assume that no replica of d exists at any
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Figure 6.1: Peer groups in E-Rare

other peer in the M-P2P network®. In this scenario, queries on d initiated
nearby P18 may fail due to exceeding the TTL (in terms of the maximum
number of hops allowed for a query) because of the distance from P1, which
hosts the queried item d. Furthermore, queries may also exceed the query
deadline time due to incurring high query response times. Observe that this

is likely to decrease M-P2P data availability.

Now suppose P18 licenses d from P1 and hosts d at itself. (Notably, P18
knows that d is owned by P1 because group members periodically exchange
messages to share information about the items that they own and/or host.)
Thus, subsequent queries on d, which are initiated nearby P18, can either be
locally served by P18 if response time is an issue or served by P1 if price is
an issue. Notably, P1 has an incentive to license d to P18 because it can earn
currency from the license price. Furthermore, P18 has an incentive to license
d from P1 because it can earn currency by serving queries on d, which it
obtains at a discounted price. Herein lies the motivation for licensing among

group members.

3For rare items, relatively few replicas exist in the network.
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6.3.4 Discounts for group members in ECR+

For effective incentivization within a group, ECR+ incorporates the notion
of discounts, which pertains to all the four price types that were previously
discussed in Section 6.2. MPs provide discounts only to other MPs within
their group, hence the notion of discounts acts as an incentive towards MP
participation in a group. A group member that sees relatively high access
count for a data item d, which is not hosted at itself, can obtain licenses for
d at a discounted price from any of its group members owning d. Given that
group members may be scattered across the network, such licensing among
group members brings the data closer to the source of the queries, thereby
resulting in faster query response times, improved rare data availability and

reduced query-related communication overhead.

In ECR+, the incentive for MPs to join a group is quantified by the discount
0. If the value of ¢ is too high, MPs hosting rare items would be reluctant
to join the group. This is because their revenue-earning potential would de-
crease due to reduced earnings because of relatively high discounts. However,
MPs querying for the rare items would be incentivized to join the group be-
cause they can obtain their desired items at lower prices due to discounts.
On the other hand, if the value of ¢ is too low, MPs hosting rare items would
have better incentive to join the group because of increased revenue-earning
potential from license prices. However, MPs querying for the rare items
would have lower incentive to join the group due to lower discounts. Observe

that when 0 = 0, the effect of discounts is nullified.

In effect, when the value of § is too high or too low, rare data availability
is not maximized due to reduction in the incentivization effect of groups.
Hence, we shall experimentally determine suitable values of § for maximizing

rare data availability in Section 3.5.

Recall that ¢ applies to all the four item price types. We designate the dis-
counted partial_use_price Py, full _use_price Fy g, partial_use_ license_ price

PULyq and full_use_license_price FULyq as DP;q, DFyq, DPULgq
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and DFU L, q respectively. Hence, to incorporate the effect of discounts, we

extend Equations 6.2, 6.3, 6.4 and 6.5 (see Section 6.2) as follows:

DPva = Pva X (1 — 5) (610)
DdeQ = deQ X (1 — 5) (611)
DPULd’Q = PULCLQ X (1 — 5) (612)
DFULd’Q = FULCLQ X (1 — 5) (613)

where 0 < 6 < 1.

6.3.5 Group-based data licensing in ECR+

In ECR+, group-based data licensing can be facilitated in two ways. MPs
with adequate resources (e.g., energy, bandwidth, memory space) can request
for rare items from group members so that they can earn currency by hosting
and serving queries on those items. This type of licensing provides incentives
to free-riders towards hosting replicas of rare items. This is because free-
riders need to earn currency, without which they would not be able to issue

any requests of their own.

In contrast, MPs owning rare items can also off-load their items to group
members in the network for licensing purposes. An MP may use this mech-
anism for licensing when its resources, such as energy or bandwidth, are not
adequate to serve queries on its owned items. Moreover, an MP may use
this when it is about to leave the network. In this manner, an MP can earn
currency from its items by means of licensing even if it becomes offline. This
type of licensing also provides incentives to MPs towards replicating their

items.

Interestingly, both these mechanism of licensing facilitate replication of rare
data from owners to free-riders, thereby improving rare data availability. In

the absence of a licensing mechanism, rare items would become inaccessible



6.3. Economy-based Replication schemes for E-Rare 188

once their owners run out of energy (or leave the network), thereby reducing

rare data availability.

Algorithm 6.2 ECR+: Algorithm for Licensor MP M

begin

/* ¢ is an item’s revenue-earning potential */

(1) Sort all its items in descending order of ¢

(2) Compute the average value ¢qvg of all its items

(3) Select items for which ¢ exceeds ¢avg into a list Lic
/* Lic is the set of items for licensing */

(4) for each item % in Lic

(5) Decide Ali]pyr and Afilpyy for
/* Ali]lpyr and A[i]pyr are number of available
PUL and FUL licenses of i*/

(6) Broadcast the list Lic upto its n-hop neighbours

(7) for each item % in Lic
(8) Wait for replies from potential licensees
(9) Receive replies from potential licensees

(10)  for each potential licensee j
(11) Calculate the value of © for j

(12)  Sort the licensees in descending order of 2 into a list Pr,

) for each licensee j in Pr,

) lf(A[Z}PUL :0) break

) if (Alilpur — Nljlpur 20)

) Send N[j]pur licenses of ¢ to j
) Alilpur = Alilpvr — NljlpuL
) else

) Send Ali]py licenses of ¢ to j
) AlilpurL =0

1)  for each licensee j in Pr,

2) if ( A[Z}FUL =0 ) break

3) if (AlilpuL — N[jlruL 20)

4) Send N[j]ryy licenses of i to j
5) Alilrvr = Alilrur — NljlruL
6) else

7) Send Ali]pyy licenses of ¢ to j
8) AlilpurL =0

Figure 6.2 depicts the algorithm for a licensor MP M. In Lines 1-3, observe
how M selects the items with higher revenue-earning potential ¢ for licens-
ing. This is because such items better incentivize potential licensees towards
item hosting because they can earn higher amount of revenue by hosting
these items. Here, ¢ is computed as the product of item access count and

4

item price*. Note that rare items will have higher revenue-earning poten-

4Since E-Rare considers four types of item prices, the respective products of access
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Algorithm 6.3 ECR+: Algorithm for Licensee. MP Mg

begin

(1) Receive broadcast message from potential licensor M
/* Broadcast message contains the item set Lic for licensing */

(2) Sort all items in Lic in descending order of ¢
/* ¢ is an item’s revenue-earning potential */

(3) for each item % in Lic
/* Spc is the peer’s available memory space */
(4) while Spc > 0
/* size; is the size of ¢ */

(5) if ( size; < Spe)
(6) Add i to a set Acg
(7) Spc = Spc - size;

(8) for each item 4 in Acg

(9) Decide NPUL and NFUL for ¢
/* Npyyr and Npyj are required number of
PUL and FUL licenses of ¢ */

(10) for each item 7 in Acq
(11) Send bid to M with details of energy, hop-distance,
Npyr and Npyp to M
(12) Wait for reply from M
(13) if (bid is successful)
(14) Obtain item ¢ from M (with corresponding licensing rights)
(15) Send payment to M

tial because their prices are higher than that of non-rare items. Moreover,
rare items have high access counts during periods of sudden burst. Recall
that we consider a cooperative environment where all the mobile peers are
trusted entities. In such cooperative and trusted environments, peers would

be truthful about revealing their access counts on every data item.

As indicated in Lines 4-5, M autonomously decides the number of PUL
and FUL licenses that are to be made available for each item. This work
considers peer autonomy in determining the values of Apy;, and Apyr, hence
MPs are allowed to autonomously decide the number of licenses that they
want to make available. In Line 6, the broadcast message also contains the
values of Apyp, Apyr and the (discounted) prices for each item in Lic. This
information facilitates potential licensees in determining whether to obtain

license(s) for a given item.

counts and each price type are summed up to obtain the value of ¢.
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As Lines 10-12 indicate, ECR+ prefers potential licensees with higher value
of Q. Here, ) quantifies the quality-of-service potential of licensees (that bid
for hosting the items). Thus, MPs with higher values of Q would be likely
to provide better service in terms of improving rare data availability. €2 is

computed as below:

Q = [w X energy] + [wa X Npep | (6.14)

where energy and nyp, are the potential licensee’s energy level and its dis-
tance from M (in terms of hop-counts). As energy increases, () increases
because higher-energy MPs are more likely to provide better data availabil-
ity. €2 also increases with increase in ny,, because licensing a given item to an
MP, which is located at a farther distance from M, is likely to better spread
the item across the region, thereby improving data availability. Furthermore,
M prefers to license its items to MPs that are farther way to reduce compe-
tition. In other words, if M licenses its items to nearby MPs, the accesses for
those items would get divided between M and those MPs, thereby resulting
in reduced revenues for M due to competition. In Equation 6.14, w; and w»
are weight coefficients such that wy,ws > 0 and wy; + wy = 1. In this work,

for simplicity, we set w; = wy = 0.5.

As Lines 13-28 indicate, M distributes PUL and FUL licenses for each item
to potential licensees, starting from those with higher values of 2 until its

number of available PUL and FUL licenses becomes zero.

Figure 6.3 depicts the algorithm for a licensee MP Mpg. In Lines 1-2, upon
receiving the broadcast message from licensor M, Mg sorts the items in the
broadcast message in descending order of their revenue-earning potential ¢.
As Lines 2-7 suggest, Mg prefers items with higher revenue-earning potential
¢ because it can earn more revenue by hosting such items per unit of its
memory space since its memory space is limited. Thus as Lines 3-7 indicate,
Mg, greedily simulates the filling up of its memory space by items with higher

value of ¢.
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As Lines 8-9 suggest, Mg autonomously decides the number of PUL and
FUL licenses that it wants to acquire for each item. This work considers
peer autonomy in determining the values of Npy;, and Ngyr, hence MPs
are allowed to autonomously decide the number of licenses that they want
to acquire. Furthermore, in case Mg does not have adequate currency to
make the payment, it is allowed to make the payment after it has earned
currency by hosting these items. Observe that allowing deferred payments
can be justified by the fact that potential licensors and licensees are members
of the same group. Hence, if a licensee fails to make the payment within a
reasonable time-frame, it would risk getting removed from the group. This
policy of allowing deferred payments allows free-riders, which may initially
not have enough currency to acquire licenses for items, to seamlessly integrate

into participating in the network.

In Lines 10-15, Mg sends its bid to the corresponding licensor M for each of
its desired items along with details of its energy, distance (hop-counts) from
M, Npyr, and Ngyp to M. For those items, concerning which Mg’s bid is
successful, Mg obtains the items with corresponding licensing rights from M
and pays the (discounted) license prices of these items to M. In case Mg
does not have adequate currency to pay M, it informs M about a deadline

time by which it would make its payment.

6.3.6 Illustrative example of licensing in ECR-+

Figure 6.2 depicts an illustrative example of licensing in ECR-+. From Figure
6.2a, observe how the items are sorted in order of revenue-earning potential
¢ and only the items above the average value of ¢ are selected to be licensed
by licensor MP M. Figure 6.2b depicts the license set Lic comprising items
{36, 92, 53} along with the number of available PUL and FUL licenses for
each item in Lic. Figure 6.2c indicates the number of PUL and FUL licenses
demanded by each of the MPs corresponding to each item. For simplicity,

suppose the list of potential licensees in descending order of €2 is as follows:
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Figure 6.2: Tllustrative example of licensing in E-Rare

{P1, P2, P3}.

Figure 6.2d shows the number of supplied licenses to each MP. Observe that
P1 does not demand any PUL licenses for item 36, hence M iterates to the
MP with the next highest value of €2 i.e., the MP P2. Since P2 demands
15 PUL licenses for item 36 and M has 15 available PUL licenses for this
item, M sends all 15 licenses to P2. Now since M has no more available PUL
licenses for item 36, the MP P3 with the next highest value of {2 receives no

PUL licenses, although it demanded 15 PUL licenses.

For item 92, the total number of available PUL licenses is 20, and P1 demands
15 PUL licenses. Thus, M gives 15 PUL licenses to P1. Now observe that
P2’s demand is for 8 PUL licenses, while the current number of available
PUL licenses is now only 5 (because the other 15 licenses have already been
assigned to P1). Hence, P2 acquires only 5 PUL licenses for item 92, although
it originally demanded 8 PUL licenses for this item. Furthermore, since there

are now no more remaining available PUL licenses for item 92, P3 is not able
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to acquire any licenses for this item. Notably, although we explained this
illustrative example using PUL licenses, the explanation for FUL licenses is

essentially similar.

Notably, our proposed algorithms in ECR+ do not have a notion of optimum
selection because we are basically using heuristics. We have provided possible
algorithms for achieving our purpose, but as such, we do not make any claims

concerning optimality.

6.4 Performance Evaluation of E-Rare

This section reports the performance of our incentive-based replication schemes
by means of simulation using OMNET++ [Pon93|. We assume that MPs
move according to the Random Waypoint Model [BMJ*98| within a region of
area 1000 metres x 1000 metres. The Random Waypoint Model is appropri-
ate for our application scenarios, which generally involve random movement
of users such as adventure tourists looking for information about gas-masks
and associated safety equipment in an unfamiliar forest. Our experiments
use a total of 150 MPs. The default communication range of all MPs is a
circle of 120 metre radius. Table 6.3 summarizes the parameters used in our

performance evaluation.

Recall that E-Rare considers three classes of items (i.e., rare, medium-rare
and non-rare) based on item rarity score A4, and each item class is associated
with a range of rarity scores. For rare items, 0.7 < Ay < 1; for medium-rare
items, 0.5 < Ay < 0.7; and for non-rare items, 0 < \; < 0.5. The number
of items in each of these classes is determined using a Zipf distribution with
zipf factor Z Fp over three buckets, each bucket corresponding to one of the
rarity classes. Notably, we set the default value of ZFp to 0.7 (i.e., high
skew) to ensure that the majority of the items in the network are rare in
that they will be assigned relatively high rarity scores. Thus, for each item

d, we randomly assign its value of Ay based on the lower and upper bounds
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Parameter Default value Variations
No. of MPs ( Nyp ) 150 30, 60, 90, 120
Zipf factor for distribution of rare data ( ZFp ) 0.7 0.1, 0.3, 0.5, 0.9
Zipf factor for distribution of queries across rarity
0.7 0.1, 0.3, 0.5, 0.9
classes ( ZFg )
Zipf factor for distribution of MPs across interest
0.5 0.1, 0.3, 0.7, 0.9
groups ( ZFg )
Communication Range ( CR ) 120 m 40 m, 80 m, 160 m, 200 m
Discount (D ) 30% 10%, 20%, 40%, 50%
Access count threshold for determining timing of
0.5 0.1, 0.3, 0.7, 0.9
initiating replication ( frmg )
Percentage of MP failures ( Pr ) 20% 10%, 30%, 40%, 50%
Queries/second 10

28 Kbps to 100
Kbps

Bandwidth between MPs

250 Kb to 1.75
Mb

Size of a data item

Memory space of each MP 5 MB to 25 MB

1 metre/s to 10
Speed of an MP
metres/s

Size of message headers 220 bytes

Table 6.3: Parameters of our performance evaluation for E-Rare

of its item class.

Rare items are assigned to 1-2 MPs, medium-rare items are assigned to 3-4
MPs, and non-rare items are assigned to 5-6 MPs. Thus, given a data item d,
we first examine its class to determine the number of MPs to which d should
be assigned. For example, if an item is medium-rare, it will get assigned to N
MPs (Here, N is either 5 or 6, as determined by a random number generator.)
Now a set of N MPs will be randomly selected from among those MPs that
have adequate memory space for replication, and d will be assigned to these
MPs. Observe that since item sizes vary, the available memory space for

replication will vary across MPs over time.

Each query is a request for a single data item. 10 queries per second are
issued in the network. Items to be queried are randomly selected from all
the items in the entire network. The query-issuing MP is selected randomly

from among all the MPs in the network, the constraint being that an MP
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cannot issue a query for an item already hosted at itself. The number of
queries directed to each class of items (i.e., rare, medium-rare and non-rare)
is determined by a Zipf distribution with a zipf factor ZF,. We set the
default value of ZFy to 0.7 to ensure that a relatively high percentage of
queries are directed towards rare items. This is consistent with our ap-
plication scenarios, which involve sudden bursts in accesses to rare items.
Furthermore, recall that queries in E-Rare are associated with one of the
following prices, namely partial use_price Pyq, full_use_price Fyq, par-
tial_use_license_price PULgq and full_use_license_price FULgqg. The
percentage of queries corresponding to P g, Fyo, PULgg and FULg are
30%, 30%, 20% and 20% respectively. Thus, each query is randomly associ-
ated with one of the price types.

For our proposed peer group-based economic scheme ECR+, we use 10 groups
for our experiments. We determine the number of MPs in each group by
using a Zipf distribution with a zipf factor ZFs over 10 buckets. Thus, the
number of MPs vary across groups. Hence, in our experiments, we have
varied the value of ZF; to study the impact of variations in group sizes on
the performance of ECR+. The MPs are randomly assigned to the groups.
Furthermore, an MP is assigned to only one peer group to ensure that all

groups are mutually disjoint.

The timing of initiation of replication can have significant impact on the per-
formance of our proposed approaches. If replication is initiated early based
on a relatively small number of queries for an item, it may result in relatively
non-rare items getting replicated. Consequently, data availability would de-
grade because the rare items would not have a chance to get replicated due
to memory space constraints at the MPs. On the other hand, if replication
is initiated late after looking at a relatively large number of queries for an
item, data availability may suffer because the delay in initiating replication
could make the overall impact of replication much less pronounced. This is
because a significant number of query failures could already have occurred

before replication had been initiated. Hence, we introduce the access count
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threshold frpy, which quantifies the time when replication is initiated.

We define frpy as follows: fry = R,/T,, where R, is the number of issued
queries after which replication had been initiated and Tj, is the total number
of queries. The total number of issued queries in our experiments is 10,000.
If replication had been initiated after the first 1000 queries had been issued
in the system, the value of fry would be (1000/10000) = 0.1.

Our performance metrics are average response time (ART) of a query,
query success rate (SR), hop-count (HC) of a query and communi-
cation cost in terms of total number of messages (MSG). ART equals
((1/Ng) S°i8(T; — T;) ), where T; is the query issuing time, Ty is the time
of the query result reaching the query issuing MP, and N, is the total number
of queries. ART includes data download time, and is computed only for suc-
cessful queries. Notably, unsuccessful queries die after TTL (‘hops-to-live’)
of 6 hops. (Preliminary experiments suggested that TTL = 6 is a reasonable
value for our application scenarios.) Since a relatively high percentage of
queries are directed towards rare items (which are hosted at relatively few
MPs), queries can fail due to the TTL criterion. Queries can also fail due to

MPs running out of energy or due to network partitioning.

The query success rate SR equals ( (Ng/Ng) x 100 ). We define the query
hop-count HC as the average hop-count incurred by the query in the suc-
cessful query path. Thus, HC equals ( (1/Ng) vafl HC; ) and is measured
only for successful queries. MSG equals ( Zf\g MSG,; ), where MSG; is the

total number of messages during the course of the experiment.

Incidentally, none of the existing proposals for M-P2P networks address eco-
nomic incentives towards replication of rare data items. We compared our
proposed incentive-based E-Rare schemes with an existing non-incentive E-
DCG+ scheme for MANETS, proposed in [HMO06], to our scenario. E-DCG-+
is a non-incentive and non-economic replication scheme, and it does not pro-
vide incentives for replica hosting. E-DCG+- is executed at every replica allo-

cation period. E-DCG+ is the closest to our scheme since it addresses repli-
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cation in mobile ad-hoc networks. Furthermore, we believe that E-DCG+ is
among the best approaches for meaningful performance comparison with our
proposed schemes because it is the most recent approach and it has already
been compared to other non-incentive schemes. Moreover, E-DCG+ does not
incorporate the notion of licensing mechanism to distribute rare data items

in mobile environment.

We have implemented E-DCG+ in E-Rare as follows. E-DCG+ performs the
periodic broadcast to perform replication. MP obtains the data items list
with their respective rarity scores. Based on rarity scores of data items and
MP’s available memory space, each MP hosts data items in their decending
order of rarity scores till memory space becomes full. Here, MP does not
obtain any incentives to host replicas, hence E-DCG+ provides freedom to
MPs, whether they want to host new data items or to revise hosted data
items. For the sake of experiments, we have set the MP’s decision probability

to host the data items to 0.7 with relocation period of 200 seconds.

Notably, in case of ECR+, group members exchange messages periodically
every 200 seconds to inform each other concerning the items that they host.
For all the approaches, querying proceeds by means of broadcast using AODV

protocol.

6.4.1 Performance of E-Rare

Figure 6.3 depicts the results of our experiments using default values of the
parameters in Table 6.3. For all the approaches, ART and HC increase over
time, while SR decreases over time. This occurs because as more queries
are answered, the energy of MPs keeps on decreasing, thereby resulting in
an increasing number of MPs running out of energy. This results in longer
query paths to data items, or data items becoming inaccessible. Furthermore,
a relatively high percentage of queries are directed towards rare items (due
to the zipf factor ZFg being set to 0.7), and each of these rare items are
initially hosted only by 1-2 MPs. This causes the MPs hosting the rare items
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Figure 6.3: Performance of E-Rare: Data availability and communication

overhead

to become overloaded, thereby resulting in increased query waiting times in

their job queues, and this further contributes to increase in ART.

ECR outperforms E-DCG+ in terms of ART, SR and HC essentially due
to its economic licensing scheme, which incentivizes MP participation in the
creation of multiple copies of rare items. Increased MP participation also
implies more opportunities for replication, more memory space for hosting
replicas and multiple paths for locating a data item /replica. In contrast, since

E-DCG+ considers neither any economic scheme nor any licensing mecha-
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nism, it does not facilitate replication. Thus, rare items become inaccessible
when their host MPs run out of energy, thereby explaining the reason for SR
being significantly lower for E-DCG+ as compared to that of ECR.

ECR+ outperforms ECR due to its group-based incentives (such as dis-
counts), which facilitate collaborative replication among MPs. Such col-
laborative replication enables better spreading of the copies of frequently
requested rare items throughout the network, thereby improving the proba-
bility of obtaining queried rare items within relatively fewer hops. Interest-
ingly, the results in Figure 6.3c suggest that although HC follows a pattern
similar to ART, some deviations occur. These deviations occur essentially

due to bandwidth differences at MPs.

As the results in Figure 6.3d indicate, MSG increases over time for all the
approaches due to more queries being answered. (Recall that MSG is the
total number of messages during the course of the experiment.) Observe
that after the first 6000 queries have been processed, MSG does not keep
increasing linearly for ECR and ECR+. This is because depletion of the
energy of some of the MPs implies that in effect, queries get forwarded to a
reduced number of MPs. Moreover, ECR+ exhibits higher MSG than ECR
due to additional messages for group interactions.E-DCG+ incurs least MSG
due to a large percentage of unsuccessful queries (as suggested by the results
in Figure 6.3b), which result in decreased amount of data transfer, albeit at

the cost of reduced SR.

6.4.2 Effect of variations in the number of MPs

To test E-Rare’s scalability, we varied the total number Ny, p of MPs, keeping
the number of queries proportional to Ny;p. Figure 6.4 depicts the results.
As Ny, p increases, ART increases for all three approaches due to increase in
network size. As Ny/p increases, SR increases for both ECR and ECR+ due
to increased number of copies of rare data items because of more replication

opportunities provided by a larger number of MPs. With increasing value of
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Figure 6.4: Effect of variations in the number of MPs

Nyrp, HC follows similar pattern as that of ART for all the three approaches
essentially due to increase in network size. The pattern of HC deviates
slightly from that of ART due to bandwidth differences at MPs. For all
the three approaches, MSG increases with increasing value of N;p because

larger network sizes incur higher number of messages.

ECR+ performs better than ECR due to the reasons explained for Figure 6.3.
Furthermore, observe that as Nj;p increases, the performance gap between
ECR+ and ECR in terms of SR also increases. This occurs because as

Ny p increases, group sizes also increase, thereby making the effect of group-
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based collaborative replication performed by ECR+ more pronounced. The
eventual plateau in SR for ECR+ occurs because SR is upperlimited by
the number of copies of rare data items in a group due to memory space

constraints of group members.

6.4.3 Effect of variations in the data distribution across

rare item classes

Figure 6.5 shows the results of the effect of variations in the data distribution
across rare item classes. Recall that Z Fp is a zipf factor for the Zipf distribu-
tion of data items in three different data classes i.e., non-rare, medium-rare
and rare. Higher values of ZFp imply that there are more rare items in the
data distribution. ZFp does not affect E-DCG-+ since it does not consider
rarity issues. Hence, E-DCG- exhibits comparable performance across all
the results in Figure 6.5. ART follows a pattern similar to HC for each of
the three approaches.

Observe that as ZFp increases, ART increases for both ECR and ECR+
because of the increase in the number of rare items. Since rare items are
available at relatively lower number of MPs, queries incur more hops, thereby

resulting in increased ART.

As the results in Figures 6.5a and 6.5c indicate, ECR+ performs slightly
worse than ECR in terms of ART and HC for values of ZFp that are lower
than 0.3. This occurs because lowly skewed data distributions do not ne-
cessitate replication. However, as the value of ZFp increases beyond 0.3,
ECR+ exhibits improved ART and HC as compared to ECR because the
effect of ECR-+’s group-based replication becomes more pronounced. Thus,
in case of ECR+, more MPs are able to replicate more number of rare data
items. This also results in better SR for ECR+ because it can satisfy more
queries. ECR+ exhibits higher MSG than ECR due to the additional mes-
sages arising for group interaction as well as from increased traffic owing to

more successful queries.
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Figure 6.5: Effect of variations in the data distribution across rarity classes

6.4.4 Effect of variations in the query distribution across

rare item classes

Recall that ZF is used to determine how the queries are distributed over

the different classes of data items (in terms of rarity) i.e., rare, medium-rare

and non-rare. Higher values of ZF imply that more number of queries are

directed to rare data items. The results in Figure 6.6 depict the effect of

variations in ZFy,.

The results in Figure 6.6 indicate that as ZFy increases, ART and HC both
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Figure 6.6: Effect of variations in the query distribution for rare items

decrease for ECR and ECR+ because of the more pronounced effect of rare
data replication in response to query workloads with higher skew. However,
beyond ZFy = 0.7, a saturation effect occurs because of the number of
rare item replicas becoming stable beyond this value. This occurs primarily
due to competition among the MPs for limited available memory space for
storing replicas. Moreover, ECR+ exhibits lower ART and HC than that
of ECR because of group-based incentives and discounts. E-DCG+ exhibits
comparable performance for different values of Z [y since it does not consider

rarity issues. As ZFj increases, SR increases for both ECR and ECR-+
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due to more replication in response to more highly skewed workloads. This
results in more rare data item requests being satisfied. Furthermore, ECR+
outperforms ECR in terms of SR due to group-based incentives. ECR+
incurs more messages than ECR due to the reasons explained for Figure

6.3d.

6.4.5 Effect of variations in group sizes

We consider 10 different groups. The number of MPs may vary across groups.
We conducted an experiment to examine variations in the group sizes (in
terms of the number of MPs in different groups). Recall that ZF is the
zipf factor, which determines the number of MPs assigned to each of the 10
groups. When ZF5 = 0.1, each group has a comparable number of MPs. At
higher values of Z F;, some groups contain a disproportionately large number
of MPs, while other groups contain relatively few MPs. Figure 6.7 depicts

the results of variations in Z Fg.

As ZFg increases, ART, HC and SR improve for ECR+ due to some of the
groups becoming larger, thereby creating more opportunities for replication
within the group. However, this performance improvement occurs only upto
ZFg = 0.5. At values of ZFg beyond 0.5, the increase in group size does
not create any additional opportunities for replication. Moreover, at these
higher values of ZF, some of the groups become too small in size, thereby
hindering replication. This explains why the performance of ECR+ degrades
beyond ZFs; = 0.5. Overall, the results indicate that ECR+ performs best
(in terms of ART, SR and HC) when ZFg; = 0.5.

MSG is comparable across different of values of ZF; because the increase
in the sizes of some of the groups is offset by the decreased sizes of other
groups, thereby implying comparable overall communication cost. Observe
that Z F has no effect on the performance of ECR and E-DCG+- since these

approaches do not consider groups.
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Figure 6.7: Effect of variations in the interest group sizes

6.4.6 Effect of variations in the communication range

The results in Figure 6.8 depict the effect of variations in the communica-
tion range CR of MPs. Overall, increase in CR has the effect of bringing
the MPs ‘nearer’ to each other. As CR increases, both ART and HC de-
crease for all the approaches due to the reduction in the number of hops
between MPs. Interestingly, the results in Figure 6.8c suggest that although
ART roughly follows a pattern similar to HC, some deviations occur. These

deviations occur because at higher values of CR, an MP needs to process
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Figure 6.8: Effect of variations in the communication range

more incoming queries, thereby resulting in higher waiting times for queries
at the job queues of MPs. Consequently, the relay propagation latency also
increases slightly with an increase in CR. Furthermore, deviations occur due
to bandwidth differences at MPs. Beyond CR = 160 metres, ART plateaus
for ECR+ because the gains in ART are offset by the overheads of higher
number of incoming queries at MPs that host data items and increased relay

propagation latencies.

As CR increases, SR increases for all the approaches upto a certain point

and then saturates. The increase in SR occurs essentially due to MPs being
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‘nearer’ in effect with increase in CR, thereby making data items more ac-
cessible to query-issuing MPs. A relatively lower number of queries fail due
to the maximum TTL criteria of 6 hops because more MPs come within the
range to answer a given query. However, beyond a certain point (e.g., CR =
120 for ECR+), any additional increase in CR does not contribute to signifi-
cant improvement in SR because there is an upperlimit on the replication of

rare items due to memory space constraints of the MPs.

As CR increases, MSG increases for all the approaches because the increased
reachability of the MPs increases communication among them. With increas-
ing value of CR, there are two opposing effects for MSG. First, increase in CR
implies a lower number of messages to reach a given MP. Second, increase in
CR also implies that more MPs become involved in the processing of a given
query, thereby increasing the communication overhead. These two opposing
effects somewhat offset each other at higher values of CR, thereby explaining

the reason why MSG eventually plateaus.

6.4.7 Effect of variations in the discount ¢

The results in Figure 6.9 depict the effect of variations in the discount § in
case of ECR+. Observe that ¢ has no effect on the performance of ECR and
E-DCG-+ since these approaches do not consider discounts. As J increases,
the performance of ECR+ also improves in terms of ART, SR and HC. This is
because the effect of group-based incentives becomes more pronounced with
increase in discounts. Higher discounts better incentivize MPs querying for
the rare items as they can obtain their desired items at lower prices due to
discounts, thereby increasing the level of participation and collaboration in
the group. However, at values of ¢ beyond 30%, ECR+’s performance starts
degrading slightly. This is because MPs hosting rare items become reluctant
to join the group when the value of § is high. Their revenue-earning potential
would decrease due to reduced earnings because of relatively high discounts.

In essence, our experimental results show that ECR+ performs best when
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Figure 6.9: Effect of variations in the discount ¢

the value of ¢ is close to 30%.

6.4.8 Effect of variations in the access count threshold
fra

The aim of this experiment is to examine the effect of varying the initiation
time of replication on the performance of ECR and ECR+. We quantify
the time when replication is initiated by a parameter frg, which reflects the

access count threshold. The total number of issued queries in our experiments
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Figure 6.10: Effect of variations in the access count threshold frp

is 10,000. When frpy equals 0.1, it means that replication was initiated after
the first 1000 issued queries. Similarly, when frgy equals 0.7, it implies that

replication was initiated after the first 7000 issued queries.

The results in Figure 6.10 indicate that ECR+ and ECR both perform best
in terms of ART, SR and HC at fry = 0.5. However, as the value of fry
keeps deviating away from 0.5 the performance of ECR and ECR+ both
degrade. This is because at low values of fry (e.g., frg = 0.1) relatively
non-rare items get replicated early on, thereby not providing the opportunity

for the replication of rare items due to memory space constraints at the
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MPs. Moreover, at high values of fry (e.g., frg = 0.7), the impact of
replication on rare data availability becomes much less pronounced because
a significant number of query failures already occurred before replication had

been initiated.

As frpy increases, it implies that replication is initiated at a later point of
time, thereby resulting in a lower number of replication-related messages.
Hence, as the results in Figure 6.10d indicate, MSG decreases slightly for
both ECR and ECR+ with increase in frp.

6.4.9 Effect of MP failures

We conducted an experiment to investigate the effect of MP failures® on the
performance of E-Rare. Figure 6.11 depicts the results. As the percentage
Pr of MP failures increases, the performance of all the approaches degrade
in terms of ART, SR and HC. This is because a higher percentage of MP
failures implies a decrease in overall participation in the network, thereby
also decreasing the opportunities for replication of rare data items. As more
MPs fail, query paths become longer, thereby increasing both ART and HC.
Furthermore, SR decreases due to the failure of MPs that host rare data

items.

From Figures 6.11a, 6.11b and 6.11c, observe that the performance gap be-
tween ECR and ECR+ keeps decreasing with increase in Pr. Moreover,
beyond Pr = 40%, both ECR and ECR+ exhibit comparable performance.
This occurs due to the effect of groups becoming less pronounced when there
are relatively fewer available MPs in the network. For all the three ap-
proaches, MSG decreases with increase in Pr due to reduced communication
overhead arising from the decrease in the number of available MPs. More-
over, ECR+ exhibits higher MSG than ECR due to the reasons explained
for Figure 6.3d.

SMPs can fail due to reasons such as depletion of their limited energy resources.
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Figure 6.11: Effect of MP failures

6.4.10 Effect of sudden bursts on a single data item

We conducted an experiment to demonstrate the effect of sudden bursts for

a single data item. Figure 6.12 depicts the results.

We quantify the sudden burst for an item d in terms of a parameter, which we
designate as Psp. The value of Psp for an item d is defined as ((Qa/Q1otar) X
100), where Q4 is the number of queries directed to d and Qe is the total
number of queries during a given time-period. Thus, when Psp = 15% for

item d, it means that 15% of the total number of queries during a given time-
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Figure 6.12: Effect of sudden bursts on a single data item

period is being directed at d. For this experiment, we consider five equal
time-periods, the value of Q.. being 2000 for each of these time-periods.
For example, when Pgp = 15% and Qr = 2000, Q4 = 300. We set the
values of Pgp for d these five time-periods as {15%, 45%, 45%, 45%, 45%}
respectively. Thus, the number of queries for d during the five time-periods

were {300, 900, 900, 900, 900}.

In Figure 6.12, T'P indicates the time-points. Time-period 1 occurs between
TP =0and TP = 1. Time-period 2 occurs between TP = 1 and TP = 2,
and so on. The results in Figure 6.12 show that for both ECR and ECR+,
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performance degraded during the second time-period (i.e., between TP = 1
and TP = 2) in terms of ART, SR and HC. This is because at the end of
the first time-period, replicas had been allocated corresponding to the 300
queries (for d), which had been issued during time-period 1. However, during
time-period 2, the sudden burst of 900 queries (i.e., a threefold increase in the
number of queries) overwhelmed this initial allocation of replicas. However,
at the end of time-period 2, both ECR and ECR+ allocate more replicas
to deal effectively with the sudden burst in accesses to d. Hence, beyond
time-period 2, the effect of replication by both ECR and ECR+ becomes
more prominent, due to which performance keeps gradually improving for

both these schemes.

Notably, the results also indicate that the performance of both ECR and
ECR+ exhibits a saturation effect during time-periods 4 and 5. This occurs
primarily due to competition among replicas for the limited available memory
space. For E-DCG+, the performance severely degrades during the second
time-period due to the absence of replication when the sudden burst of queries
come in for d. Beyond TP = 2, ART and HC both exhibit a saturation effect
for E-DCG+ primarily because many queries get dropped, due to which SR
decreases for E-DCG+-.

MSG increases over time for all the approaches because it is cumulative. For
ECR and ECR+, MSG increases over time also due to increased communica-
tion for licensing and replication of rare data items in response to the sudden
burst. Moreover, ECR+ exhibits higher MSG than ECR due to the reasons
explained for Figure 6.3d. Observe that MSG is lower for E-DCG+ than for
ECR and ECR+ primarily because E-DCG+ does not perform replication

and many queries get dropped (i.e., query failures occur) in case of E-DCG+.
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6.5 Summary

In M-P2P networks, data availability is typically low due to rampant free-
riding, frequent network partitioning and mobile resource constraints. We
have proposed E-Rare, a novel economic incentive model for improving the
availability of rare data by means of licensing-based replication in M-P2P

networks.

E-Rare comprises two replication schemes, namely ECR and ECR+, both of
which use its incentive model for improving rare data availability. In ECR,
the MPs act individually towards replication, while for ECR+, the MPs per-
form replication in groups. Our performance evaluation demonstrates that
the peer-group-based strategy of ECR+ outperforms the individual-based
strategy used by ECR in terms of query response times and availability of
rare data items in M-P2P networks. In the near future, we plan to use game-
theoretic approaches for rare data item pricing and compare the performance

of E-Rare for different economic models.
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Summary

This dissertation examines the problem M-P2P challenges free-riding and data
accessibility for realizing M-P2P applications. Furthermore, we analyse and
integrate the various economic incentive-based schemes to combat free-riding
and to increase peer participation, thereby leading to the increased data

availability for reduction of response time in M-P2P networks.

The exponential growth of the mobile networks and the interactions of mobile
peers, inspired researchers and developers to analyse and built the mobile ap-
plications based on peer-to-peer communications, which enormously reduces
the Internet traffic, while providing faster and better communication plat-
form. This strongly motivate M-P2P network applications. Mobile devices
wirelessly communicating in a P2P fashion facilitate M-P2P applications by
enabling information sharing on-the-fly. Moreover, the proliferation of mo-
bile devices with embedded GPS sensors coupled with the growth in the
popularity of infotainment services for vehicles have created new avenues for

improving vehicular traffic management in road networks.

First, we have proposed E-Top for improving efficient top-k£ query processing
in M-P2P networks, because peers in M-P2P networks are used to have

top-k queries. For example, someone wants to find the top-k restaurants
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with “happy hours” (or “manager’s special hours”) within 1 km of her current
location. Here, top-k is determined based on the parameters (e.g., star rating,
price and distance from the point of query reference) selected by the user.
Similarly, another application could involve a parking lot, where MPs can
collect information about available parking slots and charges, and then they
can inform the brokers. The parking slot availability information has to
be current and therefore, the broker can compare such current information
with its current list of parking slots. The broker can then provide the top-k
available slots to the query-issuing MP in terms of price or distance (from
the MP’s current location). Similarly, an MP may want to find the top-k
stores selling Levis jeans in a shopping mall with criteria such as (low) price

during a specific time duration.

Second, we have proposed E-Broker to incentivize brokers for providing value-
added routing service in M-P2P networks to increase data availability, thereby
improving query response time. Here, the term “value-added routing service”
refers to the broker MPs enabling pro-active search for the query results by
maintaining an index of the data items (and replicas) stored at other MPs

(as opposed to just forwarding queries).

Third, E-VeT provides efficient vehicular traffic management in road net-
works using economy-based reward /penal schemes. This work aims to iden-
tify that how effectively system can assign the paths to the vehicles to manage

vehicular traffic by reducing the average time of arrival and fuel consumption.

Forth, E-Rare focusses on handling rare data items in an M-P2P environ-
ment. Here, Rare data items are those, which get sudden bursts in accesses
based on events as they are only hosted by only a few peers in comparison to
the network size. Thus, they may not be available within few hops of query-
issuing peers. The sudden burst in accesses to rare items generally occurs
within a given time-frame (associated with the event), before and after which
such items are rarely accessed. For example, during course of a remote for-
est expedition, sudden unexpected decrease in temperature and gusty winds

rise the need to look for the information related to shops selling sweaters
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and wind-cheaters. Such M-P2P interactions for effective sharing of rare
data are currently not freely supported by existing wireless communication

infrastructures.

In this dissertation, E-Top proposed peer-based ETK and ETK+; and group-
based ETG economic schemes to perform efficient top-k query processing in
M-P2P networks. In addition, E-Broker has presented the basic and ad-
vanced incentivized economic schemes EIB and EIB+ respectively for bro-
kers’ value-added routing and replication services in M-P2P networks. Fur-
thermore, we have proposed individual and peer-group incentive-based repli-
cation schemes ECR and ECR+ respectively in E-Rare system for improving
rare data availability by means of licensing-based replication in M-P2P net-
works. Finally, E-VeT provides the proposed economic reward /penalty-based
route allocation schemes R2A and R?A™ to assign payoffs to the vehicles for

effective traffic management in vehicular networks.

We have implemented our all above proposed schemes and conducted ex-
tensive performance studies on OMNeT++ [Pon93| based simulator using
sample and real datasets. The results of our experiments demonstrate the
overall effectiveness of our proposed schemes for E-Top, E-Broker, E-VeT

and E-Rare systems.

To this end, we believe that our contributions have successfully addressed
some of the issues concerning the efficient data management in M-P2P net-
works. We hope that ongoing research work in this field will not only continue
to increase the availability of data, but also improve the overall performance
of M-P2P applications. In near future, we plan to use game-theoretic ap-
proaches for data item pricing along with the advanced economic incentive-

schemes for all our proposed models.
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