
Biometric Recognition for Kids

Student Name: Protichi Basak, Saurabh De
Roll Number: 2013075, 2013092

BTP report submitted in partial fulfillment of the requirements
for the Degree of B.Tech. in Computer Science & Engineering

on 18 April 2017

BTP Track: Research

BTP Advisor
Dr Mayank Vatsa
Dr Richa Singh

Indraprastha Institute of Information Technology
New Delhi



Student’s Declaration

I hereby declare that the work presented in the report entitled “Biometric Recognition for
Kids” submitted by us for the partial fulfillment of the requirements for the degree of Bachelor
of Technology in Computer Science & Engineering at Indraprastha Institute of Information Tech-
nology, Delhi, is an authentic record of my work carried out under guidance of Dr. Mayank
Vatsa and Dr. Richa Singh. Due acknowledgements have been given in the report to all mate-
rial used. This work has not been submitted anywhere else for the reward of any other degree.

.............................. Place & Date: .............................
Protichi Basak [2013075]
Saurabh De [2013092]

Certificate

This is to certify that the above statement made by the candidate is correct to the best of my
knowledge.

.............................. Place & Date: .............................

..(advisors’ name)...

2



Abstract

The idea of fusing multiple biometric modalities for the identification of an individual has
received significant attention in the last two decades. However, this has been limited to recog-
nizing adults only. With the quality of biometric hardware and sensors improving every year, it
is surprising that this idea has not been explored for children within the age range of 2-5 years.
In this project, we analyze whether we can use face, fingerprint and iris to identify children. In
this semester, we collected the 2nd session of the database comprising fingerprint, face photo
and iris sample for kids between age 2-4 years. We have used commercial-off-the-shelf tools
(COTs) for iris and fingerprint to evaluate our database. Further, we have tried to improve the
performance, through modality fusion.
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Chapter 1

Introduction

At present times, there has been a rising need to identify individuals uniquely through modal-
ities that are invariant to age, gender and time. Biometric features namely iris, face and fin-
gerprint have been used successfully to identify individuals (mainly adults) for years. It has
been seen that Fingerprint [27], Iris [6] and Face [12] have been quite persistent in identifica-
tion. Comparably lesser literary evidence is there to support the reliability of such modalities
for children. In a country like India, with over 110 million [1] children between the age of
0-4 years, it is imperative to uniquely identify kids with their biometric patterns. Quick and
reliable identification of children through biometric are vital in immunization drives to avoid
wastage of vaccines [3] and ensure its timely administration

In the largest immunization drive run by India [20], biometric identification system can be
used as an alternative to record data on paper which is prone to human error and supplement
the need for parents to maintain immunization cards. VaxTrac, an NGO operating in the West
African country and South Asian Country already use a fingerprint based vaccine registration
system. Due to low reliability of fingerprint recognition for children, the mothers fingerprint
is used for enrollment when the child is administered vaccine for the first time. In subsequent
visits, the mothers fingerprint is only used to obtain the past records of the child and update
data about new vaccines.

At present, the Unique Identification Scheme of India(AADHAR) [2] does not record the bio-
metric details of children below the age of 5 years. Instead, the biometric details of the parents
are recorded and used for identification of the kids. It is required that biometric data of chil-
dren after 5 years shall be recollected to update the government records. With almost 11%
population less than 5 years, this shall involve massive efforts and time. This can be prevented
if this threshold age can be reduced. These necessities thus require biometric based recognition
system for children (0-4 years) both for health care community and government organization.

Over the last decades, the idea of fusing different biometric modalities to make recognition
more fool-proof and accurate has been widely explored. It is reported that a multi-modal sys-
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tem combining fingerprint, face, etc. can perform better system based on individual modali-
ties [23]. However, the performance of multi-modal system for children is yet unexplored. We
therefore, aim to devise a biometric system combining two modalities: Iris and Fingerprint.
According to Biometric Market Report by International Biometric Group [24], fingerprint is
the most frequently used modality. Further fingerprint capturing requires relatively moderate
cooperation of children. It is reported that iris of children stop changing after 2 years of age,
thereby asserting its reliability [18]. But capturing iris for children is very challenging. Hence,
we are combining both these modalities where one is more reliable while the other is easier to
capture. In this report, we present the database of fingerprint and iris samples of 106 subjects
of the age 2-4 years. The database is prepared with two sessions (with overall time duration of
8 months). Performance of each modality is evaluated. To the best of our knowledge no such
database for children exist which provide both iris and fingerprint samples for each subject.
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Chapter 2

Literature Survey

Identification and recognition of children and infants have come to limelight in recent years.
Some early work in identification of children less than 5 years, date to as early as 1939 when
Louise et.al tried identification of infants using their palm prints [22]. In 2008, Weingaetar et al.
compared performance of footprint against palm prints for 106 new-born kids. It was observed
that palm prints were of better quality than food prints. Galton et al. in 1989 recorded inked
fingerprint impression of children from 0-4.5 years and conjectured that minimum age for chil-
dren to be identified through fingerprint is 2.5 years [15]. Recently, Jain et al. in 2015, collected
fingerprint data of 206 children between 0-5 years age over a span of an year in four different
phases. Their work aims at investigating the persistence of fingerprint recognition. However,
they only recorded thumb samples for every subject instead of all the fingers. Gottschlich tried
to predict development in features of fingerprint with age. He studied fingerprint of 48 subjects
when they were 6-15 years old and 17-34 years old respectively. His observations suggested
that development of fingerprint depends on the gender specific growth pattern. So far, there
has been no literary study to support the developmental changes in fingerprint for kids less
than 5 years. It has been observed that automatic face recognition is possible for kids and new-
borns. Bharadwaj et. al [7] assert that despite of challenges of capturing face in newborns such
as variation in face expression, expressions and pose, etc. newborns can be distinctly identified
through face biometric. In [8] Bharadwaj et. al extracted facial features using auto-encoders
and matched using distance metric learning for over 450 newborn subjects.
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Table 2.1: Summary of Literature Survey

Research Modality Motivation Database Algorithm

Weingaetar et al. 2008 [26] Footprint & Palmprints
Can footprints
be used for newborn’s authentication?

106 newborn&rsquo;s
palm and footprints,
in 2 sessions
(1st: within 24 hours,
2nd: within 48 hours
of birth)

Developed a high resolution
sensor (1400dpi). Compared
performance of palm-prints and
footprints. Palm-prints outperform
footprints in quality.

Bharadwaj et al. 2010 [7] Face
Preliminary study for
face recognition of
infants with face database

374 images from 34 infants, in 2 sessions
(1st: 2 hours after birth,
2nd: 8-15 hours
after birth)

3 Gaussian levels. SURF
at level 0, LBP at level 1
and level 2. Chi Squared distance
followed by weighted score
fusion of scores from 3 levels.

Lemes et al. 2011 [21] Palmprints
Establish palmprint
matching for infants

1221 palmprints
from 250 newborns

11 step image preprocessing,
registration followed by minutia based
matching.

Gottschlich 2011 [11] Fingerprints
Modelling fingerprints
to predict future
fingerprints

48 subject&rsquo;s fingerprints,
in 2 sessions
(1st: 6-15 years old,
2nd: 17-34 yrs)

Increase in finger area
and changes in relative distances.
Using these, found scale of the
finger and then predicting
fingerprint in future.

Tiwari et al. 2012 [3] Face
Face recognition
for infants and
public database

150 faces of infants,
in 2 sessions(1st: 3-4 hours
after birth,
2nd: 20 or 70 hours)

Matched Fisher faces
using L2 norm, NN, and SVM.

Kotzerke et al. 2013 [19] Footprints
Propose novel
enhancement
technique for children’s footprints

54 subjects from
03 days after birth,
8 weeks, and 6 months

Images, down-sampled to
various resolution
(since size enlarges with time),
directional filtering, morphological
processing and line reconstruction

Jain et al. 2014 [17] Fingerprints
Can fingerprints
be used for 0-4 year old?

1600, 120, and 300
fingerprint images
from 20, 20, and
50 different infants
respectively

Upsample probe image by
1.8 times. Fuse scores of
multiple enrolled templates
and fuse match scores

Jain et al. 2016 [15] Fingerprints Developing identification system for infants
2 sessions
(2-4 days apart)
for 66 infants

Enhancement, foreground detection,
trained CNN to estimate ridge flow
using overlapping patches

Bharadwaj et al.2010 [8] Face
Face recognition for
identifying newborns
and presents an automatic face recognition algorithm

face database of
34 newborn babies

Multiresolution algorithm
extracts Speeded up robust
features and local binary
patterns from different levels
of Gaussian pyramid. The feature
descriptors obtained at each
Gaussian level are combined
using weighted sum rule.

Jain et al.2016 [16] Fingerprints Analysing fingerprint recognition for kids
Fingerprint database
for children 0-5
years collected in 54 session over 1 year

Use of mixed-effects
statistical models to
study the trend of genuine
fingerprint similarity scores
over the one year time period.
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Chapter 3

Children Biometric Database

To the best of our knowledge, there is no publicly available database which captures the three
major modalities - face, iris, and fingerprint together for children of age group 2-4 years. Thus,
we present a new database to the biometric research community.

The data collection took place for over two sessions, with a gap period of 4 months, in two
schools. For each subject, the three modalities were collected using face, iris and fingerprint
sensors under our supervision. Total 10 samples were recorded per subjects for face, while 5
samples each were collected for fingerprints (10 fingers) and iris (left and right).

This database is collected from kindergarten classes in Venkateshwar International School,
New Delhi and Kidzee School, New Delhi. It is very kind of the school faculty and administra-
tion to provide us with the support for this data collection drive that spanned over 6 months
and 2 sessions.

In the following subsection, we present the database of 106 subjects with iris, fingerprint and
face samples. Subjects are of the ages 2-4 years.

• The first session of the database was collected from August to September 2016. A total of
125 subjects with face images, 143 subjects with iris images and 119 subjects with finger-
print images were collected. In intersection, we have 115 subjects with fingerprint and
iris, 112 subjects with fingerprint and face, 120 subjects with face and iris. There are 110
subjects with all three modalities in this session.

• The second session was collected from December to February 2017. A total of 118 subjects
with face images, 125 subjects with iris images and 108 subjects with fingerprint images
were collected. In intersection, we have 108 subjects with fingerprint and iris, 108 subjects
with fingerprint and face, 118 subjects with face and iris. There are 108 subjects with all
three modalities in this session.

• Total 106 subjects are common across both the sessions with all three modalities. Further,
we have 117 common subjects with face samples, 123 common subjects with iris samples
and 108 subjects with fingerprint samples across both the sessions.
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Table 3.1: Gender Distribution in the database

Gender Session 1 Session 2 Common across Session 1 and 2

Male 61 58 58

Female 49 50 48

Total 110 108 106

The nomenclature followed in the database is as follows:
subjectID modality sampleNo. This nomenclature is consistent across all three modalities.
〈SubjectID〉 is taken to be the admission no of the student in the school, which is unique
identifier of the child. 〈Modality〉 can take any one value out of iris, face or fingerprint. The
〈sampleNo〉 ranges from 1-5 for iris and fingerprint while for face it ranges from 1-10. Same
nomenclature is followed for Session 2 as well. To allow easy distinguishing between data, we
have created separate folder for each modality and are maintaining two separate folders for the
two sessions.

We collected this data as part of this project and evaluate the performance of each modality. We
further combine scores from different modalities to improve accuracy. To the best of our knowl-
edge, no such database for children exists which provides both iris and fingerprint samples for
each subject.

3.1 Data Acquisition

For data acquisition, the scanners for iris and fingerprint were kept at low height tables to
make sure that they were reachable to the children. No tripod was used to fix the devices.
This was done to adjust the level of the devices according to the height of the children. While
capturing iris samples, it was made sure that no child was wearing any glasses or contact
lenses. To capture the impressions of fingerprints, small quantity of moisturizer was applied to
the fingertips of children with dry fingers.
To capture the face samples, children were asked to stand against walls of their classrooms

Table 3.2: Specifications for Fingerprint Scanner

Device name Patrol
Manufacturer Cross Match Technologies Inc.
Device connection USB 2.0
Supported OS Microsoft Windows
Sensor resolution 500 ppi
Image capture area (Platen size) 81 x 76 mm (3.2” x 3.0”)
Sensor type Optical
Fingerprint capture method Roll or touch
Device size 152 x 152 x 129 mm (6.0” x 6.0” x 5.1”)
Device weight 1.4 kg (3.2 lbs)
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Table 3.3: Specifications for Iris Scanner

Name I Scan 2
Manufacturer Cross Match Technologies Inc.
Connection USB 2.0
Supported OS (*) Microsoft Windows (32-bit and 64-bit)
Sensors 2 x 1.3 Megapixel cameras
Iris image size 2 images, 480 x 480 pixels each
Eye illumination Near-infrared
Device size (Folded) 152 x 152 x 48 mm (6.0” x 6.0” x 1.9”)
Device weight 0.5 kg (1.1 lbs)
Operating temperature range 0C ∼ +49C
Operating humidity range 10-90 % (non-condensing)

and the corridors, and a plain background was ensured for the ease of face detection. Face
samples were collected during the day under natural lighting. No artificial illumination was
used. They were asked to pronounce their names and smile while clicking the photos to ensure
some variation in their facial expressions.

3.2 Devices Used

• Iris: Iris Scanner Cross-Match is connected to a Windows 7 laptop via USB and is ready
to use. It is a plug and play device and is operated using windows GUI application
(installed earlier).
Path to directory to save image and image name is to be provided. Throughout one
sample collection, we held the iris scanner steadily near the eye of the children. Both left
and right iris samples were recorded 5 times simultaneously.

• Fingerprint: Cross Match l-scan patrol slap fingerprint scanner of resolution 500 ppi was
connected to 32 bit Windows 7 Laptop via USB. Since we could use the furniture of the
schools we visited, we could ensure that the scanner could be kept in low-height tables
so that the children can reach the scanner easily. In addition, the scanner was also shifted
from table to chair in order to adjust its height especially while recording thumb prints. 5
samples were recorded for left hand, right hand and two thumbs respectively.

• Face: A Nikon D90 DSLR camera was used to capture the face images at a resolution of
12.3 MP. It was ensured that the pictures were captured from an eye level of the children,
and the auto-focus settings were used for optimum quality, as the pictures were captured
in the day-time, when the natural lighting was good enough
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Table 3.4: Summary of the database

Modality
No. Of Samples
per Subject

Session 1 Session 2
No. of Subjects Total Images No. Of Subjects Total Images

Fingerprint 5 119 595 108 540
Iris 5 143 715 125 625
Face 10 125 1250 118 1180

3.3 Challenges Faced

• Iris
Iris detector (Crossmatch) requires participant to look at particular position in the detec-
tor for few seconds with open eyes. Kids do not keep their heads stable, so we have to
hold their head with one hand and detector with other. Many times, they keep moving
their eyes (even though their heads are stable) or close their eyes. We have to verbally
instruct repeatedly to look at red LED lights in the detector and to open big eyes. Due
to uncontrolled and sudden eye movements of kids and automatic capture of image by
scanner, many iris images turn out to be blur which adversely affect the accuracy of the
system.

• Fingerprint

– Capturing fingerprint for children below 3 years was harder as children of this age
have very small fingerprints, smooth skin, thin fingers. We applied some mois-
turizer for students with excessive dry skin so that the detector can detect the fine
features.

– Across all modalities, fingerprint capture is most time consuming and tedious. It is
imperative that while the fingerprint is being captured, the fingers should be still.
This however posed a challenge for the kids as they did not keep their fingers still
over the entire duration of recording one sample making it hard for scanner to auto-
matically capture impression.

– External pressure was required every time to capture samples. Hence, we pressed
all the fingers evenly with our own hands.

– Orientation had to be changed slightly, move the fingers in order capture the sample
automatically, otherwise manual capture was required

• Face

– Expression variation: Since the age group of the children is 2-4, often the children
ended up in a playful mode, causes a lot of expression variation among the images.
This made it challenging to capture stable frontal face images.

– Closed eyes: The children were unable to easily keep their eyes open across all 10
images.
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– Lighting: Since the schools had to be visited to collect the data, it was difficult to ar-
range for external lighting while capturing the sample. This made the data collection
difficult in cases when good natural light was not present.

3.4 Database Sample

Modality Session 1 Session 2

Face

Fingerprint

Iris

Table 3.5: Modality samples for different subjects across both the sessions
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Chapter 4

Inter-Session Experiment Protocol

Since we have collected longitudinal data in two sessions with a time lapse of at least 4 months,
we have proposed an inter-session experimental protocol to evaluate how well the children
can be identified through face, iris and fingerprint as they grow older. The performance of the
database is evaluated using one Commercial-off-the-shelf System (COTS) for face, iris and fin-
gerprint after some initial preprocessing as mentioned in Table 4.1.
We have face, fingerprint and iris samples for 106 subjects common across both the sessions. We
have split the total subjects as 50 subjects for training and 56 subjects for testing. We have per-
formed five-fold Leave-50-out cross-validation. Samples from first session are taken as gallery
and samples from second session as probe (or query images) for the following experiments.
Left and right iris are treated as separate modalities and following experiments are performed
individually on both of them. Similarly, for fingerprint, each finger is treated as different
modality and experiments are performed on each of the ten fingers separately.

Subjects: 106 subjects common across 3 modalities and 2 sessions
Training: 50 subjects Testing: 56 subjects
Cross-validation: 5 times random sub-sampling cross-validation i.e. every subject should be
part of both testing and training set at least once

Table 4.1: Data Feature Matching and Pre-Processing

Face Fingerprint Iris

Pre-processing
2-point normalisation,
face detection using Haar cascades.

Fingerprint segmentation by Nfseg tool
Session 1: 77.8%
Session 2: 79.3%

Not required.
Iris scanner covers entire eye
and take NIR image.

Feature extraction COTS
Features are extracted
using Verilook[24]

Ridge ending and bifurcation
extraction by Mindtct[2] algorithm

Features are extracted
using VeriEye [23]

Feature Matching COTS
Features are matching using
Verilook. Similarity score
is returned.

Minutiae based recognition by
Bozorth3[2] algorithm

Features are matched
using VeriEye [ref-no].
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Table 4.2: Experiment 1 Protocol

Modality Gallery Probe

Iris
Left Iris

1 samples from Session 1 5 samples from Session 2
Right Iris

Fingerprint

Left Thumb

1 samples from Session 1 5 samples from Session 2

Left Index Finger
Left Middle Finger
Left Ring Finger
Left Small Finger
Right Thumb
Right Index Finger
Right Middle Finger
Right Ring Finger
Right Small Finger

Face 1 samples from Session 1 5 samples from Session 2

Table 4.3: Experiment 3 Protocol

Modality Probe Gallery
Face + 10 Fingerprints 1 samples from Session 1 5 samples from Session 2
Face + 10 Fingerprints + Iris 1 samples from Session 1 5 samples from Session 2
Face + Left Index Finger + Right Index Finger 1 samples from Session 1 5 samples from Session 2

4.1 Experiment 1(One-Gallery Experiment)

In this experiment, first sample out of the 5 samples collected for fingerprint and iris in Session
1 is considered as gallery while all 5 samples from session 2 is considered as probe. Similarly
for face, first sample out of 10 samples from Session 1 is considered as gallery while 5 samples
out of 10 samples from Session 2 is considered as probe. The protocol is tabulated in Table 4.2

Table 4.4: Experiment 2 Protocol

Modality Gallery Probe

Iris
Left Iris

5 samples from Session 1 5 samples from Session 2
Right Iris

Fingerprint

Left Thumb

5 samples from Session 1 5 samples from Session 2

Left Index Finger
Left Middle Finger
Left Ring Finger
Left Small Finger
Right Thumb
Right Index Finger
Right Middle Finger
Right Ring Finger
Right Small Finger

Face 5 samples from Session 1 5 samples from Session 2
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4.2 Experiment 2(Five-Gallery Experiment)

In this experiment, all five samples from Session 1 are considered as gallery and all fives sam-
ples from Session 2 are considered as probe for both fingerprint and iris. For face, five samples
out of 10 samples from Session 1 are considered as gallery and five samples out of 10 samples
from Session 2 are considered as probe.
Since in Experiment 1, performance might deteriorate if the gallery image is of poor quality, we
considered all samples from Session 1 for this experiment to see whether there is any improve-
ment in GAR Values. The protocol is tabulated in Table 4.4

4.3 Experiment 3 (Fusion Experiment)

In this experiment, we tried inter-modality fusion at score level to see whether there is any
improvement in children identification as opposed to recognition through single modality. One
sample from Session 1 is chosen as gallery while five samples from Session 2 is taken as probe.
The modalities are fused as follows:

1. Scores are normalized using tan-hyperbolic function. The normalized scores are added
to generate the final matching score for each subject.

2. Scores for each modality are normalized between 0-100. To generate final matching scores
between gallery and probe images, we have a trained a linear SVM using the normalized
scores. Separate SVM is trained for every fold using 23 subjects. To define ground truth,
we label scores with matching gallery and probe subject ID as 1 and 0 otherwise.

Following are the modalities that are fused using the above two ways:

• Face and 10 Fingerprints

• Face, 10 Fingerprints and Iris

• Face + Left Index Finger + Right Index Finger

The protocol is tabulated in Table 4.3
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Chapter 5

Results & Analysis

VeriEye [25] is used for template generation and matching for iris. The software returns scores
for each pair of template matched. We use these scores to find thresholds for GAR at 0.1% and
1% FAR

1. Left and right separately

2. Score Fusion of left & Right Iris

Similarly, NBIS tool [10] is used to extract and match minutiae from fingerprint images of the
kids. The tool returns the number of minutiae matched as match score between two template
images. Since we assume each finger, as separate modality, we use these scores to compute the
GAR as

1. 10 fingers separately

2. Score Fusion of 10 fingers

5.1 Inferences from Iris Experiments

• We see high mean accuracy for all iris experiment ( near 99-100% ). This shows that iris is
a very strong identification tool and works almost perfectly on our database

• 99% accuracy indicates that matching is failing on very few (1-2) test cases. It may be
that quality of acquisition affected the image quality and hence features extracted from
images. However, this is an data acquisition challenge and not matching flaw.

• The standard deviations are low and hence matching is robust across folds.

• On fusion, we find perfect 100% accuracy on our database. This indicates the no cases
exist in database where both left and right iris fail to match simultaneously.
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Table 5.1: Genuine Acceptance Rates(GAR) for Iris Experiments

Iris - Left Iris - Right Iris-Fusion
Experiment 1 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 100 100 99.28 99.64 100 100
CV2 98.92 99.28 100 100 100 100
CV3 99.28 99.64 100 100 100 100
CV4 98.28 99.62 100 100 100 100
CV5 98.28 99.28 98.86 99.64 100 100
Mean 98.952 99.564 99.628 99.856 100 100
StdDev 0.72 0.30 0.53 0.19 0 0

Experiment 2 (With Max) 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 100 100 100 100 100 100
CV2 99.7 99.7 100 100 100 100
CV3 99.7 100 100 100 100 100
CV4 99.7 100 100 100 100 100
CV5 100 100 100 100 100 100
Mean 99.82 99.94 100 100 100 100
StdDev 0.16 0.13 0 0 0 0

• Neither left or right eye show clear dominance over other. Hence iris matching is equiva-
lent in both eyes on individual level. However, using 2 eyes gives better overall accuracy.

5.2 Inferences from Fingerprint Experiments

Inferences from Left Fingers Experiment

• We observe that mean accuracy of index and middle finger are substantially more than
ring and small finger (small finger being the least)

• We infer that due to size of small finger and less developed features, small finger performs
poorly in comparison to other fingers.

• Overall fingerprint development carries into adolescence, hence due to less developed
fingerprints, accuracies are on the lower side for our database comprising of kids of 2-4
years age.

• Fingerprint accuracies are substantially less as compared to iris. As anticipated, Iris
clearly is better modality for matching

• Iris data acquisition requires expensive equipment and gives better result. Fingerprint
acquisition is comparatively easier but accuracy is comparatively less. Hence there is a
trade-off.
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Table 5.2: Genuine Acceptance Rates %(GAR) for Left Fingerprint Experiments

Left Index Left Middle Left Ring Left Small
Experiment 1 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 55.35 62.85 56.42 66.07 51.78 65 39.28 48.92
CV2 55.35 62.85 52.5 64.64 56.07 68.21 38.92 52.5
CV3 51.07 62.14 63.57 74.28 65.71 76.07 41.78 53.92
CV4 60.35 71.42 62.14 74.28 65.35 73.57 39.28 51.42
CV5 62.5 75 62.5 74.28 68.57 75.71 42.85 54.28
Std dev 4.52 5.94 3.97 4.284 6.05 4.08 1.51 1.63
Average 56.92 66.85 59.42 70.71 61.49 71.71 40.42 52.2

Experiment 2 (With Max) 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 74.28 82.5 82.5 89.64 72.14 80 60.35 74.64
CV2 71.07 77.85 81.07 88.92 73.92 81.78 61.42 71.42
CV3 79.64 85 83.57 91.07 77.5 86.07 63.57 73.92
CV4 78.57 87.85 82.14 89.28 77.14 86.78 60.35 70.35
CV5 81.78 88.57 82.14 90.71 82.14 90 65.71 77.14
Mean 3.5 4.36 0.89 0.92 3.83 4.02 2.32 2.68
StdDev 77.07 84.35 82.28 89.92 76.57 84.92 62.28 73.49

Table 5.3: Genuine Acceptance Rates %(GAR) for Right Fingerprint Experiments

Right Index Right Middle Right Ring Right Small
Experiment 1 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 59.64 70 62.5 70.71 61.78 73.57 31.78 41.07
CV2 63.92 72.85 63.21 71.78 67.14 72.5 30.35 39.64
CV3 66.78 76.07 62.14 75 67.14 75 33.57 42.14
CV4 58.57 68.21 59.28 66.78 73.57 71.19 40.35 48.57
CV5 58.57 70.71 59.64 65.71 74.64 66.78 46.07 55
Std dev 3.68 3.015 1.77 3.78 5.28 32.01 6.61 6.41
Mean 61.5 71.57 61.35 70 68.85 57.71 36.42 45.28

Experiment 2 (With Max) 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 77.85 83.92 79.28 85.35 81.42 87.5 57.85 68.92
CV2 79.64 85.35 78.92 85 81.42 87.5 60.71 70.35
CV3 82.14 88.57 81.07 90.71 86.07 91.42 60 71.07
CV4 77.85 85.71 77.5 84.28 82.14 90.35 56.78 70.35
CV5 82.14 90 82.5 88.57 82.85 89.64 61.42 72.85
Std dev 1.77 2.05 1.54 2.28 1.34 1.42 1.62 1
Mean 79.92 86.71 79.85 86.78 82.78 89.28 59.35 70.71
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Inferences from Right Fingers Experiment

• We observe that mean accuracy of middle finger is substantially more than ring and small
finger (small finger being the least)

• We infer that due to less area of kids in small finger and less developed features, small
finger performs poorly in comparison to other fingers.

• Larger the finger better is the chance of capturing more minutia features and hence better
chance of matching.

Inferences From Thumb Experiments

• Thumbs have equivalent accuracy to index and middle finger but more than small finger.

• We infer that as thumbs have comparatively large surface area, capturing and matching
feature is better.

Inferences from 10 fingers fusion

• We see large improvement in matching accuracies. When using single finger, we saw max
accuracies around 80% with standard deviation high as 4-5% . However , on using all 10
fingers, we see high FAR of 97% with low standard deviations of around 1%.

• This indicates that fusion successfully improves the matching accuracy and also makes it
robust (across experiments / folds).

5.3 Comparison between Iris and Fingerprint

• Overall fingerprint development carries into early adolescence, hence due to less devel-
oped fingerprints, accuracies are on the lower side for our database comprising of kids of
2-4 years age.

• Fingerprint accuracies are substantially less as compared to iris. Iris clearly is better
modality for matching

• Iris accuracies have less standard deviation as compared to fingerprint experiments. This
indicates that iris is more robust in terms of matching.

• Iris data acquisition requires expensive equipment and gives better result. Fingerprint
acquisition is comparatively easier but accuracy is comparatively less. Hence there is a
trade-off.

16



Table 5.4: Genuine Acceptance Rates %(GAR) for Thumbs Experiments

Right Thumb Left Thumb
Experiment 1 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 52.14 62.14 41.78 56.07
CV2 62.5 68.21 48.21 57.85
CV3 61.78 73.92 55.71 69.28
CV4 60.71 73.21 62.85 70.71
CV5 53.21 66.07 62.85 75
Std dev 4.31 3.884 7.428 7.0576
Average 58.06 68.71 54.28 65.782

Experiment 2(With Max) 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 70.35 81.42 72.14 80
CV2 77.85 84.28 72.5 79.28
CV3 79.28 87.14 81.42 87.14
CV4 83.57 91.78 85.35 89.64
CV5 78.57 88.21 85.35 91.78
Std Dev 4.78 3.93 6.621 5.66
Mean 77.92 86.57 79.35 85.57

Table 5.5: Genuine Acceptance Rates %(GAR) for 10-Fingers Fusion Experiments

10 Fingers Fusion
Experiment 1 0.1% FAR 1% FAR Experiment 2 (With Max) 0.1% FAR 1% FAR
CV1 96.07 96.78 CV1 98.21 98.21
CV2 95.35 96.42 CV2 98.21 98.21
CV3 98.21 98.57 CV3 100 100
CV4 96.78 98.57 CV4 100 100
CV5 98.92 100 CV5 100 100
Std dev 1.19 1.17 Mean 0.97 0.97
Average 97.07 98.07 StdDev 99.28 99.28
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Table 5.6: Genuine Acceptance Rates%(GAR) for Sum-Fusion Experiment

Sum Fusion: Face + Fingerprint(10 fingers)
Sum Fusion: Face + Fingerprint(10 fingers)
+ Iris(left-right)

Sum Fusion: Face + Fingerprint
( 2 index fingers)

0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 90.71 90.71 97.85 98.21 86.43 86.43
CV2 82.85 82.85 97.85 98.21 77.86 77.86
CV3 92.5 92.5 98.21 100 90.71 90.71
CV4 90.71 91.68 98.21 98.21 90 90
CV5 93.21 94.32 98.21 98.21 93.57 93.57
Mean 89.99 90.41 98.06 98.56 87.71 87.71
StdDev 4.14 4.43 0.19 0.80 6.06 6.067

5.4 Inferences from Multimodal Fusion Experiments

Fingerprint, Face and Iris

Normalised score fusion : Normalization using Tan-Hyperbolic (for unbound range) followed
by summation of match scores - Decision level fusion of face, fingerprint and iris.

1. face + two fingers (index left and right)

2. face + fingerprint

3. face + fingerprint + iris

For each experiment, one ROC curve plotting 5 folds and one ROC curve for mean ROC with
shaded area for confidence interval corresponding to 1% FAR in Figure 5.1 .

Inferences from Sum-fusion:

• We combined match scores from 10 fingers with face. The average GAR at 0.1% FAR was
89.99% with Standard Deviation of 4.14% whereas average GAR at 1% FAR increased to
90.41% with Standard Deviation of 4.43%. There is nominal increase in GAR on changing
FAR, though Standard Deviation remains largely unchanged. High Standard Deviation
is indicator of not so robust matching results across different folds of the experiment as
compared to other experimental results.

• We combined match scores of 10 fingerprints, 2 iris and face. The average GAR at 0.1%
FAR was 98.06% with Standard Deviation of 0.197% whereas average GAR at 1% FAR
increased to 98.57% with Standard Deviation of 0.8%.

The results show high match accuracy. We infer that the high match accuracy is mainly at-
tributed to high accuracy of iris-matching. Where iris matching fails, fingerprint and face scores
are able to match correctly. It is very rare that 3 modalities collected independently are unable
to identify the subject correctly. We are able to draw the conclusion that for this dataset 3
modalities give much better and robust identification of subjects involved
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Table 5.7: Genuine Acceptance Rates%(GAR) for SVM-Fusion Experiment

Face + Fingerprint
( 2 index fingers)

Face + Fingerprint(10 fingers)
Iris(left-right) + Face
+ Fingerprint(10 fingers)

0.1% FAR 1% FAR 0.1% FAR 1% FAR 0.1% FAR 1% FAR
CV1 73.57 81.43 77.86 78.57 100 100
CV2 72.86 79.29 77.5 78.21 100 100
CV3 81.07 85.71 79.29 79.64 100 100
CV4 76.07 82.86 80.36 81.43 100 100
CV5 78.57 86.79 81.79 82.14 100 100
Mean 76.428 83.216 79.36 79.998 100 100
StdDev 3.43 3.07 1.77 1.73 0 0

Score fusion with SVM : Created feature vector using match scores. Trained SVM for each fold
and used the trained model for predicting matches. 50% of data was used as training and 50%
of data was used as testing.

1. face + two fingers (index left and right)

2. face + fingerprint

3. face + fingerprint + iris

For each experiment, one ROC curve plotting 5 folds and one ROC curve for mean ROC with
shaded area for confidence interval corresponding to 1% FAR in Figure 5.2.

Inferences from SVM-Fusion

• 2 index fingers with face: The average GAR at 0.1% FAR was 76.43% with Standard
Deviation of 3.434% whereas average TAR at 1% FAR increased to 83.216% with Standard
Deviation of 3.071%. There is large increase in TAR on varying FAR, though Standard
Deviation remains largely unchanged. Standard Deviation is comparatively higher as
compared to experiment when using all 10 fingers. This indicates that for this dataset
using 2 fingers is not as robust as using 10 fingers, although TAR values are comparably
close.

• 10 fingers with face: The average GAR at 0.1% FAR was 79.36% with Standard Deviation
of 1.776% whereas average TAR at 1% FAR increased to 79.998% with Standard Deviation
of 1.732%. There is nominal increase in TAR on changing FAR, though Standard Devia-
tion remains largely unchanged. Low Standard Deviation is indicator of robust matching
results across different folds of the experiment.

• 10 fingerprints, 2 iris and face: The results were all 100% match accuracy. This is mainly
attributed to high accuracy of iris-matching. Where iris matching fails, fingerprint and
face scores are able to match correctly. It is very rare (and absent in our database) that
3 modalities collected independently are unable to identify the subject correctly. We are
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able to draw the conclusion that for this dataset 3 modalities give perfect identification of
subjects involved.

Figure 5.1: ROC curves from Sum Fusion experiments
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Figure 5.2: ROC curves from SVM Fusion experiments
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Chapter 6

Iris and Fingerprint Recognition
Systems

6.1 Fingerprint Recognition System

A fingerprint recognition system relies on the print pattern on the surface of a finger identify,
match or verify an individual. It is a well established fact that the flow of patterns on the fin-
ger called ridges, is unique for every individual [14]. These patterns are categorized into three
levels of features which are used to match two fingerprints [13].

Features of Fingerprint

• First Level
The ridge pattern on the fingerprint is the first level of feature. They are namely of three
types: delta, whorl and loops. These features are not unique for an individual. However
they can be used for classification purposes [13].

Figure 6.1: whorl and Loop in Fingerprints

• Second Level
This level of features are also called minutiae. There are namely seven types of minutiae:
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Ridge Ending, Bifurcation, Lake, Independent Ridge, Point or Island, Spur and Crossover.
These features have discriminatory power to distinguish between two individuals.

Figure 6.2: Ridge in Fingerprints

• Third Level
This level of features are attributes of the ridges such as ridge path deviation, width,
shape, pores, edge contour, incipient ridges, etc. These are believed to be immutable,
permanent and unique [13]. However, capturing these features require scanners with
resolution as high 1000 dpi.

NIST Biometric Image Software

National Institute of Standards and Technology(NIST) have developed Biometric Image Soft-
ware Package(NBIS). We have used this popular open source software which is minutiae based
recognition too [10]l. This is because we have used 500 dpi scanner which is suitable to capture
level 2 features. Of the various tools available inside the NBIS package, we have used three: NF-
SEG (slap fingerprint segmentation), MINDTCT(feature extraction) and BOZORTH3(feature
matching).
For experiment, all .bmp fingerprint images as captured by the scanner is converted to Wavelet
Scalar Quantization(.wsq) format using Cognaxon WSQ Viewer tool [4] as this is one of the
image formats compatible with the tools.

MINDTCT

The Mindtct algorithm is used to extract minutiae features from fingerprint image. The follow-
ing are the steps involved in the algorithm [10].

1. Generate Image Quality Map
At this step, the degraded parts of the input image is analysed and detected in the fol-
lowing order:

(a) Direction Map: It detects the ridge structure according the directional ridge flow in
order to detect the most significant ridges
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(b) Low Contrast Map: Low contrast blocks corresponding to unwanted background
information captured by the scanner, are detected. This is to avoid unnecessary
computation for minutiae extraction from these areas

(c) Low Flow Map: From the first step, those areas are identified which do not have
any dominant ridge flow pattern and hence are insignificant

(d) High Curve Map: Areas such as delta, loop, etc. are areas with high curvature
without much minutiae information. Hence these areas are also identified.

(e) Quality Map: Using the above steps, all the areas of the fingerprint image are as-
signed one of the quality score, 0 being the lowest

2. Binarize the Image
Based on the ridge flow direction, each block in the image is assigned a binary value. If
there is no detectable ridge flow, the block is assigned 0 else it is assigned 1.

3. Detect Minutiae
In this step, ridge endings and ridge bifurcations are identified from the binarized image.

4. Remove False Minutiae
All spurious minutiae such as lakes, islands, overlaps, etc. which are too thick or thin and
minutiae extracted from low quality areas are removed

5. Count Neighbor Ridges
For each detected minutiae, five nearest minutiae from bottom and right are extracted
and stored in a list

6. Assess Minutiae Quality
It is possible that from the final list of features extracted from the above step, there still
might be few minutiae of low quality. Hence they are removed through dynamic thresh-
olding

7. Output Minutiae File
This contains the list of all detected minutiae characterized by its location, orientation
and corresponding quality. This file is used by Bozorth3 for feature matching

BOZORTH3

This tool analyses two feature file as generated by Mindtct algorithm and generate a match
score. This match score is the number of matched minutiae between the two input files. There-
fore a higher score means better match. There are namely three key steps involved in this
algorithm

1. Construct Intra-Finger Minutiae Comparison Table
At this step, measurements of each minutiae is calculated taking into account the relative
rotation and translation of other minutiae in the same print
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2. Construct Inter-Finger Compatibility Table
The comparison table of both the fingers from the previous step is compared to find fea-
tures which match based on their orientation and distance

3. Traverse the Inter-Finger Compatibility Table
Based on the above step, the entries are interpreted as a graph. The graph is then tra-
versed to find the longest path of matching feature entries. The longer the path, the
higher is the matched features and hence higher the match score.

6.2 Iris Recognition System

The iris is a thin, circular structure in the eye, responsible for controlling the diameter and size
of the pupil and thus the amount of light reaching the retina.
Iris recognition is a method of identifying people based on unique patterns within the ring-
shaped region surrounding the pupil of the eye. For the experiments done in this project, we
largely relied on algorithm as proposed by John Daugman [9]

Advantages of Iris as Modality

• The iris has the great mathematical advantage that its pattern variability among different
persons is enormous.

• As an internal (yet externally visible) organ of the eye, the iris is well protected from the
environment and stable over time.

• As a planar object its image is relatively insensitive to angle of illumination, and changes
in viewing angle cause only affine transformations

• The ease of localizing eyes in faces, and the distinctive shape of the iris, facilitate reliable
and precise isolation of iris and the creation of a size-invariant representation feature.

The iris begins to form in the third month of gestation and the structures creating its pattern are
largely complete by the eighth month, although pigment accretion can continue into the first
postnatal years.
Its complex pattern can contain many distinctive features such as arching ligaments, furrows,
ridges, crypts, rings, corona, freckles, and a zigzag collarette Iris color is determined mainly by
the density of melanin pigment in its anterior layer and stroma, with blue irises resulting from
an absence of pigment
Long-wavelength light penetrates while shorter wavelengths are scattered. The striated mesh-
work of elastic ligament creates the predominant texture under visible light, whereas in the
near-infrared (NIR) wavelengths used for imaging of the stromal features that dominate the
iris pattern.
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Iris Detection

The iris is located using landmark features. These landmark features and the distinct shape of
the iris allow for imaging, feature isolation, and extraction. Todays commercial iris cameras
typically use infrared light to illuminate the iris without causing harm or discomfort to the
subject.

Iris Feature Extraction

A 2D Gabor wavelet filters and maps the segments of the iris into phasors (vectors). These
phasors include information on the orientation and spatial frequency and the position of these
areas. This information is used to map the IrisCodes
The phase demodulation process used to encode iris patterns. Local regions of an iris are pro-
jected onto quadrature 2-D Gabor wavelets, generating complex-valued coefficients whose real
and imaginary parts specify the coordinates of a phasor in the complex plane. The angle of each
phasor is quantized to one of the four quadrants, setting two bits of phase information.
This process is repeated all across the iris with many wavelet sizes, frequencies, and orienta-
tions to extract 2048 bits The phase is not affected by contrast, camera gain, or illumination
levels. The phase characteristic of an iris can be described using 256 bytes of data using a polar
coordinate system. Also included in the description of the iris are control bytes that are used to
exclude eyelashes, reflection(s), and other unwanted data.

Iris Feature Matching

Two IrisCodes are compared using a distance metric. The amount of difference between two
IrisCodes, measured using Hamming Distance (HD), is used as a test of statistical indepen-
dence between the two IrisCodes.
the HD indicates that if less than one-third of the bytes in the IrisCodes are different, the
IrisCode fails the test of statistical significance, indicating that the IrisCodes are from the same
iris. Otherwise it is a match.

Tool Used - VeriEye

VeriEye [5] iris identification technology is designed for biometric systems developers and in-
tegrators. The technology includes many proprietary software solutions that enable robust iris
enrollment under various conditions and fast iris matching in 1-to-1 and 1-to-many modes.
Available as a software development kit that allows development of stand-alone and Web-
based solutions on Microsoft Windows, Linux, Mac OS X, iOS and Android platforms.
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