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Abstract 
The following report discusses various facial recognition spoofing techniques in          
use today, and compares various algorithms, that have been developed for           
detecting the same. Continuing towards the previous semester’s goal of developing           
a robust facial facial recognition system, an anti-spoofing module becomes a           
necessity as it plays a very important role of differentiating between genuine face             
and fake faces. Even the most advanced algorithms today, such as the FaceNet are              
prone to spoofing attacks, like the warped photo attack, cut-photo attack etc.            
Further, various deep-learning based architectures have been implemented and         
their performance on the task of detecting spoofed images compared. 
 
Keywords: Computer Vision, Facial Recognition, False Acceptance Rate (FAR),         
False Rejection Rate (FRR), Algorithms, Image Analysis, Machine Learning, Deep          
Learning, K-Nearest Neighbours (KNN), Histograms of Oriented Gradients(        
HOG), Local Binary Patterns (LBP), Eigenface, Principal Component Analysis         
(PCA), Support Vector Machines (SVM), Principal components analysis(PCA). 
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Motivation 
The motivation behind this project is that Facial Recognition today has amplitude            
of possible application. It is used, at high security border checkpoints for validating             
a person's identity with their Passports/ID cards, for validating Atm transactions,           
and also in our mobile phones and laptops for easy authentication. Today facial             
recognition provides, a non-intrusive way of authenticating an individual's identity.          
It is also being used, in institutes, such as ours, to provide a better, more secure,                
and foolproof way of marking class attendance. Social media platforms such as            
Facebook and Google Plus, use Facial Recognition for automatically tagging of           
faces in photos and videos. Even the Indian government is using it extensively in              
their Adhaar Scheme to provide free/basic services Ration cards, food, gas etc, to             
rural households all over the country. ch as uses Facial recognition system, for             
their adhaar scheme. Even mobile manufacturers have started to employ new           
Facial Recognition techniques for authentication which they claim are spoofing          
proof. It is specially a matter of concern, that the Face Recognition system of              
Apple iphone X, which apple claimed was unbreakable, was broken a week back,             
on 13th November, by a researcher from Vietnam. This shows the need hour is a               
strong anti-spoofing system, without which, all Facial Recognition systems are          
vulnerable and unsafe. 
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Chapter 1: Introduction 
In this project,different approaches towards biometrics aspect of facial recognition          
were explored and implemented. Biometrics is an evolving area and has different            
applications , a crucial one being securing systems based on automatic recognition            
of a person based on behavioural or physical characteristic by a computer. Other             
areas of application include terrorist surveillance, ID card authentication, tagging          
posts on social media, safety alert systems etc. Among various biometric systems            
that exist such as finger-prints, voice, iris etc, facial recognition systems tend to be              
universal and accessible even in terms of user-friendliness.  
One of the goals of such a system is to allow computers to comprehend the               
complex visual systems of the humans and how we differentiate between different            
faces. The stages in achieving this task are two fold. The first one, is the               
Authentication stage which aims at automated localization and identification of a           
face in a given image.The second task, is the recognition and identification phase,             
which involves feature extraction and matching, on a given database and           
improving accuracy. Methods involving the identification of the face as a whole            
and also those that involve extracting local features like eyes, nose , mouth ,are              
implemented and analysed. 
 
However, a number of techniques have developed over time, which are used for             
fooling the facial recognition system, by committing identity theft and          
impersonation. Without a foolproof spoof detection system, before the         
authentication and registration phase in an Face recognition system, the system           
cannot be considered secure and is highly vulnerable to thefts and frauds.  
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Chapter 2: Previous Work 

Face Detection 
Face detection forms the most important part of a Face Recognition systems            
pipeline. I used two different algorithms for Face detection in images and videos. 

1. Boosted Haar Feature-based Cascade Classifiers 
2. HOG + Linear Classifier (Histograms of Oriented Gradients + SVM) 

 
In the final implementation, HOG based approach was chosen, due to its superior             
accuracy. 

Face Alignment 
To perform, face alignment, the first step is to detect facial landmark features on a               
given face. I use these points, to compute a affine transformation, which is later              
used for correcting face orientation/pose. 

1. Facial landmarks (68 points) were detected using a C++ based          
implementation of the paper titled “One Millisecond Face Alignment with an           
Ensemble of Regression Trees”. 

2. To perform Orientation/Pose correction, I further used 2 techniques, which          
were applied with respect to an Ideal Face image, 

a. Affine Transformation correction, using 3 points, 1 from nose, and 2           
from inner eye boundaries. 

b. Least-square approach 
  

 Original                                  Affine-Corrected                          LS-Corrected 
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Face Recognition Algorithms 
The following algorithms were implemented and their performance on the AT&T           
dataset, was compared. 

● Eigenfaces 
● Local Binary Patterns 
● Fisher Face (OpenCV built-in class)  
● FaceNet (Using OpenFace library) 

 
Example results from the AT&T Database[5] 

 

 
                 The first 3 eigenfaces generated  Mean of all faces 
 

 
Detected Face, with its LBP representation 

 

Fisherface algorithm on AT&T dataset  
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Chapter 3: Spoofing Techniques and Dataset 
 
To develop a robust Iris Recognition system, the system has to be resistant to a               
number of different kinds of spoofing attempts. Moreover, these spoofing          
techniques keep on evolving and getting better, making the task of developing such             
a system more difficult. To further research, towards developing effective methods           
for detecting spoofing attacks, a number of popular spoofing datasets are available            
today. For this project, I chose the CASIA Face-spoofing dataset. 

Casia Face-Spoofing Dataset 
This database contains 50 subjects in total. For each subject, the genuine faces are 
captured under three qualities. The spoofing images are fabricated by          
implementing three kind of attacks, i.e., warped photo attack, cut photo attack and             
electronic screen attack in three qualities, respectively. As a result, each subject has             
12 sequences (3 genuine and 9 fake ones). The overall number of sequences in the               
database is 600. 

Example images from Casia 

 
       Cut Photo Attack                Electronic Screen attack            Warped photo attack 
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Chapter 4: Preparing Dataset 
The Casia dataset, contains 600 video files in total, i.e, for each user from the 50 
different users, we have  12 video sequences. The whole dataset is equally divided 
into 2-parts, Train and Test dataset. The Train dataset is further divided into Train 
and Validation, by a 7:3 ratio, into train and validation sets. 

Steps for collecting dataset images: 

Frame Extraction 
I used the C++ based implementation of the paper titled “One Millisecond Face 
Alignment with an Ensemble of Regression Trees”  to detect facial landmark 
features, I used the OpenCV’s Min-Bounding Rectangle function, to obtain very 
accurate bounding boxes for the faces in the video. To reduce duplicate frames 
(Frames which are almost completely identical), every next frame was skipped. 

Spatial Augmentation 
As I have mentioned later in the report, background information played a very 
significant role in improving the quality of detection of spoofed images. To 
incorporate more background information in the collected images, I rescaled the 
bounding boxes by 4 different scales, to create additional scaled-datasets. The 
different scales used are: { 1, 1.2, 1.4, 1.6 } 
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Chapter 5: Resistance to Spoofing 
Before developing mechanism for detection of spoofing attacks, I first compared           
the resistance of Facial Recognition algorithms to spoof images, using images from            
the Casia dataset at scale 1. For this experiment, I used FaceNet, which is the               
current state of the art algorithm, developed by Google. 
The FaceNet based face recognition system, outputs a prediction for the identity of             
the queried face, along with a distance score. A higher distance score implies a              
lower quality match. We usually set a threshold of around 1.2 for the distance              
score, below which, the queried face is considered to be a match. 

 
The algorithm performed very poorly and didn’t reject any of the spoofed images,             
except the images from the Mask-Cutout based attacks due to poor lighting. This             
shows the importance of a Anti-Spoofing module, right before the          
Recognition/Registration phase, in a Face Recognition system. 
 
 

Rejected 
Images 
(FaceNet) 

Warped 
Photo 
(Good 

Lighting) 

Warped 
Photo 
(Poor 

Lighting) 

Cut 
Photo 
(Good 

Lighting) 

Cut 
Photo 
(Poor 

Lighting) 

Electronic 
Screen 
(Table 
screen) 

Electronic 
Screen 

(FHD TV) 

Results None None None All None None 
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Chapter 6: Detection of Spoofed Images 
For detecting spoofed images, a number of different techniques were employed,           
with special focus on Deep-Learning based models and their performance          
compared. The following different methods/models were used: 
 

1. Local Binary Patterns (LBP) + SVM 
2. LBP-Top + SVM 
3. Ensemble of 4 - Layer, Convolutional Neural Network (Proposed) 

4. VGG-16 model, pre-trained on ImageNet Dataset (called FasNet) 

5. Google’s InceptionV3, pre-trained on ImageNet Dataset 

Local Binary Patterns (LBP) + SVM 
Local binary patterns is a type of visual descriptor used for classification in             
computer vision. It is a Texture Spectrum model, which was proposed in 1990s. It              
is one of the first attempts at solving the Face Spoofing problem. 
In for this method, the image is first divided into ‘n’-cells, followed by LBP              
computation from each of the cells. We then construct n-histograms,          
corresponding to the n-cells, and concatenate these histograms, to construct a           
feature vector. Finally, the features are trained on a Support Vector Machine, in a              
binary classification problem. 

LBP-TOP + SVM 
Local Binary Patterns from Three Orthogonal Planes (LBP-TOP) applies LBP on           
every xy, xt, and yt slice separately, averages the histograms over all slices in a               
single plane orientation, and concatenates the resulting histograms of the three           
dimensions. The t-axis is the temporal axis since, in LBP-TOP we take consecutive             
frame as input. With LBP-TOP it is possible to combine motion and appearance.             
The resulting histograms features are used to train a SVM Classifier. 
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Ensemble of 4 - Layer, Convolutional Neural Networks (Proposed) 

A shallow 4-layer CNN was used to test out ensemble strategies and their impact              
on the performance. Since the network is not very deep, it is faster to train and test                 
its performance and thus allowed me to carry out many experiments. In this work, I               
evaluated the performance of this network on the Spoofing dataset. I further            
evaluated the performance of the network  on images of different scales.  
Further, Ensembling was used, to further improve upon a single model’s accuracy.            
Different models were trained on random permutations of the training data for 50             
epochs. I trained 5 models, which were then combined in the way explained below. 

Combination strategy 
I extracted the 64 values from the second last fully connected layer (FC) of all the                
trained models, which were concatenated to form a single feature for all the             
training images. Therefore, our training data now consisted of a single           
concatenated feature, corresponding to each of the training images. These features           
were learned using a Gradient-Boosting classifier available with Sklearn Library.  
 

 
Training Methodology 

(Collecting concatenated features from the training data) 
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Training a Binary Classifier using the collected features 

 

Layers Specification 

Input Layer Input size = (128,128) 

Conv2D 32 Filters, Size = (3,3), Activation = ‘relu’ 

MaxPooling2D Pool_size = (2,2) 

Conv2D 64 Filters, Size = (3,3), Activation = ‘relu’ 

MaxPooling2D Pool_size = (2,2) 

Conv2D 64 Filters, Size = (3,3), Activation = ‘relu’ 

MaxPooling2D Pool_size = (2,2) 

Conv2D 128 Filters, Size = (3,3), Activation = ‘relu’ 

MaxPooling2D Pool_size = (2,2) 

Fully-Connected - 64 Activation = ‘relu’ 

Flatten Neurons  

Dropout (0.5)  

Fully-Connected - 1 Activation = ‘sigmoid’ 

` Structure of the proposed 4-layer CNN 
 
 

15 



 

Pretrained VGG-16 Network (FASNet) 
In this method, I used the VGG-16, which was pretrained on the ImageNet dataset.              
This approach/technique is called Transfer Learning. The specific transfer learning          
technique, I used is called fine-tuning, wherein we freeze all the weights up to the               
fully-connected layers, and retrain only the fully-connected layers, on our dataset.           
The following architecture was used: 

       VGG-16 architecture 
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Pretrained  InceptionV3 Network 
Similar to the transfer learning approach used with VGG-16 based model, I also 
fine-tuned the InceptionV3 network’s fully connected layers, in a similar manner. 
However, the fine-tuning approach didn’t yield good results and to get good 
accuracy, I had to retrain the model from scratch, while also reducing the number 
of Inception layers to 3. I believe, this underfitting may have been due the small 
size of training data (~20,000 images) 

 
The InceptionV3 architecture 

 

 
    An Inception Module 
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Chapter 7: Results 

System Specification 
● Intel Core i5 
● Intel HD integrated Graphics 
● 12.0 GB Ram 
● Nvidia GTX 750 (2GB) 
● Linux OS 

Tools/Libraries used 
● Python 3.5, C++ 
● OpenCV 
● TensorFlow + Keras 
● Matlab (LBP-TOP Matlab implementation is available) 

Results 

Results from Ensemble of 4-layer CNNs at different scales 
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Evaluation of accuracy 
I used HTER, or the Half Total Error Rate, which is widely used in this field to 
report performance. It is Half of the sum of False Acceptance Rate(FAR) and False 
Rejection Rate (FRR). 

Half Total Error Rate comparison at Scale-1 
 

 
Half Total Error Rate comparison at Scale-1.4 
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Conclusion 
Background information proved very important in the task of Spoofing detection. 
As it can been seen in the results above, the accuracy saw a big improvement, with 
increase in the scale of images from 1 to 1.4.  
The Ensemble method, also performed surprisingly well and greatly improved the 
performance of the system, in comparison to using just a single 4-layer CNN. 
However, there is a performance vs quality tradeoff that we will need to take care 
of. The method very slow compared to the Single CNN based method. At the same 
time, using just three 4-layer CNNs, was generally faster than using a VGG-16 
based network and also had good accuracy. 
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Chapter 8: Complete system Pipeline 

 
Complete registration pipeline of the current system, with FaceNet being used as the Primary 

Facial recognition algorithm. 

 

 
Complete Face recognition pipeline of the current system. 
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