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Abstract
Darknet markets, also known as cryptomarkets, are websites located on the Darknet and designed to allow the trafficking of illicit products, mainly drugs. Over the past decade, online
advertising became the principal economic force behind many an Internet service, from major
search engines to globe-spanning social networks to blogs. There is often a tension between
online advertising and user experience, but on the other hand, advertising revenue enables a
myriad of free Web services to the public and fosters a great deal of innovation. We make use
of a public dataset made available in 2016 consisting of a collection of 89 black markets and 37
darknet forums to conduct various elementary experiments done to derive basic characteristics
such as anonymity, vendor-product relationships from the data. With the emergence of computational advertising - which strives to make online advertising integral to the user experience,
this paper focuses on various IR and Natural Language Processing techniques employed to study
and analyze computational advertising and use of manipulative techniques on the dark net. We
discuss the feature engineering required for such a large dataset in detail.
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Chapter 1

Motivation
In the dynamic development of the information society the increasing importance of acquiring
new approaches and technologies to create advertisements for the effective impact on the consumer. Active and continuous advertising is necessary to maintain profitability of production.
Mass production certainly needs of mass consumption, which, in turn, requires a highly promotional content. Advertising - part of the progress of our society and that is why it is constantly
changing. This situation leads to the search for new effective means of advertising influence on
the audience.
There is often a tension between online advertising and user experience, but on the other
hand, advertising revenue enables a myriad of free Web services to the public and fosters a great
deal of innovation. Matching the advertisers message to a receptive and interested audience
benefits both sides; indeed, literally hundreds of millions of users occasionally click on the
ads, hence they should be considered relevant to the users information needs by current IR
evaluation principles. The utility of ads can be better explained by considering advertising as
a medium of information [2, 3]. Similarly to aggregated search [1], which enhances users Web
search experience with relevant news, local results, user-generated content, or multimedia, online
advertising provides another rich source of content. This source, however, is in a complexity
class of its own, due to the brevity of bid phrases, ad text being optimized for presentation
rather than indexing, and multiple, possibly contradictory utility functions.
The purpose of our work is research based on analysis of works of foreign and domestic scholars use specific techniques of hypnosis and NLP in modern advertising to effectively
influence the target audience. Advertising - the most effective way to modify the behavior of
consumers into their products or services, to create a positive image of companies / institutions
/ firms show their importance and usefulness. ”The purpose of advertising - enable potential
customers to its structure of values, encourage them to participate in the decoding of linguistic
and visual signs and get pleasure from this activity decoding”. In general, a person psychologically positive attitude on the perception of broadcast information, except those special cases,
when the media became negative reputation. It is such a positive attitude and try to use the
creators of advertising to manipulate our emotions, stereotypes, attitudes, etc. According to N.
Kutuzy, advertising discourse is losing the characteristics of ”pure” informativeness, acquiring
highly suggestive evidence, which is not the last role to hypnosis.
When creating promotional materials, modern advertising specialists actively use techniques of neurolinguistic programming (NLP) - a special kind of psychological suggestive influiv

ence. Manipulating words and visuals, building them in a certain order, asking a certain rhythm
of presentation, dosing information required limits, the creators of advertising reach of the brain
begins to respond to the need incentives and focus on them. This is due to communication models and techniques of NLP that can accurately select information and provoke rapid changes in
the thinking of the client, mostly on an unconscious level - without his conscious participation.
In the subsequent sections of the paper we look at each of the above in great detail. Chapter
2 defines the data collection and aggregation. Chapter 3 discusses the feature engineering in
detail. Chapter 4 looks at various elementary experiments conducted on the dataset. The thesis
concludes with Chapter 5 which discusses observations and results based upon our experiments
and talks about future work.
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Chapter 2

Data Collection and Aggregation
We make use of a dataset made publicly available with ˜89 markets, >37 forums and ˜5 other
sites, representing <4,438 mirrors of >43,596,420 files in ˜49.4GB of 163 compressed files, unpacking to >1548GB; the largest single archive decompresses to <250GB.
The author of the dataset is Gwern Branwen [1]. Most of the material dates from 2013 to
2015; some may date 2011-2012. Some of the most common and popular markets included in
the dataset are:
1. Abraxas
2. Agora
3. Silk Road 1
4. Silk Road 2

2.1

Interpreting & Analyzing

The scrapes used in this report are large, complicated, redundant, and highly error-prone. They
cannot be taken at face-value. It is difficult to get an exact snapshot of a market at a particular
instant: listings will go up or down as one crawls, vendors will be banned and their entire profile
& listings & all feedback vanish instantly, Tor connection errors will cause a nontrivial % of
page requests to fail, the site itself will go down (Agora especially), and Internet connections are
imperfect. Scrapes can get overwhelmed in a backwater of irrelevant pages, spend all their time
downloading a morass of on-demand generated pages, the user login expire or be banned by site
administrators, etc. If a page is present in a scrape, then it probably existed at some point; but
if a page is not present, then it may not have existed or did exist but did not get downloaded
for any of a myriad of reasons. At best, a scrape is a lower bound on how much was there.
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2.1. INTERPRETING & ANALYZING
CHAPTER 2. DATA COLLECTION AND AGGREGATION
Our analysis takes seriously the incompleteness of each crawl and the fact that there is a
lot and always will be a lot of missing data, and do things like focus on what can be inferred from
random sampling or explicitly model incompleteness by using markets category-count-listings.
There are many subtle biases: for example, there will be upward biases in markets average
review ratings because sellers who turn out to be scammers will disappear from the market
scrapes when they are banned, and few of their customers will go back and revise their ratings;
similarly if scammers are concentrated in particular categories, then using a single snapshot will
lead to biased results as the scammers have already been removed, while uncontroversial sellers
last a lot longer (which might lead to, say, e-book sellers seeming to have many more sales than
expected).
The contents cannot be taken at face-value either. Some vendors engage in review-stuffing
using shills. Metadata like categories can be manipulated (a category labeled Musical instruments may contain listings for prescription drugs - beta blockers - or modafinil or Adderall may
be listed in both a Prescription drugs and Stimulants category). Many things said on forums
are lies or bluffing or scams. Market operators may deliberately deceive users (Ross Ulbricht
claiming to have sold SR1, the SR2 team engaging in psyops) or conceal information (the hacks
of SR1; the second SR2 hack) or attack their users (Sheep Marketplace and Pandora). Different
markets have different characteristics: the commission rate on Pandora was unilaterally raised
after it was hacked (causing sales volume to fall); SR2 was a notorious scammer haven due
to inactive or overwhelmed staff and lacking a working escrow mechanism; etc. There is no
substitute here for domain knowledge.
Knowing this, our analysis has taken into account some strategy to deal with missingness.
For example:
1. We have attempted to exploit ground truths to explicitly model and cope with varying
degrees of missingness; there are a number of ground-truths available in the form of leaked
seller data (screenshots & data), databases (leaked, hacked), official statements (eg the
FBIs quoted numbers about Silk Road 1s total sales, number of accounts, number of
transactions, etc)
2. We have assumed missing-at-random and use analyses insensitive to that, focusing on
things like ratios.
3. Our work has been based upon the data as is, writing results such that the biases and
lower-bounds are explicit & emphasized
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Chapter 3

Experiments and Results
There were several experiments that were carried out to conduct and elementary analysis of the
dataset we have used.Black markets are known to sell illegal substances, drugs, information,
weapons worldwide through a web of hidden networks. The vendors and their products emerge
as the most important characteristics of any black market or darkweb forum. The experiments
and their observations are detailed as below:
Vendor Lifetimes on Black Markets: Vendors are essential for the success of any black
market service. If there is no seller, there will be no buyer.
1. Vendor lifetimes As shown in Figure 3.1 , the number of vendors on any darkweb platform

Figure 3.1: The number of vendors increase almost every month on 1776

increased almost every month.
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CHAPTER 3. EXPERIMENTS AND RESULTS
2. Vendors lifetimes by product sold To know if the same vendor is selling the product from
start to finish or loses out in between is information with great market value. For example,
the same market 1766 shows a sustainable and steady growth of these vendors relating to
the products they sell as shown in Figure 3.2

Figure 3.2: Vendor lifetimes by products sold

In both graphs, the growth of vendors or the number of products they sell is consistently
growing. Even in the month of September, 2014 (when 1766 was under FBI scrutiny) the
graph shows a boost in the vendor lifetime. This could very well lead to the conclusion
that police scrutiny doesnt affect black markets.
Sale of items on black markets: There are hundreds of items on sale on a black market,
maybe more depending on the size of the black market. There are new items popping up
everyday, while old ones quickly sell out. Studying the sale of items on Alpaca, one of the
bigger dark web participants, the following was the number of sales over time:
Date

Number of items sold

2014-11-07

743

2014-09-25

674

2014-10-24

568

2014-10-27

468

2014-05-21

73

As observed, the sales spike by over 90% during holiday months like - November (Thanksgiving),
September (Labor Day Week), and October (Halloween). While in non-holiday months like May,
the sales stay pretty low.
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CHAPTER 3. EXPERIMENTS AND RESULTS
Category items on black markets over time:

On close observation it was found that

the category items (number of items for each category) increase with time and the growth of
these does not seem to get affected by police scrutiny, which can easily be inferred from Figure
3.3

Figure 3.3: Vendor lifetimes by products sold

Deanonymization and Information leaks: Darknet websites and black markets rely
on the anonymous routing provided by Tor. The anonymity of the sellers, buyers, and the
relationship between them is of utmost importance for black markets to function. We followed
a three-step process in order to deanonymize and detect information leaks:

1. Extracting geo-tags from uploaded images metadata:
We analyzed only JPEG images, so as to standardize the method of data collection.
Using Python and bash scripts, we checked each images EXIF data for latitude and longitude data, saving the coordinates for each geotagged photo. The coordinates were then
extracted and analyzed to determine the number of unique coordinatesvery commonly, a
listing and its associated image would be hosted on a DNM for several days, resulting in
the same image, and thus the same coordinates, appearing in our results multiple times.
The results are shown in Table 3.1.

2. Language-based and text-based analysis:
In order to correlate some findings from the location-based experiment, we tried to
analyze some text-based and language-specific features from available textual data in the
archive such as vendor description, item description, etc.
6
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Name of Market
Grams
Amazon Dark
Freebay
Freemarket

Total Geotagged Images
4
239
460
1160

Unique Geotagged Images
3
1
1
1

Table 3.1: Results of Geotagged images

Figure 3.4: The longitude and latitude of geotagged images as mapped on Google maps

(a) Detecting multiple languages in the same post across different Black Markets:
We made use of a standard technique using nltk in Python to detect the language
of a post. The technique involves tokenizing the paragraph or sentence, followed by
walking across nltk included languages and counting how many unique stopwords are
seen in analyzed text to put this in a dictionary. Consequently, the dictionary key
with the highest numerical value is the most probable language used in the post.
On applying this technique to multiple black markets in the available archive, it was
found that English and only English was used as a standard language in all text-based
resources on the darknet websites.
(b) Using an NER to correlate data:
Using spacy (Stanford NER module for Python), we tried to recognize entities from
the above-mentioned textual data. The entities were divided into the default categories provided by spacy as in Figure 3.5
The entities were visualized using the displaCy module, a named entity visualizer
derived from spacy as shown in Figure 3.6 However, as expected there hasnt been a
significant correlation between these entities across the darknet websites.
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Figure 3.5: Default categories of text in Spacy

Figure 3.6: NER visualized through diSplacy
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Chapter 4

Related Work
The need for more research scrutinizing online hacker communities is a common suggestion in
recent years. However, researchers and practitioners face many challenges when attempting to
do so. There have been several approaches that academics have used to conduct studies related
to the dark web.
Some of the early researchers focussed on the fact that less is known of country specific
differences in these indicators and how they may corroborate population prevalence estimates
for substance use in different countries. Most studies were focused only on market size and
substance availability. Past research on drug-related vendors on Tor marketplaces indicate that
sellers are motivated by the greater anonymity afforded by the Tor Network. Limited research
has even posited that some drug-related vendors on cryptomarkets sell to other dealers, adding
another dimension to existing literature that highlights the retail nature (dealer-to-customer
transactions) of these Tor-based drug markets. Yet these past studies have been largely qualitative in nature. There have been studies conducted for quantitative analysis of vendor accounts
on Evolution and Agora to determine characteristics predictive of vendors advertising controlled
substances, and to determine whether any statistically significant differences among drug vendor
characteristics existed between the two sites.
Furthermore, the recent proliferation of cryptomarkets and the associated emergence of a
sub-field of research on the anonymous web have outpaced the development of an ethical consensus regarding research methods and dissemination amongst scholars working in this unique
online space. The peculiar characteristics of cryptomarket research, which often involves encryption, illegal activity, large-scale data collection, and geographical separation from research
participants, challenge conventional ethical frameworks. A further complicating factor for reaching ethical consensus is the confluence of scholars drawn from a variety of academic disciplines,
each with their own particular norms, practices and perspectives.
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CHAPTER 4. RELATED WORK
Some researchers intend to stimulate awareness and debate, and to prompt further reflection amongst scholars studying these fascinating online phenomena. They explore tensions
and addresses some of the more prominent and pressing ethical questions, including public vs.
private online spaces, anonymity, data sharing and ownership, risks and threats to research subjects and researchers. Also discussed is how best to balance the potential harms of cryptomarket
research against benefits to the public.
Some of the most popular studies include manual qualitative analysis in Russian forums
taking characteristics like price, customer service, trust and relationships into account. One
other studies the trading facilitated by online social media using manual network analysis. Automated content and network analysis has found that contributions to cognitive enhancement of
a community lead to reputation gains. In particular, they may encounter hacking-specific terms,
concepts, tools, and other items that are unfamiliar and may be challenging to understand. For
these reasons, researchers have developed an automated method for developing understanding of
hacker language utilizing the latest advancements in recurrent neural network language models
(RNNLMs) to develop an unsupervised machine learning technique for learning hacker language.
Results suggest that the latest work in RNNLMs can aid in modeling hacker language, providing
promising direction for future research.
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Chapter 5

Feature Engineering
A machine learning based classification model is proposed in this paper. For the same, we had
to prepare our data by administering some feature engineering techniques which are detailed
as below. The dataset used for the same was a subset of the entire Black Market Archive due
to some unintentional delays in extraction of the dataset. The step by step methodology for
feature engineering is as listed below:

5.1

Tagging Textual Data

Before we get into the specifics of tagging textual data. Some introduction needs to be given
about the model that we’re using and why.
Machine learning applications on natural language are an extremely important tool in
the data scientists toolbox. Use cases can include auto-detecting the language of a website,
detecting spam in your spam filter, or auto-completing search queries. When youre working
with text data, an important use case is text classification, where the data scientist is tasked
with creating an algorithm that can figure out what a bit of text is all about (what is the tagline)
based on what is written in the document. This can be used in a myriad of examples we see
everyday, tagging things such as blog articles, app descriptions, and reviews.
In many cases traditional text classification can be difficult to scale, because as the order of
the taxonomy count increases, the amount of training required increases as well. Moreover, with
taxonomy counts in the thousands or tens of thousands, it can become increasingly expensive
to gather a sufficient volume of labeled text examples for each taxonomic class.
For the above mentioned functions, we’re making use of the gensim library majorly used
for topic modeling for humans. In particular, we’re using the following two features of gensim,
namely Word2Vec and Doc2Vec.
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CHAPTER 5. FEATURE ENGINEERING

1. Word2Vec:
Word2Vec (W2V) is an algorithm that takes every word in your vocabularythat is, the
text you are classifyingand turns it into a unique vector that can be added, subtracted,
and manipulated in other ways just like a vector in space.
At a high level, W2V embeddings of your vocabulary into a vector space is a kind of side
effect of building certain neural net algorithms designed to do tasks like autocompletion or
detecting likely adjacent words in a document. As the neural net reads through document
after document, learning how to represent the vocabulary into a format that it can process
in its hidden layer(s) in order to predict the most likely missing words, the algorithm learns
something about the relations that each of the terms in the vocabulary have with respect
to one another, based on the frequencies with which they come together. These patterns
end up getting encoded into a matrix that after a while is able to map any word in the
vocabulary to a vector in a much lower dimensional vector space.
Once embedded, these word-vectors end up displaying very interesting relationships
between one another. Since vectors can be added and subtracted, we can ask questions by
creating word vector equations, like what happens if we add and subtract the word vectors
for ’King,’ ’Man,’ and ’Woman’ as follows:

Figure 5.1: An example of how the Word2Vec model works

When you take the vector for ’King’ and add it to difference vector produced from the
subtracting the ’Man’ vector from the ’Woman’ vector, the resulting vector turns out land
negligibly close to the the word embedding for the term ’Queen.’
This works because the way that the neural network ended up learning about related
frequencies of terms ended up getting encoded into the W2V matrix. Analogous relationships like the differences in relative occurrences of ’Man’ and ’Woman’ end up matching
the relative occurrences of ’King’ and ’Queen’ in certain ways that the W2V captures.
12
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CHAPTER 5. FEATURE ENGINEERING

2. Doc2Vec:
Doc2Vec is an application of Word2Vec that takes the tool and expands it to be used
on entire document, such as an article. In the simplest form, naive Doc2Vec takes the
Word2Vec vectors of every word in your text and aggregates them together by taking a
normalized sum or arithmetic mean of the terms. As you add your word vectors together
over and over again, most of the terms will only show as noise and cancel each other outa
random walk, so to speak. But while the walk is mostly random, it will actually have a
bit of drift. By looking at that driftthe aggregate direction of the texts vectorsyou end up
getting the total topic direction.
For the same reason, we have tagged about 10,000 records of textual posts that were
present in fours black markets - 1776, Agora, Freebay, and Amazon Dark - to be vectorized
further. The labels were the category of product they were defining. For example, the
product description of ’Cannabis’ would be Cannabis.

5.2

Vectorizing Tagged Data

In this part, there are two major points that need to be covered. Once the tagged data had
been obtained, to run the machine learning model scikit-learn on it, there was a requirement for
vectorizing the data, and reducing it to numerical representation.
1. Vectorizing Data:
To do that, we made use of Doc2Vec in the gensim library.
For example: we might imagine averaging all the words in the book A Tale of Two Cities.
If you convert the entire text to Word2Vec vectors, the direction of the resulting single aggregate vector will drift towards embedded concepts such as class struggle, representing the
major theme of the book. In this way Doc2Vec allows the data scientist to represent entire
documents as single vectors, while retaining much (if not all) of the semantic information
about kings, queens, etc that might otherwise be only sparsely encoded in a word frequency
count representations of one’s documents. Moreover, this low-dimensional representation
can have great advantages in avoiding the curse of dimensionality pitfalls that a data scientist

would

have

to

struggle

with.

2. Similarity and Dissimilarity:
The first step in analyzing whether manipulative techniques or computational advertising had been employed for the sale of products on black markets, we tried to extract basic
features like similarity score and dissimilarity score between two textual posts, making use
of the tagged and vectorized data and gensim Doc2vec library. The dissimilarity score is
defined as 1-similarity score here.
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CHAPTER 5. FEATURE ENGINEERING

Figure 5.2: An example of how the Doc2Vec model works

For example: To find the similarity score between any two posts, ”Introduction to
Social Engineering” and ”Canada is a social country” we get a similarity score of 0.88,
and a dissimilarity score of 0.12.
The dimensionality of the scikit-learn model used was 5000 and trained on about 10,000
records with an accuracy of 80%.

14

Chapter 6

Conclusion and Future Work
In this study, we have explored the various aspects of dark web and darkweb forums. Our
analyses has ranged broadly over a spectrum of image and text analysis converging towards the
text analysis of data, since textual data is in abundance.
Based on the experiments conducted, there are a number of conclusions derived from our
results and observations.The dark net markets exist to facilitate the transaction of illicit or
regulated goods, such as drugs and firearms. As such, the importance of preserving anonymity
of both the seller and buyer is paramount. The existence of the geotagged photos online thus
represent a notable failure on two fronts: (1) a failure by the seller and (2) by the website.
Failure by the seller:

The geotagged photos typically consist of the good that is being

sold; as such, it seems a reasonable assumption to say that the picture was being taken by the
seller. While all photos have EXIF data, modern camerasespecially those on smartphones that
have GPSalso have the capability of adding coordinates of where the picture was taken to the
EXIF data. Given the popularity and accessibility of smartphones, it is not unlikely that many
of these photos were taken with smartphones, and a subset of those photos contained geotag
metadata. When uploading these photos to a listing, if the seller does not remove the geotag
data before uploading, they are risking the publication of that localizing data, essentially blindly
handing the management of this sensitive information to a third-party website.
Failure by the Website: Preventing a single instance of metadata exposure requires one
of two things: (1) either every user of the site must be technologically capable and aware of
the necessity to manually strip each pictures metadata before upload, or (2) the site itself can
simply strip or otherwise hide identifiable EXIF data of all uploaded images. This approach can
be seen, for example, with Facebook: they ensure that no images have any user-accessible EXIF
data. Though it may still be stored internally on Facebook servers, Facebook stresses that we
dont display location EXIF data in the version of your photo that you share with others.
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Thus, given the importance for dark net markets of maintaining a reputation for legitimacy
and safety for both sellers and buyers, and considering the difficulty of ensuring best practices by
all users, the markets failure to strip or hide EXIF data presents a significant security oversight.
Indeed, it is surprising that the markets above did not have automated metadata stripping or
concealment protocols, especially as the sites which yielded the majority of geotagged images:
Agora, BlackBank, and Silk Road 2 were all highly popular marketplaces until their respective
closings.
Police scrutiny doesnt seem to affect the success of black markets. They seem to follow
an All or None approach, where they either thrive and continue unaffected or are shut down
completely, only to pop up in a new form after sometime. For example: 1776 was shut down
in November, 2014 but has been reported to resume functionality in late 2015. Sales on black
markets shoot up during holidays, which is quite an interesting behavior, similar to other online
shopping markets in that regard. The said black markets are standardized enough to use English
as the only language for public posts such as vendor descriptions, item listings, seller, buyer
usernames etc.
Future Work

would consist of evaluating and comparing textual data in the dataset in

terms of various textual elements and manipulative techniques. Some parameters for this evaluation include humor, and identifying the product name given its product description. Lastly,
we aim to study the interplay between the algorithmic and sponsored search results, as well
as formulate and explore context transfer, which characterizes the users transition from Web
search to the context of the landing page following an ad-click, or the buy button in this case.
These studies offer deep insights into how users interact with products on darkweb forums, and
facilitate better understanding of the much broader notion of relevance in manipulation and
computational advertising on the darkweb in contrast with the clearnet.
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