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Abstract

CRQWURO aQd PaQaJePeQW SOaQe aSSOLcaWLRQV VXcK aV VeUYeUOeVV IXQcWLRQ RUcKeVWUaWLRQ aQd
4G/5G cRQWURO SOaQe IXQcWLRQV aUe RIIORaded WR VPaUWNICV WR UedXce cRPPXQLcaWLRQ aQd
SURceVVLQJ OaWeQc\. SXcK aSSOLcaWLRQV LQYROYe PXOWLSOe LQWeU-KRVW LQWeUacWLRQV WKaW ZeUe
WUadLWLRQaOO\ VecXUed XVLQJ SSL/TLS JRPC-baVed cRPPXQLcaWLRQ cKaQQeOV. OIIORadLQJ WKe
aSSOLcaWLRQV WR VPaUWNIC LPSOLeV WKe VecXULW\ aOJRULWKPV PXVW aOVR be RIIORaded. OWKeUZLVe,
WKeUe LV a Qeed WR VeQd WKe aSSOLcaWLRQ PeVVaJeV WR WKe KRVW VM/cRQWaLQeU IRU cU\SWR RSeUaWLRQV,
QeJaWLQJ RIIORad beQeILWV.

TKLV ZRUN SURSRVeV cU\SWR e[WeUQV IRU NeWURQRPe AJLOLR VPaUWNICV WKaW LPSOePeQWV
aXWKeQWLcaWLRQ aQd cRQILdeQWLaOLW\ (eQcU\SWLRQ/decU\SWLRQ) XVLQJ WKe CKaCKa VWUeaP cLSKeU
aOJRULWKP. AES aQd CKaCKa aUe WZR SRSXOaU cLSKeU VXLWeV, bXW CKaCKa ZaV cKRVeQ VLQce QRQe
RI WKe VPaUWNICV KaYe CKaCKa-baVed cU\SWR acceOeUaWRUV. HRZeYeU, VPaUWNICV KaYe UeVWULcWed
LQVWUXcWLRQ VeW, aQd OLPLWed PePRU\, PaNLQJ LW dLIILcXOW WR LPSOePeQW VecXULW\ aOJRULWKPV. TKLV
ZRUN LdeQWLILeV aQd addUeVVeV VeYeUaO cKaOOeQJeV WR LPSOePeQW CKaCKa cU\SWR SULPLWLYeV
VXcceVVIXOO\. TKe eYaOXaWLRQV VKRZ WKaW WKe SURSRVed cU\SWR e[WeUQ LPSOePeQWaWLRQ VaWLVILeV WKe
VcaOabLOLW\ UeTXLUePeQW RI SRSXOaU aSSOLcaWLRQV VXcK aV VeUYeUOeVV PaQaJePeQW IXQcWLRQV aQd
KRVW LQ-baQd QeWZRUN WeOePeWU\.
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1. Introduction

ReceQW adYaQcePeQWV LQ SURJUaPPabOe daWa SOaQe deYLceV (e.J., SURJUaPPabOe VZLWcKeV,
VPaUWNICV) KaYe cUeaWed RSSRUWXQLWLeV WR VaYe SUecLRXV CPU c\cOeV aQd acKLeYe ORZ OaWeQcLeV
b\ RIIORadLQJ aSSOLcaWLRQV WR WKeVe deYLceV [28/1, 32/2, 42/3]. SLQce VPaUWNICV VWa\ cORVe WR WKe
PeVVaJe daWa SaWK, SURceVVLQJ deOa\V LQ WKe KRVW/VM/cRQWaLQeU¶V QeWZRUN VWacN caQ be
aYRLded.

MaQ\ UeceQW ZRUNV OeYeUaJe WKLV RSSRUWXQLW\ aQd RIIORaded cRQWURO aQd PaQaJePeQW
aSSOLcaWLRQV [18, 25, 38, 39, 56] WR VPaUWNICV. B\ dRLQJ VR, WKe\ RbVeUYe a VLJQLILcaQW UedXcWLRQ
LQ OaWeQc\ (L.e., RRXQd TULS TLPeV (RTTV)) aQd VaYLQJV LQ CPU XVaJe. SRPe e[aPSOe RIIORaded
aSSOLcaWLRQV aUe dLVWULbXWed RUcKeVWUaWRU IRU VeUYeUOeVV aSSOLcaWLRQV [25, 39], IaLORYeU PaQaJeU
[39], ORad baOaQceU [25], cRQVeQVXV PaQaJeU [38], aQd UeSOLcaWLRQ PaQaJeU [38].

MRVW RI WKeVe aSSOLcaWLRQV aUe dLVWULbXWed acURVV PXOWLSOe VMV/cRQWaLQeUV aQd e[cKaQJe cRQWURO
PeVVaJeV IUeTXeQWO\. PULRU WR RIIORadLQJ cRQWURO/PaQaJePeQW aSSOLcaWLRQV WR VPaUWNICV,
IUaPeZRUNV VXcK aV JRPC ZLWK bXLOW-LQ SSL/TLS OLbUaU\ [12] ZeUe XVed WR VecXUe
cRPPXQLcaWLRQ RI aSSOLcaWLRQ cRQWURO PeVVaJeV. TKXV, ZKeQ RIIORadLQJ VXcK aSSOLcaWLRQV, WKeUe
LV a Qeed IRU VLPLOaU cU\SWR-baVed VecXULW\ IUaPeZRUNV RQ VPaUWNICV. OWKeUZLVe, WKe VPaUWNIC
ZLOO IRUZaUd WKe cRQWURO PeVVaJeV WR WKe aSSOLcaWLRQ VM/cRQWaLQeU IRU cU\SWR RSeUaWLRQV,
deIeaWLQJ WKe SXUSRVe RI UedXcLQJ OaWeQcLeV aQd VaYLQJ KRVW CPU c\cOeV. TKeUeIRUe, aSSOLcaWLRQ
RIIORadV bULQJ a WUade-RII beWZeeQ VecXULW\ aQd SeUIRUPaQce.

TR VecXUe RIIORaded aSSOLcaWLRQ¶V cRPPXQLcaWLRQ, RQe SRSXOaU cU\SWR aOJRULWKP aYaLOabOe RQ
WRda\¶V VPaUWNICV LV WKe AES-GCM bORcN cLSKeU. HRZeYeU, WKeUe LV PXcK OeVV aWWeQWLRQ WR
aOWeUQaWe VWUeaP cLSKeUV, VXcK aV WKe CKaCKa cLSKeU. CXUUeQWO\, WKe NYLdLa BOXeFLeOd NICV [10]
VXSSRUW KaUdZaUe SXbOLc Ne\ acceOeUaWRUV XVLQJ AES-GCM cLSKeU VXLWe. TKe CKaCKa aOJRULWKP
LV aQ Add-RRWaWe- XOR (ARX) cLSKeU ZLWK a CPU-IULeQdO\ deVLJQ WKaW SURYLdeV WKe VaPe RU
beWWeU OeYeO RI VecXULW\ aV AES [48]. CKaCKa LV IaVWeU WKaQ WKe AES cLSKeU aV a UeVXOW RI WKe ARX
RSeUaWLRQV aQd KaV beeQ deVLJQed WR be UeVLVWaQW WR VLde-cKaQQeO cacKe-WLPLQJ aWWacNV [43].

IQ WKLV SaSeU, CKaCKa-baVed cU\SWR SULPLWLYeV (RU APIV) aUe deVLJQed RQ VPaUWNIC WR eQabOe
aXWKeQWLcaWLRQ, eQcU\SWLRQ, aQd decU\SWLRQ RI aSSOLcaWLRQ PeVVaJeV RIIORaded WR WKe VPaUWNIC
ZLWKRXW XVLQJ KaUdZaUe cR-SURceVVRUV. TKe NeWURQRPe¶V SLSeOLQe LV SURJUaPPed XVLQJ
P4/PLcUR-C WR VXSSRUW CKaCKa SULPLWLYeV LQOLQe, VR WKeUe aUe QR dLJUeVVLRQV LQ WKe SacNeW
SURceVVLQJ IORZ. HRZeYeU, NeWURQRPe VPaUWNICV KaYe UeVWULcWed LQVWUXcWLRQ VeW aQd OLPLWed
PePRU\, PaNLQJ LW cKaOOeQJLQJ WR LPSOePeQW cRPSOe[ cU\SWR RSeUaWLRQV. IQ WKe ZRUN SUeVeQWed
KeUe, VeYeUaO cKaOOeQJeV aUe LdeQWLILed aQd addUeVVed, aQd CKaCKa-baVed cU\SWR SULPLWLYeV aUe
VXcceVVIXOO\ LPSOePeQWed RQ NeWURQRPe VPaUWNIC.

TKe Ne\ cRQWULbXWLRQV RI WKLV ZRUN aUe aV IROORZV:

1. TR PRWLYaWe WKe Qeed IRU LQ-QeWZRUN cU\SWR SULPLWLYeV, WKe aSSOLcaWLRQV RIIORaded WR
VPaUWNICV aUe LdeQWLILed WKaW beQeILW IURP XVLQJ WKeVe cU\SWR SULPLWLYeV.
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2. IdeQWLILcaWLRQ aQd UeVROYLQJ WKe cKaOOeQJeV LQ LPSOePeQWLQJ WKe CKaCKa aOJRULWKP IRU
aXWKeQWLcaWLRQ aQd cRQILdeQWLaOLW\ RYeU NeWURQRPe VPaUWNICV.

3. PeUIRUPaQce eYaOXaWLRQ RI CKaCKa aOJRULWKP RIIORaded WR NeWURQRPe VPaUWNICV.

2. Motivation

TKLV VecWLRQ deVcULbeV WKe XVe caVeV, WKe WKUeaW PRdeO, aQd WKe PRWLYaWLRQ RI WKLV ZRUN.

2.1 Usecase

IQ VeUYeUOeVV cRPSXWLQJ, WKeUe aUe WZR PaLQ cRPSRQeQWV: (1) SeUYeUOeVV FXQcWLRQV (SFV) WKaW
cRPSULVe VeYeUaO PLcURVeUYLceV WKaW caQ eLWKeU UXQ VeULaOO\, LQ SaUaOOeO, RU a cRPbLQaWLRQ RI bRWK;
aQd (2) TKe PaQaJePeQW aSSOLcaWLRQV VXcK aV aQ RUcKeVWUaWRU aQd a ORad baOaQceU WKaW PaQaJe
WKe e[ecXWLRQ RI WKeVe SFV. FRU LQVWaQce, aQ SF cRQVLVWV RI VeYeUaO PLcURVeUYLceV, aQd eacK
PLcURVeUYLce UXQV RQ LQdLYLdXaO cRQWaLQeUV. TKeVe cRQWaLQeUV cRPPXQLcaWe ZLWK aQ RUcKeVWUaWRU
LQdLcaWLQJ WKe RXWcRPe, VXcK aV cRPSOeWLRQ, RXWSXW VWaWe, RU aQ eUURU PeVVaJe. TKe RUcKeVWUaWRU
XVeV WKeVe PeVVaJeV WR LQYRNe WKe dLVSaWcKeU aQd WKe ORad baOaQceU WR VWaUW WKe Qe[W
PLcURVeUYLce LQ WKe SF¶V ZRUNIORZ. TUadLWLRQaOO\, WKeVe PeVVaJeV aUe cRPPXQLcaWed XVLQJ a
VecXUe JRPC-baVed SSL/TLS cKaQQeO. TabOe 1 OLVWV aSSOLcaWLRQV WKaW KaYe dePRQVWUaWed
SeUIRUPaQce beQeILWV YLa RIIORadLQJ SURceVVLQJ WR VPaUWNICV. We PXVW VecXUe WKe cRQWURO
PeVVaJeV LQ VXcK RIIORaded V\VWePV; RWKeUZLVe, WKe V\VWeP LV YXOQeUabOe WR aWWacNV RQ
cRQILdeQWLaOLW\ aQd aXWKeQWLcaWLRQ.

2.2 Threat model

CRPSURPLVed VMV/cRQWaLQeUV LQ a cORXd eQYLURQPeQW aUe YXOQeUabOe WR SRVLQJ a WKUeaW WR RWKeU
VMV RU cRQWaLQeUV [34, 36, 37, 52, 55]. TKe IROORZLQJ aVVXPSWLRQV aUe Pade (1) TKe VMV RU
cRQWaLQeUV aUe QRW WUXVWed aV WKe\ caQ UXQ XQWUXVWed cRde IURP e[WeUQaO XVeUV. (2) WKeQ WKe
aSSOLcaWLRQ (e.J. OUcKeVWUaWRU) LV RIIORaded WR VPaUWNIC, WKe PeVVaJeV e[cKaQJed beWZeeQ WKe
VPaUWNIC aQd WKe VM/cRQWaLQeU (PLcURVeUYLceV) aUe VeQW LQ SOaLQ We[W. IQ WeUPV RI aWWacNV, aQ
adYeUVaU\ caQ OLVWeQ WR PeVVaJeV LI a PLcURVeUYLce (JeQeUaO-SXUSRVe XVeU-ZULWWeQ cRde) LV
cRPSURPLVed. AQRWKeU SRVVLbOe aWWacN LV LI RQe RI WKe VeUYeUV LV cRPSURPLVed aW a K\SeUYLVRU
OeYeO (e.J., b\ LQVWaOOLQJ a bacNdRRU), WKe adYeUVaU\ caQ OLVWeQ WR aOO WKe VWaWe PeVVaJeV RI aOO
VMV/CRQWaLQeUV UXQQLQJ RQ WKe VeUYeU.

2.3 Motivation for Chacha20

EQcU\SWLRQ aOJRULWKPV RU ³cLSKeUV´ JXaUaQWee daWa SULYac\, VecXULW\, aXWKeQWLcaWLRQ, aQd LQWeJULW\.
CLSKeUV WKaW XVe WKe VaPe Ne\ IRU eQcU\SWLRQ aQd decU\SWLRQ aUe V\PPeWULc cLSKeUV; WKe\ caQ
IXUWKeU be cOaVVLILed LQWR bORcN cLSKeUV aQd VWUeaP cLSKeUV. DaWa EQcU\SWLRQ SWaQdaUd (DES) aQd
AdYaQced EQcU\SWLRQ SWaQdaUd (AES) aUe WZR cRPPRQO\ VeeQ bORcN cLSKeUV, ZKLOe RLYeVW
CLSKeU (RC4), SaOVa, aQd CKaCKa20 aUe e[aPSOeV RI VWUeaP cLSKeUV. CKaCKa LV deVLJQed IRU
KLJK SeUIRUPaQce (aV LW UeTXLUeV IeZ UeVRXUceV aQd LQe[SeQVLYe RSeUaWLRQV) aQd WR SUeYeQW
OeaNaJe RI LQIRUPaWLRQ WKURXJK VLde-cKaQQeO aWWacNV[17]. CXUUeQWO\, TLS 1.3 [51] VXSSRUWV bRWK
WKe AES-GCM cLSKeU aQd CKaCKa20/PRO\1305 cLSKeUV. A UeceQW ZRUN (L5R [49]) RIIORadV
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TLS/AES-GCM SURceVVLQJ (eQcU\SWLRQ/decU\SWLRQ/aXWKeQWLcaWLRQ) WR VPaUWNIC. TKLV ZRUN
cRPSOePeQWV WKeVe eIIRUWV b\ RIIORadLQJ CKaCKa-baVed aOJRULWKPV WR NeWURQRPe VPaUWNICV.

Table 1: E[ample Applications

Applications that can be
offloaded to SmartNICs

Communicated message
details

Message state that requires
protection

SeUYeUOeVV
cRPSXWLQJ

GaWeZa\
aSSOLcaWLRQ [20]

SeQdV e[ecXWLRQ UeTXeVW WR
VSecLILc NIC

PacNeW KeadeU ZLWK PLcURVeUYLce
LdeQWLILeU

DLVWULbXWed
RUcKeVWUaWRU

[25, 39]
ReceLYeV ZRUNIORZ SURJUeVV
XSdaWeV IURP ZRUNeU QRdeV

SeUYeUOeVV ZRUNIORZ¶V SURJUeVV
VWaWe

DLVSaWcKeU
aSSOLcaWLRQ [25]

ReTXeVWV e[ecXWLRQ RI a
SaUWLcXOaU SF

CXUUeQW SF RXWSXW, ZRUNeU QRde
LdeQWLILeU IRU WKe Qe[W IXQcWLRQ LQ
WKe ZRUNIORZ

LRad baOaQceU
[25]

ReceLYeV XWLOL]aWLRQ PeWULcV IURP
ZRUNeU QRdeV UWLOL]aWLRQ PeWULcV

FaLORYeU
PaQaJeU[39] PeULRdLc PRQLWRU

HeaOWK VWaWLVWLcV RI VeUYeUOeVV
cOXVWeU

ReSOLcaWLRQ MaQaJeU [39], [38] ReSOLcaWe VWaWe IRU IaLORYeU

ReSOLcaWed VWaWe (SeUYeUOeVV
aSSOLcaWLRQ: WRUNIORZ SURJUeVV
VWaWe, e[ecXWLRQ UeVXOWV, ZRUNeU
PeWadaWa)

HRVW IQ-baQd NeWZRUN TeOePeWU\ [46]
SeQd/UeceLYe SeU-IORZ WeOePeWU\
SacNeWV TeOePeWU\ VWaWe

CRQVeQVXV SURWRcRO [38], [24],
DLVWULbXWed WUaQVacWLRQV [38]

AJUeePeQW SURWRcRO PeVVaJeV
beWZeeQ WKe SURSRVeU, acceSWRUV,
aQd OeaUQeU

Pa[RV SURWRcRO PeVVaJe VWaWe
(PKaVe1, PKaVe2), SURSRVed
YaOXe

ReaO-WLPe aQaO\WLcV [38]
TRS-Q daWa IURP ZRUNeUV WR aQ
aJJUeJaWRU TRS-Q daWa

CRQJeVWLRQ-aZaUe ORad baOaQcLQJ aW
WKe KRVW K\SeUYLVRU [30]

ECN PeVVaJeV cRPPXQLcaWed
beWZeeQ WKe K\SeUYLVRUV WKaW KRVW
VMV ECN PeVVaJeV
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3. Background

3.1 Programmable Networks

PURJUaPPabOe QeWZRUNV aOORZ UecRQILJXUabLOLW\ RI WKe QeWZRUN. OQe RI WKe PaMRU LdeaV WKaW
eQabOed WKLV LV WR caWeJRUL]e WKe IXQcWLRQaOLWLeV RI WKe QeWZRUN deYLce LQWR WKe cRQWURO SOaQe aQd
WKe daWa SOaQe (aOVR NQRZQ aV WKe IRUZaUdLQJ SOaQe)[63]. TKLV ORJLcaO VeSaUaWLRQ WKeQ aOORZed
UeVeaUcKeUV WR WKLQN abRXW UePRYLQJ WKe cRQWURO SOaQe IURP WKe QeWZRUN deYLce, a cRQceSW
NQRZQ aV SRIWZaUe DeILQed NeWZRUNV (SDN).

IQ SDN, WKe cRQWURO SOaQe LV LPSOePeQWed LQ cRQWUROOeUV ZKLcK LQWeUacW ZLWK WKe daWa SOaQeV RI
PXOWLSOe deYLceV. TKLV aOORZV WKe cRQWURO SOaQe WR becRPe dLUecWO\ SURJUaPPabOe aQd SURYLdeV a
QeWZRUN-ZLde YLeZ WR WKe cRQWUROOeU eQabOLQJ WKe LPSOePeQWaWLRQ RI cRPSOe[ IXQcWLRQaOLWLeV VXcK
aV PRQLWRULQJ aQd PeaVXUePeQW WaVNV, VecXULW\, d\QaPLc URXWLQJ IRU OLQN IaLOXUeV aQd
YLUWXaOL]aWLRQ[64]. TKe cRPPXQLcaWLRQ beWZeeQ WKe cRQWURO SOaQe LQ WKe cRQWUROOeU aQd WKe daWa
SOaQe LQ WKe QeWZRUN deYLce caQ be dRQe XVLQJ dLIIeUeQW SURWRcROV VXcK aV OSeQFORZ[65], CLVcR
S\VWePV' OSeQ NeWZRUN EQYLURQPeQW[66] aQd NLcLUa'V QeWZRUN YLUWXaOL]aWLRQ SOaWIRUP[67].

SDN IRcXVed RQ SURJUaPPLQJ WKe cRQWURO SOaQe. TR cKaQJe KRZ WKe SacNeW LV beLQJ SURceVVed
aQd IRUZaUded LQ WKe QeWZRUN, WKe daWa SOaQe QeedV WR becRPe SURJUaPPabOe. TKe LQYeQW RI
SURJUaPPabOe KaUdZaUe VXcK aV FPGAV, NPUV, CPUV aQd PISA ASICV KaV Pade LW SRVVLbOe
IRU WKe daWa SOaQe WR be SURJUaPPabOe aV ZeOO VLQce WKe daWa SOaQe LV dLUecWO\ LPSOePeQWed LQ
KaUdZaUe.

Fig.1. Programming a P4 target[68]

11



3.2 P4

P4 LV a KLJK-OeYeO OaQJXaJe WR SURJUaP WKe daWa SOaQe. TKLV VecWLRQ ZLOO SURYLde aQ RYeUYLeZ RI
WKe OaQJXaJe LQ a bULeI PaQQeU aQd LV QRW e[KaXVWLYe.

3.2.1 Architecture and E[terns

TKe P4 aUcKLWecWXUe PRdeO deWeUPLQeV WKe VWUXcWXUe RI WKe P4 SURJUaP VLQce WKe aUcKLWecWXUe
deILQeV ZKLcK cRPSRQeQWV RI WKe SacNeW SURceVVLQJ SLSeOLQe aUe SURJUaPPabOe. TKeUe LV a Y1
aUcKLWecWXUaO PRdeO XVed LQ VRIWZaUe VZLWcKeV VXcK aV BMV2 aQd WKe PSA aUcKLWecWXUe PRdeO
VKRZQ beORZ, cRPPRQO\ XVed LQ KaUdZaUe VZLWcKeV VXcK aV IQWeO TRILQR. TKe aLP LV WR KaYe a
VeW RI VWaQdaUd aUcKLWecWXUe PRdeOV VR WKaW WaUJeW LQdeSeQdeQce caQ be acKLeYed VLQce WKe
VaPe P4 SURJUaP caQ SRVVLbO\ be UXQ RQ aQRWKeU WaUJeW ZKLcK VXSSRUWV WKe VaPe aUcKLWecWXUe.

Fig.2. PISA architecture[69] model. The bo[es in white are programmable.

E[WeUQV aUe OLbUaULeV WKe YeQdRU SURYLdeV aQd caQ be XWLOL]ed WR LPSOePeQW cRPSOe[
IXQcWLRQaOLWLeV OLNe KaVK IXQcWLRQV, PeWeUV, eWc., aW OLQe UaWe. SR WKe WaUJeW KaUdZaUe deWeUPLQeV
ZKLcK aUcKLWecWXUe PRdeO LW VXSSRUWV aQd ZKLcK e[WeUQV LW KaV.

3.2.2 P4Runtime

P4RXQWLPe LV aQ API XVed IRU cRPPXQLcaWLRQ beWZeeQ WKe cRQWURO SOaQe aQd WKe daWa SOaQe
ZKeQ WKe daWa SOaQe LV SURJUaPPed XVLQJ P4. IW LV RQO\ cRPSaWLbOe ZLWK , QRW . TKe API𝑃4

16
𝑃4

14

LV deILQed LQ WKe PURWRbXI IRUPaW aYaLOabOe aW [70]. IW XVeV JRPC WR LQVWaOO WKe UeTXLUed UXOeV LQ
WKe daWa SOaQe aQd caQ be cRPSLOed XVLQJ SURWRc WR JeQeUaWe WKe cOLeQW aQd VeUYeU VWXbV. IW
aOVR VXSSRUWV PXOWLSOe cRQWUROOeUV.

P4RXQWLPe XVeV WKe LQIRUPaWLRQ aYaLOabOe LQ P4IQIR PeWadaWa JeQeUaWed b\ WKe P4 cRPSLOeU.
P4IQIR KaV LQIRUPaWLRQ abRXW WabOeV aQd e[WeUQ LQVWaQceV XVed LQ WKe SURJUaP[71]. TKLV API LV
XVed WR LQVWaOO UXOeV LQ WKe PaWcK-acWLRQ WabOeV, Uead YaOXeV RI cRXQWeUV, cRQILJXUe PeWeUV, Uead
UeJLVWeUV, eWc.
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3.2.3 Stateful Data Structures

TKeVe daWa VWUXcWXUeV VWRUe LQIRUPaWLRQ aQd SeUVLVW acURVV PXOWLSOe SacNeWV. TKe daWa VWUXcWXUeV
OLVWed beORZ aUe VSecLILed b\ P4, bXW WKeUe Pa\ be PRUe YaULaWLRQV deSeQdLQJ RQ WKe VSecLILc
QeWZRUN deYLce.

Tables: TKeVe aUe PaWcK-acWLRQ WabOeV ZKLcK deILQe a Ne\ baVed RQ WKe KeadeU ILeOdV RQ ZKLcK
aQ LQcRPLQJ SacNeW QeedV WR be PaWcKed. II a PaWcK LV IRXQd aJaLQVW a Ne\ LQ WKe WabOe, WKeQ WKe
cRUUeVSRQdLQJ acWLRQ LV caUULed RXW. II QR PaWcK LV IRXQd, WKeQ WKe WabOe JeQeUaOO\ KaV a deIaXOW
acWLRQ VSecLILed LQ WKe P4 VRXUce cRde WKaW LV e[ecXWed. TKe ZRUNLQJ RI WKe WabOe LV
dePRQVWUaWed LQ WKe beORZ ILJXUe.

Fig.3. Match-Action Table Processing[72]

TKe W\Se RI PaWcK caQ be (1) e[acW PaWcK, (2) ORQJeVW SUeIL[ PaWcK RU (3) WeUQaU\ PaWcK. OWKeU
W\SeV RI PaWcKeV Pa\ aOVR be SRVVLbOe deSeQdLQJ RQ WKe WaUJeW KaUdZaUe. RXOeV LQ WKe PaWcK
acWLRQ WabOe caQ RQO\ be ZULWWeQ b\ WKe cRQWURO SOaQe, SRVVLbO\ XVLQJ WKe P4RXQWLPe. TKe daWa
SOaQe caQ RQO\ Uead WKe WabOe eQWULeV.

Registers: ReJLVWeUV aUe e[WeUQV WKaW IXQcWLRQ aV aUUa\V (WKe\ caQ be XVed aV a YaULabOe, aQ
aUUa\ RI VL]e 1) aQd caQ be XVed WR VWRUe VPaOO aPRXQWV RI daWa. WKLOe decOaULQJ a UeJLVWeU aUUa\,
WKe bLW ZLdWK RI WKe daWa WR be VWRUed aQd WKe VL]e RI WKe aUUa\ Qeed WR be VSecLILed. ReJLVWeUV
caQ be Uead aQd ZULWWeQ IURP WKe daWa SOaQe aV ZeOO aV WKe cRQWURO SOaQe.

Counter: CRXQWeUV aUe XVed WR NeeS WUacN RI KRZ PaQ\ b\WeV, SacNeWV, RU b\WeV aQd SacNeWV,
VeeQ b\ WKe QeWZRUN deYLce. IW caQ RQO\ be ZULWWeQ IURP WKe daWa SOaQe aQd Uead/UeVeW b\ WKe
cRQWURO SOaQe. CRXQWeUV caQ eLWKeU be aWWacKed WR WKe PaWcK acWLRQ WabOeV caOOed aV
DLUecWCRXQWeU RU caQ be LQdeSeQdeQW LQ WKe P4 SURJUaP. TKe\ KaYe a cRXQW IXQcWLRQ ZKLcK caQ
be XVed WR LQcUePeQW WKe cRXQWeU YaOXe IURP WKe daWa SOaQe.
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Meters: MeWeUV aUe PRVW cRPPRQO\ XVed aV UaWe OLPLWeUV. TKe\ caQ RQO\ be cRQILJXUed/UeVeW
IURP WKe daWa SOaQe. BaVed RQ WKe cRQILJXUaWLRQ, LW aVVLJQV RQe RI WKUee cRORXUV WR WKe SacNeW:1)
JUeeQ, 2) \eOORZ, aQd 3) Ued, aQd baVed RQ WKe cRORXU aVVLJQPeQW, WKe P4 SURJUaP cKaQJeV KRZ
WKe SacNeW LV KaQdOed. TKe\ caQ aOVR be aVVLJQed LQ aUUa\V aQd aVVRcLaWed ZLWK WabOeV caOOed
DLUecWMeWeU. MeWeUV KaYe aQ e[ecXWe IXQcWLRQ.

3.3 On and Off-path smartNICs

MXOWLcRUe VPaUWNICV caQ be cKaUacWeUL]ed LQWR OQ-SaWK aQd OII-SaWK VPaUWNICV baVed RQ WKe
SacNeW IORZ [19]. IQ RQ-SaWK VPaUW-NICV, aOO WUaIILc LV KaQdOed b\ WKe NIC cRUeV aQd WaVNV aUe
e[ecXWed RQ WKe VPaUWNIC b\ addLQJ ORJLc WR WKe SURceVVLQJ SLSeOLQe [38]. TKe NIC cRUeV aUe
abOe WR LQYRNe VSecLaO KaUdZaUe acceOeUaWRUV IRU WaVNV VXcK aV cU\SWR aQd cRPSUeVVLRQ [23]. IQ
RII-SaWK VPaUW-NICV, WKe NIC¶V cRUeV aUe QRW dLUecWO\ RQ WKe daWa SaWK IURP WKe KRVW WR WKe
QeWZRUN, bXW LQVWead, WKeUe e[LVWV a NIC-VZLWcK cRQQecWLQJ WKe QeWZRUN SRUWV, WKe KRVW cRUeV aQd
WKe NIC cRUeV[54].

Fig.4. SmartNIC designs

TKe NIC-VZLWcK LV a VSecLaOL]ed KaUdZaUe XQLW ZLWK PaWcK-acWLRQ eQJLQeV aQd
UXQWLPe-cRQILJXUabOe UXOeV IRU URXWLQJ SacNeWV [23]. MaUYeOO LLTXLdIO [7] aQd NeWURQRPe NICV[3]
aUe RQ-SaWK VPaUW- NICV, ZKLOe MeOOaQR[ BOXeFLeOd[8] aQd BURadcRP SWLQJUa\ [6] aUe RII-SaWK
VPaUWNICV. OQ-SaWK VPaUWNICV KaYe WKe adYaQWaJe WKaW WKe NIC cRUeV KaYe dLUecW acceVV WR
SacNeW PePRU\, WKXV UeVXOWLQJ LQ ORZ OaWeQc\ SacNeW SURceVVLQJ, ZKLOe WKe NIC VZLWcK LQ RII-SaWK
VPaUWNICV aOORZV SacNeWV WR VNLS NIC cRUeV aQd dLUecWO\ acceVV KRVW cRUeV. FLJ. 4 VKRZV WKe
WZR VPaUWNIC PRdeV.
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3.4   Netronome architecture

IQ WKLV ZRUN, WKe NeWURQRPe AJLOLR SRC VPaUWNIC SOaWIRUP LV XVed WKaW beORQJV WR WKe NFP-4000
deYLce IaPLO\. NFP-baVed AJLOLR SPaUW-NICV VXSSRUW a UVeU DaWaSaWK PURJUaPPLQJ MRdeO WKaW
aOORZV XVeUV WR SURJUaP aQd cXVWRPL]e WKe daWaSaWK RQ WKe SPaUWNIC. TKe NFP-4000
SURceVVRU LQcOXdeV 48 SacNeW SURceVVLQJ cRUeV (PPCV) aQd 60 IORZ SURceVVLQJ cRUeV (FPCV).
TKe FPCV aUe SURJUaPPabOe bORcNV WKaW caQ UXQ SURJUaPV ZULWWeQ LQ P4 aQd PLcURC, ZKLOe WKe
PPCV eQVXUe baVLc IXQcWLRQaOLW\. EacK FPC LV aQ LQdeSeQdeQW 32-bLW cRUe aW 800 MH] ZLWK 8
KaUdZaUe WKUeadV, 32 KB LQVWUXcWLRQ PePRU\, 4 KB daWa PePRU\, aQd CRC acceOeUaWLRQ. TKe
cU\SWR acceOeUaWRUV VKRZQ LQ WKe ILJXUe aUe QRW \eW VXSSRUWed b\ WKe QeWZRUN caUdV aYaLOabOe WR
XV, bXW WKeUe aUe dLIIeUeQW W\SeV RI KaVK IXQcWLRQV aYaLOabOe RQ WKe KaVK acceOeUaWRU.

Fig.5 NFP-4000 Flow Processor Block Diagram

TKe NFP daWa SaWK caQ be cXVWRPL]ed aQd SURJUaPPed IRU cXVWRP SacNeW/IORZ SURceVVLQJ
XVLQJ P4 aQd C OaQJXaJeV. IQ WKLV SaSeU, Ze XVe WKe NeWURQRPe¶V SDK, ZKLcK RIIeUV aQ
eQYLURQPeQW VXSSRUWLYe RI bRWK P4 aQd C VRIWZaUe deYeORSPeQW. AORQJ ZLWK cRde aQd daWa VWRUe
IRU WKe FPCV, WKe NFP-4000 LQcOXdeV IRXU RWKeU NLQdV RI PePRU\ aYaLOabOe WR FPCV [5]: (L) 64 KB
RI COXVWeU LRcaO ScUaWcK (CLS); (LL) 256 KB RI COXVWeU TaUJeW MePRU\ (CTM); (LLL) IQWeUQaO
MePRU\ UQLW (IMEM) WKaW SURYLdeV 4 MB RI SRAM; aQd (LY) E[WeUQaO MePRU\ (EMEM) WKaW KaV 2
GB RI DRAM ZLWK a 3 MB SRAM cacKe.
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Fig. 6 Netronome NFP-4000 Flow Processor Memor\ Hierarch\

3.5 The ChaCha algorithm

CKaCKa [44] LV a 256-bLW VWUeaP cLSKeU WecKQLTXe WKaW XVeV WKe VaPe Ne\ IRU eQcU\SWLRQ aQd
decU\SWLRQ. FLJXUe 1 VKRZV WKe ZRUNLQJ RI WKe CKaCKa aOJRULWKP. TKe LQSXWV WR WKe CKaCKa
aOJRULWKP aUe a 256-bLW Ne\, a 96-bLW QRQce (SVeXdR-UaQdRP QXPbeU), aQd a 32-bLW bORcN cRXQWeU.

State initiali]ation: TKe CKaCKa VWaWe LV LQLWLaOL]ed ZLWK (a) IRXU cRQVWaQW 32-bLW ZRUdV, (b) eLJKW
32-bLW Ne\ ZRUdV, (c) a 32-bLW bORcN cRXQWeU, aQd (d) WKUee QRQce ZRUdV (96 bLWV). TKe LQcRPLQJ
PeVVaJe RI aUbLWUaU\ OeQJWK LV dLYLded LQWR 16-ZRUd (512-bLW) bORcNV, aQd aSSURSULaWe SaddLQJ
bLWV aUe aSSeQded LI WKe PeVVaJe OeQJWK LV QRW a PXOWLSOe RI 8 ZRUdV. TKe cRXQWeU LV
LQcUePeQWed b\ RQe IRU eacK PeVVaJe bORcN.

ChaCha rounds: FRU eYeU\ PeVVaJe bORcN (SOaLQWe[W/cLSKeUWe[W), WKe LQSXW VWaWe PaWUL[ LV
WUaQVIRUPed b\ aOWeUQaWLQJ cROXPQ TXaUWeU URXQd aQd a dLaJRQaO TXaUWeU URXQd. TKe ILJXUe
VKRZV WKaW eacK TXaUWeU URXQd (QURXQd) XSdaWeV IRXU 32-bLW VWaWe ZRUdV (YL]., a, b, c, d) XVLQJ 4
addLWLRQV, 4 XOR RSeUaWLRQV, aQd 4 URWaWLRQV. TKe CKaCKa<N> aOJRULWKP SeUIRUPV a WRWaO RI N
TXaUWeU URXQdV. FRU e[aPSOe, CKaCKa20 SeUIRUPV 10 cROXPQ URXQdV aQd 10 dLaJRQaO URXQdV.
TKe UeVXOW RI eacK PeVVaJe bORcN LV added WR WKe 16-ZRUd (512-bLW) RXWSXW bORcN WR JeQeUaWe WKe
16-ZRUd Ne\VWUeaP.

ChaCha encr\ption/decr\ption: FRU eYeU\ PeVVaJe bORcN (SOaLQWe[W/cLSKeUWe[W), WKe 16 ZRUdV
RI WKe Ne\VWUeaP aUe XORed WR WKe 16 ZRUdV RI SOaLQWe[W/cLSKeUWe[W WR RbWaLQ 16 ZRUdV RI
cLSKeUWe[W/ SOaLQWe[W.
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Fig.7 ChaCha algorithm for encr\ption and decr\ption

4. Related Work

WLWK WKe ULVe RI PURJUaPPabOe DaWa POaQeV (PDPV), a PXOWLWXde RI UeVeaUcKeUV KaYe e[WeQVLYeO\
ORRNed LQWR aXWKeQWLcaWLRQ aQd cRQILdeQWLaOLW\ LPSOePeQWaWLRQV RQ SURJUaPPabOe KaUdZaUe VXcK
aV BaUeIRRW TRILQR RU VPaUWNICV. TKe aXWKRUV RI P4KQRcNLQJ [61] SUeVeQW WKe LPSOePeQWaWLRQ RI
a SRUW NQRcNLQJ-baVed aXWKeQWLcaWLRQ PecKaQLVP aV a QeWZRUN IXQcWLRQ WKaW caQ be RIIORaded WR
PDPV. AQRQ\PL]aWLRQ LPSOePeQWaWLRQV LQ WKe PDP [31] LQcOXde LPSOePeQWaWLRQV RQ BaUeIRRW
TRILQR VXcK aV ONTAS [33] WKaW eQabOeV aQRQ\PL]aWLRQ RI SacNeW ILeOdV WR KLde PeUVRQaOO\
IdeQWLILabOe IQIRUPaWLRQ addUeVVeV, PANEL[41] PaQLSXOaWeV ceUWaLQ KeadeU ILeOdV WR aQRQ\PL]e
XVeU LQIRUPaWLRQ aQd PINOT [58] RbIXVcaWeV SacNeW KeadeUV RI DNS WUaIILc WR dLVaVVRcLaWe cOLeQW
IP addUeVVeV IURP DNS UeTXeVWV. UQOLNe WKeVe aQRQ\PL]aWLRQ aSSURacKeV, Ze UeO\ RQ
eQcU\SWLRQ XVLQJ WKe CKaCKa aOJRULWKP WR eQVXUe WKaW cRQWURO SacNeW daWa aUe QRW LdeQWLILabOe b\
adYeUVaULeV.
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PDPV KaYe OLPLWed UeVRXUceV aQd cRPSXWaWLRQaO caSabLOLWLeV, LQcOXdLQJ a OLPLWed VeW RI
RSeUaWLRQV VXSSRUWed, ZKLcK PeaQV WKaW VRSKLVWLcaWed SULPLWLYeV IRU cU\SWRJUaSK\ caQQRW be
UeaOL]ed [29]. TKLV cKaOOeQJe KaV PRWLYaWed UeVeaUcKeUV WR SURSRVe ZRUNaURXQdV WKaW aOORZ
cU\SWRJUaSKLc IXQcWLRQV WR be LPSOePeQWed LQ PDP deYLceV. TKe aXWKRUV RI [60] SUeVeQW aQ
LPSOePeQWaWLRQ RI a VecXUe Ne\ed KaVK IXQcWLRQ, HaOISLSHaVK, RQ BaUeIRRW TRILQR ZKLOe [53]
LPSOePeQWV SIP KaVK IRU WKUee dLIIeUeQW P4 WaUJeWV. IQ [19], WKe AdYaQced EQcU\SWLRQ SWaQdaUd
(AES) aOJRULWKP LV e[WeQded WR PDPV XVLQJ WKe VcUaPbOed ORRNXS WabOe WecKQLTXe. GLYeQ WKe
UeOaWLYeO\ VLPSOeU RSeUaWLRQV UeTXLUed IRU WKe CKaCKa aOJRULWKP WKaQ IRU AES, Ze LPSOePeQW WKe
aOJRULWKP RQ a NeWURQRPe AJLOLR SPaUWNIC aQd SeUIRUP e[SeULPeQWV WR VKRZ eQcU\SWLRQ aQd
decU\SWLRQ XVLQJ CKaCKa RQ PeVVaJeV XSWR 256 b\WeV ORQJ.

IQ WeUPV RI RIIORadLQJ cU\SWRJUaSKLc IXQcWLRQV WR VPaUWNICV, WKe ZRUN e[SORUed LQ [49] OeYeUaJeV
WKe SUeVeQce RI KaUdZaUe acceOeUaWRUV RQ SPaUWNICV WR RIIORad TLS KaQdVKaNe aQd daWa SaWK
eQcU\SWLRQ/decU\SWLRQ. SLPLOaUO\, LQ [32], WKe TLS KaQdVKaNe aQd TCP cRQQecWLRQ VeWXS SURceVV
aUe RIIORaded WR WKe VPaUWNIC ZKLOe WKe UeVW RI WKe TCP VWacN UXQV RQ WKe KRVW. TKe ZRUN
SUeVeQWed KeUe LV dLIIeUeQW IURP WKe e[LVWLQJ UeVeaUcK. We SURSRVe WKUee cU\SWRJUaSKLc
SULPLWLYeV í eQcU\SWLRQ, decU\SWLRQ, aQd aXWKeQWLcaWLRQ, XVLQJ WKe CKaCKa10 aOJRULWKP WKaW LV
RIIORaded WR WKe VPaUWNIC ZLWKRXW OeYeUaJLQJ KaUdZaUe acceOeUaWRUV.

5. Implementation

5.1 Design Choices

WKeQ LW cRPeV WR RIIORadLQJ a IXQcWLRQaOLW\ VXcK aV CKaCKa RQWR VPaUWNICV, WKe aYaLOabOe
deVLJQ cKRLceV caQ be caWeJRUL]ed aV IROORZV:

1. FaVWeVW SaWK - RIIORad cKacKa IXQcWLRQaOLW\ XVLQJ a KaUdZaUe acceOeUaWRU RQ WKe VPaUWNIC
2. SORZeU SaWK - RIIORad cKacKa IXQcWLRQaOLW\ OeYeUaJLQJ NIC cRUeV
3. SORZeVW SaWK - RIIORad cKacKa IXQcWLRQaOLW\ UeO\LQJ RQ a cRPbLQaWLRQ RI NIC cRUeV + KRVW

CPU cRUeV

AV VeeQ KeUe, LW'V QRW VXLWabOe WR VeQd WKe cU\SWR IXQcWLRQaOLW\ WR WKe KRVW CPU cRUeV VLQce LW LV
WKe VORZeVW SaWK IRU RIIORadLQJ eQcU\SWLRQ/ decU\SWLRQ WaVNV. AW WKe VaPe WLPe, KRZeYeU, QR
KaUdZaUe acceOeUaWRUV aUe cXUUeQWO\ aYaLOabOe WKaW LPSOePeQW WKe CKaCKa aOJRULWKP, ZKLcK
UeQdeUV WKe ILUVW deVLJQ cKRLce QRW YLabOe eLWKeU. TKLV OeadV XV WR WKe QaWXUaO deVLJQ cKRLce RI
LPSOePeQWLQJ WKe aOJRULWKP LQ WKe SURceVVLQJ SLSeOLQe (ZLWKRXW XVLQJ KaUdZaUe cR-SURceVVRUV) RI
WKe RQ-SaWK VPaUWNIC. IQ WKLV SaSeU, WKe caVe LV Pade WKaW WKe VPaUWNIC cRUeV caQ VXSSRUW WKe
LPSOePeQWaWLRQ RI WKe CKaCKa aOJRULWKP. TKLV ZRUN deVLJQV WKe CKaCKa aOJRULWKP aQd caUULeV
RXW e[SeULPeQWV WR VXSSRUW WKLV cOaLP.

5.2 Reali]ing ChaCha cr\pto algorithm

TKLV VecWLRQ deVcULbeV WKe cKaOOeQJeV, WKe deVLJQ cKRLceV, WKe aVVXPSWLRQV Pade WR RYeUcRPe
WKeVe cKaOOeQJeV, aQd WKe LPSOePeQWaWLRQ RI cU\SWR SULPLWLYeV.
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HeUe SULPLWLYeV aUe abVWUacWLRQV WKaW a P4 RU PLcUR-C daWa SOaQe SURJUaPPeU cRXOd OeYeUaJe LQ
KeU RIIORaded SURJUaP IRU VecXUe cRPPXQLcaWLRQ beWZeeQ WKe QeWZRUN eQd-SRLQWV (VPaUW-NIC).
TKeVe abVWUacWLRQV aUe LPSOePeQWed XVLQJ WKe CKaCKa cU\SWR aOJRULWKPV aQd CRC-32 KaVK
IXQcWLRQV IRU WKe NeWURQRPe CX4000 bacNeQd. A bULeI deVcULSWLRQ RI WKe API RI WKLV ZRUN LV
SURYLded LQ WKe ASSeQdL[.

5.2.1 Design challenges

IPSOePeQWLQJ WKe CKaCKa aOJRULWKP IRU eQcU\SWLRQ/decU\SWLRQ, JLYeQ WKe NIC KaUdZaUe
OLPLWaWLRQV, VXcK aV cRQVWUaLQed LQVWUXcWLRQ VeW aQd OLPLWed SURceVVLQJ aQd VWRUaJe caSabLOLWLeV,
LV cKaOOeQJLQJ. We addUeVV WKe IROORZLQJ cKaOOeQJeV LQ WKLV SaSeU.

(a) Initial nonce generation: NRQceV aUe UaQdRP RU SVeXdRUaQdRP QXPbeUV cU\SWRJUaSKLc
aOJRULWKPV WKaW VecXUe cRPPXQLcaWLRQV IURP UeSOa\ aWWacNV. TKe QRQce cKRVeQ IRU cRQVecXWLYe
SacNeWV VKRXOd dLIIeU; RWKeUZLVe, WKe LPSOePeQWaWLRQ LV VXVceSWLbOe WR cKRVeQ-SOaLQWe[W aWWacNV.
TKe NeWURQRPe VPaUWNIC KaV 48 PLcUR eQJLQeV (MEV), aQd eacK ME LV ORaded ZLWK WKe CKaCKa
SURJUaP aQd SURceVVeV SacNeWV LQdeSeQdeQWO\. IW QeedV WR be eQVXUed WKaW eacK ME XVeV a
dLIIeUeQW QRQce VR WKaW WKe LPSOePeQWaWLRQ LV QRW VXVceSWLbOe WR a cKRVeQ-SOaLQWe[W aWWacN. TKLV
cKaOOeQJe LV addUeVVed b\ XVLQJ WKe LQWULQVLc IXQcWLRQ ME() [59] WR LQLWLaOL]e WKe YaOXe RI WKe
QRQce. TKe IXQcWLRQ ME() SURYLdeV a 32-bLW XQLTXe LdeQWLILeU IRU WKe PLcUR eQJLQe. TKe
CKaCKa20 VWaQdaUdV [44] UecRPPeQd a 96-bLW QRQce. II WKe PLcUR eQJLQe¶V LdeQWLILeU LV ¶[¶, Ze
JeQeUaWe WKe 96-bLW XQLTXe LQLWLaO QRQce IRU eacK ME aV WKe cRQcaWeQaWLRQ, cRQcaW([, [, [).
TKeUeIRUe, WKe LPSOePeQWaWLRQ LV UeVLVWaQW WR cKRVeQ-SOaLQWe[W YXOQeUabLOLW\.

(b) Pseudo-random number generation: TKe SUeYLRXV cKaOOeQJe ZaV UeVROYed b\ XVLQJ a
XQLTXe LdeQWLILeU IRU eacK ME IRU WKe ILUVW WLPe, bXW WKe QRQce KaV WR be JeQeUaWed IRU WKe Qe[W
VeW RI PeVVaJeV WRR. TKLV SURbOeP caQ be UeVROYed baVed RQ WKe RbVeUYaWLRQ WKaW CKaCKa LV
LQKeUeQWO\ a SVeXdR-UaQdRP QXPbeU JeQeUaWRU. AIWeU eQcU\SWLQJ a PeVVaJe, WKe 96 bLWV IURP WKe
XQXVed CKaCKa Ne\VWUeaP caQ be XVed aV WKe QRQce IRU WKe Qe[W SacNeW. TKaW LV, WKe LQLWLaO
QRQce (XVLQJ ME()) LV XVed WR eQcU\SW WKe ILUVW SacNeW aQd WKe XQXVed 96-bLW Ne\VWUeaP bLWV LV
XVed aV WKe QRQce IRU WKe cRQVecXWLYe SacNeWV IRU UeVLVWaQce WR cKRVeQ-SOaLQWe[W aWWacNV.

(c) Comple[ operations involved in ChaCha¶s authentication algorithm: TKe ZLdeO\ XVed
aXWKeQWLcaWLRQ aOJRULWKP ZLWK CKaCKa LV PRO\-1305. TKe NeWURQRPe NIC KaUdZaUe dReV QRW
VXSSRUW PRdXOR RSeUaWLRQV XVed b\ PRO\-1305. HRZeYeU, WKe NIC VXSSRUWV WKe CRC-32 [1]
aOJRULWKP, bXW LW LV QeLWKeU Ne\ed QRU cROOLVLRQ-SURRI. TKaW LV, aQ aWWacNeU PLJKW be abOe WR
JeQeUaWe aQ aOWeUQaWLYe PeVVaJe WKaW VaWLVILeV WKe cKecNVXP. We VecXUe WKe cRPSXWed KaVK
XVLQJ CKaCKa eQcU\SWLRQ WR RYeUcRPe VXcK SURbabLOLVWLc cKRVeQ-SOaLQWe[W aWWacNV. AV SaUW RI
IXWXUe ZRUN, WKe SOaQ LV WR XVe aSSUR[LPaWLRQ daWa VWUXcWXUeV WR LPSOePeQW PRO\-1305.
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5.2.2 Assumptions

1. TKe LQLWLaO CKaCKa VecUeW Ne\ LV VKaUed ZLWK WKe VPaUWNICV XVLQJ aQ SSL/TLS-baVed
VecXUe cKaQQeO beWZeeQ WKe aJeQW UXQQLQJ LQ WKe KRVW CPU (cRQWURO SOaQe) aQd WKe
VPaUWNIC. IW LV aVVXPe WKaW WKe VecXUe OSeQSSL YeUVLRQ (>1.0.1) [2] LV XVed IRU VecXUe
cRPPXQLcaWLRQ.

2. CKaCKa20 LV cRQVLdeUed WR be VecXUe aV WKeUe aUe QR SURYeQ aWWacNV. HRZeYeU, WKeUe
aUe aWWacNV RQ XS WR 8 URXQdV RI CKaCKa baVed RQ dLIIeUeQWLaO cU\SWaQaO\VLV [14, 16, 21,
22, 26, 27, 40]. OXU CKaCKa LPSOePeQWaWLRQ XVeV 10 URXQdV IRU a VecXUe, OLJKWZeLJKW,
LQ-QeWZRUN VROXWLRQ.

5.2.3 Packet format

FLJ. 8 VKRZV WKe IRUPaW RI aQ LQcRPLQJ PeVVaJe WKaW ZaQWV WR OeYeUaJe cU\SWR SULPLWLYeV IRU
PeVVaJe SURWecWLRQ. TKe VeQdLQJ aSSOLcaWLRQ aSSeQdV WKe SULPLWLYe KeadeU aIWeU WKe WUaQVSRUW
(Oa\eU 4) KeadeU. TKe SULPLWLYe KeadeU cRQWaLQV LQIRUPaWLRQ abRXW WKe cU\SWR RSeUaWLRQV
UeTXeVWed b\ WKe aSSOLcaWLRQ aQd WKe cRUUeVSRQdLQJ SaUaPeWeU YaOXeV.

Fig. 8 Format of an application message

T\pe: TKe ILUVW b\We RI WKe SULPLWLYe KeadeU cRQWaLQV LQIRUPaWLRQ abRXW WKe UeTXeVWed cU\SWR
RSeUaWLRQV. TKe ILUVW IRXU bLWV aUe WKe IOaJV, aQd WKe UeVW IRXU bLWV aUe UeVeUYed IRU IXWXUe XVe. TKe
ILUVW bLW, AUTH_VeW, LQdLcaWeV LI a VecXUe KaVK VKRXOd be cRPSXWed aQd aSSeQded IRU SacNeW
daWa aXWKeQWLcaWLRQ. TKe VecRQd bLW, AUTH_WeVW, LQdLcaWeV LI aQ aXWKeQWLcaWLRQ cKecN LV
UeTXLUed. II aXWKeQWLcaWLRQ LV XQVXcceVVIXO, WKe SacNeW LV dURSSed. TKe WKLUd bLW, ENC, LQdLcaWeV LI
WKe Sa\ORad QeedV WR be eQcU\SWed. TKe IRXUWK bLW, DEC, LQdLcaWeV LI WKe Sa\ORad QeedV WR be
decU\SWed.

Secure hash: II AUTH_WeVW LV VeW LQ WKe T\Se b\We, WKe LQcRPLQJ SacNeW aOUead\ KaV WKe 32-bLW
VecXUe KaVK WKaW ZaV aSSeQded b\ aQRWKeU VPaUWNIC (eQd-SRLQW).
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Proto: TR LQdLcaWe WKe SUeVeQce RI WKe SULPLWLYe KeadeU, Ze VeW WKe SURWRcRO ILeOd RI WKe IP
KeadeU WR WKe VSecLaO YaOXe "145" (XQaVVLJQed SRUW QXPbeU [11]). TKe SURWRcRO ILeOd YaOXe RI WKe
IP KeadeU LV cRSLed WR WKe 8-bLW SURWR ILeOd RI WKe SULPLWLYe KeadeU VR WKaW WKe RULJLQaO SURWRcRO
YaOXe caQ be cRSLed bacN WR WKe IP KeadeU ZKeQ WKe SULPLWLYe KeadeU LV decaSVXOaWed.

Padding: OXU CKaCKa LPSOePeQWaWLRQ JeQeUaWeV WKe Ne\VWUeaP RI 64 b\WeV. TR aOLJQ WKe IP
Sa\ORad WR 64 b\WeV, VRPe SaddLQJ b\WeV aUe XVed. TKe cRXQW RI Sadded b\WeV LV VSecLILed LQ
WKe 8-bLW SaddLQJ ILeOd RI WKe SULPLWLYe KeadeU.

Nonce: TKe CKaCKa aOJRULWKP XVeV a 96-bLW QRQce. TKe QRQce LV RQe RI WKe LQSXWV WR JeQeUaWe
WKe Ne\VWUeaP IRU eQcU\SWLRQ aQd decU\SWLRQ. TKe QRQce YaOXe XVed dXULQJ eQcU\SWLRQ LV
aSSeQded LQ WKe QRQce ILeOd VLQce WKe VaPe QRQce YaOXe VKRXOd be XVed IRU decU\SWLRQ.

5.2.4 Implementation of cr\pto primitives

Fig.9 Implementation of AUTH_VeW+ENC using ChaCha10 algorithm for Netronome smartNIC
(AUTH_WeVW+DEC looks similar)

TKe IROORZLQJ cU\SWR SULPLWLYeV aUe VXSSRUWed b\ WKe LPSOePeQWaWLRQ:
1. Encr\ption: TKe SULPLWLYe ENC LQdLcaWeV eQcU\SWLRQ RI aQ LQSXW PeVVaJe.
2. Decr\ption: TKe SULPLWLYe DEC LQdLcaWeV WKe decU\SWLRQ RI aQ LQSXW PeVVaJe.
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3. Authentication: TZR aXWKeQWLcaWLRQ SULPLWLYeV aUe VXSSRUWed, AUTH_VeW aQd
AUTH_WeVW. AUTH_VeW JeQeUaWeV WKe VecXUe KaVK IRU WKe PeVVaJe, aQd AUTH_WeVW
YaOLdaWeV WKe LQSXW PeVVaJe IRU aXWKeQWLcaWLRQ aQd LQWeJULW\.

CRPSRXQd SULPLWLYeV VXcK aV AUTH_VeW + ENC aQd AUTH_WeVW + DEC aUe aOVR VXSSRUWed.
FLJ.9 VKRZV WKe cRPSRQeQWV LQYROYed LQ WKe LPSOePeQWaWLRQ RI CKaCKa10 aOJRULWKP IRU
aXWKeQWLcaWLRQ, eQcU\SWLRQ, aQd decU\SWLRQ SULPLWLYeV RQ WKe NeWURQRPe VPaUWNIC daWa SOaQe.
We SURJUaP WKe SaUVeU, PaWcK acWLRQ WabOeV, LQJUeVV/eJUeVV ORJLc, aQd WKe deSaUVeU XVLQJ P4
OaQJXaJe, ZKeUeaV WKe CKaCKa eQcU\SWLRQ, decU\SWLRQ, aQd aXWKeQWLcaWLRQ aOJRULWKPV aUe
LPSOePeQWed LQ WKe PLcUR-C OaQJXaJe.We XVe PLcUR-C OaQJXaJe IRU WKe cRQVWUXcWV WKaW aUe
eLWKeU XQVXSSRUWed LQ P4 OaQJXaJe RU LI WKe P4 LPSOePeQWaWLRQ LV cRPSOe[. FRU e[aPSOe, Ze
caQQRW JeW WKe ME LdeQWLILeUV XVLQJ P4.

TKe ILUVW VWeS LQ WKe CKaCKa aOJRULWKP LV VWaWe LQLWLaOL]aWLRQ. TKe Ne\VWUeaP JeQeUaWRU KaV WKe
IROORZLQJ LQSXWV, WKe CKaCKa VecUeW Ne\, QRQce, cRXQWeU, aQd a cRQVWaQW. TKe CKaCKa VecUeW LV
LQLWLaOL]ed XVLQJ aQ SSL/TLS-baVed VecXUe cKaQQeO aV dLVcXVVed LQ VecWLRQ 5.5.2. TKe cRXQWeU LV
UeVeW WR 0 IRU eacK LQSXW PeVVaJe aQd LQcUePeQWed IRU eacK 512-bLW PeVVaJe bORcN. TKe LQLWLaO
aQd cRQVecXWLYe QRQce LQLWLaOL]aWLRQ IRU PeVVaJe eQcU\SWLRQ LV deVcULbed LQ VecWLRQ 5.2.1. TKaW
LV, dXULQJ WKe eQcU\SWLRQ SURceVV, WKe ILUVW PeVVaJe XVeV WKe ME LdeQWLILeU IRU WKe QRQce, aQd
aIWeU WKaW, eacK PeVVaJe XVeV WKe XQXVed Ne\VWUeaP bLWV RI WKe SUeYLRXV PeVVaJe. DXULQJ WKe
decU\SWLRQ
SURceVV, WKe QRQce LV SaUVed IURP WKe SacNeW KeadeU.

FRU eQcU\SWLRQ, WKe CKaCKa10 aOJRULWKP [17, 45] (PRUe deWaLOV LQ VecWLRQ 5.2.2) LV XVed WR
JeQeUaWe WKe Ne\VWUeaP. TKe Ne\VWUeaP JeQeUaWRU JeQeUaWeV a 512-bLW Ne\VWUeaP IRU eacK
PeVVaJe bORcN (512 bLWV). TKe PeVVaJe aQd/RU WKe KaVK aUe eQcU\SWed b\ XORLQJ ZLWK WKe
Ne\VWUeaP. TKe XOR SURceVV LV dRQe LQ bORcNV RI 32-bLWV VLQce WKe NeWURQRPe NIC VXSSRUWV
32-bLW ZRUdV (32-bLW ARM SURceVVRU). FRU decU\SWLRQ, WKe QRQce LV SaUVed IURP WKe SacNeW
KeadeU, ZKeUeaV WKe RWKeU SaUaPeWeUV RI WKe CKaCKa10 VWaWe, YL]., CKaCKa VecUeW Ne\, cRXQWeU,
aQd cRQVWaQW, aUe LQLWLaOL]ed aV dLVcXVVed LQ WKe eQcU\SWLRQ SURceVV. SLQce CKaCKa LV a VWUeaP
cLSKeU, WKe decU\SWLRQ SURceVV LV VLPLOaU WR WKe eQcU\SWLRQ SURceVV.

TKe NeWURQRPe NIC dReV QRW VXSSRUW cU\SWRJUaSKLc KaVK IXQcWLRQV. TR LPSOePeQW
aXWKeQWLcaWLRQ, Ze XVe WKe QRQ-cU\SWRJUaSKLc KaVK IXQcWLRQ, CRC-32, aQd VecXUe LW ZLWK
CKaCKa eQcU\SWLRQ (Vee VecWLRQ 5.2.1). cXVWRP_cUc32 acceOeUaWRU LV XVed IRU KaVKLQJ dXe WR LWV
UeVLVWaQce WR SeUIRUPaQce deJUadaWLRQ aW KLJK ORadV cRPSaUed WR RWKeU aYaLOabOe KaVK IXQcWLRQV
[57]. TKe cXVWRP_cUc32 IXQcWLRQ WaNeV a Pa[LPXP RI 64 b\WeV RI daWa IRU KaVKLQJ; WKeUeIRUe, Ze
LQcUePeQWaOO\ WaNe 64-b\We bORcNV IURP WKe SacNeW KeadeU aQd WKe PeVVaJe WR caOcXOaWe WKe ILQaO
32-bLW KaVK.
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Fig. 10 Workflow of AUTH_VeW, ENC, and AUTH_VeW+ENC primitives using ChaCha

TKe cRUUecWQeVV RI WKe LPSOePeQWaWLRQ LV IXUWKeU WeVWed aV IROORZV. FLUVW, WKe PeVVaJe LV
eQcU\SWed RQ WKe SPaUWNIC, IROORZed b\ decU\SWLRQ RQ WKe SPaUWNIC, aQd WKe decU\SWed
PeVVaJe LV cRPSaUed ZLWK WKe RULJLQaO PeVVaJe RQ WKe KRVW PacKLQe. FLJ. 10 VKRZV WKe
ZRUNIORZ IRU aQ LQcRPLQJ PeVVaJe. TKe P4 SaUVeU SURJUaP SaUVeV WKe SacNeW KeadeUV WR deULYe
WKe PeVVaJe aQd WKe UeTXeVWed cU\SWR SULPLWLYe. II AUTH_VeW RU AUTH_WeVW IOaJ LV VeW, WKe
LQSXW PeVVaJe LV KaVKed XVLQJ cXVWRP_cUc32. II WKe ENC RU DEC IOaJ LV VeW, WKe CKaCKa10
eQcU\SWLRQ RU decU\SWLRQ SURceVV LV cRPSXWed b\ UeSeaWLQJ WKe aOJRULWKP IRU eacK 64-b\We
PeVVaJe bORcN ZLWK WKe LQcUePeQWed cRXQWeU YaOXe.

6. Evaluation

TKe e[SeULPeQWV ZeUe deVLJQed WR aQVZeU WKe IROORZLQJ TXeVWLRQV:
1. HRZ dReV RXU cU\SWR SULPLWLYe LPSOePeQWaWLRQ SeUIRUP cRPSaUed WR WKe baVeOLQeV?
2. WKLcK cOaVV RI aSSOLcaWLRQV ZLOO beQeILW b\ OeYeUaJLQJ WKeVe cU\SWR SULPLWLYeV?
3. AIWeU LPSOePeQWLQJ WKe cU\SWR SULPLWLYeV RQ WKe SPaUWNIC, KRZ PXcK PePRU\ LV

aYaLOabOe WR RIIORad RWKeU aSSOLcaWLRQV?

6.1 E[periment setup.

AOO RXU e[SeULPeQWV aUe RQ WZR PacKLQeV ZLWK AMD R\]eQ 9 5950X (3.4 GH], 16 cRUeV, 32
WKUeadV) SURceVVRU aQd 32GB RAM. TKe ILUVW PacKLQe UaQ a DPDK-baVed ORad JeQeUaWRU
aSSOLcaWLRQ (dSdN-21.11), SNWJeQ 21.11 [4], WKaW JeQeUaWeV IP SacNeWV ZLWK cRQILJXUabOe PeVVaJe

23



VL]eV. IW LV eQVXUed WKaW WKe JeQeUaWed e[SeULPeQWV WUaIILc UaWe LV eQRXJK WR VaWXUaWe WKe QeWZRUN
caUd LQ aOO e[SeULPeQWV XQOeVV PeQWLRQed RWKeUZLVe. A P4 SURJUaP LV ZULWWeQ RQ WKe SPaUWNIC WR
add WKe SULPLWLYe KeadeU aV VKRZQ LQ FLJ. 8.

(a) BaVeOiQe:NIC - simple L2 forwarding

(b) BaVeOiQe:HRVW - ENC on host using container

AMD R\]eQ 9 5950X (3.4 GH], 16 cRUeV, 32 WKUeadV) SURceVVRU aQd 32GB RAM

NeWURQRPe AJLOLR CX 40 GbLW/V dXaO-SRUW SPaUWNIC

Fig. 11 Baseline setup

TKe VecRQd PacKLQe KRVWV NeWURQRPe AJLOLR CX 40 GbLW/V dXaO-SRUW SPaUWNIC [3] RQ ZKLcK RXU
CKaCKa10 cU\SWR SULPLWLYe SURJUaP LV RIIORaded. TZR baVeOLQeV aUe SURYLded WR dePRQVWUaWe WKe
SeUIRUPaQce bRXQdV RI WKe V\VWeP. A VLPSOe L2 IRUZaUd SURJUaP RQ WKe VPaUWNIC cRSLeV WKe
SacNeW IURP LQJUeVV WR WKe eJUeVV SRUW aQd dReV QRW LQYROYe cU\SWR cRPSXWaWLRQV. TKLV SURJUaP
SURYLdeV WKe SeUIRUPaQce XSSeU bRXQd, caOOed WKe baVeOLQe:NIC. TKe SeUIRUPaQce RI WKe
CKaCKa aOJRULWKP (ENC SULPLWLYe) LV aOVR eYaOXaWed RQ WKe KRVW CPU LQVLde a cRQWaLQeU WR
dePRQVWUaWe WKe cU\SWR SURceVVLQJ RYeUKeadV ZKeQ WKe NIC dReV QRW VXSSRUW cU\SWR. TKLV
SURJUaP SURYLdeV ORZeU-bRXQd SeUIRUPaQce, aQd Ze caOO LW baVeOLQe:HRVW.

6.2 Parameters and Metrics

DLIIeUeQW WUaIILc ORad OeYeOV aQd PeVVaJe VL]eV aUe JeQeUaWed b\ cRQILJXULQJ WKe SaUaPeWeUV RI
WKe SNWJeQ aSSOLcaWLRQ. AOO UeVXOWV UeSRUWed aUe IRU aQ e[SeULPeQW cRQdXcWed IRU 180 VecRQdV.
TKe SeUIRUPaQce PeWULcV PeaVXUed aUe WKURXJKSXW (PeVVaJeV SeU Vec) aQd SURceVVLQJ OaWeQc\
(ᶞ𝑠𝑒𝑐). TKe WKURXJKSXW ZaV UeSRUWed b\ WKe SNWJeQ aSSOLcaWLRQ. TKe LQJUeVV aQd eJUeVV
WLPeVWaPSV (LQ QaQRVecRQdV) ZeUe added WR WKe SacNeW KeadeUV XVLQJ NeWURQRPe¶V e[WeUQ
IXQcWLRQV WR cRPSXWe SURceVVLQJ OaWeQc\.
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6.3 Results

Fig. 12 E[pected control plane message rate (CPMR) is in the range of 100 to 3M requests per sec;
cr\pto processing throughput at the host ranges from 71K to 94K requests per sec; our

implementation meets the e[pected CPMR

FLJ. 12 aQd FLJ. 13 VKRZ WKe VaWXUaWLRQ WKURXJKSXW aQd WKe cRUUeVSRQdLQJ SURceVVLQJ OaWeQc\
IRU YaULRXV SacNeW VL]eV. OXU V\VWeP UeTXLUeV SaUVLQJ RI WKe SacNeW Sa\ORad WR aSSO\ cU\SWR
SULPLWLYeV, aQd WKe NeWURQRPe VPaUWNIC SaUVeU KaV cRQVWUaLQed PePRU\ WR VWRUe SacNeW
KeadeUV. TKeUeIRUe, RXU V\VWeP LV OLPLWed WR SURceVVLQJ PeVVaJe VL]e RI 256 b\WeV.

TKe AUTH_VeW SULPLWLYe SURYLdeV 3[, 2.7[, aQd 2.3[ ORZeU WKURXJKSXW WKaQ baVeOLQe:NIC IRU
64-b\We, 128-b\We, aQd 256-b\We SacNeW VL]eV, UeVSecWLYeO\. TKe ENC SULPLWLYe SURYLdeV 2.8[,
3.5[, aQd 4.6[ ORZeU WKURXJKSXW WKaQ baVeOLQe:NIC IRU 64-b\We, 128-b\We, aQd 256-b\We
SacNeW VL]eV, UeVSecWLYeO\. TKe AUTH_VeW+ENC SULPLWLYe SURYLdeV 4.2[, 4.9[, aQd 5.8[ ORZeU
WKURXJKSXW WKaQ baVeOLQe:NIC IRU 64-b\We, 128-b\We, aQd 256-b\We SacNeW VL]eV, UeVSecWLYeO\.
We RbVeUYe VLPLOaU WUeQdV LQ AUTH_WeVW, DEC, AUTH_WeVW+DEC, aQd PeVVaJe SURceVVLQJ
OaWeQc\. HRZeYeU, RXU LQ-QeWZRUN cU\SWR-V\VWeP dePRQVWUaWeV 67[ WR 81[ beWWeU WKURXJKSXW aQd
∼83% ORZeU OaWeQc\ cRPSaUed WR baVeOLQe:HRVW.
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Fig. 13 Processing latenc\ of the primitives ranges between 21 ᶞ𝑠 to 170 ᶞ𝑠 (∼ 83% lower than
processing at the host).

6.4 Observations

IW LV RbVeUYed WKaW WKeVe WKURXJKSXW QXPbeUV ZRXOd VaWLVI\ PRVW RI WKe RIIORaded aSSOLcaWLRQV.
TR be VSecLILc, WKe API LQYRcaWLRQ UaWe LV 100 UeTXeVWV SeU Vec [9] IRU VeUYeUOeVV IXQcWLRQV. WLWK
a Pa[LPXP RI 1000 cRQWaLQeUV [50] RU 200 VMV [13] SeU VeUYeU, WKe UeTXLUed cU\SWR WKURXJKSXW
UaQJeV beWZeeQ 20K WR 100K UeTXeVWV SeU VecRQd. OXU aXWKeQWLcaWLRQ (AUTH_VeW) WKURXJKSXW
LV 6M PeVVaJeV SeU VecRQd aQd caQ VXSSRUW XS WR 60K VeUYeUOeVV ZRUNIORZV, PXcK KLJKeU WKaQ
ZKaW LV UeTXLUed. CRQVLdeU WKe VWaWe UeSOLcaWLRQ XVe caVe IRU RQe RI WKe SRSXOaU Ne\-YaOXe VWRUeV,
TZLWWeU. OQO\ 10% RI WKe WRWaO WUaIILc UeTXLUeV VWaWe UeSOLcaWLRQ [15], ZKLcK LQdLcaWeV WKaW RXU
V\VWeP caQ VcaOe OLQeaUO\. SLPLOaUO\, cRQVLdeU RQe INT SacNeW JeQeUaWed SeU IORZ. WLWK 3.3M
IORZV SeU VecRQd aW a VeUYeU [35, 47], RXU SULPLWLYeV caQ eaVLO\ SURceVV WKeP.

TKe LQSXW ORad ZaV YaULed LQ aQRWKeU e[SeULPeQW aQd RbVeUYed WKe cRUUeVSRQdLQJ PeVVaJe
SURceVVLQJ WKURXJKSXW WR XQdeUVWaQd V\VWeP VcaOabLOLW\. We RbVeUYed WKaW WKe baVeOLQe:NIC
SURJUaP VcaOed OLQeaUO\, aQd Ze RbVeUYed WKe VaWXUaWLRQ WKURXJKSXW RI ∼ 19M PeVVaJeV/Vec,
ZKLOe WKe AUTH_VeW aQd ENC SULPLWLYeV VcaOed OLQeaUO\ aW ORZ ORadV (XS WR 20% ORad) ZLWK
RbVeUYed WKURXJKSXW RI ∼ 4M PeVVaJeV SeU VecRQd; aQd WKe VaWXUaWLRQ WKURXJKSXW RI ∼ 6.8M
PeVVaJeV SeU Vec. TKe AUTH_VeW+ENC SULPLWLYe dReV QRW VcaOe OLQeaUO\ aQd VaWXUaWeV aW ∼ 4M
PeVVaJeV SeU VecRQd.
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Fig. 14 Available memor\ for other offloads is up to 90%

TKe PePRU\ cOaVVeV VXSSRUWed b\ NeWURQRPe VPaUWNIC LQcOXde: (1) WKe ORcaO PePRU\ (LM)
UeJLVWeU LV XVed IRU daWa WKaW LV XVed LQ eYeU\ SacNeW; (2) TKe cOXVWeU ORcaO VcUaWcK (CLS) LV XVed
IRU daWa, ZKLcK LV Qeeded IRU PRVW SacNeWV aQd VPaOO VKaUed WabOeV; (3) TKe cOXVWeU WaUJeW
PePRU\ (CTM) LV XVed IRU SacNeW KeadeUV aQd cRRUdLQaWLRQ beWZeeQ RWKeU VXb-V\VWePV; (4)
TKe LQWeUQaO PePRU\ (IMEM) LV XVed IRU SacNeW bRdLeV aQd PedLXP-VL]ed VKaUed WabOeV; aQd (5)
TKe e[WeUQaO PePRU\ (EMEM) LV XVed IRU OaUJe VKaUed WabOeV.

FLJ. 14 VKRZV WKaW eYeQ aIWeU LPSOePeQWLQJ cU\SWR SULPLWLYeV RQ WKe NIC, Ze KaYe IUee PePRU\
UeVRXUceV RI XS WR 44% LM, XS WR 67% RI CLS, 55% CTM, 81% IMEM, aQd 90% EMEM. NRWe
WKaW LM aQd CLS XWLOL]aWLRQ LQcUeaVeV IRU OaUJeU PeVVaJe VL]eV dXe WR addLWLRQaO PePRU\ WR
VWRUe WKe Sa\ORad aQd cU\SWR cRde. AOWKRXJK, WKe CTM, IMEM, aQd EMEM XWLOL]aWLRQ LV cRQVWaQW
aV cU\SWR SURceVVLQJ dReV QRW XVe WabOeV. TKe RIIORaded aSSOLcaWLRQV WKaW XWLOL]e WKe cU\SWR
SULPLWLYeV caQ XVe WKe IUee PePRU\ WR VWRUe WKe cRde, SacNeW daWa, aQd VKaUed WabOeV (bRWK
VPaOO aQd OaUJe).

7. Discussion

Cr\pto code placement: DXe WR cRQVWUaLQed VPaUWNIC UeVRXUceV, WKe cU\SWR cRde SOacePeQW
deSeQdV RQ ZKeWKeU WKe VPaUWNIC KaV eQRXJK CPU aQd PePRU\ UeVRXUceV WR UXQ cU\SWR
IXQcWLRQV aORQJVLde WKe RIIORaded aSSOLcaWLRQV. (1) II WKeUe aUe eQRXJK UeVRXUceV, Ze VKRXOd
cR-ORcaWe WKe cU\SWR cRde aQd WKe RIIORaded aSSOLcaWLRQV RQ WKe VaPe VPaUWNIC; (2) OWKeUZLVe,
Ze VKRXOd LPSOePeQW a bXPS LQ-WKe-ZLUe deVLJQ ZKeUe WKe RIIORaded aSSOLcaWLRQV aQd WKe cU\SWR
cRde UXQ RQ WZR VeSaUaWe VPaUWNICV, cRQQecWed SRUW-WR-SRUW YLa SK\VLcaO cabOeV.

Handling MTU si]e messages: AV dLVcXVVed eaUOLeU, WKe cXUUeQW cU\SWR LPSOePeQWaWLRQ caQQRW
KaQdOe PeVVaJeV ORQJeU WKaQ 256 b\WeV dXe WR SaUVeU PePRU\ cRQVWUaLQWV. IQ RXU IXWXUe ZRUN,
Ze SOaQ WR KaQdOe MTU VL]e PeVVaJeV b\ XVLQJ deVLJQ RSWLRQV VXcK aV (1) UedXcLQJ WKe

27



QXPbeU RI WKUeadV SeU ME; (2) IUaJPeQWLQJ SacNeW PeVVaJeV ORQJeU WKaQ 256 b\WeV; (3)
acceVVLQJ WKe PeVVaJe Sa\ORad ZLWKRXW SaUVLQJ.

Implement standard authentication algorithm: OXU cXUUeQW LPSOePeQWaWLRQ dReV QRW XVe
CKaCKa¶V VWaQdaUd aXWKeQWLcaWLRQ aOJRULWKP, PRO\-1305, aV WKLV aOJRULWKP XVeV PRdXOXV
RSeUaWLRQ, ZKLcK LV QRW VXSSRUWed b\ WKe VPaUWNIC KaUdZaUe. TKeUeIRUe, RXU V\VWeP caQ be
XVed WR VecXUe cRQWURO aQd PaQaJePeQW PeVVaJeV VKaUed ZLWKLQ WKe daWa ceQWeU QeWZRUN
ZLWKRXW XVLQJ VWaQdaUd TLS cRQQecWLRQV. We SOaQ WR XVe aSSUR[LPaWLRQ daWa VWUXcWXUeV WR
LPSOePeQW PRO\-1305 IRU PeVVaJe aXWKeQWLcaWLRQ aV SaUW RI IXWXUe ZRUN.

Portable cr\ptos\stem design: TKLV ZRUN LV WLJKWO\ bRXQd WR WKe WaUJeW PacKLQe aQd LV QRW
VLPSOe WR SRUW. IQ RXU IXWXUe ZRUN, Ze SOaQ WR SURYLde abVWUacWLRQV IRU WaUJeW-deSeQdeQW
cRPSRQeQWV aQd deVLJQ a SRUWabOe cU\SWRV\VWeP.

8. Conclusion

We deVLJQ aQd deYeORS cU\SWR SULPLWLYeV baVed RQ WKe CKaCKa aOJRULWKP IRU aSSOLcaWLRQV
RIIORaded WR WKe NeWURQRPe AJLOLR VPaUW- NIC. We addUeVV cKaOOeQJeV ZKLOe LPSOePeQWLQJ
cU\SWRJUaSKLc SULPLWLYeV - aXWKeQWLcaWLRQ, eQcU\SWLRQ, aQd decU\SWLRQ. FURP WKe eYaOXaWLRQV, Ze
RbVeUYe WKaW RXU LPSOePeQWaWLRQ PeeWV WKe SURceVVLQJ UaWeV UeTXLUed IRU cRQWURO PeVVaJeV RI
RIIORaded aSSOLcaWLRQV.
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Appendi[: API Details

TKLV ZRUN caQ be XVed b\ a P4 SURJUaPPeU IRU NeWURQRPe SPaUWNIC aV aQ API IRU
ENC+AXWh_VeW, AXWh_VeW, DEC+AXWh_WeVW aQd AXWh_WeVW cU\SWR SULPLWLYeV.

API preprocessing: How to use?

1. PURJUaPPeU QeedV WR UXQ WKe S\WKRQ VcULSW SURYLded b\ WKe API QaPed
add_chacha_cU\SWR.S\. TKe LQSXWV UeTXLUed b\ WKe SURJUaP LQcOXde:

a. Data si]e RQ ZKLcK WKe cU\SWR SULPLWLYeV VKRXOd ZRUN. AV PeQWLRQed LQ VecWLRQ 7,
WKe ZRUN LV OLPLWed WR SURceVV XSWR 256B aQd dReV QRW aOORZ IRU YaULabOe VL]e
SURceVVLQJ. TKe SURJUaPPeU caQ VSecLI\ RQe RI 4 RSWLRQV: 64, 128, 192
aQd 256. AOO YaOXeV aUe LQ b\WeV.

b. Three program files:
L. FLOe deILQLQJ WKe IQgUeVV, EgUeVV, PaUVeU aQd DeSaUVeU

cRQWUROV[75].
LL. FLOe deILQLQJ WKe SacNeW KeadeUV. IQ caVe WKLV ILOe LV WKe VaPe aV LQ

SUeYLRXV, LW VKRXOd be VSecLILed aJaLQ.
LLL. FLOe deILQLQJ WKe PLcUR C IXQcWLRQV. IQ caVe, a PLcUR C ILOe dReV QRW e[LVW,

NRQe caQ be SaVVed aV aQ aUJXPeQW. A QeZ ILOe ZLOO be cUeaWed.
2. TKe RXWSXW RI add_chacha_cU\SWR.S\ aUe WKUee QeZ ILOeV (WZR LQ caVe WKe VaPe ILOe

KaV WKe cRQWUROV, aQd WKe SacNeW KeadeUV). TKe QaPLQJ IRU WKe QeZ ILOeV ZRXOd be LQ WKe
IRUP <ROd_QaPe>_chacha.<ROd_e[WeQVLRQ>

3. TKe SURJUaPPeU caQ QRZ bXLOd aQd ORad WKe SURJUaP aV XVXaO XVLQJ WKe JeQeUaWed ILOeV.
TKe\ caQ add UXOeV VWaWLcaOO\ RU d\QaPLcaOO\ WR WKe added WabOeV(deVcULbed beORZ), ZKLcK
ZLOO aSSO\ WKe cU\SWR SULPLWLYeV WR WKe UeTXLUed IORZV.

Details of preprocessing changes

1. A Oa\eU 4 KeadeU deILQLWLRQ, aV deVcULbed LQ VecWLRQ 5.2.3, LV added ZKLcK caQ be
OeYeUaJed IRU XWLOLVLQJ WKe cU\SWR SULPLWLYeV. TKLV KeadeU LV added aIWeU WKe IP KeadeU aQd
beIRUe WKe WUaQVSRUW Oa\eU KeadeU.

2. FRXU PaWcK acWLRQ WabOeV aUe added. :
a. ENC+AXWh_VeW aQd AXWh_VeW WabOeV aUe added WR WKe EgUeVV cRQWURO after

aOO XVeU-deILQed WabOeV aUe aSSOLed. MaWcKLQJ Ne\ LQcOXdeV <VUc IP, dVW IP,
VUc SRUW, dVW SRUW, IP SURWR> aQd WKe acWLRQ SaUaPeWeUV aUe
<ChaCha10 Ne\>.

b. DEC+AXWh_WeVW aQd AXWh_WeVW aUe added WR WKe IQgUeVV cRQWURO before
aQ\ XVeU-deILQed WabOeV aUe aSSOLed. MaWcKLQJ Ne\ LQcOXdeV <VUc IP, dVW
IP, IP SURWR, T\Se> (T\Se LV aV deVcULbed LQ VecWLRQ 5.2.3) aQd WKe acWLRQ
SaUaPeWeUV aUe <ChaCha10 Ne\>.

3. TKe PaWcKLQJ acWLRQV IRU eacK RI WKe WabOeV aUe added WR WKe PLcUR C ILOe.
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